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| ESG Not e

Thi s docunent describes three different approaches for the
configuration of DNS nanme resolution server information in |IPv6
host s.

There is not an | ETF consensus on whi ch approach is preferred. The
anal ysis in this docunent was devel oped by the proponents for each
approach and does not represent an | ETF consensus.

The ' RA option’ and 'Vl | -known anycast’ approaches described in this
docunent are not standardized. Consequently the analysis for these
approaches m ght not be conpletely applicable to any specific
proposal that m ght be proposed in the future.

Abst ract

Thi s docunent describes three approaches for | Pv6 recursive DNS
server address configuration. It details the operational attributes
of three solutions: RA option, DHCPv6 option, and well-known anycast
addresses for recursive DNS servers. Additionally, it suggests the
depl oynent scenarios in four kinds of networks (ISP, enterprise,
3GPP, and unmanaged networ ks) considering multi-solution resolution
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1.

3.

3.

I nt roducti on

Nei ghbor Di scovery (ND) for IP Version 6 and |1 Pv6 Statel ess Address
Aut oconfiguration provide ways to configure either fixed or nobile
nodes with one or nore | Pv6 addresses, default routes, and some other
paraneters [1][2]. To support the access to additional services in
the Internet that are identified by a DNS name, such as a web server
the configuration of at |east one recursive DNS server is al so needed
for DNS nanme resol ution.

Thi s docunent describes three approaches of recursive DNS server
address configuration for IPv6 host: (a) RA option [6], (b) DHCPv6
option [3]-[5], and (c) well-known anycast addresses for recursive
DNS servers [7]. Also, it suggests the applicable scenarios for four
ki nds of networks: (a) ISP network, (b) enterprise network, (c) 3GPP
network, and (d) unmanaged network

Thi s docunent is just an analysis of each possible approach, and it
does not recommend a particul ar approach or conbination of
approaches. Some approaches may even not be adopted at all as a
result of further discussion

Therefore, the objective of this docunent is to help the audi ence
sel ect the approaches suitable for I Pv6 host configuration of
recursive DNS servers

Ter mi nol ogy

Thi s docunent uses the terminology described in [1]-[7]. In
addition, a newtermis defined bel ow

0 Recursive DNS Server (RDNSS): Server which provides a recursive
DNS resol uti on service

| Pv6 DNS Configuration Approaches

In this section, the operational attributes of the three sol utions
are described in detail.

1. RA Option

The RA approach defines a new ND option, called the RDNSS option
that contains a recursive DNS server address [6]. Existing ND
transport mechanisnms (i.e., advertisenents and solicitations) are
used. This works in the same way that nodes |earn about routers and
prefixes. An IPv6 host can configure the | Pv6 addresses of one or
nmore RDNSSes via RA nessage periodically sent by a router or
solicited by a Router Solicitation (RS).
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Thi s approach needs RDNSS information to be configured in the routers
doi ng the advertisenents. The configuration of RDNSS addresses can
be performed manually by an operator or in other ways, such as
automatic configuration through a DHCPv6 client running on the
router. An RA nessage with one RDNSS option can include as nmany
RDNSS addresses as needed [ 6].

Thr ough the ND protocol and RDNSS option, along with a prefix
i nformati on option, an |IPv6 host can perform network configuration of
its I Pv6 address and RDNSS sinultaneously [1][2]. The RA option for
RDNSS can be used on any network that supports the use of ND.

The RA approach is useful in some nobile environments where the
addresses of the RDNSSes are changi ng because the RA option includes
alifetime field that allows client to use RDNSSes nearer to the
client. This can be configured to a value that will require the
client to tinme out the entry and switch over to anot her RDNSS address
[6]. However, fromthe viewpoint of inplenentation, the lifetine
field woul d seemto nmake matters a bit nore conplex. Instead of just
witing to a DNS configuration file, such as resolv.conf for the |ist
of RDNSS addresses, we have to have a daenmon around (or a program
that is called at the defined intervals) that keeps nonitoring the
lifetime of RDNSSes all the tine.

The preference value of RDNSS, included in the RDNSS option, allows
I Pv6 hosts to select primary RDNSS anong several RDNSSes [6]; this
can be used for the | oad bal anci ng of RDNSSes.

3.1.1. Advantages
The RA option for RDNSS has a nunber of advantages. These include:

1. The RA option is an extension of existing ND Autoconfig
mechani sns [1][2] and does not require a change in the base ND
pr ot ocol

2. This approach, like ND, works well on a variety of link types,
i ncludi ng point-to-point |inks, point-to-nultipoint, and
mul tipoint-to-multipoint (i.e., Ethernet LANs). RFC 2461 [1]
states, however, that there may be sonme link types on which NDis
not feasible; on such links, sone other mechanisms will be needed
for DNS configuration.

3. Al the information a host needs to run the basic Internet
applications (such as the email, web, ftp, etc.) can be obtained
with the addition of this option to ND and address
aut oconfiguration. The use of a single nechanismis nore
reliable and easier to provide than when the RDNSS i nformation is
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3.1. 2.

3.1.3.

| earned via another protocol mechanism Debuggi ng probl ens when
mul tiple protocol mechani snms are being used is harder and rnuch
nmor e conpl ex.

Thi s nmechani sm wor ks over a broad range of scenarios and

| everages IPv6 ND. This works well on links that are high
performance (e.g., Ethernet LANs) and | ow performance (e.qg.
cellular networks). In the latter case, by combining the RDNSS
information with the other information in the RA, the host can
learn all the information needed to use nost |nternet
applications, such as the web, in a single packet. This not only
saves bandw dth, but also mininizes the delay needed to | earn the
RDNSS i nf ormat i on.

The RA approach could be used as a nodel for simlar types of
configuration information. New RA options for other server
addresses, such as NTP server address, that are common to al
clients on a subnet woul d be easy to define.

D sadvant ages

ND is nostly inplenented in the kernel of the operating system
Therefore, if ND supports the configuration of sonme additiona
services, such as DNS servers, ND should be extended in the
kernel and conpl enented by a user-land process. DHCPv6, however,
has nmore flexibility for the extension of service discovery
because it is an application | ayer protocol

The current ND franmework should be nodified to facilitate the
synchroni zati on between another ND cache for RDNSSes in the
kernel space and the DNS configuration file in the user space.
Because it is unacceptable to wite and rewite to the DNS
configuration file (e.g., resolv.conf) fromthe kernel, another
approach is needed. One sinple approach to solve this is to have
a daenon |istening to what the kernel conveys, and to have the
daenmon do these steps, but such a daenon is not needed with the
current ND franework

It is necessary to configure RDNSS addresses at |east at one
router on every link where this information needs to be
configured via the RA option.

(bservati ons

The proposed RDNSS RA option, along with the I Pv6 ND and
Aut oconfiguration, allows a host to obtain all of the information it
needs to access basic Internet services like the web, email, ftp,

etc.

Jeong

This is preferable in the environments where hosts use RAs to
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aut oconfigure their addresses and all the hosts on the subnet share
the sane router and server addresses. |If the configuration

i nformati on can be obtained froma single mechanism it is preferable
because it does not add additional delay, and because it uses a

m ni mum of bandwi dth. Environnents like this include hones, public
cellular networks, and enterprise environnments where no per host
configuration is needed.

DHCPv6 is preferable where it is being used for address configuration
and if there is a need for host specific configuration [3]-[5].
Environnents like this are nost likely to be the enterprise
environnments where the | ocal administration chooses to have per host
configuration control

3.2. DHCPv6 Option

DHCPv6 [ 3] includes the "DNS Recursive Nane Server" option, through
whi ch a host can obtain a list of |IP addresses of recursive DNS
servers [5]. The DNS Recursive Nanme Server option carries a list of
| Pv6 addresses of RDNSSes to which the host nay send DNS queri es.
The DNS servers are listed in the order of preference for use by the
DNS resol ver on the host.

The DNS Recursive Name Server option can be carried in any DHCPv6
Reply message, in response to either a Request or an Information
request message. Thus, the DNS Recursive Name Server option can be
used either when DHCPv6 is used for address assignment, or when
DHCPv6 is used only for other configuration information as statel ess
DHCPv6 [ 4] .

St at el ess DHCPv6 can be depl oyed either by using DHCPv6 servers
runni ng on general - purpose computers, or on router hardware. Severa
router vendors currently inplenent stateless DHCPv6 servers

Depl oyi ng statel ess DHCPv6 in routers has the advantage that no
special hardware is required, and it should work well for networks
where DHCPv6 is needed for very straightforward configuration of

net wor k devi ces.

However, routers can also act as DHCPv6 relay agents. 1In this case,
the DHCPv6 server need not be on the router; it can be on a genera
pur pose conputer. This has the potential to give the operator of the
DHCPv6 server nore flexibility in how the DHCPv6 server responds to
individual clients that can easily be given different configuration

i nformati on based on their identity, or for any other reason

Not hi ng precludes adding this flexibility to a router, but generally,
in current practice, DHCP servers running on general -purpose hosts
tend to have nore configuration options than those that are enbedded
in routers.
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DHCPv6 currently provides a nechani smfor reconfiguring DHCPv6
clients that use a stateful configuration assignnent. To do this,
the DHCPv6 server sends a Reconfigure message to the client. The
client validates the Reconfigure nmessage, and then contacts the
DHCPv6 server to obtain updated configuration information. By using
this nechanism it is currently possible to propagate new
configuration information to DHCPv6 clients as this information
changes.

The DHC Worki ng Group has standardi zed an additional nechani sm

t hrough which configuration information, including the |ist of
RDNSSes, can be updated. The lifetine option for DHCPv6 [8] assigns
alifetime to configuration information obtained through DHCPv6. At
the expiration of the lifetime, the host contacts the DHCPv6 server
to obtain updated configuration information, including the list of
RDNSSes. This lifetine gives the network adm ni strator another
mechanismto configure hosts with new RDNSSes by controlling the tine
at which the host refreshes the list.

The DHC Working Group has al so di scussed the possibility of defining
an extension to DHCPv6 that would allow the use of nmulticast to
provide configuration information to nultiple hosts with a single
DHCPv6 nessage. Because of the | ack of depl oyment experience, the W5
has deferred consideration of nulticast DHCPv6 configuration at this
time. Experience with DHCPv4 has not identified a requirement for
mul ti cast nmessage delivery, even in large service provider networks
with tens of thousands of hosts that may initiate a DHCPv4 nessage
exchange si nmul t aneously.

3.2.1. Advantages

The DHCPv6 option for RDNSS has a nunmber of advantages. These
i ncl ude:

1. DHCPv6 currently provides a general mechani smfor conveying
network configuration information to clients. Configuring DHCPv6
servers in this way allows the network admi nistrator to configure
RDNSSes, the addresses of other network services, and |ocation-
specific information, such as tine zones.

2. As a consequence, when the network adm nistrator goes to
configure DHCPv6, all the configuration information can be
managed through a single service, typically with a single user
interface and a single configuration database.
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3. DHCPv6 allows for the configuration of a host with information
specific to that host, so that hosts on the sane |ink can be
configured with different RDNSSes and with other configuration
i nfornation.

4. A nechani smexists for extending DHCPv6 to support the
transm ssion of additional configuration that has not yet been
anti ci pat ed.

5. Hosts that require other configuration information, such as the
addresses of SIP servers and NTP servers, are likely to need
DHCPv6 for other configuration information.

6. The specification for configuration of RDNSSes through DHCPv6 is
avail abl e as an RFC. No new protocol extensions (such as new
options) are necessary.

7. Interoperability anong independent inplenentations has been
denonst r at ed.

3.2.2. Disadvant ages
The DHCPv6 option for RDNSS has a few di sadvantages. These incl ude:

1. Update currently requires a nmessage from server (however, see

[8]).

2. Because DNS information is not contained in RA nessages, the host
must receive two nessages fromthe router and nust transmit at
| east one nessage to the router. On networks where bandwidth is
at a premium this is a disadvantage, although on nost networks
it is not a practical concern.

3. There is an increased latency for initial configuration. In
addition to waiting for an RA nessage, the client nust now
exchange packets with a DHCPv6 server. Even if it is locally
installed on a router, this will slightly extend the tine
required to configure the client. For clients that are noving
rapidly fromone network to another, this will be a di sadvant age.
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3.2.3. (bservations

In the general case, on general -purpose networks, stateless DHCPv6
provi des significant advantages and no significant disadvantages.
Even in the case where bandwidth is at a premumand |low | atency is
desired, if hosts require other configuration information in addition
to a list of RONSSes or if hosts nust be configured sel ectively,
those hosts will use DHCPv6 and the use of the DHCPv6 DNS recursive
nanme server option will be advantageous.

However, we are aware of sone applications where it would be
preferable to put the RDNSS i nformation into an RA packet; for
exanple, in a nobile phone network, where bandwidth is at a prem um
and extrenely low latency is desired. The DNS configurati on based on
RA shoul d be standardized so as to all ow these special applications
to be handl ed using DNS information in the RA packet.

3.3. Well-known Anycast Addresses

Anycast uses the sane routing systemas unicast [9]. However,

adm nistrative entities are | ocal ones. The local entities may
accept unicast routes (including default routes) to anycast servers
fromadjacent entities. The administrative entities should not
advertise their peer routes to their internal anycast servers, if
they want to prohibit external access fromsone peers to the servers.
If sone advertisement is inevitable (such as the case with default
routes), the packets to the servers should be bl ocked at the boundary
of the entities. Thus, for this anycast, not only unicast routing
but al so unicast ND protocols can be used as is.

First of all, the well-known anycast addresses approach i s much
different fromthat discussed by the IPv6 Wrking Goup in the past
[7]. Note that "anycast"™ in this neno is sinpler than that of RFC
1546 [9] and RFC 3513 [10], where it is assuned to be prohibited to
have nmultiple servers on a single |ink sharing an anycast address.
That is, on a link, an anycast address is assuned to be unique. DNS
clients today al ready have redundancy by having nultiple well-known
anycast addresses configured as RDNSS addresses. There is no point
in having nmultiple RDNSSes sharing an anycast address on a single
I'ink.

The approach with well-known anycast addresses is to set nmultiple

wel | - known anycast addresses in clients’ resolver configuration files
fromthe beginning as, say, factory default. Thus, there is no
transport mechani sm and no packet format [7].

An anycast address is an address shared by nultiple servers (in this
case, the servers are RDNSSes). A request froma client to the
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anycast address is routed to a server selected by the routing system
However, it is a bad idea to nandate "site" boundary on anycast

addr esses, because nost users do not have their own servers and want

to access their ISPs across their site boundaries. Larger sites may
al so depend on their ISPs or may have their own RDNSSes within "site"
boundari es.

3.3.1. Advantages

The basi ¢ advantage of the well-known addresses approach is that it
uses no transport mechanism Thus, the follow ng apply:

1. There is no delay to get the response and no further delay by
packet | osses.

2. The approach can be conbined with any other configuration
mechani sns, such as the RA-based approach and DHCP- based
approach, as well as the factory default configuration

3. The approach works over any environment where DNS wor ks.

Anot her advantage is that this approach only needs configuration of
the DNS servers as a router (or configuration of a proxy router).
Consi dering that DNS servers do need configuration, the amount of
overall configuration effort is proportional to the nunber of DNS
servers and it scales linearly. Note that, in the sinplest case,
where a subscriber to an | SP does not have a DNS server, the
subscriber naturally accesses DNS servers of the ISP, even though the
subscriber and the ISP do nothing and there is no protocol to
exchange DNS server infornmation between the subscriber and the | SP

3.3.2. Disadvant ages

The wel | -known anycast addresses approach requires that DNS servers
(or routers near to themas a proxy) act as routers to advertise
their anycast addresses to the routing system which requires sone
configuration (see the | ast paragraph of the previous section on the
scalability of the effort). |In addition, routers at the boundary of
the "site" m ght need the configuration of route filters to prevent
provi ding DNS services for parties outside the "site" and the
possibility of denial of service attacks on the internal DNS
infrastructure

3.3.3. (bservations
I f other approaches are used in addition, the well-known anycast

addresses should al so be set in RA or DHCP configuration files to
reduce the configuration effort of users.

Jeong I nf or mat i onal [ Page 10]



RFC 4339 | Pv6 Host Configuration of DNS Server February 2006

The redundancy by multiple RDNSSes is better provided by multiple
servers with different anycast addresses than by multiple servers
sharing the sane anycast address, because the former approach all ows
stale servers to generate routes to their anycast addresses. Thus,
in a routing donmain (or dommi ns sharing DNS servers), there will be
only one server with an anycast address unless the donmain is so |arge
that load distribution is necessary.

Small 1SPs will operate one RDNSS at each anycast address that is
shared by all the subscribers. Large |ISPs nay operate nmultiple
RDNSSes at each anycast address to distribute and reduce | oad, where
t he boundary between RDNSSes nay be fixed (redundancy is stil
provided by nultiple addresses) or change dynam cally. DNS packets
with the well-known anycast addresses are not expected (though not
prohibited) to cross ISP boundaries, as |SPs are expected to be able
to take care of thensel ves

Because "anycast" in this nenp is sinpler than that of RFC 1546 [ 9]
and RFC 3513 [10], where it is assuned to be administratively
prohibited to have multiple servers on a single link sharing an
anycast address, anycast in this nmeno should be inplenented as

UNI CAST of RFC 2461 [1] and RFC 3513 [10]. As a result, ND-related
instability disappears. Thus, in the well-known anycast addresses
approach, anycast can and shoul d use the anycast address as a source
uni cast (according to RFC 3513 [10]) address of packets of UDP and
TCP responses. Wth TCP, if a route flips and packets to an anycast
address are routed to a new server, it is expected that the flipis
detected by I CMP or sequence nunber inconsistency, and that the TCP
connection is reset and retried.

4. Interworking anong | Pv6 DNS Confi guration Approaches

Thr ee approaches can work together for |1Pv6 host configuration of
RDNSS. This section shows a consideration on how t hese approaches
can interwork.

For ordering between RA and DHCP approaches, the O (Q her statefu
configuration) flag in the RA nessage can be used [6][28]. If no
RDNSS option is included, an IPv6 host may perform DNS configuration
t hrough DHCPv6 [3]-[5] regardl ess of whether the Oflag is set or
not .

The wel | - known anycast addresses approach fully interworks with the
ot her approaches. That is, the other approaches can renove the
configuration effort on servers by using the well-known addresses as
the default configuration. Moreover, the clients preconfigured with
the wel |l -known anycast addresses can be further configured to use

ot her approaches to override the well-known addresses, if the
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configuration informati on from other approaches is avail abl e.

O herwise, all the clients need to have the well-known anycast
addresses preconfigured. |In order to use the anycast approach al ong
with two ot her approaches, there are three choices as foll ows:

1. The first choice is that well-known addresses are used as | ast
resort, when an | Pv6 host cannot get RDNSS information through RA
and DHCP. The well-known anycast addresses have to be
preconfigured in all of 1Pv6 hosts’ resolver configuration files.

2. The second is that an I Pv6 host can configure well-known
addresses as the nost preferable in its configuration file even
though either an RA option or DHCP option is avail able.

3. The last is that the well-known anycast addresses can be set in
RA or DHCP configuration to reduce the configuration effort of
users. According to either the RA or DHCP nechanism the well-
known addresses can be obtained by an | Pv6 host. Because this
approach is the nost convenient for users, the last option is
r ecomrended.

Not e: This section does not necessarily mean that this docunent
suggests adopting all of these three approaches and nmaki ng them
interwork in the way described here. |In fact, as a result of further
di scussi on some approaches may not even be adopted at all

5. Depl oynment Scenari os

Regardi ng the DNS configuration on the | Pv6 host, several nechanisns
are being considered by the DNSOP Wrking Goup, such as RA option,
DHCPv6 option, and well-known preconfigured anycast addresses as of
today, and this docunment is a final result fromthe long thread. In
this section, we suggest four applicable scenarios of three
approaches for 1 Pv6 DNS configuration.

Note: In the applicable scenarios, authors do not inplicitly push any
speci fic approaches into the restricted environments. No enforcenent
is in each scenario, and all nentioned scenarios are probable. The
mai n objective of this work is to provide a useful guideline for |IPv6
DNS confi gurati on.

5.1. 1 SP Network

A characteristic of an ISP network is that multiple Customer Prem ses
Equi pnrent (CPE) devices are connected to | Pv6 PE (Provi der Edge)
routers and that each PE connects nultiple CPE devices to the
backbone network infrastructure [11]. The CPEs may be hosts or
routers.
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If the CPE is a router, there is a custoner network that is connected
to the | SP backbone through the CPE. Typically, each customer
network gets a different IPv6 prefix froman IPv6 PE router, but the
sanme RDNSS configuration will be distributed.

This section discusses how the different approaches to distributing
DNS i nformation are conpared in an | SP network.

5.1.1. RA Option Approach

When the CPE is a host, the RA option for RDNSS can be used to all ow
the CPE to get RDNSS information and /64 prefix information for
statel ess address autoconfiguration at the sane tinme when the host is
attached to a new subnet [6]. Because an |Pv6 host mnust receive at

| east one RA message for statel ess address autoconfiguration and
router configuration, the host could receive RDNSS configuration
information in the RA without the overhead of an additional nessage
exchange.

When the CPE is a router, the CPE may accept the RDNSS information
fromthe RA on the interface connected to the ISP and copy t hat
information into the RAs advertised in the custoner network

Thi s approach is nore valuable in the nobile host scenario, in which
the host nust receive at |east an RA nessage for detecting a new
network, than in other scenarios generally, although the

adm ni strator should configure RDNSS information on the routers.
Secure ND [12] can provide extended security when RA nessages are
used.

5.1.2. DHCPv6 Option Approach

DHCPv6 can be used for RDNSS configuration through the use of the DNS
option, and can provide other configuration information in the sane
message with RDNSS configuration [3]-[5]. The DHCPv6 DNS option is
already in place for DHCPv6, as RFC 3646 [5] and DHCPv6-lite or
stateless DHCP [4] is not nearly as conplex as a full DHCPv6

i mpl ementation. DHCP is a client-server nodel protocol, so |ISPs can
handl e user identification on its network intentionally; also,

aut henticated DHCP [ 13] can be used for secure nessage exchange.

The expected nodel for deploynment of |Pv6 service by ISPs is to
assign a prefix to each customer, which will be used by the customer
gateway to assign a /64 prefix to each network in the custoner’s
network. Prefix delegation with DHCP (DHCPv6 PD) has already been
adopted by ISPs for automating the assignnment of the custoner prefix
to the custoner gateway [15]. DNS configuration can be carried in
the sane DHCPv6 nessage exchange used for DHCPv6 to provi de that
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information efficiently, along with any other configuration

i nformati on needed by the custoner gateway or custoner network. This
service nodel can be useful to Hone or SOHO subscribers. The Hone or
SCHO gat eway, which is a custoner gateway for ISP, can then pass that
RDNSS configuration information to the hosts in the custoner network
t hr ough DHCP.

5.1.3. Well-known Anycast Addresses Approach

The wel | -known anycast addresses approach is also a feasible and
sinmple mechanismfor ISP [7]. The use of well-known anycast
addresses avoi ds sone of the security risks in rogue nessages sent
through an external protocol such as RA or DHCPv6. The configuration
of hosts for the use of well-known anycast addresses requires no
protocol or manual configuration, but the configuration of routing
for the anycast addresses requires intervention on the part of the
network administrator. Al so, the nunber of special addresses would
be equal to the nunber of RDNSSes that could be nmade available to
subscri bers.

5.2. Enterprise Network

An enterprise network is defined as a network that has nultiple
internal links, one or nore router connections to one or nore
providers, and is actively managed by a network operations entity
[14]. An enterprise network can get network prefixes froman ISP by
ei ther manual configuration or prefix delegation [15]. In nobst
cases, because an enterprise network manages its own DNS domains, it
operates its own DNS servers for the donmains. These DNS servers
within enterprise networks process recursive DNS name resol ution
requests fromI|Pv6 hosts as RDNSSes. The RDNSS configuration in the
enterprise network can be perforned as it is in Section 4, in which
t hree approaches can be used together as foll ows:

1. An IPv6 host can decide which approach is or may be used in its
subnet with the Oflag in RA nessage [6][28]. As the first
choice in Section 4, well-known anycast addresses can be used as
a last resort when RDNSS informati on cannot be obtai ned through
either an RA option or a DHCP option. This case needs |Pv6 hosts
to preconfigure the well-known anycast addresses in their DNS
configuration files.

2. Wen the enterprise prefers the well-known anycast approach to
others, IPv6 hosts should preconfigure the well-known anycast
addresses as it is in the first choice.

3. The last choice, a nore convenient and transparent way, does not
need | Pv6 hosts to preconfigure the well-known anycast addresses
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because the addresses are delivered to | Pv6 hosts via either the
RA option or DHCPv6 option as if they were unicast addresses.
This way is nost recommended for the sake of the user’s

conveni ence.

5.3. 3GPP Network

The 1 Pv6 DNS configuration is a mssing part of |Pv6

aut oconfiguration and an inportant part of the basic |IPv6
functionality in the 3GPP User Equipnent (UE). The higher-I|eve
description of the 3GPP architecture can be found in [16], and
transition to IPv6 in 3GPP networks is analyzed in [17] and [18].

In the 3GPP architecture, there is a dedicated |ink between the UE
and the GGSN call ed the Packet Data Protocol (PDP) Context. This
link is created through the PDP Context activation procedure [19].
There is a separate PDP context type for IPv4 and IPv6 traffic. If a
3CGPP UE user is conmunicating by using IPv6 (i.e., by having an
active | Pv6 PDP context), it cannot be assuned that the user

si mul t aneously has an active |Pv4 PDP context, and DNS queries could
be done using IPv4. A 3GPP UE can thus be an | Pv6 node, and somehow
it needs to discover the address of the RDNSS. Before |P-based
services (e.g., web browsing or e-nmail) can be used, the IPv6 (and

| Pv4) RDNSS addresses need to be discovered in the 3GPP UE

Section 5.3.1 briefly summarizes currently avail able mechanisns in
3GPP networks and reconmendations. 5.3.2 analyzes the Router
Adverti senment - based solution, 5.3.3 analyzes the Statel ess DHCPv6
mechani sm and 5. 3.4 anal yzes the wel |l -known addresses approach
Section 5.3.5 sumari zes the recomendati ons.

5.3.1. Currently Avail abl e Mechani sns and Recommendat i ons

3CGPP has defined a mechani smin which RDNSS addresses can be received
in the PDP context activation (a control plane nmechanism. That is
called the Protocol Configuration Options Information El ement (PCO

I E) nmechanism [20]. The RDNSS addresses can al so be received over
the air (using text nmessages) or typed in nmanually in the UE. Note
that the two | ast mechanisns are not very well scalable. The UE user
nost probably does not want to type | Pv6 RDNSS addresses manually in
the user’'s UE. The use of well-known addresses is briefly discussed
in section 5.3.4.

It is seen that the mechani sms above nbst probably are not sufficient
for the 3GPP environment. |1Pv6 is intended to operate in a zero-
configuration manner, no natter what the underlying network
infrastructure is. Typically, the RDNSS address is needed to nake an
| Pv6 node operational, and the DNS configuration should be as sinple
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as the address autoconfiguration nechanism Note that there will be
additional IP interfaces in sone near-future 3GPP UEs; e.g., 3GPP-
specific DNS configuration nechanisns (such as PCOIE [20]) do not
work for those IP interfaces. |In other words, a good | Pv6 DNS
configuration nechani smshould also work in a nulti-access network
envi ronnent.

From a 3GPP point of view, the best |IPv6 DNS configuration solution
is feasible for a very large nunber of |Pv6-capable UEs (even
hundreds of millions in one operator’s network), is automatic, and
thus requires no user action. It is suggested that a |ightweight,
stat el ess nechani sm be standardi zed for use in all network
environments. The solution could then be used for 3GPP, 3GPP2, and
ot her access network technol ogies. Thus, not only is a light,
statel ess 1 Pv6 DNS configuration nmechani sm needed in 3GPP net wor ks,
but al so 3GPP networks and UEs woul d certainly benefit fromthe new
mechani sm

5.3. 2. RA Ext ensi on

Rout er Advertisement extension [6] is a |lightweight |Pv6 DNS
configuration nmechanismthat requires mnor changes in the 3GPP UE

I Pv6 stack and Gateway GPRS Support Node (GGSN, the default router in
the 3GPP architecture) I Pv6 stack. This solution can be specified in
the I ETF (no action is needed in the 3G°P) and taken in use in 3GPP
UEs and GGSNs.

In this solution, an | Pv6-capable UE configures DNS information via
an RA nessage sent by its default router (GGSN); i.e., the RDNSS
option for a recursive DNS server is included in the RA nessage.

This solution is easily scalable for a very large nunber of UEs. The
operator can configure the RDNSS addresses in the GGSN as a part of
normal GGSN configuration. The |Pv6 RDNSS address is received in the
Rout er Advertisenment, and an extra Round Trip Tinme (RTT) for asking
RDNSS addresses can be avoi ded.

When one considers the cons, this nechanismstill requires
standardi zation effort in the | ETF, and the end nodes and routers
need to support this mechanism The equi prent software update
shoul d, however, be pretty straightforward, and new | Pv6 equi pnent
coul d support RA extension already fromthe begi nning.

5.3.3. Statel ess DHCPv6
A DHCPv6- based sol ution needs the inplenentation of Statel ess DHCP
[4] and DHCPv6 DNS options [5] in the UE, and a DHCPv6 server in the

operator’s network. A possible configuration is such that the GGSN
wor ks as a DHCP rel ay.
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The pros of a statel ess DHCPv6-based sol ution are:

1.

2

Statel ess DHCPv6 is a standardi zed nechani sm

DHCPv6 can be used for receiving configuration infornmation other
than RDNSS addresses; e.g., SIP server addresses.

DHCPv6 works in different network environments.
When DHCPv6 service is deployed through a single, centralized

server, the RDNSS configuration information can be updated by the
network adninistrator at a single source.

Sonme issues with DHCPv6 in 3GPP networks are |isted bel ow

1.

5. 3. 4.

DHCPv6 requires an additional server in the network unless the
(Statel ess) DHCPv6 functionality is integrated into an existing
router. This means that there might be one additional server to
be mai nt ai ned.

DHCPv6 is not necessarily needed for 3GPP UE | Pv6 addressing
(3GPP Statel ess Address Autoconfiguration is typically used) and
is not automatically inplemented in 3GPP | Pv6 UEs.

Scal ability and reliability of DHCPv6 in very |arge 3GPP networks
(with tens or hundreds of mllions of UEs) may be an issue; at

| east the redundancy needs to be taken care of. However, if the
DHCPv6 service is integrated into the network el enents, such as a
router operating system scalability and reliability is
conparabl e with other DNS configuration approaches.

It is sub-optimal to utilize the radio resources in 3GPP networks
for DHCPv6 nessages if there is a sinpler alternative is
avai | abl e.

*  The use of statel ess DHCPv6 adds one round-trip delay to the
case in which the UE can start transmitting data right after
the Router Advertisenent.

If the DNS i nformati on (suddenly) changes, Stateless DHCPv6
cannot automatically update the UE, see [21].

Wel | - known Addresses

Usi ng wel | -known addresses is also a feasible and Iight mechani smfor
3GPP UEs. Those wel | -known addresses can be preconfigured in the UE
software and the operator can nake the correspondi ng configuration on
the network side. Thus, this is a very easy nechanismfor the UE
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but it requires some configuration work in the network. Wen using
wel | - known addresses, UE forwards queries to any of the preconfigured
addresses. In the current proposal [7], |IPv6 anycast addresses are
suggest ed.

Note: An | Pv6 DNS configuration proposal, based on the use of well-
known site-local addresses, was devel oped by the I Pv6 Wrking G oup;
it was seen as a feasible mechanismfor 3GPP UEs, although no | ETF
consensus was reached on this proposal. 1In the end, the deprecation
of IPv6 site-local addresses made it inpossible to standardize a
mechani smthat uses site-local addresses as well-known addresses.
However, as of this witing, this mechanismis inplenented in sone
operating systems and 3GPP UEs as a |l ast resort of |IPv6 DNS

confi guration.

5.3.5. Recommendati ons
It is suggested that a |lightweight, stateless DNS configuration
mechani sm be specified as soon as possible. Froma 3GPP UE and
networ k point of view, the Router Advertisenent-based nechani sm| ooks
nmost prom sing. The sooner a light, stateless mechanismis
specified, the sooner we can stop using well-known site-loca
addresses for | Pv6 DNS configuration.

5.4. Unmanaged Networ k

There are four depl oynment scenarios of interest in unmanaged networks
[22]:

1. A gateway that does not provide IPv6 at all,
2. A dual -stack gateway connected to a dual -stack ISP
3. A dual -stack gateway connected to an IPv4-only ISP, and
4. A gateway connected to an | Pv6-only |SP

5.4.1. Case A: Gateway Does Not Provide IPv6 at Al
In this case, the gateway does not provide |Pv6; the | SP may or may
not provide |IPv6. Automatic or Configured tunnels are the
recommended transition nechanisns for this scenario.
The case where dual -stack hosts behind an NAT need access to an | Pv6
RDNSS cannot be entirely ruled out. The DNS configuration mechani sm
has to work over the tunnel, and the underlying tunneling nmechani sm

could inplenent NAT traversal. The tunnel server assunes the role of
a relay (for both DHCP and wel | - known anycast addresses approaches).
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The RA-based mechanismis relatively straightforward in its
operation, assum ng the tunnel server is also the |IPv6 router
emtting RAs. The well-known anycast addresses approach al so seens
sinple in operation across the tunnel, but the depl oynent nodel using
wel | - known anycast addresses in a tunneled environnent is unclear or
not wel | understood.

5.4.2. Case B: A Dual -stack Gateway Connected to a Dual -stack ISP

This is simlar to a typical |Pv4 hone user scenario, where DNS
configuration paraneters are obtai ned using DHCP. The exception is
that Statel ess DHCPv6 is used, as opposed to the | Pv4 scenario, where
the DHCP server is stateful (it maintains the state for clients).

5.4.3. Case C A Dual -stack Gateway Connected to an |Pv4-only ISP

This is simlar to Case B. |f a gateway provides | Pv6 connectivity
by managi ng tunnels, then it is also supposed to provide access to an
RDNSS. Like this, the tunnel for |1Pv6 connectivity originates from
the dual -stack gateway instead of fromthe host.

5.4.4. Case D: A Gateway Connected to an |IPv6-only ISP
This is simlar to Case B
6. Security Considerations

As security requirenents depend solely on applications and differ
fromapplication to application, there can be no generic requirenent
defined at the IP or application |ayer for DNS

However, note that cryptographic security requires configured secret
informati on and that full autoconfiguration and cryptographic
security are mutually exclusive. People insisting on secure, ful
aut oconfiguration will get false security, false autoconfiguration,
or both.

In sone depl oyment scenarios [17], where cryptographic security is
required for applications, the secret information for the
cryptographic security is preconfigured, through which application-
specific configuration data, including those for DNS, can be securely
configured. Note that if applications requiring cryptographic
security depend on DNS, the applications also require cryptographic
security to DNS. Therefore, the full autoconfiguration of DNS is not
accept abl e.

However, with full autoconfiguration, weaker but still reasonable
security is being widely accepted and will continue to be acceptabl e.
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That is, with full autoconfiguration, which nmeans there is no
cryptographic security for the autoconfiguration, it is already
assuned that the local environnent is secure enough that the
informati on fromthe | ocal autoconfiguration server has acceptable
security even wi thout cryptographic security. Thus, the

communi cati on between the local DNS client and | ocal DNS server has
acceptabl e security.

I n autoconfiguring recursive servers, DNSSEC may be overkill, because
DNSSEC [ 23] -[25] needs the configuration and reconfiguration of
clients at root key roll-over [26][27]. Even if additional keys for
secure key roll-over are added at the initial configuration, they are
as vul nerable as the original keys to sone fornms of attack, such as
soci al hacki ng. Anot her probl em of using DNSSEC and

aut oconfiguration together is that DNSSEC requires secure time, which
means secure conmuni cation with autoconfigured time servers, which
requires configured secret information. Therefore, in order that the
aut oconfiguration may be secure, configured secret information is
required.

If DNSSEC [23]-[25] is used and the signatures are verified on the
client host, the misconfiguration of a DNS server may sinply be
deni al of service. Also, if local routing environnent is not
reliable, clients may be directed to a false resolver with the sane
| P address as the true one.

6.1. RA Option

The security of RA option for RDNSS is the sane as the ND protoco
security [1][6]. The RA option does not add any new vul nerability.

Note that the vulnerability of NDis not worse and is a subset of the
attacks that any node attached to a LAN can do i ndependently of ND.

A malicious node on a LAN can promi scuously receive packets for any
router’s MAC address and send packets with the router’s MAC address
as the source MAC address in the L2 header. As a result, the L2

swi tches send packets addressed to the router to the nalicious node.
Also, this attack can send redirects that tell the hosts to send
their traffic sonmewhere else. The malicious node can send
unsolicited RA or NA replies, answer RS or NS requests, etc. Al of
this can be done independently of inplenenting ND. Therefore, the RA
option for RDNSS does not add to the vulnerability.

Security issues regarding the ND protocol were discussed by the | ETF

SEND ( Securing Nei ghbor Discovery) Wrking Goup, and RFC 3971 for
the ND security has been published [12].
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6.2. DHCPv6 Option

The DNS Recursive Nanme Server option may be used by an intruder DHCP
server to cause DHCP clients to send DNS queries to an intruder DNS
recursive nane server [5]. The results of these nisdirected DNS
queries may be used to spoof DNS nanes.

To avoid attacks through the DNS Recursive Nane Server option, the

DHCP client SHOULD require DHCP aut hentication (see "Authentication
of DHCP nmessages” in RFC 3315 [3][13]) before installing a |ist of

DNS recursive nane servers obtained through authenticated DHCP.

6.3. \Well-known Anycast Addresses

The wel | - known anycast addresses approach is not a protocol, thus
there is no need to secure the protocol itself.

However, denial of service attacks on the DNS resol ver system m ght
be easier to achieve as the anycast addresses used are by definition
wel | known.
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