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Copyri ght Notice
Copyright (C The Internet Society (2005).
| ESG Not e

This RFC is not a candidate for any |l evel of Internet Standard. The
| ETF di sclaims any know edge of the fitness of this RFC for any
purpose and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion control,
or inappropriate interaction with deployed protocols. The RFC Editor
has chosen to publish this docunent at its discretion. Readers of
this document shoul d exercise caution in evaluating its value for

i npl ement ati on and depl oynent. See RFC 3932 for nore information

This RFC does not offer any security mechanisns to provide data
origin authentication and integrity, yet these security services are
vitally inmportant in this context.

Abst r act

An | P device requires basic host configuration to be able to
communi cate. For exanple, it will typically require an |IP address
and the address of a DNS server. This information is configured
statically or obtained dynam cally using Dynam c Host Configuration
Pr ot ocol (DHCP) or Point-to-Point Protocol/IP Control Protocol
(PPP/ 1 PCP). However, both DHCP and PPP/| PCP provi de host
configuration based on the access network. |n Mbile |IPv4, the
regi stration process boots up a Mbile Node at an access network,

al so known as a foreign network. The information to configure the
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host needs to be based on the hone network. This docunment descri bes
the Ci sco vendor-specific extensions to Mobile IPv4 to provide the
base host configuration in Registration Request and Reply nessages.
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1. Introduction

An | Pv4 device requires sonme basic configuration to conmunicate with
other nodes. Typically, it has an IP address for an interface and
DNS server’s | P address to resolve the peer’s hostnane to an IP
address. DHCP [RFC2131] and PPP/1PCP [ RFC1332] provide host
configuration information on the access network interface, but this
is inadequate in a Mbile IPv4 environnent. |n Mbile |Pv4d

[ RFC3344], a Mobile Node has a virtual network interface on the hone
net wor k, anchored by the Home Agent. The |P address, hone subnet
prefix, default gateway, and hone network’s DNS servers are essential
in the boot up of a network interface. |In sonme cases, these are the
only pieces of informati on needed by the Mdbil e Node.

The Mobile I Pv4 registration process provides the nechanismfor a
Mobi |l e Node to boot up on a foreign network. Upon the successfu
registration, the Mbile Node can conmunicate with the Correspondent
Node. The need to provide an efficient method to obtain the host
configuration exists. |If the Mobile Node is a DHCP client, it can
obtain configuration paranmeters fromthe DHCP server in the hone
network after the initial registration

Thi s docunent introduces the Ci sco vendor-specific extensions (VSES)

[ RFC3115] to provide the nmeans for a Mobile Node to downl oad sone
fundanental configuration associated with the home network via the
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Home Agent. These extensions provide information for hone subnet
prefix, DNS server, DHCP server, DHCP client identifier, default
gat eway, DNS suffix, and configuration URL.

2. Host Configuration Extensions Sunmary
The foll owi ng G sco vendor-specific extensions provide the host
configuration for a Mdbile Node. The "Host Configurati on Request"”
extension is allowed only in the Registration Request. The rest of
the extensions are appended in the Registration Reply.
0 Host Configuration Request

* Request for host configuration information fromthe Mbile Node
to the Home Agent.

0 Honme Network Prefix Length
* The length of the subnet prefix on the hone network.
o Default Gateway
* The default gateway’s | P address on the hone network.
o DNS Server
* The DNS server’s | P address in the hone network.
0 DNS Suffix
* The DNS suffix for hostname resolution in the home network.
o DHCP dient ID
* The DHCP Client ID used to obtain the |IP address. Wen the
Mobi | e Node returns honme and is responsible for managing its
own address, this information naps to the client identifier
option as defined in section 9.14 of [RFC2132] and referenced
in [ RFC2131].
o DHCP Server
* The DHCP server’s | P address in the home network.

o Configuration URL

* The URL for the Mbile Node to downl oad configuration
paraneters froma server.
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When the Mobil e Node needs to obtain its host configuration, the Host
Configuration Request VSE is appended to the Registration Request.
This VSE indicates to the Home Agent that either all or selected host
configuration VSEs need to be appended to the Registration Reply. |If
the Honme Agent retrieved the information froma DHCP server (in Proxy
DHCP node), then the DHCP Client |ID and DHCP Server extensions are
appended in the Registration Reply. These DHCP-rel ated extensions
are popul ated with values that had been used in the DHCP nmessages
exchanged between the Home Agent and the DHCP server.

The VSEs are authenticated as part of the registration nessage using
any of the authentication nmechani smdefined for Mbile |IP ([ RFC3344],
[ RFC3012]).

Thi s message MAY contain extensions defined in Mbile I'P, including
vendor - speci fic extensions [ RFC3115].

3. Host Configuration Extensions
Cisco’s host configuration extensions to Mobile |Pv4 are based on the

vendor - speci fic extensions defined in [RFC3115]. The format of the
VSE TLV (Type-Length-Value) is as foll ows:

+
+ N

345 7890
- s

— +O0ODN

1
=+
1
=+
1

Vendor/ Org-1D |

B T e e e i i o S S i o s R N N S
Vendor - NVSE- Type | Vendor - NVSE- Val ue ...

T T e S S T S S T st S S R S S T ol ST S YN S S

+—+— +— + 00O

Type: 134
Lengt h:

Indicates the length (in bytes) of the data field within this
ext ensi on, excluding the Type and Length fi el ds.

Reser ved:

Reserved for future use. To be set to O while sending, ignored
on reception.

Vendor/ Org- 1 D

9 (Cisco Systens)
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Vendor - NVSE- Type:
14 (Host Confi guration)
Vendor - NVSE- Val ue:

Format is shown bel ow for each subtype. The Sub-Type field is
an integer fromO0O to 255.

3.1. Host Configuration Request Extension

This format of the Host Configuration Request extension is shown

bel ow.
0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Sub- Type | Sel ect or |
R i T i e i i S e S S e S
Sub- Type

0

Sel ect or:

0 indicates all host configuration available to the Home
Agent (HA) is requested by the Mbile Node.

3.2. Horme Network Length Prefix Extension

This format of the Home Network Prefix Length extension is shown

bel ow.
0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Sub- Type | Pr eflx Lengt h |
B i s T T i i o S o T Ji I
Sub- Type

1

Prefix Length:

The nunber of bits in the home subnet prefix.
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3. 3. DNS Server Extension

This format of the DNS Server extension is shown bel ow.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Sub- Type | Primary DNS Server
e o I e e ol i I T T T S S e e e e i i ol it T R R

| Secondary DNS Server
+++++++++++++++++++++++++++++++++

e .+- .+- .+- e +-|+
Sub- Type:

2
Primary DNS Server:

The | P address of the primary DNS server.
Secondary DNS Server:

The | P address of the secondary DNS server.

3. 4. DHCP Server Extension

This format of the DHCP Server extension is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sub- Type | DHCP Server

R e s T o T S R El ok i R e e S S e o o s

e e e e e e e e e e e e e e e
Sub- Type:
3
DHCP Ser ver:

The | P address of the DHCP server.
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3.5. DHCP dient |D Extension

This format of the DHCP Client ID extension is shown bel ow.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Sub- Type | Client ID. .
e o I e e ol i I T T T S S e e e e i i ol it T R R
Sub- Type

4
Cient ID

DHCP servers use this value to index their database of address
bi ndings. This value is expected to be unique for all clients
in an admnistrative domain. The size of field is between 2
and 255 octets.

3.6. Default Gateway Extension

This format of the Default Gateway extension is shown bel ow

—|-Il-mH

2
789012345678901
+- i S S s i e ol T SEIE SE SR R O
ub- Type I
B i Sl N I R R R el S S S S R

i i S .+- .+- .+- s SiE S S I+
Sub- Type:
5
Def aul t Gat eway:

The |1 P address of the default gateway for the Mbile Node on
t he home net wor k.
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3.7. DNS Suffi x Extension

This format of the DNS Suffix extension is shown bel ow.

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Sub- Type | DNS Suffix .
B i s T T i i o S o T Ji I
Sub- Type:

6
DNS Suffi x:

The DNS suffix to be appended to the nane of Mbil e Node when
completing its fully qualified domain nane (FQDN). The size of
field is between 1 and 246 octets.

3.8. Configuration URL Extension

This format of the Configuration URL extension is shown bel ow.

+ O

+

— + 00K

2 3
7890123456789012345678901
B S S s i i o i i e T
ub- Type | URL String .

I S i T T i S S i i S S S T

(03]

0
012345
I
I

+-

Sub- Type:
7
URL String:

The Mobile Node can retrieve configuration paraneters via the
URL. The URL is at nost 246 bytes in |length.
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4.

Security Considerations

The host configuration extensions follow the same rules for Mbile IP
extensions in registrati on nessages. See the Security Considerations
section in RFC 3344.

The Configuration URL extension nmay trigger the Mobile Node to

downl oad the configuration paraneters froma server. The protection
of the data transfer is outside the scope of this document. Possible
options include encryption of data before transfer or using HTTPS.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78 and at www. rfc-editor.org/copyright.htm, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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