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Abstract
Web Distributed Authoring and Versioning (WbDAV) servers are
frequently deployed with quota (size) limtations. This docunent
di scusses the properties and m nor behaviors needed for clients to
interoperate with quota (size) inplenentati ons on WebDAV
repositories.
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1. Introduction
1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The definition of live property is provided in [RFC2518]. The
definition of protected and conputed properties is provided in
[ RFC3253], Section 1.4.

1.2. Requirenment for Quotas

WebDAV servers based on [ RFC2518] have been inpl enmented and depl oyed
with quota restrictions on collections and users, so it nmakes sense
to standardize this functionality to inprove user experience and
client interoperability.

The reasons why WebDAV servers frequently have quotas enforced are
the sane reasons why any storage system cones w th quot as.

o0 Sonetines the storage service charges according to quota.

0 Sonetines the storage service is provided free, but the storage
service provider has limted storage space (e.g., university-
provi ded student accounts).

0 Even in cases where the storage can be upgraded, the storage
managers may choose to limt quota in order to encourage users to
limt the files they store on the systemand to clean up obsol ete
files (e.g., IT departments within corporations).

In order to work best with repositories that support quotas, client
software should be able to determ ne and di splay the DAV: quot a-

avai |l abl e-bytes (defined bel ow) on collections. Further, client

sof tware shoul d have some way of fairly reliably determ ni ng how nmuch
storage space is already counted towards that quota

Support for the properties defined in this docunment enhances the
client experience, because the client has a chance of managing its
files to avoid running out of allocated storage space. Cients may
not be able to calculate the value as accurately on their own,
dependi ng on how total space used is calculated by the server.
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Sol uti on Overvi ew

The approach to neeting the requirenents and scenarios outlined above
is to define two live properties. This specification can be net on a
server by inplenmenting both DAV: quot a- avai | abl e- byt es and DAV: quot a-
used-bytes on collections only.

A <DAV: al | prop> PROPFI ND request SHOULD NOT return any of the
properties defined by this docunent. However, these property nanes
MUST be returned in a <DAV: propnane> request for a resource that
supports the properties, except in the case of infinite limts, which
are expl ai ned bel ow.

The DAV: quot a- avai | abl e- byt es and DAV: quot a- used- bytes definitions
bel ow borrow heavily fromthe quota definitions in the Network File
System (NFS) [ RFC3530] specification

DAV: quot a- avai | abl e- byt es
Nane: quot a-avail abl e- byt es
Nanmespace: DAV.

Pur pose: |ndicates the nmaxi num anobunt of additional storage avail able
to be allocated to a resource.

DTD: <! ELEMENT quot a- avai | abl e- byt es (#PCDATA) >

The DAV: quot a- avai | abl e-bytes property value is the value in octets
representing the amount of additional disk space beyond the current

al l ocation that can be allocated to this resource before further

all ocations will be refused. It is understood that this space may be
consunmed by allocations to other resources.

Support for this property is REQU RED on coll ections, and OPTI ONAL on
ot her resources. A server SHOULD inplement this property for each
resource that has the DAV: quot a-used-bytes property.

Clients SHOULD expect that as the DAV: quot a-avail abl e-bytes on a
resource approaches 0, further allocations to that resource may be
refused. A value of 0 indicates that users will probably not be able
to performoperations that wite additional information (e.g., a PUT
inside a collection), but may be able to replace through overwite an
exi sting resource of equal size.

Note that there may be a nunber of distinct but overlapping limts,
whi ch may even include physical nedia linmts. Wen reporting DAV
quot a- avai | abl e-bytes, the server is at liberty to choose any of
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those Iimts but SHOULD do so in a repeatable way. The rule may be
configured per repository, or may be "choose the small est number"”.

If a resource has no quota enforced or unlimted storage ("infinite
limts"), the server MAY choose not to return this property (404 Not
Found response in Milti-Status), although this specification
RECOMVENDS t hat servers return some appropriate value (e.g., the
anount of free disk space). A client cannot entirely assume that
there is no quota enforced on a resource that does not have this
property, but mght as well act as if there is no quota.

The value of this property is protected (see Section 1.4.2 of

[ RFC3253] for the definition of protected properties). A 403
For bi dden response is RECOVWENDED for attenpts to wite a protected
property, and the server SHOULD include an XM. error body as defined
by DeltaV [ RFC3253] with the <DAV: cannot - nodi fy- prot ect ed- property/>
precondition tag.

4. DAV: quot a- used- byt es
Nane: quot a-used-bytes
Nanmespace: DAV:

Pur pose: Contains the anpbunt of storage counted agai nst the quota on
a resource

DTD: <! ELEMENT quot a- used- byt es (#PCDATA) >

The DAV: quot a- used-bytes value is the value in octets representing
the amobunt of space used by this resource and possibly a nunber of
other simlar resources, where the set of "simlar" nmeets at |east
the criterion that allocating space to any resource in the set wll
count agai nst the DAV: quot a-avail abl e-bytes. It MJST include the
total count including usage derived from sub-resources if
appropriate. It SHOULD include netadata storage size if netadata
storage is counted agai nst the DAV: quot a-avai |l abl e- bytes.

Note that there may be a number of distinct but overl apping sets of
resources for which a DAV: quot a-used-bytes is maintained (e.g., "al
files with a given ower", "all files with a given group owner",
etc.). The server is at liberty to choose any of those sets but
SHOULD do so in a repeatable way. The rule may be configured per
repository.

Support for this property is REQU RED on col |l ections, and OPTI ONAL on

other resources. A server SHOULD inplenent this property for each
resource that has the DAV: quot a-avail abl e-bytes property.
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This value of this property is conmputed (see Section 1.4.3 of

[ RFC3253] for the definition of conputed property). A 403 Forbi dden
response i s RECOMVENDED for attenpts to wite a protected property,
and the server SHOULD include an XM. error body as defined by DeltaV
[ RFC3253] with the <DAV: cannot - nodi fy- prot ect ed- property/>
precondition tag.

5. Exanpl e PROPFI ND Request and Response
Request :

PROPFIND / ~mi |l el e/ public/ HTTP/ 1.1
Depth: O

Host: www. exanpl e. com

Cont ent - Type: text/xm

Cont ent - Lengt h:  xxx

<?xm version="1.0" ?>
<D: propfind xm ns: D="DAV: " >
<D: prop>
<D: quot a- avai | abl e- byt es/ >
<D: quot a- used- byt es/ >
</ D: pr op>
</ D: propfind>

Response:

HTTP/ 1.1 207 Multi- Status

Date: Tue, 16 Cct 2001 22:13:39 GVI
Cont ent - Lengt h:  xxx

Cont ent - Type: text/xm ; charset=UTF-8

<?xm version="1.0" encodi ng="utf-8" ?>
<D:nmul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / www. exanpl e. coml ~mi | el e/ publ i c/ </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: quot a- avai | abl e- byt es>596650</ D: quot a- avai | abl e- byt es>
<D: quot a- used- byt es>403350</ D: quot a- used- byt es>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:nul tistatus>
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Error Reporting

WebDAV [ RFC2518] defines the status code 507 (lnsufficient Storage).
This status code SHOULD be used when a client request (e.g., a PUT,
PROPFI ND, MKCOL, MOVE, or COPY) fails because it would exceed their
quota or physical storage limts. In order to differentiate the
response from ot her storage problens, the server SHOULD i ncl ude an
XM. error body as defined by DeltaV [ RFC3253] with the appropriate
precondi tion tag.

Precondi ti ons:

(DAV: quot a- not - exceeded): the request MJST NOT cause the allocated
quota to be exceeded.

(DAV: suf ficient-di sk-space): there is sufficient physical space to
execut e the request.

Exanpl e error response

HTTP/ 1.1 507 Insufficient Storage
Cont ent - Lengt h:  xxx
Cont ent - Type: text/xn

<?xm version="1.0">
<error xm ns="DAV:">

<quot a- not - exceeded/ >
</ error>

I mpl enentati on note: sone clients nay be able to take advantage of
the different precondition codes when mapping to operating system
status codes, such as E NOSPC and E_DQUOT in NFS (see [ RFC3530],
Section 12).

Not es

Server inplementations store and account for their data in nany
different ways. Sone of the chall enges:

0 Sone server inplementations find it prohibitive to count storage
used for netadata; others may choose to do so for better
accounti ng.

o0 dder versions of resources may be stored as well.

0 Variants of one resource may exist with different content |engths.

o Content may be dynam cally generated
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(0]

(o]

Resource bodi es can be conpressed.

Sone resources may be stored for "free", not counting against
quot a.

Si nce server storage accounting can vary so nuch, clients should
expect the follow ng:

(o]

The size of a file on the client’s file system or in a PUT
nmessage, may not correspond to the anpbunt of storage required by
the server to store the resource. Thus, the client cannot predict
with 100% accuracy whether a given file will be allowed given the
st orage quot a.

Del eting or overwiting a resource may not free up the sane anount
of storage as indicated by the DAV: getcontentlength property
defined in [ RFC2518] for the resource. |If deleting a resource
does not free up any space, the file my have been noved to a
"trash" folder or "recycle bin", or retained as in versioning
systens ([ RFC3253]).

Since there are many factors that affect the storage used by a set
of resources, including automatic conpression, the size of

associ ated netadata, and server-inserted content (such as that
created by PHP code) in the on-the-wire representation of
resources, clients are advised not to depend on the val ue of DAV
quot a- used- byt es being the sum of the DAV: getcontentlength
properties for resources contained by a collection.

Addi tionally, because there may be a nunber of distinct but

overl appi ng sets of resources for which a DAV: quot a-used-bytes is
mai ntai ned (Section 4), there may be no correl ati on between the
size of the resources in a collection and DAV: quot a- used- byt es.

For exanple, for a server that inplenents user-based quotas,

DAV: quot a- used- bytes usually will be the same for a collection and
its menbers.

On some systems where quota is counted by collection and not by
user, a quota on a sub-collection may be | arger than the quota on
the parent collection that contains it. For exanple, the quota on
[~mlele/ may be 100 MB, but the quota on /~milelel/public/ may be
unlimted. This allows the space used by /~nilele/public/ to be
as large as the quota on /~mlele/ allows (depending on the other
contents of /~mlele/) even if the quota on /~nilele/ is changed.
Thus, even when the quota on a parent collection is changed, it is
not necessarily required to change the quota on every child or
descendant col | ecti on.
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8. Security Considerations

A hacker may prefer to store files in collections with a |arge quota.
This isn't strictly a security concern because it doesn’t nake it any
easier to store files. On the other hand, the DAV: quot a-used-bytes
property may nmake it easier to detect tanpering or msuse.

9. Internationalization Considerations

Quota is counted in Arabic nunerals expressed in strings. There are
no internationalization considerations.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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