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not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.
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Abstract

Thi s docunent describes the registration of nedia types for the
ECMAScri pt and JavaScri pt programm ng | anguages and conformance
requi renents for inplenmentations of these types.
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1.

I nt roducti on

This meno descri bes nmedia types for the JavaScript and ECMAScri pt
programm ng | anguages. Refer to "Brief Hi story" and "Overview' in
[ ECMA] for background information on these | anguages

Programs witten in these programm ng | anguages have historically
been i nterchanged using inapplicable, experinmental, and unregistered
medi a types. This docunent defines four of the nbst commonly used
medi a types for such progranms to reflect this usage in the | ANA nedia
type registry, to foster interoperability by defining underspecified
aspects, and to provide general security considerations.

Conf ormance and Docunent Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119] and
i ndi cate requirenment |evels for conpliant inplenentations.
Requirements apply to all inplenentations unless otherw se stated.

An inplenentation is a software nodul e that supports one of the nedia
types defined in this docunent. Software nodul es nmay support

mul tiple nmedia types but conformance is considered individually for
each type

I mpl enentations that fail to satisfy one or nore "MJST" requirenents

are consi dered non-conpliant. |Inplenentations that satisfy al
"MUST" requirenents, but fail to satisfy one or nore "SHOULD'
requirenents, are said to be "conditionally conpliant”. Al other

i npl erentations are "unconditionally conpliant”.
Depl oyed Scripting Media Types and Conpatibility

Various unregi stered nedia types have been used in an ad-hoc fashion
to | abel and exchange prograns witten in ECMAScri pt and JavaScri pt.
These i ncl ude:

text/javascri pt

text/javascriptl.0
text/javascriptl. 2 text/javascriptl.3
text/javascriptl. 4 text/javascriptl.5

| text/ecmascript |
I I
I I
I I
text/jscript | text/livescript |
| |
I I
I I

text/javascriptl.1

text/ x-javascript text/ x-ecmascri pt
appl i cation/x-javascri pt appl i cation/ x-ecmascri pt
application/javascript appl i cation/ecnascri pt
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Use of the "text" top-level type for this kind of content is known to
be problematic. This docunment thus defines text/javascript and text/
ecmascri pt but marks them as "obsolete". Use of experinental and
unregi stered nedia types, as listed in part above, is discouraged.
The nedi a types,

* application/javascript
* application/ecnmascript

which are also defined in this docunent, are intended for conmon use
and shoul d be used i nstead.

Thi s docunent defines equival ent processing requirenents for the
types text/javascript, text/ecmascript, and application/javascript.
Use of and support for the media type application/ecmascript is
consi derably | ess w despread than for other nedia types defined in
this docunment. Using that to its advantage, this docunent defines
stricter processing rules for this type to foster nore interoperable
processi ng.

The types defined in this docunent are applicable to scripts witten
in [JS15] and [ECMA], respectively, as well as to scripts witten in
a conpati bl e | anguage or profile such as [ EcnmaConpact].

Thi s docunent does not address scripts witten in other |anguages.
In particular, future versions of JavaScript, future editions of

[ ECMA], and extensions to [ECMA], such as [E4X], are not directly
addressed. This docunment nay be updated to take other content into
account .

Updates of this document may introduce new optional paraneters;

i mpl ement ati ons MJST consi der the inpact of such an update. For the
appl i cation/ecmascript media type, inplenentations MIUST NOT process
content labeled with a "version" paraneter as if no such paraneter
had been specified; this is typically achieved by treating the
content as unsupported. This error handling behavior allows
extending the definition of the nedia type for content that cannot be
processed by inplementations of [ ECMVA].

The progranm ng | anguages defined in [JS15] and [ ECMA] share a common
subset. Choice of a type for scripts conpatible with both | anguages
is out of the scope of this docunent.

Thi s docunent does not define how fragnent identifiers in resource
identifiers ([RFC3986], [RFC3987]) for docunents |abeled with one of
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the media types defined in this document are resolved. An update of
this document may define processing of fragment identifiers.

4. Character Encodi ng Schene Handling

Refer to [ RFC3536] for a discussion of terminology used in this
section. Source text (as defined in [ECMA], section 6) can be binary
source text. Binary source text is a textual data object that
represents source text encoded using a character encoding schene. A
textual data object is a whole text protocol nmessage or a whol e text
docunent, or a part of it, that is treated separately for purposes of
external storage and retrieval. An inplenentation’s interna
representation of source text and source text are not considered

bi nary source text.

I npl enent ati ons need to determ ne a character encodi ng schene in
order to decode binary source text to source text. The nedia types
defined in this docunment allow an optional charset paraneter to
explicitly specify the character encoding schene used to encode the
source text.

How i npl enent ati ons determ ne the character encodi ng schene can be
subj ect to processing rules that are out of the scope of this
docunent. For exanple, transport protocols can require that a
speci fic character encoding schene is to be assuned if the optiona
charset paranmeter is not specified, or they can require that the
charset paraneter is used in certain cases. Such requirements are
not considered part of this docunent.

I mpl enent ati ons that support binary source text MJST support binary

source text encoded using the UTF-8 [ RFC3629] character encoding

schene. Qher character encodi ng schemes MAY be supported. Use of

UTF-8 to encode binary source text is encouraged but not required.
4.1. Charset Paraneter

The charset paraneter provides a nmeans to specify the character

encodi ng schenme of binary source text. |Its value MJST match the
m me- charset production defined in [ RFC2978], section 2.3, and SHOULD
be a registered charset [CHARSETS]. An illegal value is a val ue that

does not nmatch that production.

4.2. Character Encodi ng Schene Detection
It is possible that inplenentations cannot interoperably determne a
singl e character encoding schene sinply by conplying with al

requirenents of the applicable specifications. To foster
interoperability in such cases, the following algorithmis defined.
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I mpl ement ations apply this algorithmuntil a single character
encodi ng schene i s determ ned.

1. If a charset paraneter with a legal value is specified, the value
determ nes the character encodi ng schene.

2. If the binary source text starts with a Unicode encoding form
signature, the signature deternines the encoding. The follow ng
octet sequences, at the very beginning of the binary source text,
are considered with their correspondi ng character encodi ng

schenes:

. I +
| Leadi ng sequence | Encoding

o e e e e oo oo TS +
| FF FE 00 00 | UTF-32LE |
| 00 00 FE FF | UTF-32BE |
| FF FE | UTF-16LE |
| FE FF | UTF-16BE |
| EF BB BF | UTF-8 |
o e e e e oo oo TS +

The | ongest matching octet sequence deternines the encoding.

I mpl enentati ons of this step MJUST use these octet sequences to
determ ne the character encodi ng schene, even if the determ ned
schene is not supported. |If this step determ nes the character
encodi ng schene, the octet sequence representing the Unicode
encodi ng form si gnature MJST be ignored when decodi ng the binary
source text to source text.

3. The character encoding schenme is determned to be UTF-8.

If the character encoding schenme is determ ned to be UTF-8 through
any neans other than step 2 as defined above and the binary source
text starts with the octet sequence EF BB BF, the octet sequence is
i gnored when decoding the binary source text to source text. (The
sequence will also be ignored if step 2 determ nes the character
encodi ng schenme per the requirenents in step 2).

In the cited case, inplenmentations of the types text/javascript,
text/ecrmascript, and application/javascript SHOULD and

i npl ementations of the type application/ecrmascript MJST inpl enent the
requirenents defined in this section
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4.3. Character Encoding Scherme Error Handling

The foll owi ng error processing behavior is RECOWENDED for the nedia
types text/javascript, text/ecmascript, and application/javascript,
and REQUI RED for the nmedia type application/ecmascript.

o If the value of a charset parameter is illegal, inplenentations
MUST either recover fromthe error by ignoring the paraneter or
consi der the character encodi ng scheme unsupport ed.

o |If binary source text is determ ned to have been encoded using a
certain character encodi ng scheme that the inplenmentation is
unabl e to process, inplenmentations MJST consider the resource
unsupported (i.e., they MIJST NOT decode the binary source text
using a different character encoding schene).

0 Binary source text can be determned to have been encoded using a
certain character encodi ng schenme but contain octet sequences that
are not legal according to that scheme. This is typically caused
by a | ack of proper character encodi ng schene information; such
errors can pose a security risk, as discussed in section 5

I mpl enent ati ons SHOULD detect such errors as early as possible; in
particul ar, they SHOULD detect them before interpreting any of the
source text. Inplenentations MJUST detect such errors and MJST NOT
interpret any source text after detecting such an error. Such
errors MAY be reported, e.g., as syntax errors as defined in

[ ECMA], section 16.

Thi s docunent does not define facilities that allow specification of
the character encodi ng schenme used to encode binary source text in a
conflicting manner. There are only two sources for character
encodi ng schene information: the charset paraneter and the Uni code

encoding formsignature. |f a charset paraneter is specified, binary
source text is processed as defined for that character encoding
schene.

5. Security Considerations

Refer to [RFC3552] for a discussion of termnology used in this
section. Exanples in this section and discussions of interactions of
host environments with scripts and extensions to [ECMA] are to be
under st ood as non-exhaustive and of a purely illustrative nature.

The programm ng | anguage defined in [ECMA] is not intended to be

conputationally self-sufficient, rather it is expected that the
conput ational environment provides facilities to prograns to enabl e
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specific functionality. Such facilities constitute unknown factors
and are thus considered out of the scope of this docunent.

Derived progranm ng | anguages are permtted to include additional
functionality that is not described in [ECMA]; such functionality
constitutes an unknown factor and is thus considered out of the scope

of this docunent. |In particular, extensions to [ ECMA] defined for
the JavaScri pt progranm ng | anguage are not discussed in this
docunent .

Uncontrol l ed execution of scripts can be exceedi ngly dangerous.

| mpl enent ati ons that execute scripts MJST give consideration to their
application’s threat nodels and those of the individual features they
implement; in particular, they MJST ensure that untrusted content is

not executed in an unprotected environnent.

Speci fications for host environnment facilities and for derived

programm ng | anguages shoul d i nclude security considerations. |f an
i mpl ement ati on supports such facilities, the respective security
considerations apply. |In particular, if scripts can be referenced

fromor included in specific document formats, the considerations for
t he enbeddi ng or referenci ng docunent format apply.

For exanple, scripts enbedded in application/xhtm +xm [RFC3236]
docunents coul d be enabl ed through the host environnment to mani pul ate
the docunent instance, which could cause the retrieval of renote
resources; security considerations regarding retrieval of remote
resources of the enbeddi ng docunment would apply in this case.

This circunstance can further be used to make information, that is
normally only available to the script, available to a web server by
encoding the information in the resource identifier of the resource,
whi ch can further enabl e eavesdropping attacks. |Inplenmentation of
such facilities is subject to the security considerations of the host
envi ronment, as di scussed above.

The facilities defined in [ECMA] do not include provisions for input
of external data, output of conputed results, or nodification of
aspects of the host environnent. An inplenentation of only the
facilities defined in [ECMA] is not considered to support dangerous
operati ons.

The progranmi ng | anguage defined in [ECMA] does include facilities to
| oop, cause conputationally conplex operations, or consunme |arge
anounts of nenory; this includes, but is not limted to, facilities
that allow dynam cally generated source text to be executed (e.g.

the eval () function); uncontrolled execution of such features can
cause deni al of service, which inplenmentations MJUST protect against.
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A host environnent can provide facilities to access external input.
Scripts that pass such input to the eval () function or simlar

| anguage features can be vul nerable to code injection attacks.
Scripts are expected to protect against such attacks.

A host environnment can provide facilities to output conputed results
in a user-visible manner. For exanple, host environments supporting
a graphical user interface can provide facilities that enable scripts
to present certain nessages to the user. Inplenentations MJST take
steps to avoid confusion of the origin of such nmessages. |In general,
the security considerations for the host environment apply in such a
case as di scussed above.

I mpl enentations are required to support the UTF-8 character encoding
schene; the security considerations of [RFC3629] apply. Additiona
character encodi ng schenes may be supported; support for such schenes
is subject to the security considerations of those schenes.

Source text is expected to be in Unicode Normalization FormC
Scripts and inpl enentati ons MJUST consider security inplications of
unnormal i zed source text and data. For a detail ed discussion of such
inplications refer to the security considerations in [ RFC3629].

Scripts can be executed in an environment that is vulnerable to code
injection attacks. For exanple, a CA script [ RFC3875] echoi ng user
i nput could allow the inclusion of untrusted scripts that could be
executed in an otherw se trusted environnent. This threat scenario
is subject to security considerations that are out of the scope of
thi s docunent.

The "data" resource identifier scheme [RFC2397], in conbination with
the types defined in this docunment, could be used to cause execution
of untrusted scripts through the inclusion of untrusted resource
identifiers in otherwise trusted content. Security considerations of
[ RFC2397] apply.

I mpl enentations can fail to inplenment a specific security nodel or
other neans to prevent possibly dangerous operations. Such failure
coul d possibly be exploited to gain unauthorized access to a system
or sensitive information; such failure constitutes an unknown factor
and is thus considered out of the scope of this docunent.

6. | ANA Consi derati ons

Thi s docunent registers four new nmedia types as defined in the
fol |l owi ng secti ons.
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7. JavaScript Media Types
7.1. text/javascript (obsolete)
Type nane: t ext
Subt ype nane: j avascri pt
Requi red paraneters: none
Opti onal parameters: charset, see section 4.1
Encodi ng consi derati ons:
The sane as the considerations in section 3.1 of [RFC3023].
Security considerations: See section 5.
Interoperability considerations:
None, except as noted in other sections of this docunent.
Publ i shed specification: [JS15]
Applications which use this nedia type:
Script interpreters as discussed in this docunent.
Addi tional information
Magi ¢ nunber (s): n/a
Fil e extension(s): .js
Maci ntosh File Type Code(s): TEXT
Person & enmanil address to contact for further information:
See Author’s Address section.
I nt ended usage: OBSCOLETE
Restrictions on usage: n/ a
Aut hor : See Author’s Address section
Change control ler: The | ESG
Hoehr mann I nf ormati ona
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2

application/javascript
Type nane: application
Subt ype nane: j avascri pt
Requi red paraneters: none
Opti onal paraneters: charset, see section 4.1

Encodi ng consi derati ons:

The sane as the considerations in section 3.2 of [RFC3023].

Security considerations: See section 5.
I nteroperability considerations:
None, except as noted in other sections of this docunent.

Publ i shed specification: [JS15]
Applications which use this nmedia type:
Script interpreters as discussed in this docunent.

Addi tional infornation:
Magi ¢ nunber (s): n/ a
File extension(s): .js
Maci ntosh File Type Code(s): TEXT

Person & email address to contact for further information:
See Aut hor’s Address section.

I nt ended usage: COVIVON

Restrictions on usage: n/a

Aut hor : See Author’s Address section
Change controller: The | ESG

2006
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8.

1.

ECMAScri pt Media Types

text/ecmascript (obsol ete)
Type nane: t ext
Subt ype nane: ecmascri pt
Requi red paraneters: none
Opti onal parameters: charset, see section 4.1

Encodi ng consi derati ons:

The sane as the considerations in section 3.1 of [RFC3023].

Security considerations: See section 5.
Interoperability considerations:
None, except as noted in other sections of this docunent.

Publ i shed specification: [ECVA
Applications which use this nedia type:
Script interpreters as discussed in this docunent.

Addi tional information
Magi ¢ nunber (s): n/a
Fil e extension(s): . es
Maci ntosh File Type Code(s): TEXT

Person & email address to contact for further information:
See Aut hor’s Address section.

I nt ended usage: OBSCOLETE

Restrictions on usage: n/ a

Aut hor : See Author’s Address section
Change control ler: The | ESG

2006
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appl i cation/ ecnascri pt
Type nane: application
Subt ype nane: ecmascri pt
Requi red paraneters: none
Opti onal paraneters: charset, see section 4.1

Note: Section 3 defines error handling behavior for content
| abel ed with a "version" paramneter.

Encodi ng consi derati ons:
The sane as the considerations in section 3.2 of [RFC3023].

Security considerations: See section 5.
Interoperability considerations:
None, except as noted in other sections of this docunent.

Publ i shed specification: [ECVA]
Applications which use this nedia type:
Script interpreters as discussed in this docunent.

Addi tional information
Magi ¢ nunber (s): n/ a
Fil e extension(s): . es
Maci ntosh File Type Code(s): TEXT

Person & email address to contact for further information:
See Aut hor’s Address section.

I nt ended usage: COVVON

Restrictions on usage: n/ a

Aut hor : See Author’s Address section
Change control ler: The | ESG

2006
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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