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Abstract
Thi s docunent defines a basic set of managed objects for SNWP-based
managenent of extended QS features of Cable Mddens (CVs) and Cabl e

Modem Terminati on Systens (CMISs) conforming to the Data over Cable
System (DOCSI S) specifications versions 1.1 and 2.0.
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1. Introduction

This menmo is a product of the I P over Cable Data Network (I PCDN)
wor ki ng group within the Internet Engineering Task Force (1 ETF).

1.1. The Internet-Standard Managenent Franework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ 15].

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [1], STD 58, RFC 2579 [2] and STD 58, RFC 2580 [3].
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1.2. dossary

Active QPS

Active SF

Admitted QPS

Adnitted SF

CATV

CMTS

Downst r eam

DSA

DSC
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Active QoS Paraneter Set (QPS). The set of QoS
paraneters that describe the current |evel of service
provided to a Service Flow (SF).

Active Service Flow An SF with a non-enpty Active
QPS.

Adm tted QoS Paranmeter Set. The set of QS
paraneters that describe a |level of service that the
Service Flowis not currently using, but that it is
guaranteed to receive upon the SF' s request to make
the set Active.

A Service Flow with a non-enpty Admitted QPS.
Cabl e Tel evi si on.

Cabl e Modem A nodem connecting a subscriber’s LAN
to the Cable Tel evision (CATV) Radi o Frequency (RF)
network. DOCSIS CMs operate as a MAC | ayer bridge

bet ween the hone LAN and the Cabl e Tel evi si on (CATV)
Radi o Frequency (RF) network.

Cabl e Modem Term nati on System The "head-end"
devi ce providing connectivity between the RF network
and the Internet.

The direction fromthe head-end towards the
subscri ber.

Dynami c Service Addition. A DOCSIS MAC nmanagenent
nmessage requesting the dynamic creation of a new
Service Flow New SFs are created with a three-
message exchange of a DSA- REQ DSA- RSP, and DSA- ACK.

Dynam c Service Change. A DOCSIS MAC managenent
message requesting a change to the attributes of a
Service Flow. SFs are changed with a three-nessage
exchange of a DSC- REQ DSC- RSP, and DSC- ACK.

Dynam c Service Delete. A DOCSIS MAC nmanagenent
message requesting the deletion of a Service Fl ow.
SFs are deleted with a two-nmessage exchange of a
DSD- REQ and DSD- ACK.
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Head- end

PHS

primary SF

Provi si oned QPS

RF

SCN

SI D

SF

SFI D

Upstream
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The origination point in nost cable systens of the
subscriber video signals. It is generally also the
| ocation of the CMIS.

Payl oad Header Suppression. A feature of DOCSIS 1.1
and 2.0 in which header bytes that are comon in a
sequence of packets of a Service Flow are repl aced by
a one-byte PHSI Index (PHSI) when transmitting the
packet on the RF network.

Primary Service Flow. Al CMs have a Prinmary
Upstream Servi ce Flow and a Prinary Downstream
Service Flow. They provide a default path for

f orwarded packets that are not classified to any
ot her Service Fl ow

A QoS Paraneter Set describing an envel ope of service
within which a Service Flow is authorized to request
adm ssion. All existing Service Flows nust have a
non-enpty Provisioned QPS; thus, all SFs are

consi dered to be "Provisioned".

Radi o Frequency. In particular, this abbreviation
refers to the radio frequencies for Cable Tel evision
(CATV).

Service Cl ass Name. A naned set of QS paraneters.

A Service Flow may or may not be associated with a
single naned Service Cass. A Service Cass has as
an attribute a QS Paraneter Set that is used as the
default set of values for all Service Flows bel ongi ng
to the Service d ass.

Service ID. A 16-bit unsigned integer assigned by
the CMIS for an Upstream Service Flow with a non-
enpty Active QS Paraneter Set.

Service Flow. A unidirectional stream of packets
between the CM and CMIS. SFs are characterized as
upstream or downstream The SF is the fundanental
unit of service provided on a DOCSI S CATV net wor k.

Service Flow ID. A 32-bit unsigned integer assigned
by the CMIS to each Service Flow.

The direction froma subscriber CMto the head-end
CMTS.
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2.

2.

2.

Overvi ew

This M B nodul e provides a set of objects required for the managenent
of DOCSIS 1.1 and 2.0 conpliant Cable Mdens (CM and Cabl e Modem
Term nation Systens (CMIS). The specification is derived fromthe
DOCSI S 2.0 Radi o Frequency Interface specification [4]. Please note
that the referenced DOCSI S specifications only requires Cable Mdens
to process | Pv4 custoner traffic. Design choices in this MB nodul e
reflect those requirements. Future versions of the DOCSIS standard
are expected to require support for IPv6 as well.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [5].

1. Textual Conventions

The textual convention "DocsletfQsRfMaclfDirection" is defined to
indicate the direction of a packet classifier relative to an
interface. It takes the values of either downstrean{1l) or
upstreani 2).

The textual convention "DocsletfQosBitRate" corresponds to the bits
per second as defined for QoS Paraneter Sets in DOCSIS 1.1 and 2.0.
This definition includes all bits of the Ethernet MAC franme as
transmtted on the RF network, starting with the Destination Address
and ending with the Ethernet Frane Check Sequence (FCS). It does NOT
includes bits in the DOCSI S MAC header.

2. MB Oganization

The structure of the | PCON QoS M B nodul e (DOCS-1 ETF-Q0OS-M B) i s
sunmmari zed bel ow

docsl et f QosM B
docsl et f QosM BObj ect s
docsl et f QosPkt Cl assTabl e
docsl et f QosPkt C assEntry
docsl et f QosPkt C assl d
docsl et f QosPkt Cl assDi recti on
docsl et f QosPkt Cl assPriority
docsl et f QosPkt O assl pTosLow
docsl et f QosPkt C assl pTosHi gh
docsl et f QosPkt O assl pTosMask
docsl et f QosPkt C assl pPr ot ocol
docsl et f QosPkt O assl net Addr essType
docsl et f QosPkt Cl assl net Sour ceAddr
docsl et f QosPkt C assl net Sour ceMask
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docsl et f QosPkt Cl assl net Dest Addr
docsl et f QosPkt C assl net Dest Mask
docsl et f QosPkt Cl assSour cePort St art
docsl et f QosPkt C assSour cePort End
docsl et f QosPkt Cl assDest Port St art
docsl et f QosPkt Cl assDest Port End
docsl et f QosPkt C assDest MacAddr
docsl et f QosPkt Cl assDest MacMask
docsl et f QosPkt C assSour ceMacAddr
docsl et f QosPkt Cl assEnet Pr ot ocol Type
docsl et f QosPkt C assEnet Pr ot ocol
docsl et f QosPkt C assUser Pri Low
docsl et f QosPkt C assUser Pri Hi gh
docsl et f QosPkt Cl assVl anl d

docsl et f QosPkt Cl assSt at eActi ve
docsl et f QosPkt O assPkt s

docsl et f QosPkt Cl assBi t Map

docsl et f QosPar anet Tabl e
docsl et f QosPar anet Entry

docsl et f QosPar anSet Ser vi ceCl assNane
docsl et f QosParantet Priority

docsl et f QosPar anSet MaxTraf fi cRat e
docsl et f QosPar anet MaxTr af fi cBur st
docsl et f QosPar anet M nReser vedRat e
docsl et f QosPar anSet M nReser vedPkt
docsl et f QosPar anet Act i veTi neout
docsl et f QosPar anSet Admi tt edTi neout
docsl et f QosPar anSet MaxConcat Bur st
docsl et f QosPar anSet Schedul i ngType
docsl et f QosPar anet NonPol | | nt er val
docsl et f QosPar anet Tol Pol | Jitter
docsl et f QosPar anSet Unsol i cit Grant Si ze
docsl et f QosPar amSet NomGr ant | nt er val
docsl et f QosPar antSet Tol Grant Jitter
docsl et f QosPar anet Gr ant sPer | nt er val
docsl et f QosPar anSet TosAndMask

docsl et f QosPar anet TosOr Mask

docsl et f QosPar anSet MaxLat ency

docsl et f QosPar anSet Type

docsl et f QosPar anSet Request Pol i cyCct
docsl et f QosPar anet Bi t Map

docsl et f QosSer vi ceFl owTabl e
docsl et f QosSer vi ceFl owentry

docsl et f QosServi ceFl ow d

docsl et f QosSer vi ceFl owsSl D

docsl et f QosSer vi ceFl owbDi recti on
docsl et f QosSer vi ceFl owPri mary

docsl et f QosSer vi ceFl owst at sTabl e
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docsl et f QosSer vi ceFl owSt at sEntry

docsl et f QosSer vi ceFl owPkt s

docsl et f QosServi ceFl owCct et s

docsl et f QosSer vi ceFl owTi meCr eat ed
docsl et f QosSer vi ceFl owTi neActi ve

docsl et f QosSer vi ceFl owPHSUnknowns
docsl et f QosSer vi ceFl owPol i cedDr opPkt s
docsl et f QosSer vi ceFl owPol i cedDel ayPkt s

docsl et f QosUpst r eantst at sTabl e
docsl et f QosUpst r eantt at sEntry

docsl et f QosSI D

docsl et f QosUpst r eanfr agnment s
docsl et f QosUpst r eanfFr agDi scar ds
docsl et f QosUpst r eamConcat Bur st s

docsl et f QosDynam cServi ceSt at sTabl e
docsl et f QosDynami cServi ceStat seEntry

docsletfQoslfDirection

docsl et f QpsDSAReqs

docsl et f QpsDSARsps

docsl et f QosDSAAcks

docsl et f QpsDSCReqs

docsl et f QpsDSCRsps

docsl et f Qs DSCAcks

docsl et f QpsDSDReqs

docsl et f QpsDSDRsps

docsl et f QpsDynam cAdds

docsl et f QosDynam cAddFai | s
docsl et f QpsDynam cChanges
docsl et f QpsDynam cChangeFai | s
docsl et f QosDynami cDel et es
docsl et f QosDynami cDel et eFai | s
docsl et f QpsDCCReqs

docsl et f QpsDCCRsps

docsl et f QpsDCCAcks

docsl et f QpsDCCs

docsl et f QosDCCFai | s

docsl et f QosSer vi ceFl owLogTabl e
docsl et f QosSer vi ceFl owLogEntry

docsl et f QosSer vi ceFl owLogl ndex

docsl et f QosSer vi ceFl owLogl f | ndex
docsl et f QosSer vi ceFl owLogSFI D

docsl et f QosSer vi ceFl owLogCmivac

docsl et f QosSer vi ceFl owLogPkt s

docsl et f QosSer vi ceFl owLogCct et s
docsl et f QosSer vi ceFl owLogTi neDel et ed
docsl et f QosSer vi ceFl owLogTi nmeCr eat ed
docsl et f QosSer vi ceFl owlLogTi neActi ve
docsl et f QosSer vi ceFl owLogDi r ecti on
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docsl et f QosSer vi ceFl owlLogPri mary
docsl et f QosSer vi ceFl owLogSer vi ced assName
docsl et f QosSer vi ceFl owLogPol i cedDr opPkt s
docsl et f QosSer vi ceFl owLogPol i cedDel ayPkt s
docsl et f QosSer vi ceFl owLogCont r ol
docsl et f QosServi ceC assTabl e
docsl et f QosServi ced assEntry
docsl et f QosSer vi ceCl assNane
docsl et f QosServi ceCl assSt at us
docsl et f QosServi ced assMaxTraf fi cRat e
docsl et f QosServi ceCl assMaxTr af fi cBur st
docsl et f QosServi ceCl assM nReservedRat e
docsl et f QosServi ceC assM nReser vedPkt
docsl et f QosSer vi ceC assMaxConcat Bur st
docsl et f QosServi ceC assNonPol | | nterva
docsl et f QosServi ceC assTol Pol | Jitter
docsl et f QosServi ceCl assUnsolicitGrantSi ze
docsl et f QosServi ced assNomG ant | nt erva
docsl et f QosServi ceC assTol GantJitter
docsl et f QosServi ceC assG ant sPer | nterva
docsl et f QosSer vi ceCl assMaxLat ency
docsl et f QosServi ced assActi veTi neout
docsl et f QosServi ceCl assAdmi tt edTi nmeout
docsl et f QosSer vi ced assSchedul i ngType
docsl et f QosSer vi ced assRequest Pol i cy
docsl et f QosServi ceC assTosAndMask
docsl et f QosSer vi ceC assTosOr Mask
docsl et f QosServi ced assDirection
docsl et f QosServi ced assSt or ageType
docsl et f QosSer vi ceCl assDSCPOverwrite
docsl et f QosSer vi ceC assPol i cyTabl e
docsl et f QosServi ceC assPol i cyEntry
docsl et f QosSer vi ceC assPol i cyl ndex
docsl et f QosSer vi ced assPol i cyNane
docsl et f QosServi ced assPol i cyRul ePriority
docsl et f QosServi ced assPol i cySt at us
docsl et f QosServi ced assPol i cySt or ageType
docsl et f QosPHSTabl e
docsl et f QpsPHSEnt ry
docsl et f QsPHSFi el d
docsl et f QosPHSMask
docsl et f QsPHSSI ze
docsl et f QpsPHSVeri fy
docsl et f QosPHSI ndex
docsl et f QosCnt sMacToSr vFl owTabl e
docsl et f QosCnt sMacToSr vFl owent ry
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docsl et f QosCnt sCnivc
docsl et f QosCnt sServi ceFl ow d
docsl et f QosCnt sl f | ndex

This MB nodule is organized as 11 tables. Most tables are

i npl emented in both the CM and CMIS; the

docsl et f QosUpst r eantt at sTabl e and docsl et f QosSer vi ceFl owLogTabl e are
i mpl emented on the CMIS only.

2.2.1. docsletfQsPktC assTabl e

The docsletf QsPkt Gl assTabl e reports the Service Flow C assifiers

i npl emented by the managed device. The table is indexed by the tuple
{ iflndex, docsletfQosServiceFl ow d, docsletfQsPktC assld }. The

i flndex corresponds to a CATV MAC interface. Each CATV MAC interface
has a set of Service Flows identified with a docsletfQsServiceFl owd
value that is unique for that interface. Each Service Flow may have
a nunber of packet classifiers that map packets to the flow. The
Classifierld for the classifier is unique only within a particul ar
Servi ce Fl ow.

The semantics of packet classification are provided in [4]. Briefly,
the DOCSIS MAC interface calls for matching packets based on val ues
within the 802.2 (LLC), 802.3, |IP, and/or UDP/TCP headers. Packets
that map nore than one classifier are prioritized according to their
docsl et f QosPkt Cl assPriority values. The docsletfQsServiceFlomd (an
i ndex object) indicates to which Service Flow the packet is
classified.

The docsl etf QosPktClassTable is distinct fromthe

docsDevl pFilterTable of [6] in that docsletfQsPktC assTable is
intended only to reflect the state of the Service Flow O assifiers.
Service Flow Classifiers may be created only via a CM configuration
file or fromthe Dynam ¢ Service Addition (DSA) nessages. For this
reason, docsletfQsPktC assTable is read-only.

The docsDevlpFilterTable is intended for external policy-based

adm ni stration of packet classifiers. See the section "Externally
Admi ni stered C assification", below
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2.2.2. docsl et fQosParantet Tabl e

The docsl et f QosPar anSet Tabl e reports the val ues of QoS Paranmeter Set
as defined in Section C 2.2 of [4].

In general, a Service Flowis associated with three different QS
Paranmeter Sets (Q@PSs): an "active" QPS, an "admitted" QPS, and a
"provisioned" or "authorized" QS. The relationship of these three
sets is represented bel ow

I I
I I
| Fom e e e oo - + |
| | Admitted | |
|| ||
I e e
| | | Active | | |
[ [
|l e o
[ | [
| S +
I I
o e e e e oo s +

Figure 1: QoS Paraneter Sets

The Provisi oned QPS describes the maxi num servi ce envel ope for which
the SF is authorized. The Adnmitted QPS is the set of services for
which a Service Fl ow has requested adnission to the DOCSI S RF
networ k, but which is not yet active. The Admitted QPS is used
during the two-phase process of |P Tel ephony/ Packet Cabl e Service Fl ow
adm ssion to admt the bandwi dth for a bidirectional voice call when
the far end is ringing. Because ringing may occur for up to four

m nutes, this permts the bandwidth to be reserved but not actually
consumed during this interval. The Active QPS is the set of services
actual ly being used by the Service Flow. The DOCSIS v1.1
specification [4] defines what it means for a QPS envel ope to be
"within" another. In general, an inner QPS is considered "within" an
outer QPS when all QoS paraneters represent denands of equal or fewer
resources of the network.

In addition to its use as an attribute of a Service Flow, a QPS is

al so an attribute of a Service Class. A DOCSIS CMconfiguration file
or DSA message mmy request the creation of a new SF and give only the
Service Class Nane. The CMIS "expands the macro" of a Service O ass

Nane creation by popul ating the Provisioned, Adnitted, and/or Active

QPSs of the Service Flowwith the QPS of the Service Cass Nane. Al
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the @QPSs of a Service Flow nmust be expansions of the sane Service
Class, and in this case the SF is said to "belong" to the Service
Class. Changing the contents of a Service Oass’ QPS does not affect
the QPS of any Service Flow earlier expanded fromthat Service C ass
nane. Only the CMIS inpl enments docsl etfQosServi ced assTabl e.

See [4], section 8, for a full description and the theory of
operation of DOCSIS 1.1 QoS operation.

The docsl et f QosPar anSet Tabl e sets are i ndexed by { iflndex,

docsl et f QosServi ceFl ow d, docsl et f QosPar antet Type}. i fl ndex

i ndicates a particular "DOCSI S MAC Dorai n". docsletfQosServiceFl owd
uniquely identifies a Service Flow on that MAC donain. The

docsl et f QosPar anSet Type i ndi cat es whet her the row descri bes an
active, admtted, or provisioned QS Paraneter Set.

The docsl etf QosParantSet Table is read-only because it indicates the
QS Parameter Set contents as defined by DOCSI S signaling. The
docsl et f QosServi ceC assTable is read-create to permit managers to
define a tenplate of QoS Paraneters that can be referenced by DOCSI S
modens when creating their QoS Paraneter Sets.

2.2.2.1. Interoperation with DOCSIS 1.0

The DOCS-IF-M B [7] specifies a docslfQosProfileTable to describe the
set of Class O Service (COS) paraneters associated with a COS
"profile". The docslfCnBerviceTabl e, which contains one entry per
SID, references this table with a docslfCnServi ceQosProfile nunber.

The DOCSIS 1.1 and 2.0 CMregistration process allows a nodemto
register as operating with DOCSIS 1.0, DOCSIS 1.1, or DOCSIS 2.0
functionality. For ease of expression, we call a nodemregistering
with DOCSIS 1.0 functionality a "DOCSIS 1.0 nodeni, regardl ess of the
nmodem s capabilities.

A CMIS or CM supporting DOCSIS 1.0, as well as DOCSIS 1.1, and/or
DOCSIS 2.0 inmplenents both the tables of [7] and the tables of this
M B nodul e. The interoperation goal is that before nodem
registration, the DOCSIS 1.0 MB [7] applies. After registration,
either the DOCSIS 1.0 or DOCSIS 1.1/2.0 MB applies, depending on the
nmode with which the nbdemregistered. The specific interoperation
rules are:

1. Wien a CMinitially ranges, the CMinplenents a row in the
DCCS- | F-M B docsl f CrBervi ceTabl e, and the CMIS i npl enents a row
in the DOCS-1 F-M B docsl f Cnt sServi ceTabl e corresponding to the
default upstream Service ID (SID) used for pre-registration
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upstreamtraffic. For historical conpatibility, a row may be
created for the docslfQosProfileTable with default val ues,
whi ch may be referenced by the docslfCnhBerviceTable entries.

2. Both a CMIS and CM i nplenenting this MB MJST NOT i npl enent
docsl et f QosPar anet Tabl e or docsl et f QosSer vi ceFl owTabl e rows
until after the CMregisters with DOCSIS 1.1 or 2.0 npdem
operati on.

3. Wen a nodemregisters with the CMIS as a "DOCSIS 1.1" or
"DOCSI S 2. 0" nodem any exclusively-referenced row in DOCS-1F-
M B docsl f QosProfil eTabl e representing the nodenis upstream QS
profile for pre-registration traffic MJST be renpved.
Multiply-referenced rows may remain. The
docsl f CrBervi ceQosProfil e object in the CMs row of

docsl| f CnBer vi ceTabl e MUST be set to zero. The

docsl| f CnBer vi ceTable row for the DOCSIS 1.1 or DOCSIS 2.0 npdem
continues to exist, and the various statistic objects in that
row are increnented. The CMIS should retain a

docsl f Cnt sServi ceTabl e entry for the DOCSIS 1.1 or DOCSIS 2.0
CM

4. Wen a DOCSIS 1.1 or DOCSIS 2.0 nodem regi sters, both the CMIS
and CMrepresent all Service Flows described in the nodem
configuration file in docsletfQosParantset Tabl e and
docsl et f QosSer vi ceFl owTabl e.

5. DOCSIS 1.0 nodens do not have entries in the DOCS-| ETF- Q0S-M B.
2.2.3. docsletfQosServi ceFl owTabl e

The docsl et f QosServi ceFl owTabl e provi des read-only information about
all the Service Flows known by the device. It is indexed by the
conbi nation of { iflndex, dosQosServiceFlowd }, where iflndex
corresponds to a CATV MAC interface and docsl etfQosServiceFlowd is
the 32-bit integer assigned by the CMIS controlling the MAC domai n.

A CMtypically has only a single CATV MAC interface, whereas a CMIS
may have several. See [7] for a description of the iflndex nunbering
for DOCSI S devi ces.

The tabl e indicates whether a given SF is in the upstream or
downstream di rection, and whether it is the "primary" SF in that
direction. The primary SF carries traffic that is not otherw se
classified to any other SF in that direction.
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2.2.4. docsletfQosServiceFl owst at sTabl e

The docsl et f QosServi ceFl owSt at sTabl e provides statistics for all
currently existing SFs known by the managed device. It provides
basi ¢ packet and octet counters, as well as certain other SF-specific
stats such as the time at which the flow was created and how many
seconds it has been active.

The tabl e al so provi des objects that can be used to fine-tune
adm ssion control decisions; nanely, the nunber of packets dropped or
del ayed due to QoS policing decisions enforced by the managed devi ce.

The nodel of the Service Flows stats table is that there exists a
Service Flow Cl assification function followed by a Service Fl ow
maxi mum rate Policing function for packets transmitted onto the
DCOCSI S RF network, as depicted bel ow.

S IR +
R + clsfy 1. ----- + | Per-SF | f or war ded
Pkts | [----------- > | Maxi mum |-> for DOCSI S
————— > Cdassify | clsfy 2 SF1 |-->| Rate | RF Net wor k
| Function |----------- > | | Policing | transm ssion
| /! e + | Function
I I I |----+
I I I I I
| | e + Dr opped
Fom e - - + | N

+----+ Del ayed

Packets intended for transnission onto the DOCSIS RF network
(upstream or downstrean) are first classified to a Service Fl ow by
mat chi ng one of several possible classifiers associated with that
Service Flow. The docsletfQsPktd assPkts count includes the nunber
of packets that match the classifier, regardl ess of the eventua

di sposition of the packet.

DOCSI S requires that each Service Flow be policed to maintain a
maxi mum rate of transmission. This is performed by either dropping
or delaying a packet on that Service Flow. The

docsl et f QosSer vi ceFl owPol i cedDr opPkt s obj ect counts the nunber of
Servi ce Fl ow packets dropped by the policing function. The

docsl et f QosSer vi ceFl owPol i cedDel ayPkts counts the nunber of packets
del ayed but still forwarded. The docsletf QosServiceFl owPkts obj ect
counts the total nunber of packets forwarded beyond the policing
function intended for eventual transm ssion onto the DOCSIS RF
network. Al though packets may | ater be dropped by other functions
(e.g., atransmt queue overflow on a DOCSIS hardware transnitter),
the docsletfQs MB per service-flow counters are not affected.
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2.2.5. docsletfQsUpstreantt at sTabl e

This table provides statistics that are neasured only at the CMIS in
the upstreamdirection. These include counts of fragmentation
headers received, fragnents discarded, and concatenati on headers
recei ved.

2.2.6. docsletfQsDynani cServiceSt at sTabl e

This table provides read-only stats on the operation of the Dynamc
Service state machines as specified in section 9.4 of [4]. It
provides a set of 14 counters in each direction for a DOCSI S MAC

| ayer interface. That is, each DOCSIS MAC | ayer interface has one
row for downstream stats and a second row for upstream stats.

Ei ght of the counters are DSx packet type counts, one counter for
each of the eight DSx packet types. For exanple, the

docsl et f QpsDSAReqs object in the upstreamrow at the CMIS counts the
nunber of DSA- REQ nessages received by the CMIS fromthat interface.
The docsl et f QpsDSAReqs object in the downstreamrow at the CMIS
counts the nunber of DSA-REQ nessages transmitted by the CMIS on that
i nterface.

The remai ning si x counters per (interface, direction) conbination
count the nunber of successful and unsuccessful transactions that
were initiated on the interface and direction. For exanple, the
upstream docsl et f QosDynam cAdds on a CMIS is the nunber of
successfully conpleted CMinitiated dynam ¢ additions, because at the
CMIS a CMinitiated DSA starts in the upstreamdirection. The
downstream docsl et f QosDynami cAdds at a CMIS is the nunber of
successful CMIS-initiated DSA transactions.

Dynami c service transactions can fail for a nunber of reasons, as
listed in the state machi nes of section 9.4. Rather than include
still nore counters for each different failure reason, they are
grouped into a single count, e.g., docsletfQsDynam cAddFail s
Again, this object exists in both directions, so that locally
originated and renotely originated transaction failures are counted
separately. Further troubl eshooting of transaction failures wll
require vendor-specific queries and operation

2.2.7. docsletfQsServiceFl owogTabl e
This table contains a log of the Service Flows that no | onger exi st
in the docsletfQsServiceFlowTable. It is intended to be

periodically polled by traffic nonitoring and billing agents. It is
i npl emented only at the CMIS
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It contains a chronol ogical |og of SF session statistics, including a
total count of packets and octets transferred on the SF. 1t includes
time stanps of the SF creation and deletion time, and of its nunber
of active seconds. The active second count is the count of seconds

that the SF had a non-enpty Active QS Paraneter Set, i.e., it was
eligible to pass data. For unicast SFs, it includes the CM MAC
address associated with the flow for billing reference purposes.

The maxi mum nunber of |og records kept by a CMIS and the duration
that a log record is maintained in the table are vendor-specific. An
explicit control object is provided so that the nonitoring
application can explicitly delete records it has read.

2.2.8. docsletfQosServiced assTabl e

This table defines the Service C ass Nane and references a QS
Paraneter Set for each Service Cass defined in a CMIS. It is

i ndexed by the Service Cass Nane string itself. The table is read-
create on a CMIS, and is not inplenented in a CM Each entry of the
docsl et f QosServi ceC assTabl e shoul d define a tenplate for flows in a
given direction (upstreamor downstrean). Sone paraneters of the
docsl et f QosServi ceC assTabl e are specific to a particular direction,
and so their values are not applicable when used as a tenplate for
flows in the other direction.

2.2.9. docsletfQosServiced assPol i cyTabl e

The docsl etf QosServi ceC assPol i cyTabl e can be referenced by the
docsDevFilterPolicyTable of [6] in order to have a "policy" that
classifies packets to a naned Service Cass. This is one mechani sm
by which "external” entities (such as an SNVMP manager) nmay contro

the classification of a packet for QS purposes. Entries are indexed
by a small-integer docsletfQosServiceC assPolicylndex. They provide
a Service Class Nane and a Rule Priority. A policy referencing a row
of this table intends the packet to be forwarded on a Service Fl ow
"bel ongi ng" to the named Service Class. See section 3, "Externally
Adnmi ni stered d assification", bel ow

This table is inplenented on both the CM and CMIS, and is read-create
on bot h.
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2.2.10. docsletfQsPHSTabl e

The Payl oad Header Suppression (PHS) feature of DOCSIS 1.1 and 2.0
permts packets to replace the unchanging bytes of the Ethernet, IP,
and UDP headers with a one-byte index when transmtting on the cable
network. This is especially useful for IP Tel ephony packets, where
such suppression can result in alnost tw ce the nunmber of calls
supported within the same upstream channel.

Each entry of the table corresponds to a PHS Rule as described in
section 8.4 of [4]. The rules are identified by their correspondi ng
Service Flow I D and docsletfQsPktClassld. A PHS rule is associated
with exactly one classifier. The table is therefore indexed by the
tuple { iflndex, docsletfQsServiceFl oM d, docsletfQsPktCd assld}.

This table is read-only, and MJST be i npl enented on both the CM and
CMTS when PHS is support ed.

2.2.11 docsletfQosCnt sMacToSr vFl owTabl e

The docsl et f QosCmt sMacToSr vFl owTabl e descri bes the mappi ng of CM MAC
addresses to the Service Flow IDs that are uniquely identified with
that CM External applications nmay collect statistics on all packets
flowi ng through a CM by determining the SFID of all of its flows, and
then collecting the statistics of packets and bytes for each flow

Downstream nul ti cast Service Flows are not indicated in the
docsl et f QpsCnt sMacToSr vFl owTabl e because they are not associated with
only one CM

3. Externally Administered C assification

DOCSIS 1.1 and 2.0 provide rich semantics for the classification of
packets to Service Flows with the Service Flow Cl assifier table.
Service Flow Classifiers may be created statically in the DOCSIS CM
configuration file, or may be created dynamically with Dynanic
Service Addition (DSA) and Dynami c Service Change (DSC) DOCSI S MAC
messages.

Several mmjor issues arose with the concept of externally

adm nistered classification; e.g., should an external SNVP manager be
permitted to create classification rows? One problemwas the

coordi nation of classifier |IDs because such an approach woul d require
either separate classifier |ID nunber spaces or objects to coordinate
both internal and external classifier ID assignments. A nore serious
probl em however, was that external creation of SF Cassifiers would
require "know edge" of the individual Service Flow ID for Service

Fl ows by external applications. It was strongly felt by the
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conmittee that SFIDs should remain internal DOCSIS objects, and not
be transmitted as part of protocol flows, e.g., for |IP packet

tel ephony signaling. DOCSIS 1.1 introduced the concept of named
Service Cl asses for ease of administration within a domain of Cvs and
CMISs. Wiat was desired was to permt external classification of
packets to a Service Cass, not to a particular Service Flow

The DOCSI S committee therefore decided to use the al ready-defined IP
Packet Filter Table [6] for the external classification of packets
for QoS purposes. The docsDevl pPacket FilterTabl e defines simlar
packet matching criteria as does docsletfQsPktC assTable, but it

mat ches a packet to an arbitrary "policy set" instead of a particul ar
Service Flow One of the policies in the policy set then selects the
Service Class of the SF on which to forward the packet. The

docsl et f QosServi ceC assPol i cyTabl e of this MB nodul e defines the
Service Class Nane to which a packet is classified.

The interaction of external and internal packet classification is
depi ct ed bel ow.
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I
| Qutbound Pkt
Vv
docsDevl pFil ter Tabl e------ > docsDevFil terPolicyTabl e
I I
V
docsl et f QosSer vi ceC assPol i cyTabl e

I
I
I
| Servi ceC assNane,
| Servi ceC assPol i cyRul ePriority
\Y,

DOCSI S MAC LAYER ENTI TY |
| Sel ect
| any

SFID Y

in SCN

docsl et f QosPkt O assTable <--------------
I
| docsletfQosPktC assPriority,
| SFID X

| Select the SFID associated with the |
| higher of docsletfQosPktd assPriority or |
| docsletfQosServiced assPolicyRulePriority |

Figure 2: DOCSI S Packet Cl assification
The processing of an outgoing packet proceeds as follows:

1. The packet is first checked for matches with rows of the
docsDevlpFilterTable. If it matches, the matching row provides
a docsDevFilterPolicyld integer.

2. The docsDevFilterPolicyld indexes into one (or nore) rows of
docsDevFilterPolicyTable. Each row provides an arbitrary
RowPoi nt er (docsDevFilterPolicyPtr), corresponding to a policy
to be applied to the packet.
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3. This MB nodul e defines a docsletfQosServi ced assPol i cyTabl e
whose entries may be pointed to by docsDevFilterPolicyPtr in
order to classify packets admnistratively to a named DOCSI S
Service Class. The docsletfQosServiced assPolicyEntry provides
a Service Cass Nane (SCN) as docsletf QosServi ceCd assPol i cyNane
and a classification rule priority as
docsl et f QosServi ced assPolicyRul ePriority. These are subnmitted
to the device’'s DOCSI S MAC Layer entity as a special form of
the MAC DATA.request primtive, as described in Section E 2.1
of [4].

4. The MAC Layer selects an SFID ("Y") of an active Service Flow
bel onging to the named cl ass, choosing an SF arbitrarily if
there is nore than one.

5. The packet is then classified according to the
docsl et f QosPkt Cl assTabl e, which may classify the packet to a
different SFID "X'. Associated with the classifier is a
docsl et f QosPkt Cl assPriority.

6. In the event of a conflict between the SCN-determ ned SFID and
the classified SFID, the greater of docsletfQsPktC assPriority
and docsl etf QosServi ceC assPol i cyRul ePriority determ nes which
SFIDis selected to forward t he packet.

A packet that does not match a docsletfQosServiceC assPolicyEntry is
directly submtted to the DOCSIS MAC | ayer, where the

docsl et f QosPkt Cl assTabl e selects the SID on which it is to be

f or war ded.

By convention (in [4]), the "internal" docsletfQsPktC assPriority
val ues should be in the range 64-191, while the "external" priorities
may be either in the range 192-255 to override the internal
classification or in the range 0-63 to be overridden by internal
classification.

This classification mechani smapplies both upstreamfromthe CM and
downstream fromthe CMIS.

4. DOCsSIS and | Pv4 Type-of-Service (ToS) Field

The DOCSI S- 1 ETF-Q0S-M B M B nodul e relies on the DOCSIS MAC | ayer
protocol s and uses objects that reflect the | Pv4d Type-of-Service
(ToS) octet as defined in [14]. The applicability of these objects
islimted to the DOCSI S access network. The past and current
versi ons of the DOCSI S specifications for which this MB nodule is
defined do not reflect Differentiated Services [9] on the DOCSI S
access network. However, with proper selection of values for these
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obj ects, the network operator can enforce Differentiated Services
Per - hop Behaviors (PHBs) on the DOCSIS Access Network, and can
configure the nodification of the DSCP for certain packet flows as
they enter the nmetro network fromthe access network. Essentially
this makes the DOCSI S access network TCOS nmarking conpatible with the
wi der use of DSCP outside DOCSI S networks. Note that because the
entire I Pv4 TOS octet nay be avail able for nodification via the

| atter nechani sm (due to the current MAC | evel DOCSI S protocols and
CLI interface configuration), it is possible that the DOCSI S network
could be configured to nodify the Explicit Congestion Notification
(ECN) bits [10] of certain packets. This nodification of the ECN
bits is prevented by the MB nodul e s design. The M B nodul e

prohi bits the nodification of the TOS octet (read-only objects:

docsl et f QosPkt C assl pTosLow, docsl et f QosPkt C assl pTosHi gh

docsl et f QosPkt C assl pTosMask, docsl et f QosPar anSet TosAndMask,

docsl et f QosPar anSet TosOr Mask) and all ows the DSCP field to be

nmodi fi ed (read-create object: docsletfQosServiceCd assDSCPOverwrite).

5. Definitions

This M B nodule refers to the SNMPv2-SM [1] M B nodul e, SNWMPv2-TC
[2] M B nodule, SNMPv2-CONF [3] M B Mdul e, DOCSIS RFI Specification
SP- RFl v2. 0-106- 040804 [4], | NET-ADDRESS-M B [8] MB nodule, IF-MB
[11] M B nodul e, SNMP- FRAVEWORK-M B [12] M B nodul e, and DI FFSERV-
DSCP-TC [13] M B nodul e.

DOCS- | ETF-QOS-M B DEFINITIONS ::= BEG N

I MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
| nt eger 32,
Count er 32,
Unsi gned32,
Count er 64,
m b- 2
FROM SNWPv2- SM

TEXTUAL- CONVENTI ON,
MacAddr ess,
RowsSt at us,
Tr ut hVval ue,
Ti meSt anp,
St or ageType
FROM SNWVPv2- TC

OBJECT- GROUP,
MODUL E- COVPLI ANCE
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FROM SNWVPv2- CONF

i f1ndex,

I nter

f acel ndex

FROM | F-M B

| net Addr essType,
| net Addr ess,
| net Por t Nunmber
FROM | NET- ADDRESS- M B

DscpOr Any
FROM DI FFSERV- DSCP- TC

SnnpAdmi nStri ng
FROM SNMP- FRAMEWORK- M B;

docsl et f QosM B MODULE- | DENTI TY

LAST-

UPDATED "200601230000Z" -- January 23, 2006

ORGANI ZATI ON "I ETF I P over Cable Data Network (1 PCDN)

Wor ki ng G oup”

CONTACT- | NFO

Co- Aut hor: M chael Patrick
Post al : Mot or ol a BCS
111 Locke Drive
Mar | bor ough, MA 01752-7214

U S A
Phone: +1 508 786 7563
E-mail : m chael . pat ri ck@rot or ol a. com

Co-Author: WIIliam Murwi n
Post al : Mot or ol a BCS
111 Locke Drive
Mar | bor ough, MA 01752-7214

U S A
Phone: +1 508 786 7594
E-muail : W. mur wi n@rot or ol a. com

| ETF | PCDN Wor ki ng Group

General Discussion: ipcdn@etf.org

Subscribe: http://ww.ietf.org/mailman/listinfo/ipcdn

Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn

Co-chairs: Richard Wundy, Richard_Wundy@abl e. contast. com
Jean- Francois Mul e, jfm@abl el abs. cont

DESCRI PTI ON

This is the managenent information for
Quality O Service (Q0S) for DOCSIS 1.1 and 2.0.
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Copyright (C) The Internet Society (2006). This version of
this MB nmodule is part of RFC 4323; see the RFC itself for

full legal notices."
REVI SI ON "200601230000Z" -- January 23, 2006
DESCRI PTI ON

"Initial version, published as RFC 4323."
:={ mb-2 127 }

-- Placehol der for notifications/traps.

docsl et fQosNotifications OBJECT IDENTIFIER ::= { docsletfQsMB 0 }
docsl et f QosM BObj ects OBJECT IDENTIFIER ::= { docsletfQosMB 1 }
-- Textual Conventions
Docsl et f QosRf Macl f Di rection ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "I ndicates a direction on an RF MAC i nterface.

The val ue downstrean(1) is from Cabl e Modem
Term nation Systemto Cabl e Modem

The val ue upstrean(2) is from Cabl e Modemto
Cabl e Mbodem Term nati on System "
SYNTAX I NTEGER {
downstrean(1),
upstrean(2)

Docsl et f QosBit Rate ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON "The rate of traffic in unit of bits per second.
Used to specify traffic rate for QCS. "
SYNTAX Unsi gnhed32
Docsl et f QosSchedul i ngType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The schedul i ng service provided by a CMIS for an

upstream Service Flow |If the paraneter is onmitted
froman upstream QOS Parameter Set, this object
takes the value of bestEffort (2). This paraneter
must be reported as undefined (1) for downstream
QS Paraneter Sets."
SYNTAX | NTEGER {
undefined (1),
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bestEffort (2),

nonReal Ti mePol | i ngServi ce(3),
real Ti mePol | i ngServi ce(4),

unsol i ct edG ant Servi ceW t hAD(5) ,
unsol i ct edGr ant Ser vi ce( 6)

-- Packet C assifier Table

docsl et f QosPkt Cl assTabl e OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

SEQUENCE OF Docsl et f QosPkt Cl assEntry

not - accessi bl e

current
"This table describes the packet classification
configured on the CMor CMIS

The nodel is that a packet either received

as input froman interface or transnitted

for output on an interface may be conpared
against an ordered list of rules pertaining to
the packet contents. Each rule is a row of this
table. A matching rule provides a Service Fl ow
IDto which the packet is classified.

Al rules need to match for a packet to match

a classifier.

The objects in this row correspond to a set of
Classifier Encoding paraneters in a DOCSIS

MAC managenent nessage. The

docsl et f QosPkt C assBi t Map i ndi cates which
particul ar paraneters were present in the
classifier as signaled in the DOCSI S nessage.

If the referenced paraneter was not present

in the signaled DOCSIS 1.1 and 2.0 Cassifier, the
corresponding object in this rowreports a

val ue as specified in the DESCRI PTI ON section."

::={ docsletfQsMBbjects 1 }

docsl et f QosPkt C assEntry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

| NDEX {

Patrick & Miurwin

Docsl et f QosPkt Ol assEntry

not - accessi bl e

current
"An entry in this table provides a single packet
classifier rule. The index iflndex is an ifType
of docsCabl eMacl ayer (127) . "
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i flndex,
docsl et f QosServi ceFl ow d,
docsl et f QosPkt C assl d

}
::={ docsletfQsPktC assTable 1 }

Docsl et f QosPkt Gl assEntry ::= SEQUENCE {

docsl et f QosPkt d assl d

docsl et f QosPkt Cl assDi rection

docsl et f QosPkt O assPriority

docsl et f QosPkt O assl pTosLow

docsl et f QosPkt C assl pTosHi gh

docsl et f QosPkt C assl pTosMask

docsl et f QosPkt C assl pPr ot ocol

docsl et f QosPkt O assl net Addr essType
docsl et f QosPkt Cl assl net Sour ceAddr
docsl et f QosPkt C assl net Sour ceMask
docsl et f QosPkt Cl assl net Dest Addr
docsl et f QosPkt C assl net Dest Mask
docsl et f QosPkt C assSour cePort St art
docsl et f QosPkt Cl assSour cePort End
docsl et f QosPkt Cl assDest Port St art
docsl et f QosPkt Cl assDest Port End

I PCDN DOCSI'S QoS M B

Unsi gned32,

January 2006

Docsl et f QosRf Macl f Di recti on,

I nt eger 32,
OCTET STRI NG,
OCTET STRI NG,
OCTET STRI NG,

I nt eger 32,

| net Addr essType,
| net Addr ess,

| net Addr ess,

| net Addr ess,

| net Addr ess,

| net Por t Nunber,
| net Por t Nunber,
| net Por t Nunber,
| net Por t Nunber,

docsl et f QosPkt C assDest MacAddr MacAddr ess,

docsl et f QosPkt Cl assDest MacMask MacAddr ess,

docsl et f QosPkt C assSour ceMacAddr MacAddr ess,

docsl et f QosPkt Cl assEnet Pr ot ocol Type | NTECER,

docsl et f QosPkt C assEnet Pr ot ocol I nt eger 32,

docsl et f QosPkt C assUser Pri Low I nt eger 32,

docsl et f QosPkt C assUser Pri Hi gh I nt eger 32,

docsl et f QosPkt C assVI anl d I nt eger 32,

docsl et f QosPkt Cl assSt at eActi ve Trut hval ue,

docsl et f QosPkt Cl assPkt s Count er 64,

docsl et f QosPkt C assBi t Map BI TS

}
docsl et f QosPkt C assl d OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "I ndex assigned to packet classifier entry by
the CMIS, which is unique per Service Flow "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.3.2"

::={ docsletfQsPktd assEntry 1 }
docsl et f QosPkt Cl assDi recti on OBJECT- TYPE
Patrick & Murwi n
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MAX- ACCESS
STATUS
DESCRI PTI ON
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Docsl et f QosRf Macl f Di recti on
read-only
current
"Indicates the direction to which the classifier
is applied."

::={ docsletfQsPktd assEntry 2 }

docsl et f QosPkt Cl assPriority OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

I nteger32 (0..255)
read-only
current
"The val ue specifies the order of evaluation
of the classifiers.

The hi gher the value, the higher the priority.
The value of 0 is used as default in

provi sioned Service Flows C assifiers.

The default value of 64 is used for dynamc
Service Flow O assifiers.

If the referenced parameter is not present

in a classifier, this object reports the default
val ue as defined above."
" SP- RFI v2. 0-106-040804, Appendix C. 2.1.3.5"

::={ docsletfQsPktd assEntry 3 }

docsl et f QosPkt C assl pTosLow OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

OCTET STRING (SI ZE(1))

read-only

current
"The | ow val ue of a range of TGS byte val ues.

If the referenced paranmeter is not present

in a classifier, this object reports the val ue
of 0.

The I P TOS octet, as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). This object is defined as an 8-bit
octet as per the DOCSIS Specification
for packet classification.”
" SP- RFI v2. 0-1 06- 040804, Appendix C 2.1.5.1"

::={ docsletfQsPktd assEntry 4 }

docsl et f QosPkt C assl pTosH gh OBJECT- TYPE

SYNTAX
MAX- ACCESS

Patrick & Miurwin

OCTET STRING (SI ZE(1))
read-only
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STATUS current
DESCRI PTI ON "The 8-bit high value of a range of TOS byte
val ues.

If the referenced paraneter is not present
in a classifier, this object reports the
val ue of 0.

The I P TOS octet as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). This object is defined as an 8-bit
octet as defined by the DOCSI S Specification
for packet classification.”

REFERENCE " SP- RFI v2. 0-106- 040804, Appendix C. 2.1.5.1"

::={ docsletfQsPktd assEntry 5 }

docsl et f QosPkt O assl pTosMask OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The mask value is bitwi se ANDed with TGS byte

in an | P packet, and this value is used for
range checki ng of TosLow and TosHi gh.

If the referenced parameter is not present
in a classifier, this object reports the val ue
of O.

The | P TOS octet as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). This object is defined as an 8-bit
octet per the DOCSI S Specification for packet
classification."”

REFERENCE " SP- RFI v2. 0-106- 040804, Appendix C. 2.1.5.1"

::={ docsletfQsPktC assEntry 6 }

docsl et f QosPkt C assl pProt ocol OBJECT- TYPE

SYNTAX I nteger32 (0..258)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object indicates the value of the IP
Protocol field required for IP packets to match
this rule.

Patrick & Murwi n St andards Track [ Page 26]



RFC 4323 I PCDN DOCSI'S QoS M B January 2006

The val ue 256 matches traffic with any I P Protocol
val ue. The val ue 257 by convention matches both TCP
and UDP.

If the referenced paraneter is not present
in a classifier, this object reports the val ue
of 258."
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.1.5.2"
::={ docsletfQsPktd assEntry 7 }

docsl et f QosPkt C assl net Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The type of the Internet address for

docsl et f QosPkt d assl net Sour ceAddr ,
docsl et f QosPkt C assl net Sour ceMask,
docsl et f QosPkt C assl net Dest Addr, and
docsl et f QosPkt C assl net Dest Mask.

If the referenced parameter is not present
in a classifier, this object reports the val ue of
ipv4(l)."

REFERENCE "SP- RFI v2. 0-106- 040804, Appendix C 2.1.5.3"

::={ docsletfQsPktd assEntry 8 }

docsl et f QosPkt Cl assl net Sour ceAddr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object specifies the value of the IP
Source Address required for packets to match
this rule.

An | P packet matches the rul e when the packet

I P Source Address bitwi se ANDed with the

docsl et f QosPkt C assl net Sour ceMask val ue equal s the
docsl et f QosPkt C assl net Sour ceAddr val ue.

The address type of this object is specified by
docsl et f QosPkt C assl net Addr essType.

If the referenced paranmeter is not present
in a classifier, this object reports the val ue of
' 00000000’ H. "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C 2.1.5.3"

::={ docsletfQsPktd assEntry 9 }
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docsl et f QosPkt C assl net Sour ceMask OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object specifies which bits of a packet’s
I P Source Address are conpared to nmatch
this rule.

An | P packet matches the rul e when the packet
source address bitwi se ANDed with the

docsl et f QosPkt O assl net Sour ceMask val ue equal s the
docsl et f Qosl pPkt O assl net Sour ceAddr val ue.

The address type of this object is specified by
docsl et f QosPkt C assl net Addr essType.

If the referenced paraneter is not present
in a classifier, this object reports the val ue of
' FFFFFFFF H. "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.5.4"

::={ docsletfQsPktd assEntry 10 }

docsl et f QosPkt Cl assl net Dest Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object specifies the value of the IP
Destination Address required for packets to match
this rule.

An | P packet matches the rul e when the packet

I P Destination Address bitwi se ANDed with the
docsl et f QosPkt C assl net Dest Mask val ue

equal s the docsl et f QosPkt Cl assl net Dest Addr val ue.

The address type of this object is specified by
docsl et f QosPkt O assl net Addr essType.

If the referenced parameter is not present
in a classifier, this object reports the val ue of
' 00000000’ H. "

REFERENCE "SP- RFI v2. 0-106- 040804, Appendix C. 2.1.5.5"

::={ docsletfQsPktd assEntry 11 }

docsl et f QosPkt Cl assl net Dest Mask OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON "Thi s object specifies which bits of a packet’s
| P Destination Address are conpared to
match this rule.

An | P packet matches the rul e when the packet
destination address bitwi se ANDed with the

docsl et f QosPkt O assl net Dest Mask val ue equal s the
docsl et f Qosl pPkt O assl net Dest Addr val ue.

The address type of this object is specified by
docsl et f QosPkt C assl net Addr essType.

If the referenced paranmeter is not present
in a classifier, this object reports the val ue of
" FFFFFFFF H. "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.5.6"

::={ docsletfQsPktd assEntry 12 }

docsl et f QosPkt C assSourcePort Start OBJECT- TYPE

SYNTAX I net Port Nunber

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object specifies the | owend inclusive

range of TCP/ UDP source port nunbers to which
a packet is conpared. This object is irrelevant
for non-TCP/ UDP | P packets.

If the referenced paraneter is not present
in a classifier, this object reports the val ue
of 0."
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.1.5.7"
::={ docsletfQsPktd assEntry 13 }

docsl et f QosPkt C assSour cePort End OBJECT- TYPE

SYNTAX | net Por t Nunber

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Thi s object specifies the high-end inclusive

range of TCP/ UDP source port nunbers to which
a packet is conpared. This object is irrelevant
for non-TCP/ UDP | P packets.

If the referenced paranmeter is not present
in a classifier, this object reports the val ue of
65535. "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.5.8"

::={ docsletfQsPktd assEntry 14 }
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docsl et f QosPkt C assDest Port Start OBJECT- TYPE

SYNTAX I net Port Nunber

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Thi s object specifies the | owend inclusive

range of TCP/ UDP destination port numbers to
whi ch a packet is conpared.

If the referenced parameter is not present
in a classifier, this object reports the val ue
of 0."
REFERENCE "SP- RFI v2. 0-106- 040804, Appendix C. 2.1.5.9"
::={ docsletfQsPktd assEntry 15 }

docsl et f QosPkt Cl assDest Port End OBJECT- TYPE

SYNTAX I net Por t Nunber

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Thi s object specifies the high-end inclusive

range of TCP/ UDP destination port nunbers to which
a packet is conpared.

If the referenced paraneter is not present
in a classifier, this object reports the val ue of
65535. "

REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C. 2.1.5.10"

::={ docsletfQsPktd assEntry 16 }

docsl et f QosPkt Cl assDest MacAddr OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "An Et hernet packet matches an entry when its

destination MAC address bitw se ANDed with
docsl et f QosPkt C assDest MacMask equal s t he val ue of
docsl et f QosPkt C assDest MacAddr .

If the referenced parameter is not present
in a classifier, this object reports the val ue of
' 000000000000’ H. "

REFERENCE "SP- RFI v2. 0-106- 040804, Appendix C. 2.1.6.1"

::={ docsletfQsPktd assEntry 17 }

docsl et f QosPkt C assDest MacMask OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
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"An Et hernet packet matches an entry when its
destination MAC address bitwi se ANDed with
docsl et f QosPkt C assDest MacMask equal s t he val ue of
docsl et f QosPkt C assDest MacAddr .

If the referenced paraneter is not present
in a classifier, this object reports the val ue of
’’ 000000000000’ H. "

" SP- RFI v2. 0-106-040804, Appendix C. 2.1.6.1"

::={ docsletfQsPktd assEntry 18 }

docsl et f QosPkt O assSour ceMacAddr OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

MacAddr ess

read-only

current
"An Ethernet packet matches this entry when its
source MAC address equal s the val ue of

this object.

If the referenced paranmeter is not present
in a classifier, this object reports the val ue of
" FFFFFFFFFFFF H. ™

" SP- RFI v2. 0-106- 040804, Appendix C. 2.1.6.2"

::={ docsletfQsPktd assEntry 19 }

docsl et f QosPkt C assEnet Pr ot ocol Type OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Patrick & Miurwin

| NTEGER {
none(0),
ethertype(1),
dsap(2),
mac(3) ,
all (4)

read-only

current
"This object indicates the format of the |layer 3
protocol IDin the Ethernet packet. A value of
none(0) means that the rule does not use the

| ayer 3 protocol type as a matching criteria.

A value of ethertype(l) neans that the rule
applies only to franes that contain an

Et her Type value. Ethertype values are contai ned
in packets using the Dec-Intel-Xerox (Dl X)
encapsul ati on or the RFC1042 Sub- Networ k Access
Prot ocol (SNAP) encapsul ation formats.

A val ue of dsap(2) neans that the rule applies
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only to frames using the | EEE802. 3

encapsul ation format with a Destination Service
Access Point (DSAP) ot her

than OxAA (which is reserved for SNAP).

A value of nac(3) nmeans that the rule applies
only to MAC nmanagenent mnessages for MAC nanagenent
messages.

A value of all(4) nmeans that the rule matches
al | Ethernet packets.

If the Ethernet frame contains an 802. 1P/ Q Tag
header (i.e., EtherType 0x8100), this object
applies to the enbedded Et her Type field within
the 802. 1P/ Q header.

If the referenced paraneter is not present in a
classifier, this object reports the value of 0."
" SP- RFI v2. 0-106-040804, Appendix C 2.1.6.3"

::={ docsletfQsPktd assEntry 20 }

docsl et f QosPkt Cl assEnet Pr ot ocol OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

Patrick & Miurwin

I nteger32 (0..65535)
read-only
current
"If docsletfQsEt hPkt Cl assProt ocol Type is none(0),
this object is ignored when considering whether
a packet nmatches the current rule.

I f dosQosPkt Cl assEnet Prot ocol Type is ethertype(l),
this object gives the 16-bit value of the

Et her Type that the packet nust match in order to
mat ch the rul e.

I f docsl et f QsPkt O assEnet Prot ocol Type is dsap(2),
the lower 8 bits of this object’s value nust match
the DSAP byte of the packet in order to match the
rul e.

I f docsl et f QsPkt O assEnet Prot ocol Type is nac(3),
the lower 8 bits of this object’s value represent a
| ower bound (inclusive) of MAC managenent mnessage
type codes matched, and the upper 8 bits represent
the upper bound (inclusive) of matched MAC nessage
type codes. Certain nessage type codes are
excluded from matching, as specified in the

ref erence.
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If the Ethernet frame contains an 802. 1P/ Q Tag
header (i.e., EtherType 0x8100), this object applies
to the enbedded EtherType field within the 802. 1P/ Q
header .

If the referenced paraneter is not present in the
classifier, the value of this object is reported
as 0."

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.6.3"

::={ docsletfQsPktd assEntry 21 }

docsl et f QosPkt C assUser Pri Low OBJECT- TYPE

SYNTAX Integer32 (0..7)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object applies only to Ethernet franmes

usi ng the 802. 1P/ Q tag header (indicated with

Et her Type 0x8100). Such franes include a 16-bit
Tag that contains a 3-bit Priority field and

a 12-bit VLAN nunber.

Tagged Et hernet packets nust have a 3-bit
Priority field within the range of

docsl et f QosPkt C assPriLow to

docsl et f QosPkt C assPriH gh in order to match this
rul e.

If the referenced paraneter is not present in the
classifier, the value of this object is reported
as 0."

REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.1.7.1"

::={ docsletfQsPktd assEntry 22 }

docsl et f QosPkt O assUser Pri H gh OBJECT- TYPE

SYNTAX Integer32 (0..7)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object applies only to Ethernet franes

usi ng the 802. 1P/ @ ag header (indicated with

Et her Type 0x8100). Such franes include a 16-bit
Tag that contains a 3-bit Priority field and

a 12-bit VLAN nunber.

Tagged Et hernet packets nust have a 3-bit
Priority field within the range of

docsl et f QosPkt Cl assPri Low to

docsl et f QosPkt Cl assPriH gh in order to match this
rul e.
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If the referenced paraneter is not present in the
classifier, the value of this object is reported
as 7."

REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.1.7.1"

::={ docsletfQsPktd assEntry 23 }

docsl et f QosPkt d assVl anl d OBJECT- TYPE

SYNTAX Integer32 (0 | 1..4094)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object applies only to Ethernet franes

using the 802. 1P/ Q tag header

Tagged packets must have a VLAN Identifier that
mat ches the value in order to match the rule.

If the referenced paraneter is not present in the
classifier, the value of this object is reported
as 0."

REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.1.7.2"

::={ docsletfQsPktd assEntry 24 }

docsl et f QosPkt Cl assSt at eActi ve OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object indicates whether or not the classifier

is enabled to classify packets to a Service Flow.

If the referenced paraneter is not present in the
classifier, the value of this object is reported
as true(1)."

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.3.6"

::={ docsletfQsPktd assEntry 25 }

docsl et f QosPkt O assPkts OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object counts the nunber of packets that have

been classified using this entry. This

includes all packets delivered to a Service Flow
maxi mum rate policing function, whether or not that
function drops the packets.

This counter’s last discontinuity is the

i fCounterDiscontinuityTinme for the sanme iflndex that
i ndexes this object."
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::={ docsletfQsPktd assEntry 26 }

docsl et f QosPkt C assBi t Map OBJECT- TYPE

SYNTAX BITS { -- Reference SP-RFIv2.0-106-040804
rulePriority(0), -- Appendix C. 2.1.3.4
activationState(1), -- Appendix C. 2.1.3.6
i pTos(2), -- Appendix C 2.1.5.1
i pProtocol (3), -- Appendix C 2.1.5.2
i pSour ceAddr (4), -- Appendix C. 2.1.5.3
i pSour ceMask(5), -- Appendix C. 2.1.5.4
i pDest Addr (6), -- Appendix C 2.1.5.5
i pDest Mask(7), -- Appendix C.2.1.5.6
sourcePort Start(8), -- Appendix C. 2.1.5.7
sour cePort End(9), -- Appendix C 2.1.5.8
destPort Start (10), -- Appendix C 2.1.5.9
dest Port End( 11), -- Appendix C 2.1.5.10
dest Mac(12), -- Appendix C.2.1.6.1
sour ceMac(13), -- Appendix C.2.1.6.2
et hertype(14), -- Appendix C 2.1.6.3
user Pri (15), -- Appendix C2.1.7.1
vl anl d(16) -- Appendix C 2.1.7.2

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object indicates which parameter encodi ngs
were actually present in the DOCSI S packet
classifier encoding signaled in the DOCSI S nessage
that created or nodified the classifier. Note that
Dynami ¢ Servi ce Change nessages have repl ace
semantics, so that all non-default paraneters nust
be present whether the classifier is being created
or changed.

A bit of this object is set to 1 if the paraneter
i ndi cated by the comment was present in the
classifier encoding, and to O otherw se.

Note that BITS are encoded nobst significant bit
first, so that if, for exanple, bits 6 and 7 are
set, this object is encoded as the octet string
030000 H. "

::={ docsletfQsPktd assEntry 27 }

-- QOS Paraneter Set Table
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docsl et f QosPar anet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosPar anfset Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This table describes the set of DOCSIS 1.1 and 2.0

QCS paraneters defined in a managed devi ce.

The iflndex index specifies a DOCSI S MAC Donai n.
The docsletf QsServiceFlow d i ndex specifies a
particul ar Service Fl ow.

The docsl et f QosPar anSet Type i ndex indi cates whet her
the active, adnitted, or provisioned QOS Paraneter
Set is being described by the row

Only the QOS Paraneter Sets of DOCSIS 1.1 and 2.0
Service Flows are represented in this table.

DOCSIS 1.0 QOS service profiles are not
represented in this table.

Each row corresponds to a DOCSI S QOS Par anet er Set
as signaled via DOCSI S MAC nanagenment nessages.
Each object in the row corresponds to one or

part of one DOCSIS 1.1 Service Flow Encodi ng.

The docsl et f QosPar anfSet Bi t Map obj ect in the row

i ndi cates which particul ar paraneters were signal ed
in the original registration or dynam c service
request nessage that created the QOS Paraneter Set.

In many cases, even if a QOS Paraneter Set paraneter
was not signaled, the DOCSIS specification calls

for a default value to be used. That default val ue
is reported as the value of the correspondi ng object
inthis row

Many obj ects are not applicable, depending on
the Service Flow direction or upstream scheduling
type. The object value reported in this case
is specified in the DESCRI PTI ON cl ause. "

::= { docsletfQsM Bbj ects 2 }

docsl et f QosPar anSet Ent ry OBJECT- TYPE

SYNTAX Docsl et f QosPar anSet Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "A uni que set of QOCS paraneters.”
I NDEX {

i flndex, docsletfQosServiceFl ow d, docsletfQosParantet Type
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}
::={ docsletfQsParantet Table 1 }

Docsl et f QosPar anSet Entry :: = SEQUENCE {
docsl et f QosPar antet Ser vi ceC assNane SnnpAdmi nStri ng,
docsl et f QosParantet Priority I nt eger 32,
docsl et f QosPar anSet MaxTr af fi cRat e Docsl et f QosBi t Rat e,
docsl et f QosPar anSet MaxTr af fi cBur st Unsi gnhed32,
docsl et f QosPar anSet M nReser vedRat e Docsl et f QosBi t Rat e,
docsl et f QosPar anSet M nReser vedPkt I nt eger 32,
docsl et f QosPar anSet Acti veTi neout I nt eger 32,
docsl et f QosPar anSet Admi tt edTi neout I nt eger 32,
docsl et f QosPar anSet MaxConcat Bur st I nt eger 32,
docsl et f QosPar anSet Schedul i ngType Docsl et f QosSchedul i ngType,
docsl et f QosPar anSet NonPol | | nt er val Unsi gned32,
docsl et f QosPar anBet Tol Pol | Jitter Unsi gned32,

docsl et f QosPar anSet Unsol i ci t Grant Si ze | nt eger 32,
docsl et f QosPar anSet NonmGr ant | nt er val Unsi gned32,

docsl et f QosPar anSet Tol Grant Jitter Unsi ghed32,
docsl et f QosPar anSet G ant sPer I nterval | nteger 32,
docsl et f QosPar anSet TosAndMask OCTET STRI NG
docsl et f QosPar anSet TosOr Mask OCTET STRI NG
docsl et f QosPar anSet MaxLat ency Unsi gned32,
docsl et f QosPar antet Type | NTECER,
docsl et f QosPar anSet Request Pol i cyCct OCTET STRI NG
docsl et f QosPar anet Bi t Map BI TS
}

docsl et f QosPar antet Ser vi ceCl assNanme OBJECT- TYPE
SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Refers to the Service C ass Name from which the

par aneter set val ues were derived.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the default
val ue of this object is a zero-length string."
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.3.4"
::={ docsletfQsParanSetEntry 1 }

docsl et f QosParanSet Priority OBJECT- TYPE

SYNTAX Integer32 (0..7)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The relative priority of a Service Fl ow.

H gher nunbers indicate higher priority.
This priority should only be used to differentiate
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Service Flow fromidentical paraneter sets.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the default

value of this object is 0. |If the paraneter is
not applicable, the reported value is 0."
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.2.5.1"

::={ docsletfQsParanSetEntry 2 }

docsl et f QosPar anSet MaxTr af fi cRat e OBJECT- TYPE

SYNTAX Docsl et f QosBi t Rate

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Maxi mum sustained traffic rate allowed for this

Service Flow in bits/sec. Mist count all MAC frane
data PDU fromthe bytes followi ng the MAC header
HCS to the end of the CRC. The nunber of bytes
forwarded is linmted during any time interval.

The value 0 neans no maxinumtraffic rate is
enforced. This object applies to both upstream and
downstream Servi ce Fl ows.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the default
value of this object is 0. |If the paraneter is
not applicable, it is reported as 0."

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.5.2"

::={ docsletfQsParanSetEntry 3 }

docsl et f QosPar anet MaxTr af fi cBur st OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the token bucket size in bytes

for this paraneter set. The value is calcul ated
fromthe byte followi ng the MAC header HCS to

the end of the CRC. This object is applied in
conjunction wth docsletfQosParanSet MaxTraf fi cRat e
to cal cul ate maxi mum sustained traffic rate.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QCS Paraneter Set, the default
val ue of this object for scheduling types
bestEffort (2), nonReal Ti nePol | i ngService(3),

and real Ti mePol | i ngService(4) is 3044.

If this paraneter is not applicable, it is reported
as 0.
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REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.5.3"
::={ docsletfQsParanSetEntry 4 }

docsl et f QosPar anSet M nReser vedRat e OBJECT- TYPE

SYNTAX Docsl et f QosBit Rate

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the guaranteed mninmumrate in

bits/sec for this paraneter set. The value is
calculated fromthe byte following the MAC

header HCS to the end of the CRC. The default
val ue of 0 neans that no bandwi dth is reserved.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the default

value of this object is 0. |f the paraneter
is not applicable, it is reported as 0."
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C. 2.2.5.4"

::={ docsletfQsParanSetEntry 5 }

docsl et f QosPar anSet M nReser vedPkt OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies an assumed m ni mrum packet size in

bytes for which the

docsl et f QosPar anSet M nReservedRate wi ||l be
provided. The value is calculated fromthe byte
followi ng the MAC header HCS to the end of the
CRC.

If the referenced paraneter is omtted froma
DOCSI S QOS paraneter set, the default value is

CMTS i npl enent ati on dependent. |In this case, the
CMIS reports the default value it is using, and the
CMreports a value of 0. |If the referenced

paraneter is not applicable to the direction or
schedul i ng type of the Service Flow, both CMIS and
CMreport this object’s value as 0."

REFERENCE " SP- RFI v2. 0-106- 040804, Appendix C. 2.2.5.5"

::={ docsletfQsParanSetEntry 6 }

docsl et f QosPar anSet Act i veTi mneout OBJECT- TYPE

SYNTAX I nt eger32 (0..65535)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
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DESCRI PTI ON "Specifies the maxi mum duration in seconds that
resources remai n unused on an active service
fl ow before CMIS signals that both active and
admtted paraneters set are null. The default
value of 0 signifies an infinite anmount of tine.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the default
val ue of this object is 0."

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.5.6"

::={ docsletfQsParanSetEntry 7 }

docsl et f QosPar anSet Admi tt edTi neout OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the maxi mum duration in seconds that

resources remain in admtted state before
resources nust be rel eased.

The value of 0 signifies an infinite anount
of tine.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the
default value of this object is 200.

REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.2.5.7"
DEFVAL { 200 }
::={ docsletfQsParanSetEntry 8 }

docsl et f QosPar anSet MaxConcat Bur st OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the maxi num concat enated burst in

bytes that an upstream Service Flow is all owed.
The value is calculated fromthe FC byte of the
Concat enati on MAC Header to the last CRC byte in
of the last concatenated MAC frame, inclusive.
The val ue of 0 specifies no maxi mum burst.

If the referenced paraneter is not present in the
correspondi ng DOCSI S QOS Paraneter Set, the default
val ue of this object for scheduling types

best Effort (2), nonReal Ti nePol | i ngService(3), and
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real Ti mePol I i ngService(4) is 1522. |f the paraneter
is not applicable, this object’s value is reported
as 0."

REFERENCE " SP- RFI v2. 0-106- 040804, Appendix C. 2.2.6.1"

::={ docsletfQsParanSetEntry 9 }

docsl et f QosPar anSet Schedul i ngType OBJECT- TYPE

SYNTAX Docsl et f QosSchedul i ngType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the upstream scheduling service used for

upstream Servi ce Fl ow

If the referenced paraneter is not present in the
correspondi ng DOCSI S QCS Paraneter Set of an
upstream Service Flow, the default value of this
object is bestEffort(2). For QOS paraneter sets of
downstream Service Flows, this object’s value is
reported as undefined(1)."

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.6.2"

::={ docsletfQsParanSetEntry 10 }

docsl et f QosPar anet NonPol | | nt erval OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "m croseconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the noninal interval in mcroseconds

bet ween successi ve uni cast request
opportunities on an upstream Service Fl ow

Thi s object applies only to upstream Service Fl ows
wi th Docsl et f QosSchedul i ngType of val ue

nonReal Ti nePol | i ngServi ce(3),

real Ti mePol | i ngService(4), and

unsol i ct edG ant Servi ceWthAD(5). The parameter is
mandat ory for real Ti nePol | i ngService(4). |f the
paraneter is omtted with

nonReal Ti nePol | i ngServi ce(3), the CMIS uses an

i npl ement ati on- dependent value. |If the paraneter
is omtted with unsolictedG ant Servi ceWthAD(5),
the CMIS uses as a default value the value of the
Nom nal Grant Interval parameter. |In all cases,
the CMIS reports the value it is using when the
paraneter is applicable. The CMreports the
signal ed paraneter value if it was signal ed,

and 0 otherw se.
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If the referenced paraneter is not applicable to
the direction or scheduling type of the
correspondi ng DOCSI S QCS Paraneter Set, both
CMTS and CMreport this object’s value as 0."
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.6.4"
::={ docsletfQsParanSetEntry 11 }

docsl et f QosPar anSet Tol Pol | Jitter OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "m croseconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the maxi mum amount of tine in

m croseconds that the unicast request interval
may be del ayed fromthe nom nal periodic
schedul e on an upstream Servi ce Fl ow.

This paraneter is applicable only to upstream
Service Flows with a Docsl et fQsSchedul i ngType of
real Ti mePol | i ngServi ce(4) or

unsol i ct edG ant Ser vi ceW t hAD( 5) .

If the referenced paraneter is applicable but not
present in the corresponding DOCSI S QOS Par anet er
Set, the CMIS uses an inpl enentati on-dependent
val ue and reports the value it is using.

The CMreports a value of 0 in this case.

If the parameter is not applicable to the
direction or upstream scheduling type of the
Service Flow, both CMIS and CMreport this
object’s value as 0."
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.6.5"
::={ docsletfQsParanSetEntry 12 }

docsl et f QosPar anet Unsol i ci t Grant Si ze OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the unsolicited grant size in bytes.

The grant size includes the entire MAC frane
data PDU fromthe Frame Control byte to the end
of the MAC frane.

The referenced paraneter is applicable only

for upstreamflows with a DocsletfQsSchedul i ngType
of unsolicitedG ant Servi cewi thAD(5) or

unsol i citedG ant Service(6), and it is nandatory
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when applicable. Both CMIS and CM report
the signal ed value of the parameter in this
case.

If the referenced paraneter is not applicable to
the direction or scheduling type of the
correspondi ng DOCSI S QCS Paraneter Set, both
CMIS and CMreport this object’s value as 0."
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.6.6"
::={ docsletfQsParanSetEntry 13 }

docsl et f QosPar anSet NomGr ant | nt erval OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "m croseconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the nonminal interval in mcroseconds

bet ween successive data grant opportunities
on an upstream Service Fl ow.

The referenced paraneter is applicable only

for upstreamflows with a DocsletfQsSchedul i ngType
of unsolicitedG ant Servi cewi thAD(5) or

unsol i citedG ant Service(6), and it is nandatory
when applicable. Both CMIS and CM report the
signal ed val ue of the paraneter in this case.

If the referenced paraneter is not applicable to
the direction or scheduling type of the
correspondi ng DOCSI S QCS Paraneter Set, both
CMIS and CMreport this object’s value as 0."
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C 2.2.6.7"
::={ docsletfQsParanSetEntry 14 }

docsl et f QosPar anet Tol G ant Jitter OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "m croseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the maxi num amount of tine in

m croseconds that the transm ssion opportunities
may be del ayed fromthe nom nal periodic schedul e.

The referenced paraneter is applicable only

for upstreamflows with a Docsletf QsSchedul i ngType
of unsolicitedG ant Servi cewi thAD(5) or

unsol i citedG ant Service(6), and it is nandatory
when applicable. Both CMIS and CM report the
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signal ed val ue of the paraneter in this case.

If the referenced paraneter is not applicable to
the direction or scheduling type of the
correspondi ng DOCSI S QCS Paraneter Set, both
CMTS and CMreport this object’s value as 0."
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C.2.2.6.8"
::={ docsletfQsParanSetEntry 15 }

docsl et f QosPar anSet G ant sPer I nt erval OBJECT- TYPE

SYNTAX I nteger32 (0..127)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the nunber of data grants per Noni nal

Grant Interval
(docsl et f QosPar anSet NomGr ant I nt erval ) .

The referenced paraneter is applicable only

for upstreamflows with a DocsletfQosSchedul i ngType
of unsolicitedG ant Servi cewi thAD(5) or

unsol i citedG ant Service(6), and it is nandatory
when applicable. Both CMIS and CMreport the
signal ed val ue of the paraneter in this case.

If the referenced paraneter is not applicable to
the direction or scheduling type of the
correspondi ng DOCSI S QCS Paraneter Set, both
CMTS and CMreport this object’s value as 0."
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.6.9"
::={ docsletfQsParanSetEntry 16 }

docsl et f QosPar anSet TosAndMask OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the AND mask for the IP TOS byte for

overwiting I P packet’s TOS value. The |IP packet
TOS byte is bitwise ANDed with

docsl et f QosPar anSet TosAndMask, and the result is
bitwi se ORed with docsletf QsParanSet TosORMask and
the result is witten to the | P packet TGS byte.

A val ue of 'FF H for docsl etfQsParanSet TosAndvask
and a value of '00'H for

docsl et f QosPar anet TosOr Mask nmeans that the IP
Packet TGOS byte is not overwitten.

This conmbination is reported if the referenced
paraneter is not present in a QOS Paraneter Set.
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The | P TOS octet as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). Network operators SHOULD avoi d

speci fyi ng val ues of docsl et f QosPar antet TosAndMask
and docsl et f QosPar anet TosORMask that woul d result
in the nodification of the ECN bits.

In particular, operators should not use val ues of
docsl et f QosPar anSet TosAndMask t hat have either of
the least-significant two bits set to 0. Simlarly,
operators should not use val ues of

docsl et f QosPar anSet TosORMask that have either of
the least-significant two bits set to 1.

Even though this object is only enforced by the
Cabl e Modem Termi nation System (CMIS),

Cabl e Modens MJST report the value as signaled in
the referenced paraneter."”

SP- RFl v2. 0- 1 06- 040804, Appendi x C. 2.2.6.10;

RFC 3168, The Addition of Explicit Congestion
Notification (ECN) to I|P;

RFC 3260, New Term nology and Clarifications for
Dffserv."

::={ docsletfQsParanSetEntry 17 }

REFERENCE

docsl et f QosPar anSet TosOr Mask OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the OR mask for the I P TGS byte.

See the description of docsletfQsParantSet TosAndMVask
for further details.

The | P TOS octet as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). Network operators SHOULD avoi d
speci fyi ng val ues of docsl et f QosPar anSet TosAndMask
and docsl et f QosPar anet TosORMask that woul d result
in the nodification of the ECN bits."

REFERENCE " SP- RFI v2. 0- |1 06- 040804, Appendix C. 2.2.6.10;
RFC 3168, The Addition of Explicit Congestion
Notification (ECN) to IP;
RFC 3260, New Term nology and Carifications for
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D ffserv."
::={ docsletfQsParanSetEntry 18 }

docsl et f QosPar anSet MaxLat ency OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "m cr oseconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Specifies the maxi num | at ency between the

reception of a packet by the CMIS on its NS

and the forwardi ng of the packet to the RF
interface. A value of 0 signifies no nmaxinmum
latency is enforced. This object only applies to
downstream Servi ce Fl ows.

If the referenced paraneter is not present in the
correspondi ng downstream DOCSI S QOS Par anet er Set,
the default value is 0. This parameter is
not applicable to upstream DOCSI S QOS Par anet er
Sets, and its value is reported as 0 in this case.'
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C 2.2.7.1"
::={ docsletfQsParanSetEntry 19 }

docsl et f QosPar anSet Type OBJECT- TYPE
SYNTAX I NTEGER {
active (1),

admtted (2),
provi sioned (3)

}
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON "Defines the type of the QOS paraneter set defined

by this row. active(l) indicates the Active QCS
paraneter set, describing the service currently
bei ng provi ded by the DOCSIS MAC donain to the
Service Flow. admtted(2) indicates the Admitted
QOCS Parameter Set, describing services reserved by
the DOCSI S MAC domain for use by the service
flow provisioned (3) describes the QOS Paraneter
Set defined in the DOCSIS CM Configuration file for
the Service Flow "

REFERENCE "SP- RFI v2. 0-106-040804, 8.1.5"

::={ docsletfQsParantSetEntry 20 }

docsl et f QosPar anSet Request Pol i cyOct OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE(4))
-- A 32-bit mask represented nost significant byte
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-- first. The 32-bit integer represented in this
-- manner equal s the binary value of the referenced
-- integer parameter of the DOCSIS RFI

-- specification.

-- The BITS syntax is not used in order to avoid

-- the confusion caused by different bit-nunbering
-- conventions.

read-only

current

Specifies which transmt interval opportunities

the CMomts for upstreamtransm ssion requests and
packet transm ssions. This object takes its
default value for downstream Service Fl ows.

Unl ess ot herwi se indicated, a bit value of 1 means
that a CM nmust not use that opportunity for
upstream transm ssi on.

If bit 0 is the least significant bit of the

| east significant (4th) octet, and if bit numnber
is increased with significance, the bit definitions
are defined as foll ows:

br oadcast ReqCpp(0) :
all CMs broadcast request opportunities

priorityRegMul ticastReq(1):
priority request nulticast request
opportunities

r eqDat aFor Req( 2) :
request/data opportunities for requests

r eqDat aFor Dat a( 3) :
request/data opportunities for data

pi ggybackRegW t hDat a( 4) :
pi ggyback requests with data

concat enat ebDat a(5) :
concat enat e data

f ragment Dat a( 6) :
fragment data

suppr esspayl oadheaders(7):
suppress payl oad headers
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dr opPkt sExceedUGSi ze( 8) :
A value of 1 neans that the Service Fl ow nust
drop packets that do not fit in the Unsolicited
G ant size.

If the referenced paraneter is not present in
a QOS Paraneter Set, the value of this object is
reported as ' 00000000 H. "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.6.3"

::={ docsletfQsParanSetEntry 21 }

docsl et f QosPar anSet Bi t Map OBJECT- TYPE
-- Each bit corresponds to a paraneter

-- from SP-RFI -v1. 1-110- 037030,

-- Appendix Cin the indicated
SYNTAX BI TS { -- section nunber.
trafficPriority(0), --
maxTraffi cRate(1), --
maxTraf fi cBurst(2), --
m nReservedRat e( 3), --
m nReservedPkt (4), --
activeTi nmeout (5), --
admi tt edTi meout (6), --
maxConcat Bur st (7), --
schedul i ngType(8), --
request Pol i cy(9), --
nonPol | | nt erval (10), --
tol Pol I Jitter(11), --
unsolicitGantSize(12), --
nontx ant | nterval (13), --
tol GantJitter(14), --
grantsPerlinterval (15), --
tosOverwite(16), --
maxLat ency(17) --

0000000000000 00000
NP NNDNNNDDNNNDD DD
NP NNDNNNDDNNNDD DD
N0 001o1aa ool

PPRPOO~NOUOPRPWNEP~NOUORAWNE

}
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object indicates the set of QOS Paraneter
Set parameters actually signaled in the
DCOCSI S regi stration or dynamic service request
nmessage that created or nodified the QOS Paraneter
Set. A bit is set to 1 when the paraneter described
by the indicated reference section is present
in the original request.

Not e that when Service O ass nanes are expanded,

the registration or dynam c response nessage hay
contain paraneters as expanded by the CMIS based
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on a stored service class. These expanded
paraneters are not indicated by a 1 bit in this
obj ect .

Note that even though some QOS Paraneter Set
paraneters may not be signhaled in a nessage

(so that the paramater’s bit in this object is 0),
the DOCSIS specification requires that default

val ues be used. These default values are reported
as the corresponding object’s value in the row

Note that BITS objects are encoded nost
significant bit first. For example, if bits
1 and 16 are set, the value of this object
is the octet string 400080 H."

::={ docsletfQsParanSetEntry 22 }

-- Service Flow Tabl e

docsl et f QosSer vi ceFl owTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosServi ceFl oweEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This tabl e describes the set of DOCSI S-Q0S

Service Flows in a managed device."
::={ docsletfQsM Bbjects 3 }

docsl et f QosServi ceFl oweEntry OBJECT- TYPE

SYNTAX Docsl et f QosServi ceFl owEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "Descri bes a Service Fl ow.

An entry in the table exists for each
Service Flow ID. The iflndex is an
i f Type of docsCabl eMacl ayer (127)."
I NDEX {
i f1ndex,
docsl et f QosServi ceFl ow d

}
::={ docsletfQsServiceFl owTable 1 }

Docsl et f QosServi ceFl oweEntry :: = SEQUENCE {
docsl et f QosSer vi ceFl ow d Unsi ghed32,
docsl et f QosSer vi ceFl owSl D Unsi gned32,
docsl et f QosSer vi ceFl owbDi recti on Docsl et f QosRf Macl fDi recti on,
docsl et f QosSer vi ceFl owPri mary Trut hval ue
}
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docsl et f QosServi ceFl ow d OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "An index assigned to a Service Flow by CMIS. "
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.3.2"

::={ docsletfQsServiceFl oweEntry 1 }

docsl et f QosServi ceFl owSI D OBJECT- TYPE

SYNTAX Unsi gned32 (0..16383)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Service ldentifier (SID) assigned to an

admtted or active Service Flow This object
reports a value of 0 if a Service IDis not
associated with the Service Flow. Only active

or admtted upstream Service Flows will have a
Service ID (SID)."
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C. 2.2.3.3"

::={ docsletfQsServiceFl oweEntry 2 }

docsl et f QosServi ceFl owDi recti on OBJECT- TYPE

SYNTAX Docsl et f QosRf Macl f Di recti on

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The direction of the Service Flow "
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.1.1/2"

::= { docsletfQosServiceFlowentry 3 }

docsl et f QosSer vi ceFl owPri mary OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Object reflects whether Service Flowis the primary

or a secondary Service Fl ow.

A primary Service Flow is the default Service Flow
for otherwi se unclassified traffic and all MAC
messages. "

REFERENCE " SP- RFI v2. 0-1 06- 040804, Section 8.1 "

::={ docsletfQsServiceFl owentry 4 }

-- Service Flow Stats Tabl e

docsl et f QosSer vi ceFl owst at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Docsl et f QosServi ceFl owSt at sEntry
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON "This table describes statistics associated with the
Service Flows in a managed device."

::={ docsletfQsM Bbj ects 4 }

docsl et f QosSer vi ceFl owst at sEntry OBJECT- TYPE

SYNTAX Docsl et f QosSer vi ceFl owSt at sEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "Describes a set of Service Flow statistics.

An entry in the table exists for each
Service Flow ID. The iflndex is an
i f Type of docsCabl eMacl ayer (127)."
I NDEX {
i f1ndex,
docsl et f QosServi ceFl ow d

}
::= { docsletfQosServiceFl owStatsTable 1 }

Docsl et f QosServi ceFl owSt at sEntry :: = SEQUENCE {
docsl et f QosSer vi ceFl owPkt s Count er 64,
docsl et f QosServi ceFl owCct et s Count er 64,
docsl et f QosSer vi ceFl owTi meCr eat ed Ti meSt anp,
docsl et f QosSer vi ceFl owTi neActi ve Count er 32,
docsl et f QosSer vi ceFl owPHSUnknowns Count er 32,
docsl et f QosSer vi ceFl owPol i cedDr opPkt s Count er 32,
docsl et f QosSer vi ceFl owPol i cedDel ayPkt s Count er 32
}

docsl et f QosSer vi ceFl owPkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "For outgoing Service Flows, this object counts the

nunmber of Packet Data PDUs forwarded to this
Service Flow. For inconming upstream CMIS service
flows, this object counts the nunber of Packet
Data PDUs actually received on the Service Fl ow
identified by the SID for which the packet was
schedul ed. CMs not classifying downstream packets
may report this object’s value as 0 for downstream
Service Flows. This object does not count

MAC- speci fi ¢ nanagenment nessages.

Particularly for UGS flows, packets sent on the
primary Service Flow in violation of the UGS grant
size should be counted only by the instance of this
object that is associated with the primary service
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flow.

Uncl assi fied upstream user data packets (i.e., non-
MAC- managenent) forwarded to the primary upstream
Servi ce Flow should be counted by the instance of
this object that is associated with the primary
service flow

Thi s object does include packets counted by

docsl et f QosSer vi ceFl owPol i cedDel ayPkts, but does not
i ncl ude packets counted by

docsl et f QosSer vi ceFl owPol i cedDr opPkt s

and docsl et f QosSer vi ceFl owPHSUnknowns.

This counter’s last discontinuity is the
i fCounterDiscontinuityTinme for the sanme iflndex that
i ndexes this object."

::={ docsletfQsServiceFlowstatsEntry 1 }

docsl et f QosSer vi ceFl owCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of octets fromthe byte after the MAC

header HCS to the end of the CRC for all packets
counted in the docsletfQsServiceFl owPkts object for
this row Note that this counts the octets after
payl oad header suppression and before payl oad

header expansi on have been appli ed.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the same iflndex that
i ndexes this object."

::={ docsletfQosServiceFl owStatsEntry 2 }

docsl et f QosSer vi ceFl owTi neCr eat ed OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The val ue of sysUpTi me when the service flow

was created."
::={ docsletfQsServiceFl owstatsEntry 3 }

docsl et f QosSer vi ceFl owTi neActi ve OBJECT- TYPE

SYNTAX Count er 32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON "The nunber of seconds that the service flow
has been acti ve.

This counter’s last discontinuity is the
i fCounterDiscontinuityTinme for the sane iflndex that
i ndexes this object."

::={ docsletfQsServiceFl owstatseEntry 4 }

docsl et f QosSer vi ceFl owPHSUnknowns OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "For incom ng upstream CMIS service flows, this

obj ect counts the nunmber of packets received

wi th an unknown payl oad header suppression index.
The service flowis identified by the SID for which
t he packet was schedul ed.

Oh aCM only this object’s instance for the primary
downstream service flow counts packets received with
an unknown payl oad header suppression index. All

ot her downstream service flows on CMreport this

obj ects value as 0.

Al'l outgoing service flows report this object’s
val ue as 0.

This counter’s last discontinuity is the
i fCounterDiscontinuityTinme for the sanme iflndex that
i ndexes this object."

::={ docsletfQsServiceFl owstatsEntry 5 }

docsl et f QosSer vi ceFl owPol i cedDr opPkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "For outgoing service flows, this object counts the

nunber of Packet Data PDUs classified to this
service fl ow dropped due to:

(1) inplenentation-dependent excessive del ay
whi | e enforcing the Maxi num Sust ai ned
Traffic Rate; or

(2) UGS packets dropped due to exceeding the
Unsolicited Grant Size with a
Request/ Transm ssion policy that requires
such packets to be dropped.

Cl assified packets dropped due to other reasons
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nmust be counted in ifQutDiscards for the interface
of this service flow This object reports 0 for
i ncom ng service flows.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsServiceFl owStatsentry 6 }

docsl et f QosSer vi ceFl owPol i cedDel ayPkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object counts only outgoing packets delayed in

order to maintain the Maxi num Sustai ned Traffic
Rate. This object will always report a value of 0
for UGS fl ows because the Maxi mum Sustained Traffic
Rat e does not apply. This object is 0 for incomnng
service flows.

This counter’s last discontinuity is the
i fCounterDiscontinuityTinme for the sanme iflndex that
i ndexes this object."

::={ docsletfQsServiceFl owstatsEntry 7 }

-- Upstream Service Flow Stats Table (CMIS ONLY)

docsl et f QosUpst r eantt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosUpstreantst at sEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This table describes statistics associated with

upstream service flows. Al counted frames nust
be received without a Frane Check Sequence (FCS)
error."”

::={ docsletfQsMBbjects 5}

docsl et f QosUpst r eantt at sEntry OBJECT- TYPE

SYNTAX Docsl et f QosUpstreantt at sentry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "Describes a set of upstream service flow

statistics. An entry in the table exists for each
upstream Service Flow in a managed devi ce.
The iflndex is an ifType of
docsCabl eMacl ayer (127) . "
I NDEX {
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i flndex,
docsl et f QosSI D

}
::={ docsletfQsUpstreanStatsTable 1 }

Docsl et f QosUpstreantstat sentry :: = SEQUENCE {
docsl et f QosSI D Unsi gned32,
docsl et f QosUpst r eanfr agment s Count er 32,
docsl et f QosUpst r eanfr agDi scar ds Count er 32,
docsl et f QosUpst r eanConcat Bur sts Count er 32
}

docsl et f QosSI D OBJECT- TYPE
SYNTAX Unsi gned32 (1..16383)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON "Identifies a service ID for an admtted or active

upstream service flow "
::={ docsletfQosUpstreanttatsEntry 1 }

docsl et f QosUpst r eanfr agment s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of fragnentation headers received on an

upstream service flow, regardl ess of whether
the fragnent was correctly reassenbled into a
val i d packet.

This counter’'s last discontinuity is the
i f CounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsUpstreanttatsEntry 2 }

docsl et f QosUpst r eanfr agDi scar ds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of upstream fragnments di scarded and not

assenbled into a valid upstream packet.

This counter’'s last discontinuity is the
i f CounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsUpstreantStatsEntry 3 }

docsl et f QosUpst r eanConcat Bur st s OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "The number of concatenation headers recei ved on an

upstream servi ce flow
This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."
::={ docsletfQsUpstreanttatsEntry 4 }

-- Dynanic Service Stats Table

docsl et f QosDynam cSer vi ceSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosDynami cServi ceStat sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This table describes statistics associated with the

Dynami ¢ Service Flows in a managed device."
::={ docsletfQsM Bbjects 6 }

docsl et f QosDynam cServi ceSt at sentry OBJECT- TYPE

SYNTAX Docsl et f QosDynam cServi ceStat sentry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "Describes a set of dynamic service flow statistics.

Two entries exist for each DOCSI S MAC | ayer
interface for the upstream and downstream
direction. On the CMIS, the downstream direction
row i ndi cates nessages transmtted or transactions
originated by the CMIS. The upstreamdirection row
i ndi cat es nessages received or transaction
originated by the CM On the CM the downstream
direction row indicates nessages received or
transactions originated by the CMIS. The upstream
direction row indicates nessages transmtted by
the CMor transactions originated by the CM
The iflndex is an ifType of
docsCabl eMvacl ayer (127) . "
I NDEX {
i flndex,
docsletfQoslfDirection

}
::={ docsletfQsDynani cServi ceStatsTable 1 }

Docsl et f QosDynam cServi ceStatsentry :: = SEQUENCE {
docsletfQoslfDirection Docsl et f QosRf Macl f Di recti on,
docsl et f QpsDSAReqs Count er 32,
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docsl et f QpsDSARsps Count er 32,
docsl et f Qs DSAAcks Count er 32,
docsl et f QpsDSCReqs Count er 32,
docsl et f QpsDSCRsps Count er 32,
docsl et f Qs DSCAcks Count er 32,
docsl et f QpsDSDReqs Count er 32,
docsl et f QpsDSDRsps Count er 32,
docsl et f QpsDynam cAdds Count er 32,
docsl et f QosDynam cAddFai | s Count er 32,
docsl et f QpsDynam cChanges Count er 32,
docsl et f QpsDynam cChangeFai | s Count er 32,
docsl et f QosDynami cDel et es Count er 32,
docsl et f QosDynami cDel et eFai | s Count er 32,
docsl et f QpsDCCReqs Count er 32,
docsl et f QpsDCCRsps Count er 32,
docsl et f QpsDCCAcks Count er 32,
docsl et f QpsDCCs Count er 32,
docsl et f QsDCCFai | s Count er 32
}

docsletfQoslfDirecti on OBJECT- TYPE
SYNTAX Docsl et f QosRf Macl fDi recti on
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON "The direction of interface."

::={ docsletfQsDynani cServi ceStatsEntry 1 }

docsl et f QpsDSAReqs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The number of Dynam c Service Addition Requests,

including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServi ceStatsEntry 2 }

docsl et f QpsDSARsps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The number of Dynam c Service Addition Responses,

including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
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i ndexes this object."
::={ docsletfQsDynani cServi ceStatsEntry 3 }

docsl et f QpsDSAAcks OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Service Addition

Acknowl edgenents, including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServi ceStatsEntry 4 }

docsl et f QpsDSCReqs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Servi ce Change Requests,

including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServi ceStatsEntry 5 }

docsl et f QpsDSCRsps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Servi ce Change Responses,

including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServi ceStatsEntry 6 }

docsl et f QpsDSCAcks OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Service Change

Acknowl edgenents, including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
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i ndexes this object."
::={ docsletfQsDynani cServi ceStatsEntry 7 }

docsl et f QpsDSDReqs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Service Del ete Requests,

including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServi ceStatsEntry 8 }

docsl et f QpsDSDRsps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Service Del ete Responses,

including retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServi ceStatsEntry 9 }

docsl et f QpsDynam cAdds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of successful Dynanic Service Addition

transacti ons.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynanm cServiceStatsEntry 10 }

docsl et f QpsDynam cAddFai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of failed Dynamic Service Addition

transacti ons.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
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i ndexes this object."
::={ docsletfQsDynanm cServiceStatsEntry 11 }

docsl et f QpsDynam cChanges OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of successful Dynam c Service Change

transacti ons.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynan cServiceStatsEntry 12 }

docsl et f QpsDynam cChangeFai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of failed Dynam c Service Change

transacti ons.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynanm cServiceStatsEntry 13 }

docsl et f QosDynami cDel et es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of successful Dynam c Service Delete

transacti ons.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynanm cServiceStatsEntry 14 }

docsl et f QosDynam cDel et eFai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of failed Dynam c Service Del ete

transacti ons.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the sanme iflndex that
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i ndexes this object."
::={ docsletfQsDynan cServiceStatsEntry 15 }

docsl et f QpsDCCReqs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam c Channel Change Request

messages traversing an interface. This count
is nonzero only on downstream direction rows.
Thi s count shoul d include the nunber of retries.

This counter’s last discontinuity is the
i fCounterDi scontinuityTinme for the sane iflndex
that indexes this object."”

::={ docsletfQsDynani cServiceStatsEntry 16 }

docsl et f QpsDCCRsps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of Dynam ¢ Channel Change Response

messages traversing an interface. This count is
nonzero only on upstreamdirection rows. This count
shoul d i nclude the nunmber of retries.

This counter’s last discontinuity is the
i fCounterDiscontinuityTinme for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServiceStatsEntry 17 }

docsl et f QsDCCAcks OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunmber of Dynam ¢ Channel Change Acknow edgenent

messages traversing an interface. This count
is nonzero only on downstream direction rows.
This count shoul d include the nunmber of retries.

This counter’'s last discontinuity is the
i f CounterDi scontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynam cServiceStatsEntry 18 }

docsl et f QsDCCs OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "The nunber of successful Dynam c Channel Change

transactions. This count is nonzero only on
downstream direction rows.

This counter’s last discontinuity is the
i fCounterDi scontinuityTime for the same iflndex that
i ndexes this object."

;.= { docsletfQsDynam cServiceStatsEntry 19 }

docsl et f QosDCCFai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of failed Dynam c Channel Change

transactions. This count is nonzero only on
downstream direction rows.

This counter’s last discontinuity is the
i fCounterDiscontinuityTime for the sanme iflndex that
i ndexes this object."

::={ docsletfQsDynani cServiceStatsEntry 20 }

-- Service Flow Log Table (CMIS ONLY)

docsl et f QosSer vi ceFl owLogTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosSer vi ceFl owLogEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This table contains a | og of the disconnected

Service Flows in a managed device."
::={ docsletfQsMBbj ects 7 }

docsl et f QosSer vi ceFl owLogEntry OBJECT- TYPE

SYNTAX Docsl et f QosSer vi ceFl owLogEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "The information regardi ng a single disconnected

service flow "
I NDEX {
docsl et f QosSer vi ceFl owLogl ndex
}
::= { docsletfQosServiceFl owLogTable 1 }

Docsl et f QosSer vi ceFl omLogEntry :: = SEQUENCE {
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docsl et f QosSer vi ceFl owLogl ndex Unsi gned32,
docsl et f QosSer vi ceFl owLogl f | ndex I nt erfacel ndex,
docsl et f QosSer vi ceFl owLogSFI D Unsi gned32,
docsl et f QosSer vi ceFl owLogCmivac MacAddr ess,
docsl et f QosSer vi ceFl owLogPkt s Count er 64,
docsl et f QosSer vi ceFl owLogCct et s Count er 64,
docsl et f QosSer vi ceFl owLogTi neDel et ed Ti meSt anp,
docsl et f QosSer vi ceFl owLogTi neCr eat ed Ti meSt anp,
docsl et f QosSer vi ceFl owlLogTi neActi ve Count er 32,
docsl et f QosSer vi ceFl owLogDi recti on Docsl et f QosRf Macl fDi recti on,
docsl et f QosSer vi ceFl owLogPri mary Trut hval ue,
docsl et f QosSer vi ceFl owLogSer vi ceC assName SnnpAdmi nStri ng,
docsl et f QosSer vi ceFl owLogPol i cedDr opPkt s Count er 32,
docsl et f QosSer vi ceFl owLogPol i cedDel ayPkt s Count er 32,
docsl et f QosSer vi ceFl owlLogCont r ol | NTEGER
}

docsl et f QosSer vi ceFl owLogl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON "Uni que index for a | ogged service flow "

;.= { docsletfQsServiceFl onLogEntry 1 }

docsl et f QosSer vi ceFl owLogl f I ndex OBJECT- TYPE

SYNTAX I nt erfacel ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The iflndex of ifType docsCabl eMacl ayer (127)

on the CMIS where the service flow was present.”
1= { docsletfQosServiceFl owLogEntry 2 }

docsl et f QosSer vi ceFl owLogSFI D OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The index assigned to the service flow by the CMIS. "

= { docsletfQsServiceFl omLogEntry 3 }

docsl et f QosSer vi ceFl owLogCnmivac OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The MAC address for the cable nbdem associ ated with

the service flow "
::={ docsletfQosServiceFl omLogEntry 4 }

docsl et f QosSer vi ceFl owLogPkt s OBJECT- TYPE
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SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of packets counted on this service flow

after payl oad header suppression."
::={ docsletfQsServiceFl onLogEntry 5 }

docsl et f QosSer vi ceFl owLogQct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of octets counted on this service flow

after payl oad header suppression."
::={ docsletfQsServiceFl onLogEntry 6 }

docsl et f QosSer vi ceFl owLogTi neDel et ed OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The val ue of sysUpTi me when the service flow

was del eted.”
::= { docsletfQsServiceFl owLogEntry 7 }

docsl et f QosSer vi ceFl owLogTi neCr eat ed OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The val ue of sysUpTi me when the service flow

was created."
::={ docsletfQsServiceFl onLogEntry 8 }

docsl et f QosSer vi ceFl owLogTi neActi ve OBJECT- TYPE

SYNTAX Count er 32

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The total tine that the service flow was active."

::={ docsletfQsServiceFl onLogEntry 9 }

docsl et f QosSer vi ceFl owLogDi recti on OBJECT- TYPE

SYNTAX Docsl et f QosRf Macl f Di recti on

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The val ue of docsletfQosServiceFl owDirection

for the service flow"
::={ docsletfQsServiceFl owLogEntry 10 }

docsl et f QosSer vi ceFl owLogPri mary OBJECT- TYPE
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SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The val ue of docsletfQosServiceFlowPrimary for the

service flow "
::={ docsletfQsServiceFl owLogEntry 11 }

docsl et f QosSer vi ceFl owLogSer vi ced assNanme OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The val ue of docsl et f QosParantSet Servi ceC assNane for

the provisioned QOS Paraneter Set of the
service flow "
::={ docsletfQsServiceFl onLogEntry 12 }

docsl et f QosSer vi ceFl owLogPol i cedDr opPkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The final val ue of

docsl et f QosSer vi ceFl owPol i cedDr opPkts for the
service flow "
::={ docsletfQsServiceFl owLogEntry 13 }

docsl et f QosSer vi ceFl owLogPol i cedDel ayPkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The final val ue of

docsl et f QosSer vi ceFl owPol i cedDel ayPkts for the
service flow "
::={ docsletfQsServiceFl onLogEntry 14 }

docsl et f QosSer vi ceFl owLogControl OBJECT- TYPE

SYNTAX | NTECER ({
active(l),
destroy(6)
}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON "Setting this object to the value destroy(6) renoves

this entry fromthe table.

Readi ng this object returns the value active(l)."
::={ docsletfQsServiceFl owLogEntry 15 }
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-- Service Cass Table (CMIS O\LY)

docsl et f QosServi ced assTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosServi ced assEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This tabl e describes the set of DOCSI S-Q0S

Service Classes in a CMIS. "
::={ docsletfQsM Bbj ects 8 }

docsl et f QosServi ced assEntry OBJECT- TYPE

SYNTAX Docsl et f QosServi ced assEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "A provisioned service class on a CMIS.

Each entry defines a tenplate for certain

DOCSI S QCS Paraneter Set values. Wen a CM
creates or nodifies an Admtted QOS Paraneter Set
for a Service Flow, it may reference a Service d ass
Nane instead of providing explicit QOS Paraneter
Set values. 1In this case, the CMIS popul ates

the QOS Paraneter Set with the applicable
correspondi ng val ues fromthe naned Service C ass.
Subsequent changes to a Service O ass row do not
af fect the QOS Paraneter Set val ues of any service
flows already adm tted.

A service class tenplate applies to only
a single direction, as indicated in the
docsl et f QosServi ceC assDirecti on object."
I NDEX {
docsl et f QosSer vi ceCl assNane

}
::={ docsletfQosServiceC assTable 1 }

Docsl et f QosServi ceC assEntry :: = SEQUENCE {
docsl et f QosSer vi ceC assNane SnnpAdmi nStri ng,
docsl et f QosServi ceCl assSt at us RowsSt at us,
docsl et f QosServi ced assPriority I nt eger 32,
docsl et f QosServi ceCl assMaxTraf fi cRat e Docsl et f QosBi t Rat e,
docsl et f QosSer vi ced assMaxTr af f i cBur st Unsi gned32,
docsl et f QosServi ceCl assM nReservedRat e Docsl et f QosBi t Rat e,
docsl et f QosSer vi ced assM nReser vedPkt I nt eger 32,
docsl et f QosSer vi ceC assMaxConcat Bur st I nt eger 32,
docsl et f QosServi ced assNonPol | | nt erval Unsi gned32,
docsl et f QosServi ced assTol Pol | Jitter Unsi gned32,

docsl et f QosServi ceC assUnsol i cit Gant Si ze | nteger 32,
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docsl et f QosSer vi ced assNonG ant | nt er val Unsi gned32,

docsl et f QosServi ceC assTol GantJitter Unsi gnhed32,
docsl et f QosServi ceC assGrantsPerlnterval |nteger32,
docsl et f QosSer vi ceC assMaxLat ency Unsi gned32,
docsl et f QosServi ced assActi veTi neout I nt eger 32,
docsl et f QosServi ced assAdni tt edTi neout I nt eger 32,
docsl et f QosSer vi ced assSchedul i ngType Docsl et f QosSchedul i ngType,
docsl et f QosSer vi ceC assRequest Pol i cy OCTET STRI NG
docsl et f QosSer vi ceC assTosAndMask OCTET STRI NG
docsl et f QosServi ced assTosOr Mask OCTET STRI NG
docsl et f QosServi ceCl assDirection Docsl et f QosRf Macl f Di recti on,
docsl et f QosServi ced assSt or ageType St or ageType,
docsl et f QosServi ceC assDSCPOverw i te DscpOr Any
}
docsl et f QosServi ced assNanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (1..15))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON "Service Cass Nane. DOCSIS specifies that the
maxi mum size is 16 ASCI| characters including
a termnating zero. The termnating zero is not
represented in this SnnpAdm nString syntax object."”
REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix C. 2.2.3.4"

::={ docsletfQsServiceC assEntry 1 }

docsl et f QosServi ceC assSt at us OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

RowSt at us

read-create

current

"Used to create or delete rows in this table.
There is no restriction on the ability to change
values in this rowwhile the rowis active.

I nacti ve rows need not be tined out."

::={ docsletfQsServiceC asseEntry 2 }

docsl et f QosServi ced assPriority OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON
DEFVAL

Integer32 (0..7)
read-create
current
"Tenpl ate for docsletfQsParanSetPriority."
0}

::={ docsletfQsServiceC assEntry 3 }

docsl et f QosServi ceCl assMaxTraf fi cRat e OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
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DESCRI PTI ON "Tenpl ate for docsletfQosParantet MaxTrafficRate."
DEFVAL { 0}
::={ docsletfQsServiceC assEntry 4 }

docsl et f QosSer vi ceCl assMaxTraf fi cBurst OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParanet MaxTraf fi cBurst."”
DEFVAL { 3044 }

::={ docsletfQosServiceC asseEntry 5 }

docsl et f QosServi ceCl assM nReservedRat e OBJECT- TYPE

SYNTAX Docsl et f QosBit Rate

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQsParanBSEt M nReservedRat e. "
DEFVAL {0}

::={ docsletfQsServiceC assEntry 6 }

docsl et f QosServi ceCl assM nReser vedPkt OBJECT- TYPE

SYNTAX I nt eger32 (0..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParantet M nReser vedPkt . "

::={ docsletfQsServiceC asskEntry 7 }

docsl et f QosSer vi ced assMaxConcat Bur st OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletf QosParantet MaxConcat Bur st . "
DEFVAL { 1522 }

::={ docsletfQosServiceC assEntry 8 }

docsl et f QosServi ceCl assNonPol | | nterval OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "m croseconds"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletf QsParantet NonPol | I nterval . "
DEFVAL {0}

::={ docsletfQsServiceC assEntry 9 }

docsl et f QosServi ceC assTol Pol | Jitter OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "m croseconds”
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON "Tenpl ate for docsletfQosParantet Tol Pol | Jitter."
DEFVAL { 0}

::={ docsletfQosServiceC asseEntry 10 }

docsl et f QosServi ceCl assUnsol i cit G ant Si ze OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsl etfQosParantet Unsol i citG ant Si ze. "
DEFVAL { 0}

::={ docsletfQsServiceC assEntry 11 }

docsl et f QosServi ceC assNomz ant | nt erval OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "m croseconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletf QosParanSet Nontar ant | nterval . "
DEFVAL { 0}

::={ docsletfQsServiceC assEntry 12 }

docsl et f QosServi ceCl assTol G antJitter OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "m croseconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParantet Tol GantJitter."
DEFVAL { 0}

::={ docsletfQsServiceC assEntry 13 }

docsl et f QosServi ceCl assG ant sPer | nterval OBJECT- TYPE

SYNTAX I nteger32 (0..127)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParantet Gant sPerlnterval . "
DEFVAL {0}

::={ docsletfQsServiceC assEntry 14 }

docsl et f QosServi ced assMaxLat ency OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "m croseconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParantet Cl assMaxLat ency. "
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C 2.2.7.1"

DEFVAL { 0}

::={ docsletfQsServiceC assEntry 15 }
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docsl et f QosServi ceC assActi veTi neout OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParantet Acti veTi meout . "
DEFVAL { 0}

::={ docsletfQsServiceC assEntry 16 }

docsl et f QosServi ceC assAdm tt edTi meout OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletfQosParanet Adnmi tt edTi neout . "
DEFVAL { 200 }

::={ docsletfQsServiceC asseEntry 17 }

docsl et f QosSer vi ceC assSchedul i ngType OBJECT- TYPE

SYNTAX Docsl et f QosSchedul i ngType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsl etf QosParantet Schedul i ngType. "
DEFVAL { bestEffort }

::={ docsletfQsServiceC assEntry 18 }

docsl et f QosSer vi ceC assRequest Pol i cy OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(4))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Tenpl ate for docsletf QosPar anSet Request Pol i cyCct . "
DEFVAL { " 00000000'H } -- no bits are set

::={ docsletfQsServiceC assEntry 19 }

docsl et f QosSer vi ceCl assTosAndvask OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Tenpl ate for docsletf QosParantSet TosAndMask.

The I P TOS octet as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). Network operators SHOULD avoi d

speci fyi ng val ues of

docsl et f QosServi ced assTosAndMask and

docsl et f QosServi ceCl assTosOr Mask that woul d result
in the nodification of the ECN bits.
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In particular, operators should not use val ues of
docsl et f QosServi ceC assTosAndMvask that have either
of the least-significant two bits set to O.
Simlarly,operators should not use val ues of
docsl et f QosServi ceCl assTosOr Mask that have either
of the least-significant two bits set to 1."
REFERENCE " SP- RFI v2. 0-106- 040804, Appendix C.2.2.6.10;
RFC 3168, The Addition of Explicit Congestion
Notification (ECN) to IP;
RFC 3260, New Term nology and Carifications for
Diffserv."
::={ docsletfQsServiceC assEntry 20 }

docsl et f QosServi ceC assTosOr Mask OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Tenpl ate for docsletf QosParantet TosOr Mask.

The | P TOS octet as originally defined in RFC 791
has been superseded by the 6-bit Differentiated
Services Field (DSField, RFC 3260) and the 2-bit
Explicit Congestion Notification Field (ECN field,
RFC 3168). Network operators SHOULD avoi d

speci fyi ng val ues of

docsl et f QosServi ced assTosAndMask and

docsl et f QosServi ceC assTosOr Mask that woul d result
in the nodification of the ECN bits.

In particular, operators should not use val ues of
docsl et f QosServi ceC assTosAndMask that have either
of the least-significant two bits set to O.
Simlarly, operators should not use val ues of
docsl et f QosServi ceC assTosOr Mask that have either
of the least-significant two bits set to 1."

SP- RFI v2. 0-106- 040804, Appendi x C. 2.2.6.10;

RFC 3168, The Addition of Explicit Congestion
Notification (ECN) to IP;

RFC 3260, New Term nol ogy and C arifications for
Dffserv.”

::={ docsletfQosServiceC assEntry 21 }

REFERENCE

docsl et f QosServi ceC assDi recti on OBJECT- TYPE

SYNTAX Docsl et f QosRf Macl f Di recti on

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Specifies whether the service class tenplate
applies to upstream or downstream service flows."

DEFVAL { upstream}
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::={ docsletfQsServiceC assEntry 22 }

docsl et f QosSer vi ceC assSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Thi s object defines whether this rowis kept in

vol atil e storage and | ost upon reboot or whether
it is backed up by non-volatile or permanent
storage. ’'permanent’ entries need not allow
witable access to any object."”

DEFVAL { nonVol atile }

::={ docsletfQsServiceC assEntry 23 }

docsl et f QosServi ceC assDSCPOverwite OBJECT- TYPE

SYNTAX DscpOr Any

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "This object allows the overwite of the DSCP

field per RFC 3260.

If this object is -1, then the corresponding entry’s
docsl et f QosSer vi ceCl assTosAndMask val ue MJUST be
"FF' H and docsl et f QosServi ceCl assTosOr Mask MUST be
"00'H O herwise, this object is in the range of
0..63, and the corresponding entry’s
docsl et f QosServi ceC assTosAndMask val ue MJST be
"03'H and t he docsl etfQosServiced assTosOr Mask MJST
be this object’s value shifted left by two bit
positions."

REFERENCE "RFC 3168, The Addition of Explicit Congestion
Notification (ECN) to IP;
RFC 3260, New Term nol ogy and C arifications for
D ffserv."

DEFVAL { -1}

::={ docsletfQsServiceC assEntry 24 }

-- Service Cass PolicyTable

docsl et f QosServi ced assPol i cyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosServi ced assPol i cyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This tabl e describes the set of DOCSI S-Q0S

Service O ass Policies.

This table is an adjunct to the
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docsDevFilterPolicy table. Entries in the
docsDevFilterPolicy table can point to
specific rows in this table.

This table permts mapping a packet to a service
class nanme of an active service flow so |ong as
a classifier does not exist at a higher
priority.”

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix E.2.1"

::={ docsletfQsM Bbj ects 9 }

docsl et f QosSer vi ceC assPol i cyEntry OBJECT- TYPE

SYNTAX Docsl et f QosServi ced assPol i cyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "A service class nane policy entry."
I NDEX {

docsl et f QosSer vi ced assPol i cyl ndex

}
::={ docsletfQsServiceC assPolicyTable 1 }

Docsl et f QosServi ceC assPol i cyEntry ::= SEQUENCE {
docsl et f QosServi ced assPol i cyl ndex Unsi gned32,
docsl et f QosSer vi ced assPol i cyName SnnpAdmi nStri ng,
docsl et f QosServi ceC assPol i cyRul ePriority Integer32,
docsl et f QosSer vi ceC assPol i cySt at us RowSt at us,

docsl et f QosServi ceC assPol i cySt orageType StorageType
}

docsl et f QosSer vi ceC assPol i cyl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "Index value to identify an entry in

this table uniquely."
::={ docsletfQsServiceC assPolicyEntry 1 }

docsl et f QosSer vi ceC assPol i cyName OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "Service Class Nane to identify the nane of the
service class flow to which the packet should be
directed. "

REFERENCE " SP- RFI v2. 0- 1 06- 040804, Appendix E.2.1"

::={ docsletfQsServiceC assPolicyEntry 2 }

docsl et f QosServi ced assPol i cyRul ePriority OBJECT- TYPE
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REFERENCE
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I nteger32 (0..255)
read-create
current

"Service Class Policy rule priority for the

entry."

" SP- RFl v2. 0- 1 06- 040804, Appendix C.2.1.3.5"

::={ docsletfQsServiceC assPol i cyEntry 3 }

docsl et f QosSer vi ced assPol i cySt at us OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

RowSt at us
read-create
current

"Used to create or delete rows in this table.

Thi s object should not be deleted if it is
referenced by an entry in docsDevFilterPolicy.
The reference should be deleted first.

There is no restriction on the ability

to change values in this rowwhile the rowis
active. Inactive rows need not be tinmed out."

::={ docsletfQsServiceC assPol i cyEntry 4 }

docsl et f QosServi ced assPol i cySt orageType OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

St or ageType
read-create
current

"This object defines whether this rowis kept in

vol atil e storage and | ost upon reboot or whether
it is backed up by non-volatile or permanent
storage. ’'pernmanent’ entries need not allow
witable access to any object."”

DEFVAL { nonVol atile }
::={ docsletfQsServiceC assPolicyEntry 5 }

-- Payl oad Header Suppression(PHS) Tabl e

docsl et f QosPHSTabl e OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

SEQUENCE OF Docsl et f QosPHSEnt ry
not - accessi bl e
current

"This table describes the set of payl oad header

suppression entries."

::={ docsletfQsM Bbj ects 10 }

docsl et f QosPHSEnt ry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
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DESCRI PTI ON "A payl oad header suppression entry.

The iflndex is an ifType of docsCabl eMacl ayer (127).
The i ndex docsletfQsServiceFlow d sel ects one
service flow fromthe cable MAC | ayer interface.
The docsl et f QosPkt Cl assld i ndex matches an
i ndex of the docsletfQsPktd assTable."
I NDEX {

i f1ndex,

docsl et f QosSer vi ceFl ow d,

docsl et f QosPkt C assl d

}
::={ docsletfQsPHSTable 1 }

Docsl et f QQsPHSEntry :: = SEQUENCE {
docsl et f QsPHSFi el d OCTET STRI NG
docsl et f QosPHSMask COCTET STRI NG
docsl et f QsPHSSI ze I nt eger 32,
docsl et f QosPHSVeri fy Trut hVal ue,
docsl et f QpsPHSI ndex I nt eger 32
}

docsl et f QosPHSFi el d OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(0. . 255))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Payl oad header suppression field defines the

bytes of the header that nust be
suppressed/restored by the sendi ng/receiving
devi ce.

The nunber of octets in this object should be

the sane as the val ue of docsletfQsPHSSI ze. "
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C. 2.2.10.1"
::={ docsletfQsPHSEntry 1 }

docsl et f QosPHSMask OBJECT- TYPE
SYNTAX OCTET STRI NG SI ZE( 0. . 32))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Payl oad header suppression nmask defines the

bit mask that is used in conbination with the
docsl et f QosPHSFi el d. 1t defines which bytes in
the header nust be suppressed/restored by the
sendi ng or receiving device.

Each bit of this bit nmask corresponds to a byte
in the docsletfQsPHSField, with the |east
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significant bit corresponding to the first byte
of the docsl et f QosPHSFi el d.

Each bit of the bit mask specifies whether

the correspondi ng byte shoul d be suppressed

in the packet. A bit value of '1' indicates that
the byte should be suppressed by the sending
device and restored by the receiving device.

A bit value of "0 indicates that

the byte should not be suppressed by the sending
device or restored by the receiving device.

If the bit mask does not contain a bit for each
byte in the docsletfQsPHSField, then the bit nask
is extended with bit values of "1 to be the
necessary length."

REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C. 2.2.10.3"

::={ docsletfQsPHSEntry 2 }

docsl et f QsPHSSI ze OBJECT- TYPE
SYNTAX I nteger32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Payl oad header suppression size specifies the

nunber of bytes in the header to be suppressed
and restored.

The val ue of this object nust natch the nunber

of bytes in the docsletfQsPHSField."
REFERENCE "SP- RFI v2. 0-106- 040804, Appendix C. 2.2.10.4"
::={ docsletfQsPHSEntry 3 }

docsl et f QosPHSVeri fy OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Payl oad header suppression verification val ue.

| f
"true’, the sender nust verify docsletf QsPHSFi el d
is the sane as what is contained in the packet
to be suppressed.”
REFERENCE " SP- RFI v2. 0-106- 040804, Appendix C. 2.2.10.5"
::={ docsletfQsPHSEntry 4 }

docsl et f QosPHSI ndex OBJECT- TYPE
SYNTAX I nteger32 (1..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Payl oad header suppression index uniquely
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references the PHS rule for a given service flow "
REFERENCE " SP- RFI v2. 0-1 06- 040804, Appendix C. 2.2.10.2"
::={ docsletfQsPHSEntry 5 }

-- docsl et f QosCnt sMacToSr vFl owTabl e (CMIS Onl y)

docsl et f QosCnt sMacToSr vl owTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Docsl et f QosCnt sMacToSr vFl owent ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "This table provides for referencing the service

fl ows associated with a particul ar cabl e nodem
This allows indexing into other docsletfQos
tabl es that are indexed by docsletf QosServiceFl ow d
and iflndex."

::={ docsletfQsMBbjects 11 }

docsl et f QosCnt sMacToSr vl owent ry OBJECT- TYPE

SYNTAX Docsl et f QosCt sMacToSr vFl owEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "An entry is created by CMIS for each service flow

connected to this CMIS. "
I NDEX {
docsl et f QosCnt sCnivac,
docsl et f QosCnt sSer vi ceFl ow d

}
::= { docsletfQsCntsMacToSrvFl owTable 1 }

Docsl et f QosCmt sMacToSr vFl oweEntry :: = SEQUENCE {
docsl et f QosCnt sCnivac MacAddr ess,
docsl et f QosCnt sSer vi ceFl owl d Unsi gned32,
docsl et f QosCnt sl f | ndex I nt erfacel ndex
}
docsl et f QosCnt sCnivic OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON "The MAC address for the referenced CM"

::={ docsletfQsCntsMacToSrvFl owentry 1 }

docsl et f QosCnt sServi ceFl owm d OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON "An index assigned to a service flow by CMIS. "
::={ docsletfQsCntsMacToSrvFl owentry 2 }

docsl et f QosCnt sl f 1 ndex OBJECT- TYPE

SYNTAX I nterfacel ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The iflndex of ifType docsCabl eMaclLayer (127)

on the CMIS that is connected to the Cable Mddem "
::={ docsletfQsCntsMacToSrvFl owentry 3 }

-- Confornmance definitions
docsl et f QosConf or mance OBJECT | DENTI FI ER
::={ docsletfQosMB 2 }

docsl et f QpsG oups OBJECT | DENTI FI ER
::= { docsletfQsConformance 1 }

docsl et f QosConpl i ances OBJECT | DENTI FI ER
;.= { docsletfQsConformance 2 }

docsl et f QpsConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for MCNS Cabl e Modens and
Cabl e Modem Termi nation Systens that inplenment DOCSIS
Service Flows."

MODULE -- docsletfQsMB
MANDATORY- GROUPS { docsl et f QpsBaseG oup }

GROUP docsl et f QosCnt sGr oup
DESCRI PTI ON
"This group is mandatory for Cable Mbddem Termi nation
Systens (CMIS) and is not inplenented for Cable Mdens

(o™ "

GROUP docsl et f QosPar anBet Gr oup
DESCRI PTI ON
"This group is mandatory for Cable Mbddem Termi nation
Systens (CMIS) and Cabl e Mbdens. Cabl e nodens only
i mpl ement objects in this group as read-only."

GROUP docsl et f QosSrvd assPol i cyG oup

DESCRI PTI ON
"This group is optional for Cable Mddem Term nation
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Systens (CMIS) and Cable Mbdenms. This group is rel evant
if policy-based service flow classification

is inplemented. See docsDevPolicyTable in

DOCS- CABLE-DEVI CE-M B for nore details.”

GROUP docsl et f QosServi ceC assG oup
DESCRI PTI ON
"This group is mandatory for a Cable Mbdem Term nati on
System (CMIS) that inplenments expansion of Service d ass
Nanmes in a QOS Paraneter Set. This group is
not inplenented on the Cabl e Modens."

OBJECT docsl et f QosPkt O assPkts
DESCRI PTI ON
"This object only needs to be inplenented in entries
that are classifying packets and not policing packets."

OBJECT docsl et f QosPkt O assl net Addr essType

SYNTAX | net AddressType { ipv4(1l) }

DESCRI PTI ON
"An inplenentation is only required to support |Pv4
address. "

OBJECT docsl et f QosPkt C assl net Sour ceAddr
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
address."

OBJECT docsl et f QosPkt O assl net Sour ceMask
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
address."

OBJECT docsl et f QosPkt d assl net Dest Addr
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
address. "

OBJECT docsl et f QosPkt O assl net Dest Mask
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
address. "

OBJECT docsl et fQosServi ceC assSt orageType
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SYNTAX St orageType { nonVol atil e(3) }
DESCRI PTI ON
"An inplenentation is only required to support nonvolatile
storage."

OBJECT docsl et fQosServi ceC assPol i cySt orageType
SYNTAX St orageType { nonVol atil e(3) }
DESCRI PTI ON
"An inplenentation is only required to support nonvolatile
storage."

::={ docsletfQsConpliances 1}

docsl et f QpsBaseG oup OBJECT- GROUP
OBJECTS {
docsl et f QosPkt C assDi recti on,
docsl et f QosPkt Cl assPriority,
docsl et f QosPkt C assl pTosLow,
docsl et f QosPkt d assl pTosHi gh,
docsl et f QosPkt C assl pTosMask,
docsl et f QosPkt C assl pProt ocol ,
docsl et f QosPkt Cl assSourcePort Start,
docsl et f QosPkt Cl assSour cePort End,
docsl et f QosPkt Cl assDest Port Start,
docsl et f QosPkt Cl assDest Port End,
docsl et f QosPkt Cl assDest MacAddr,
docsl et f QosPkt Cl assDest MacMask,
docsl et f QosPkt O assSour ceMacAddr,
docsl et f QosPkt C assEnet Pr ot ocol Type,
docsl et f QosPkt C assEnet Pr ot ocol ,
docsl et f QosPkt C assUser Pri Low,
docsl et f QosPkt C assUser Pri Hi gh,
docsl et f QosPkt C assVl anl d,
docsl et f QosPkt Cl assSt at eActi ve,
docsl et f QosPkt Cl assPkt s,
docsl et f QosPkt C assBi t Map,
docsl et f QosPkt O assl net Addr essType,
docsl et f QosPkt C assl net Sour ceAddr,
docsl et f QosPkt C assl net Sour ceMask,
docsl et f QosPkt O assl net Dest Addr,
docsl et f QosPkt O assl net Dest Mask,

docsl et f QosSer vi ceFl owsl D,
docsl et f QosServi ceFl owDi recti on,
docsl et f QosSer vi ceFl owPri mary,

docsl et f QosSer vi ceFl owPkt s,
docsl et f QosSer vi ceFl owCct et s,
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docsl et f QosSer vi ceFl owTi neCr eat ed,
docsl et f QosSer vi ceFl owTi neActi ve,

docsl et f QosSer vi ceFl owPHSUnknowns,
docsl et f QosSer vi ceFl owPol i cedDr opPkt s,
docsl et f QosSer vi ceFl owPol i cedDel ayPkt s,

docsl et f QpsDSAReqs,

docsl et f QpsDSARsps,

docsl et f Qs DSAAcks,

docsl et f QpsDSCReqs,

docsl et f QpsDSCRsps,

docsl et f Qs DSCAcks,

docsl et f QpsDSDRegs,

docsl et f QpsDSDRsps,

docsl et f QosDynam cAdds,

docsl et f QpsDynam cAddFai | s,
docsl et f QpsDynam cChanges,
docsl et f QosDynani cChangeFai | s,
docsl et f QosDynami cDel et es,
docsl et f QosDynami cDel et eFai | s,
docsl et f QpsDCCReqs,

docsl et f QpsDCCRsps,

docsl et f Qs DCCAcks,

docsl et f QosDCCs,

docsl et f QosDCCFai | s,

docsl et f QosPHSFi el d,
docsl et f QpsPHSMasK,
docsl et f QsPHSSI ze,
docsl et f QpsPHSVeri fy,
docsl et f QosPHSI ndex

}
STATUS current
DESCRI PTI ON

January 2006

"Group of objects inplenented in both Cabl e Mddens and

Cabl e Mbdem Term nation Systens."
::={ docsletfQsGoups 1}

docsl et f QosPar anSet G oup OBJECT- GROUP
OBJECTS {
docsl et f QosPar antet Ser vi ceC assNane,
docsl et f QosParantet Priority,
docsl et f QosPar anset MaxTr af fi cRat e,
docsl et f QosPar anSet MaxTr af fi cBur st
docsl et f QosPar anSet M nReser vedRat e,
docsl et f QosPar anSet M nReser vedPkt ,
docsl et f QosPar anet Act i veTi neout
docsl et f QosPar anet Admi tt edTi neout
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docsl et f QosPar anset MaxConcat Bur st ,
docsl et f QosPar anSet Schedul i ngType,
docsl et f QosPar anSet NonPol | | nt erval
docsl et f QosPar anSet Tol Pol | Jitter,
docsl et f QosPar anet Unsol i cit Grant Si ze,
docsl et f QosPar anet Nonzr ant | nt erval ,
docsl et f QosPar anet Tol Grant Jitter,
docsl et f QosPar anSet G ant sPer | nt erval ,
docsl et f QosPar anSet TosAndMask,

docsl et f QosPar anSet TosOr Mask,

docsl et f QosPar anSet MaxLat ency,

docsl et f QosPar anSet Request Pol i cyCct
docsl et f QosPar anet Bi t Map

}
STATUS current
DESCRI PTI ON
"Group of objects inplenented in both Cabl e Mddens and
Cabl e Modem Terni nation Systens for QOS Paranmeter Sets."
::={ docsletfQsGoups 2}

docsl et f QsCnt sGroup OBJECT- GROUP
OBJECTS {

docsl et f QosUpst r eanfr agnent s,
docsl et f QosUpst r eanftr agDi scar ds,
docsl et f QosUpst r eanConcat Bur st s,

docsl et f QosSer vi ceFl owLogl f | ndex,

docsl et f QosSer vi ceFl owLogSFI D,

docsl et f QosSer vi ceFl owLogCmvac,

docsl et f QosSer vi ceFl owLogPkt s,

docsl et f QosSer vi ceFl owLogCct et s,

docsl et f QosSer vi ceFl owLogTi neDel et ed,
docsl et f QosSer vi ceFl owLogTi neCr eat ed,
docsl et f QosSer vi ceFl owlLogTi meActi ve,

docsl et f QosSer vi ceFl owlLogDi recti on,

docsl et f QosSer vi ceFl owLogPri mary,

docsl et f QosSer vi ceFl owLogSer vi ceC assNane,
docsl et f QosSer vi ceFl owLogPol i cedDr opPkt s,
docsl et f QosSer vi ceFl owLogPol i cedDel ayPkt s,
docsl et f QosSer vi ceFl owLogContr ol ,

docsl et f QosCnt sl fl ndex -- docsletfQosCnt sMacToSr vFl owTabl e required

}
STATUS current
DESCRI PTI ON
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"Group of objects inplemented only in the CMIS."
::={ docsletfQsGoups 3}

docsl et f QosSrvd assPol i cyG oup OBJECT- GROUP
OBJECTS {
docsl et f QosServi ced assPol i cyNamne,
docsl et f QosServi ced assPol i cyRul ePriority,
docsl et f QosServi ceC assPol i cySt at us,
docsl et f QosSer vi ced assPol i cySt or ageType

}
STATUS current
DESCRI PTI ON
"Group of objects inplenmented in both Cabl e Mdens and
Cabl e Mbdem Terni nati on Systens when supporting policy-based
service flows."
::={ docsletfQsGoups 4 }

docsl et f QosServi ced assG oup OBJECT- GROUP
OBJECTS {
docsl et f QosServi ceCl assSt at us,
docsl et f QosServi ced assPriority,
docsl et f QosServi ced assMaxTraf fi cRat e,
docsl et f QosServi ceCl assMaxTr af fi cBur st
docsl et f QosServi ceC assM nReser vedRat e,
docsl et f QosSer vi ceCl assM nReser vedPkt ,
docsl et f QosSer vi ceCl assiMaxConcat Bur st ,
docsl et f QosServi ceC assNonPol | I nt erval ,
docsl et f QosServi ced assTol Pol | Jitter,
docsl et f QosServi ceCl assUnsolicitGantSi ze,
docsl et f QosServi ceCl assNontzrant I nt erval ,
docsl et f QosServi ceCl assTol GantJitter,
docsl et f QosServi ced assG ant sPerl nterval,
docsl et f QosSer vi ceCl assMaxLat ency,
docsl et f QosServi ced assActi veTi neout
docsl et f QosServi ceCl assAdmi tt edTi neout
docsl et f QosSer vi ced assSchedul i ngType,
docsl et f QosSer vi ced assRequest Pol i cy,
docsl et f QosServi ced assTosAndMask,
docsl et f QosServi ceC assTosO Mask,
docsl et f QosServi ced assDirection,
docsl et f QosServi ced assSt or ageType,
docsl et f QosSer vi ceCl assDSCPOverwrite

}

STATUS current

DESCRI PTI ON
"Group of objects inplenented only in Cabl e Modem
Term nation Systens when supporting expansi on of Service
Class Names in a QOS Paraneter Set"
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::={ docsletfQsGoups 5 }
END
6. Security Considerations

This MB nodule relates to an agent that will provide netropolitan
public Internet access. As such, inproper manipulation of the

obj ects represented by this MB nodule may result in denial of
service to a |large nunber of end-users [6]. Manipulation of the
docsl et f QosServi ced assTabl e and docsl et f QosServi ceC assPol i cyTabl e
may all ow an end-user to increase his or her service levels, or

af fect other end-users in either a positive or negative manner. In
addi tion, manipul ati on of docsletfQosServi ceFl onLogControl coul d
all ow an attacker to renmove | ogs of packet and byte counts forwarded
on a Service Flow If such logs were used for billing, the attacker
woul d obtain free service

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

0 The docsl etf QosServi ceCl assTabl e provides a tenplate of QOS
paraneters such as maxinumrate limts for a named service
class. Changing these paraneters would allow an attacker to
obtai n an unaut horized cl ass of service.

0 The docsl etf QosServi ceC assPol i cyTabl e applies CMIS vendor
proprietary policies for packet forwarding, including
droppi ng, scheduling, notification, or other policies.
Changing this table could allow an attacker to deny service to
all subscribers of the CMIS or could grant the attacker
unaut hori zed forwardi ng policies.

0 The docsl et f QosServi ceFl omLogControl object controls the
del etion of entries in the docsletfQosServi ceFl owLogTabl e,
whi ch acts as a historical "detail record" of DOCSIS Service
Fl ow packets and bytes transmtted. Such records may be used
for billing purposes, so the unauthorized deletion of the
records can result in free service

Sone of the readable objects in this MB nodule (i.e., objects with a

MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
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control even CET access to these objects and possibly to even encrypt
the val ues of these objects when sending them over the network via
SNWP. These are the tables and objects and their
sensitivity/vulnerability:

o] Unaut hori zed SNVMP CET access of the docsletfQsPktd assTabl e
or docsletfQsPHSTabl e can allow an attacker to learn | P
addresses pernmitted to have enhanced quality of service, for
possi bl e spoofing. This table typically contains the IP
addresses involved in voice-over-1P sessions, for exanple.

o] Unaut hori zed SNVMP CET access of the docsletf QsParantSet Tabl e
allows an attacker to | earn the nanmes of Service Cl asses that
are permtted to have enhanced QoS service, and the val ues of
that enhanced service. That nanme can be referenced in an
unaut hori zed DOCSI S cabl e nodem configuration file to obtain
enhanced servi ce.

0 Unaut hori zed SNMP GET access of the
docsl et f QosServi ceFl owTabl e can tell an attacker when Service
Flows are active, e.g., when a voice-over-1P call is in
pr ogr ess.

Unaut hori zed SNMP GET access of the
docsl et f QosSer vi ceFl owLogTabl e can expose private information
about network usage.

0 Unaut hori zed SNWP GET access of the
docsl et f QosSer vi ceFl owst at sTabl e,
docsl et f QosUpst r eantt at sTabl e,
docsl et f QosDynami cSer vi ceSt at sTabl e,
docsl et f QosSer vi ceFl owLogTabl e, and
docsl et f QosCnt sMacToSr vFl owTabl e can tell an attacker the
volunme of traffic to and fromany Service Flowin the system
resulting in |l oss of privacy of the anmount and direction of
data transfer.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodule. It is RECOMVENDED that inplenenters consider the
security features as provided by the SNMPv3 framework (see [15],
section 8), including full support for the SNVMPv3 cryptographic
mechani sms (for authentication and privacy). Further, deploynment of
SNWVP versions prior to SNMPv3 is NOT RECOVWENDED. Instead, it is
RECOMVENDED to depl oy SNMPv3 and to enabl e cryptographic security.

It is then a custoner/operator responsibility to ensure that the SNW
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entity giving access to an instance of this MB nodule, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ creat e/ del ete) them

7. | ANA Consi derations

The M B nodule in this docunent uses the follow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER Val ue

docsl etf QsM B { mb-2 127 }
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