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Abst r act
The Access Control List (ACL) extension (RFC 2086) of the Internet
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to be retrieved and mani pul ated t hrough the | MAP protocol.
This docunment is a revision of RFC 2086. |t defines several new

access control rights and clarifies which rights are required for
di fferent | MAP commuands.
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1.

1.

I ntroducti on and Overvi ew

The ACL (Access Control List) extension of the Internet Message
Access Protocol [IMAP4] permts nail box access control lists to be
retrieved and mani pul ated through the | MAP protocol

Thi s docunent is a revision of RFC 2086 [ RFC2086]. It tries to
clarify different anbiguities in RFC 2086, in particular, the use of
UTF-8 [UTF-8] in access identifiers, which rights are required for
different | MAP4 commands, and how READ- WRI TE/ READ- ONLY response codes
are related to ACL.

1. Conventions Used in This Docunent

In examples, "C:" and "S:" indicate |lines sent by the client and
server respectively.

In all exanples "/" character is used as hierarchy separator

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

The phrase "ACL server" is just a shortcut for saying "I MAP server
that supports ACL extension as defined in this document”.

Access Contr ol

The ACL extension is present in any | MAP4 inplenentation that returns
"ACL" as one of the supported capabilities to the CAPABILITY comand.

A server inplenentation conformant to this document MJUST al so return
rights (see below) not defined in Section 2.2 in the "Rl GHTS="
capability.

An access control list is a set of <access identifier,rights> pairs.
An ACL applies to a mail box nane.

Access identifier (or just "identifier") is a UTF-8 [UTF-8] string.
The identifier "anyone" is reserved to refer to the universa
identity (all authentications, including anonynous). All user nane
strings accepted by the LOG N or AUTHENTI CATE conmands to

aut henticate to the | MAP server are reserved as identifiers for the
correspondi ng users. ldentifiers starting with a dash ("-") are
reserved for "negative rights”, described below. Al other
identifier strings are interpreted in an inplenentation-defined
manner .
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Rights is a string listing a (possibly enpty) set of al phanuneric
characters, each character listing a set of operations that is being
controlled. Lowercase letters are reserved for "standard"” rights,
listed in Section 2.1. (Note that for conpatibility with depl oyed
clients and servers uppercase rights are not allowed.) The set of
standard rights can only be extended by a standards-track docunent.
Digits are reserved for inplenentation- or site-defined rights.

An inmplenentation MAY tie rights together or MAY force rights to

al ways or never be granted to particular identifiers. For exanple,
in an inplenentation that uses UNI X node bits, the rights "swite" are
tied, the "a" right is always granted to the owner of a mail box and
is never granted to another user. |If rights are tied in an

i npl ementation, the inplenentati on nust be conservative in granting
rights in response to SETACL comrands--unless all rights in a tied
set are specified, none of that set should be included in the ACL
entry for that identifier. A client can discover the set of rights
that may be granted to a given identifier in the ACL for a given
mai | box name by using the LI STRI GHTS conmand.

It is possible for multiple identifiers in an access control list to
apply to a given user. For exanple, an ACL may include rights to be
granted to the identifier matching the user, one or nore

i npl ement ati on-defined identifiers matching groups that include the
user, and/or the identifier "anyone". How these rights are conbi ned
to determ ne the user’s access is inplenmentation defined. An

i mpl ement ati on may choose, for example, to use the union of the
rights granted to the applicable identifiers. An inplenentation may
i nstead choose, for exanple, to use only those rights granted to the
nmost specific identifier present in the ACL. A client can determ ne
the set of rights granted to the | ogged-in user for a given mail box
nane by using the MYRI GHTS command.

When an identifier in an ACL starts with a dash ("-"), that indicates
that associated rights are to be renmoved fromthe identifier prefixed
by the dash. This is referred to as a "negative right". This
differs from DELETEACL in that a negative right is added to the ACL
and is a part of the calculation of the rights.

Let’s assune that an identifier "fred" refers to a user with login
"fred". If the identifier "-fred" is granted the "w' right, that
indicates that the "w' right is to be renmoved fromusers matching the
identifier "fred", even though the user "fred" m ght have the "w'
right as a consequence of sone other identifier in the ACL. A
DELETEACL of "fred" sinply deletes the identifier "fred" fromthe
ACL; it does not affect any rights that the user "fred" may get from
another entry in the ACL, in particular it doesn't affect rights
granted to the identifier "-fred".
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Server inplementations are not required to support "negative right"
i dentifiers.

2.1. Standard Rights

The currently defined standard rights are (note that the list bel ow
doesn’t list all commands that use a particular right):

I - lookup (mailbox is visible to LIST/LSUB conmands, SUBSCRI BE
mai | box)

r - read (SELECT the nmil box, perform STATUS)

s - keep seen/unseen information across sessions (set or clear
\ SEEN flag via STORE, also set \SEEN during APPEND/ COPRY/
FETCH BODY[...])

w- wite (set or clear flags other than \ SEEN and \ DELETED vi a
STORE, al so set them during APPEND/ COPY)

i - insert (perform APPEND, COPY into nail box)

p - post (send nail to subm ssion address for nail box,
not enforced by | MAP4 itself)

k - create muail boxes (CREATE new sub-rmail boxes in any
i mpl ement ati on-defi ned hierarchy, parent mail box for the new
mai | box nane i n RENAME)

X - delete mail box (DELETE nail box, old mail box nanme in RENAME)

t - delete nessages (set or clear \DELETED flag via STORE, set
\ DELETED f | ag during APPEND/ COPY)

e - perform EXPUNGE and expunge as a part of CLOSE

a - adm nister (perform SETACL/ DELETEACL/ GETACL/ LI STRI GHTS)

2.1.1. osolete Rights

Due to anbiguity in RFC 2086, sone existing RFC 2086 server

i mpl ement ations use the "c" right to control the DELETE command

O hers chose to use the "d" right to control the DELETE command. For
the former group, let’'s define the "create" right as union of the "k"
and "x" rights, and the "delete" right as union of the "e" and "t"
rights. For the latter group, let's define the "create" rights as a
synonymto the "k" right, and the "delete" right as union of the "e",
"t", and "x" rights.

For conpatibility with RFC 2086, this section defines two virtual
rights "d" and "c".

If aclient includes the "d" right in a rights list, then it MJST be
treated as if the client had included every nmenber of the "delete”
right. (It is not an error for a client to specify both the "d"
right and one or nore nenbers of the "delete" right, but the effect
is no different than if just the "d" right or all nenbers of the
"del ete" right had been specified.)
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When any of the "delete" menber rights is set in a list of rights,
the server MJST al so include the "d" right when returning the list in
a MYRI GHTS or ACL response. This is to enable older clients
conformng to RFC 2086 to work with newer servers. (*)

Exanpl e: C. A001 SeTacl INBOX/ Drafts David |rsw da
S: A001 OK Setacl conplete

The client has specified the "d" right in the SETACL command above
and it expands to "et" on the server:

C. A002 getacl INBOX/Drafts
S: * ACL | NBOX Fred rw psl xcetda David |rswi deta
S: A002 K Getacl conplete

If the identifier specified in the LI STRIGHTS conmand can be granted
any of the "delete" nmenber rights on a nail box, then the server MJST
include the "d" right in the correspondi ng LI STRI GHTS response. (*)
If the menmber rights aren’'t tied to non-nenber rights, then the "d"
right is returned by itself in the LI STRIGHTS response. |f any of
the menber rights needs to be tied to one (or nore) non-nenber right,
then the "d" right and all of the nenber rights need to be tied to
the sane non-nenber right(s) (**).

If aclient includes the "c" right in a rights list, then it MJST be
treated as if the client had included every nmenber of the "create"
right. (It is not an error for a client to specify both the "c"
right and one or nore nenbers of the "create" right, but the effect
is no different than if just the "c" right or all nenbers of the
"create" right had been specified.)

VWhen any of the "create" menber rights is set in a list of rights,
the server MJST al so include the "c" right when returning the list in
a MYRI GHTS or ACL response. This is to enable older clients
conformng to RFC 2086 to work with newer servers. (*)

Exanpl e: A003 Setacl INBOX/Drafts Byron |rsw kda

A001 K Setacl conplete

A002 get Acl 1 NBOX/Drafts

* ACL I NBOX Fred rw psl xcetda Byron |rsw kcdeta
A002 K Getacl complete

WOuonwo

The client has specified the "d" right in the SETACL comrand above
and it expands to "et" on the server: As the client has specified the
"k" right (which is a nenber of the "c" right), the server also
returns the "c" right.
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If the identifier specified in the LI STRIGHTS conmand can be granted
any of the "create" menber rights on a mail box, then the server MJST
include the "c" right in the correspondi ng LI STRI GHTS response. (*)
If the nenber rights aren’t tied to non-nenber rights, then the "c"
right is returned by itself in the LI STRIGHTS response. |f any of
the menber rights needs to be tied to one (or nore) non-nenber right,
then the "c" right and all of the menber rights need to be tied to
the sane non-nmenber right(s) (**).
Exanpl e: The server that ties the rights as foll ows:
lr swi pkxt
and c=k
will return:

S: * LI STRI GHTS archive/imap anyone ""
Ilr swi pkxtcd

Exanmpl e: The server that ties the rights as foll ows:
Ir s wi p k xte
and c=k
will return:

S: * LI STRI GHTS archive/imp anyone ""
lr swi pkxtecd

Exanpl e: The server that ties the rights as foll ows:
Ir swi pkxte
and c=k
will return:

S: * LISTRI GHTS archive/imp anyone ""
Ir swi pkcxted

Exanpl e: The server that ties the rights as foll ows:
Ir swwe i p k x

and c=kx
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will return:

S: * LI STRI GHTS archive/imap anyone ""
Ir swwed i p k x ¢

(*) dients conforming to this docunent MJST ignore the virtual "d"
and "c" rights in MYRIGHTS, ACL, and LI STRI GHTS responses.

(**) The | MAPEXT Worki ng Group has debated this issue in great |length
and after review ng existing ACL inpl enentations concl uded t hat
this is a reasonable restriction

2.2. Rights Defined in RFC 2086

The "RI GHTS=" capability MJIST NOT include any of the rights defined
in RFC 2086: "I", "r", "s", "w', "i", "p", "a", "c", "d", and the
digits ("0" .. "9").

3. Access control nanagenent commands and responses

Servers, when processing a command that has an identifier as a
paraneter (i.e., any of SETACL, DELETEACL, and LI STRI GHTS conmands),
SHOULD first prepare the received identifier using "SASLprep" profile
[ SASLprep] of the "stringprep" algorithm[Stringprep]. |If the
preparation of the identifier fails or results in an enpty string,
the server MJST refuse to performthe conmand with a BAD response.
Note that Section 6 recomrends additional identifier’'s verification
st eps.

3.1. SETACL Command

Arguments: rmail box name
identifier
access right nodification

Dat a: no specific data for this conmand

Resul t: K - setacl conpleted
NO - setacl failure: can’'t set acl
BAD - argunents invalid

The SETACL command changes the access control list on the specified
mai | box so that the specified identifier is granted permni ssions as
specified in the third argunent.

The third argunent is a string containing an optional plus ("+") or

mnus ("-") prefix, followed by zero or nore rights characters. |If
the string starts with a plus, the following rights are added to any
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existing rights for the identifier. |If the string starts with a
m nus, the following rights are renoved from any existing rights for
the identifier. |If the string does not start with a plus or m nus,

the rights replace any existing rights for the identifier.

Not e that an unrecogni zed ri ght MJST cause the command to return the
BAD response. In particular, the server MUST NOT silently ignore
unrecogni zed ri ghts.

Exanpl e: C. A001 GETACL INBOX/ Drafts
S: * ACL INBOX/Drafts Fred rwi pslxetad Chris |rsw
S: A001 OK Getacl conplete
C. A002 SETACL INBOX/Drafts Chris +cda
S: A002 K Setacl conplete
C. A003 GETACL INBOX/Drafts
S: * ACL INBOX/Drafts Fred rwi pslxetad Chris |rsw cdakxet
S: A003 OK Getacl conplete
C. A035 SETACL INBOX/ Drafts John |rQsw cda
S: A035 BAD Uppercase rights are not all owed

C. A036 SETACL I NBOX/ Drafts John |rqgsw cda
S: A036 BAD The g right is not supported

3.2. DELETEACL Conmand

Argunents: nail box nane

identifier
Dat a: no specific data for this conmand
Resul t: K - del eteacl conpleted

NO - del eteacl failure: can't delete acl
BAD - argunents invalid

The DELETEACL conmand renoves any <identifier,rights> pair for the

specified identifier fromthe access control list for the specified
mai | box.
Exanpl e: C. B001 getacl 1NBOX

S: * ACL I NBOX Fred rw psl xetad -Fred wetd $teamw

S: B001 OK Getacl conplete

C. B002 Del et eAcl 1 NBOX Fred

S: B002 K Del eteacl conplete
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C. BO03 GETACL | NBOX
S: * ACL INBOX -Fred wetd $team w
S: B003 K Getacl conplete

3.3. GETACL Command
Argunments: il box name
Dat a: unt agged responses: ACL

Resul t: K - getacl conpleted
NO - getacl failure: can't get acl
BAD - argunents invalid

The GETACL command returns the access control list for nailbox in an
unt agged ACL response.

Sone i npl enentations MAY pernmit multiple forns of an identifier to
reference the same | MAP account. Usually, such inplenmentations wll
have a canonical formthat is stored internally. An ACL response
caused by a GETACL command MAY include a canonicalized formof the
identifier that might be different fromthe one used in the
correspondi ng SETACL conmand.

Exanpl e: C. A002 GETACL | NBOX
S: * ACL INBOX Fred rw psl dexta
S: A002 K Getacl conplete
3.4. LI STRICGHTS Command

Argunments: il box name

identifier
Dat a: unt agged responses: LI STRI GHTS
Resul t: K - listrights conpl eted
NO - listrights failure: can’t get rights |ist

BAD - argunents invalid

The LI STRI GHTS command t akes a mmi |l box nane and an identifier and
returns informati on about what rights can be granted to the
identifier in the ACL for the nmil box.

Sone i npl enentati ons MAY permit multiple forns of an identifier to

reference the same | MAP account. Usually, such inplenmentations will
have a canonical formthat is stored internally. A LISTRI GHTS
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3.

3.

5

6

response caused by a LI STRI GHTS command MJUST al ways return the same
formof an identifier as specified by the client. This is to allow
the client to correlate the response with the conmand.

Exanpl e: C. a001 LI STRI GHTS ~/ Mai |l / saved smth
. * LISTRIGHTS ~/ Mail/saved snmith a r sw cdkxte
a001 K Listrights conpleted

S
S
Exanpl e: C. a005 listrights archive/imp anyone
S: * LISTRI GHTS archive.imp anyone ""
Il Tswi pkxtecda0123456789
S: a005 Listrights successfu

MYRI GHTS Conmmand
Argunents: nmil box nane
Dat a: unt agged responses: MYRI CHTS

Resul t: K - nyrights conpl et ed
NO - nyrights failure: can’t get rights
BAD - argunents invalid

The MYRI CHTS command returns the set of rights that the user has to
mai | box in an untagged MYRI GHTS reply.

Exanpl e: C. A003 MYRI GHTS | NBOX
S: * MYRIGHTS | NBOX rwi pt sl daex
S: A003 OK Myrights conplete

ACL Response

Dat a: mai | box nane
zero or nore identifier rights pairs

The ACL response occurs as a result of a GETACL command. The first
string is the mail box name for which this ACL applies. This is

foll owed by zero or nore pairs of strings; each pair contains the
identifier for which the entry applies followed by the set of rights
that the identifier has.

Section 2.1.1 details additional server requirenments related to
handling of the virtual "d" and "c" rights.
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3.7. LISTRI GHTS Response

Dat a: mai | box nane
identifier
required rights
list of optional rights

The LI STRI GHTS response occurs as a result of a LI STRI GHTS conmand.
The first two strings are the mail box nane and identifier for which
this rights list applies. Following the identifier is a string
containing the (possibly enpty) set of rights the identifier will

al ways be granted in the nail box.

Following this are zero or nore strings each containing a set of
rights the identifier can be granted in the mail box. Rights
mentioned in the sane string are tied together. The server MJST
either grant all tied rights to the identifier in the mailbox or
grant none. Section 2.1.1 details additional server requirenments
related to handling of the virtual "d" and "c" rights.

The sane right MJST NOT be |isted nore than once in the LI STRI GHTS
comrand.

3.8. MYRI GHTS Response

Dat a: mai | box nane
rights

The MYRI CHTS response occurs as a result of a MYRIGHTS command. The
first string is the nmail box name for which these rights apply. The
second string is the set of rights that the client has.

Section 2.1.1 details additional server requirements related to
handling of the virtual "d" and "c" rights.

4. Rights Required to PerformDifferent | MAP4revl Comands

Bef ore executing a conmand, an ACL-conpliant server MJST check which
rights are required to performit. This section groups comuand by
functions they performand list the rights required. It also gives
the detail ed description of any special processing required.

For the purpose of this section the U D counterpart of a comand is

considered to be the same command, e.g., both U D COPY and COPY
commands require the same set of rights.
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The tabl e bel ow summari zes different rights or their conbinations
that are required in order to performdifferent | MAP operations. As
it is not always possible to express conplex right checking and
interactions, the description after the table should be used as the
primary reference.

S RIS R S S E ST SIRI SR R
| Operations\Rights | | | r | s | w| i | k| x| t | e] a|Any|Non
o e e e o T T S i T T T T T S
| commands in authenticated state |

| LI ST |
| SUBSCRI BE |
|  UNSUBSCRI BE |
| LSuUB |
| CREATE (for parent)|
| DELETE |
| RENANMVE |
| SELECT/ EXAM NE |
| STATUS |
| SETACL/ DELETEACL |
| GETACL/ LI STRI GHTS |
| MYRI GHTS |
| APPEND |

AV)

FETCH
STORE fl ags

Note: for all conmmands in the selected state, the "r" is inplied,
because it is required to SELECT/ EXAM NE a numi | box. Servers are not

required to check presence of the "r" right once a mailbox is

successful ly sel ect ed.

Legend:

+ - The right is required

* - Only one of the rights marked with * is required
(see description bel ow)

? - The right is OPTIONAL (see description bel ow)

"Any" - at |east one of the "I", "r™, "i", "k", "x", "a" rights is
required

"Non" - No rights required to performthe comand
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Li sting and subscri bi ng/ unsubscri bi ng mai | boxes:

5

LIST - "I" right is required. However, unlike other conmands
(e.g., SELECT) the server MJST NOT return a NO response if it
can't list a nail box.

Note that if the user has "I" right to a mailbox "A/B", but not to
its parent mailbox "A", the LI ST command shoul d behave as if the
mai | box "A" doesn’t exist, for exanple:

C. A777 LIST "" =

S: * LIST (\Nolnferiors) "/" "A/B"
S * LIsT () /" "C

S: * LIST (\Nolnferiors) "/" "C D"
S: A777 OK LI ST conpl eted

SUBSCRIBE - "I" right is required only if the server checks for
mai | box exi stence when perform ng SUBSCRI BE.

UNSUBSCRI BE - no rights required to performthis operation.

LSUB - "I" right is required only if the server checks for mail box
exi stence when perform ng SUBSCRI BE. However, unlike other
commands (e.g., SELECT) the server MUST NOT return a NO response
if it can’t list a subscribed nail box.

i | box managenent :

CREATE - "k" right on a nearest existing parent mail box. When a
new mai |l box is created, it SHOULD i nherit the ACL fromthe parent
mai | box (if one exists) in the defined hierarchy.

DELETE - "x" right on the mail box. Note that sone servers don't
allow to delete a non-enpty mailbox. |If this is the case, the
user would al so need "r", "e", and "t" rights, in order to open
the mail box and enpty it.

The DELETE command MJUST del ete the ACL associated with the del eted
mai | box.

RENAME - Moving a mail box fromone parent to another requires the
"x" right on the nmailbox itself and the "k" right for the new
parent. For exanple, if the user wants to renanme the nail box
naned "A/B/C' to "D/E", the user nust have the "x" right for the
mai | box "A/B/C'" and the "k" right for the mail box "D'.

The RENAME command SHOULD NOT change the ACLs on the renamed

mai | box and submai | boxes.
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Copyi ng or appendi ng nessages:
Bef ore perform ng a COPY/ APPEND conmand, the server MJST check if
the user has "i" right for the target mailbox. |If the user
doesn’t have "i" right, the operation fails. Oherw se for each
copi ed/ appended nessage the server MUST check if the user has
"t" right - when the nessage has \Deleted flag set
"s" right - when the nmessage has \Seen flag set
"w' right - for all other message fl ags.
Only when the user has a particular right are the correspondi ng
flags stored for the newy created nmessage. The server MJST NOT
fail a COPY/ APPEND if the user has no rights to set a particular
fl ag.

A003 MYRI GHTS Tar get Mai | box
* MYRI GHTS Tar get Mai | box rw s
A003 OK Myrights conplete

Exanpl e:

A004 FETCH 1:3 (FLAGS)

* 1 FETCH (FLAGS (\Draft \Del eted)
* 2 FETCH (FLAGS (\Answer ed)

* 3 FETCH (FLAGS ($Forwarded \ Seen)
A004 K Fetch Conpl eted

A005 COPY 1:3 Target Mai | box
A005 OK Copy conpl et ed

A006 SELECT Tar get Mai | box

A006 Sel ect Conpl et ed

Let’s assune that the copied nessages received nessage nunbers
77:79.

C. A007 FETCH 77:79 (FLAGS)
S: * 77 FETCH (FLAGS (\Draft))
S: * 78 FETCH (FLAGS (\ Answered))
S: * 79 FETCH (FLAGS ($Forwarded \ Seen))
S: A007 K Fetch Conpl eted
\Del eted flag was | ost on COPY, as the user has no "t" right in
the target nail box.
If the MYRIGHTS command with the tag A003 woul d have returned:
S: * MYRI GHTS Tar get Mai | box rsti
the response fromthe FETCH with the tag A007 woul d have been:

C. A007 FETCH 77:79 (FLAGS)
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S: * 77 FETCH (FLAGS (\Del eted))
S: * 78 FETCH (FLAGS ())

S: * 79 FETCH (FLAGS (\ Seen))

S: A007 K Fetch Conpl eted

In the latter case, \Answered, $Forwarded, and \Draft flags were
| ost on COPY, as the user has no "wW' right in the target mail box.

Expungi ng the sel ected nail box:
EXPUNGE - "e" right on the sel ected nail box.

CLCSE - "e" right on the selected mailbox. |If the server is
unabl e to expunge the mail box because the user doesn’'t have the
"e" right, the server MJST ignore the expunge request, close the
mai | box, and return the tagged OK response.

Fetch informati on about a nail box and its messages:
SELECT/ EXAM NE/ STATUS - "r" right on the nail box

FETCH - A FETCH request that inplies setting \Seen flag MJST NOT
set it, if the current user doesn’'t have "s" right.
Changi ng fl ags:

STORE - the server MUST check if the user has

"t" right - when the user nodifies \Deleted fl ag

s" right - when the user nodifies \Seen flag

"w' right - for all other nmessage fl ags.
STORE operation SHOULD NOT fail if the user has rights to nodify
at least one flag specified in the STORE, as the tagged NO
response to a STORE comand is not handled very well by depl oyed
clients.

Changi ng ACLs:
SETACL/ DELETEACL - "a" right on the nail box.

Readi ng ACLs:
GETACL - "a" right on the mail box.

MYRI GHTS - any of the following rights is required to performthe
operation: "I", “r", "i", "k", "x", "a"

LI STRIGHTS - "a" right on the mail box.
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5. Oher Considerations
5.1. Additional Requirenents and | nplenmentation Notes
5.1.1. Servers
Thi s docunent defines an additional capability that is used to

announce the list of extra rights (excluding the ones defined in RFC
2086) supported by the server. The set of rights MJST include "t",

"e", "x", and "k". Note that the extra rights can appear in any
or der.
Exanpl e: C. 1 capability

S: * CAPABI LI TY | MAPAREV1 STARTTLS LI TERAL+
ACL RI GHTS=t exk
S: 1 OK conpl eted

Any server inplementing an ACL extension MJUST accurately reflect the
current user’s rights in FLAGS and PERMANENTFLAGS responses.

Al42 SELECT | NBOX

* 172 EXI STS

* 1 RECENT

OK [UNSEEN 12] Message 12 is first unseen

OK [UI DVALI DI TY 3857529045] Ul Ds valid

OK [ Ul DNEXT 4392] Predicted next U D

FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)
OK [ PERVMANENTFLAGS (\ Seen \ Answered \Flagged \*)] L
Al42 OK [ READ-WRI TE] SELECT conpl et ed

Al143 MYRI GHTS | NBOX

* MYRI GHTS INBOX I rwi s

Al43 K conpl et ed

Exanpl e:

L T

Note that in order to get better perfornmance the client MAY pipeline
SELECT and MYRI GHTS commands:

A142 SELECT | NBOX

Al43 MYRI GHTS | NBOX

* 172 EXI STS

1 RECENT

OK [UNSEEN 12] Message 12 is first unseen

OK [UI DVALI DI TY 3857529045] U Ds valid

OK [ Ul DNEXT 4392] Predicted next U D

FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)
OK [ PERVANENTFLAGS (\ Seen \ Answered \Fl agged \*)] L
142 OK [ READ- WRI TE] SELECT conpl et ed

MYRI GHTS I NBOX | rwi s

Al43 K conpl et ed

>(->>(->(->(->(->(->(-
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Servers MAY cache the rights a user has on a mail box when the nail box
is selected, so that if a client’s rights on a mail box are changed

wi th SETACL or DELETEACL, commands specific to the selected state
(e.g., STORE, EXPUNGE) might not reflect the changed rights until the
mai | box is re-selected. |If the server checks the rights on each
command, then it SHOULD send FLAGS and PERMANENTFLAGS responses if
they have changed. |[If such server detects that the user no | onger
has read access to the mailbox, it MAY send an untagged BYE response
and cl ose connection. It MAY also refuse to execute all conmands
specific to the selected state until the mail box is closed; however,
server inplenentors should note that nost clients don't handl e NO
responses very well.

An ACL server MAY nodify one or nore ACLs for one or nore identifiers
as a side effect of modifying the ACL specified in a

SETACL/ DELETEACL. If the server does that, it MJST send untagged ACL
response(s) to notify the client about the changes nade.

An ACL server inplenentation MIUST treat received ACL nodification
commands as a possible anbiguity with respect to subsequent commands
affected by the ACL, as described in Section 5.5 of [IMAP4]. Hence a
pi peline SETACL + MYRIGHTS is an anbiguity with respect to the
server, meaning that the server nust execute the SETACL comand to
conmpl etion before the MYRIGHTS. However, clients are pernmitted to
send such a pi peli ne.

5.1.2. dients

The following requirenment is put on clients in order to allow for
future extensibility. Aclient inplenentation that allows a user to
read and update ACLs MJST preserve unrecogni zed rights that it
doesn’t allow the user to change. That is, if the client

1) can read ACLs

and

2) can update ACLs

but
3) doesn’t allow the user to change the rights the client doesn't
recogni ze, then it MJST preserve unrecogni zed rights.

O herwise the client could risk unintentionally renoving perm ssions
it doesn't understand.
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5.2. Mapping of ACL Rights to READ-WRI TE and READ- ONLY Response Codes

A particular ACL server inplenentation MAY allow "shared mul tiuser

access" to sone nmil boxes. "Shared nultiuser access" to a mail box
means that nmultiple different users are able to access the sane
mai | box, if they have proper access rights. "Shared nultiuser

access" to the mmil box doesn’'t nmean that the ACL for the mailbox is
currently set to allow access by nultiple users. Let’s denote a
"shared nultiuser wite access"” as a "shared nultiuser access" when a
user can be granted flag nodification rights (any of "w', "s", or
"th).

Section 4 describes which rights are required for nodifying different
fl ags.

If the ACL server inplenents sone flags as shared for a nmmil box
(i.e., the ACL for the nmail box MAY be set up so that changes to those
flags are visible to another user), let’s call the set of rights
associated with these flags (as described in Section 4) for that
mai | box collectively as "shared flag rights". Note that the "shared
flag rights" set MAY be different for different mail boxes

If the server doesn't support "shared multiuser wite access" to a
mai | box or doesn't inplenent shared flags on the nail box, "shared
flag rights" for the nmailbox is defined to be the enpty set.

Exanpl e 1: Mail box "banan" allows "shared nultiuser wite access" and
i npl enents flags \Del eted, \Answered, and $MDNSent as
shared flags. "Shared flag rights" for the nail box "banan"
is a set containing flags "t" (because systemfl ag
\Del eted requires "t" right) and "w' (because both
\ Answered and $MDNSent require "w' right).

Exanmpl e 2: Mil box "apple" allows "shared nultiuser wite access" and
i mpl ements \ Seen system flag as shared flag. "Shared fl ag
rights" for the mail box "apple" contains "s" right
because system flag \Seen requires "s" right.

Exanmpl e 3: Mail box "pear" allows "shared nmultiuser wite access" and
i mpl ements flags \Seen, \Draft as shared flags. "Shared
flag rights" for the nmail box "apple" is a set containing
flags "s" (because systemflag \Seen requires "s" right)
and "w' (because systemflag \Draft requires "w' right).

The server MIST include a READ-ONLY response code in the tagged OK

response to a SELECT conmand if none of the following rights is
granted to the current user:
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i", "e", and "shared flag rights"(***).

The server SHOULD include a READ-WRI TE response code in the tagged OK
response if at |east one of the "i", "e", or "shared flag
rights"(***) is granted to the current user

(***) Note that a future extension to this docunment can extend the
list of rights that causes the server to return the READ-WRI TE
response code.

Example 1 (continued): The user that has "Irs" rights for the nail box
"banan". The server returns READ ONLY
response code on SELECT, as none of "iew"
rights is granted to the user.

Exampl e 2 (continued): The user that has "rit" rights for the mail box
"appl e". The server returns READ-VRI TE
response code on SELECT, as the user has
right.

Exampl e 3 (continued): The user that has "rset" rights for the
mai | box "pear"”. The server returns READ-WRI TE
response code on SELECT, as the user has "e
and "s" rights.

6. Security Considerations

An i npl enentati on MUST nmake sure the ACL commands thensel ves do not
give information about nmil boxes with appropriately restricted ACLs.
For exanple, when a user agent executes a GETACL command on a mail box
that the user has no permission to LIST, the server would respond to
that request with the sane error that would be used if the mail box
did not exist, thus revealing no existence information, nmuch |ess the
mai | box’ s ACL.

I MAP clients inplenenting ACL that are able to nodify ACLs SHOULD
warn a user that wants to give full access (or even just the "a"
right) to the special identifier "anyone"

Thi s docunent relies on [ SASLprep] to describe steps required to
performidentifier canonicalization (preparation). The preparation
algorithmin SASLprep was specifically designed such that its output
is canonical, and it is well-formed. However, due to an anomaly
[PR29] in the specification of Unicode normalization, canonica
equi val ence is not guaranteed for a select few character sequences.
Identifiers prepared with SASLprep can be stored and returned by an
ACL server. The anonaly affects ACL nanipul ati on and eval uati on of
identifiers containing the selected character sequences. These
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sequences, however, do not appear in well-formed text. In order to
address this problem an ACL server MAY reject identifiers containing
sequences described in [PR29] by sending the tagged BAD response.
This is in addition to the requirenent to reject identifiers that

fail SASLprep preparation as described in Section 3.

O her security considerations described in [IMAP4] are relevant to
this document. In particular, ACL information is sent in the clear
over the network unless confidentiality protection is negoti ated.

This can be acconplished either by the use of STARTTLS, negoti ated
privacy protection in the AUTHENTI CATE comrand, or some ot her
protection mechani sm

7. Formal Syntax

Formal syntax is defined using ABNF [ ABNF], extending the ABNF rul es
in Section 9 of [IMAP4]. Elenents not defined here can be found in
[ ABNF] and [ MAP4] .

Except as noted otherw se, all al phabetic characters are case
insensitive. The use of uppercase or |owercase characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion.

LONER- ALPHA = U%61-7A ;; a-z

acl -data = "ACL" SP nmmil box *(SP identifier SP
rights)

capability =/ rights-capa
;;capability is defined in [ MAP4]

command- aut h =/ setacl / deleteacl / getacl /
listrights / myrights
;;command-auth is defined in [| MAP4]

del et eacl = "DELETEACL" SP mail box SP identifier

get acl = "CGETACL" SP mai |l box

identifier = astring

listrights = "LI STRIGHTS" SP mail box SP identifier

"LI STRIGHTS" SP mai | box SP identifier
SP rights *(SP rights)

listrights-data
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mai | box- dat a =/ acl-data / listrights-data / nyrights-data
;;mai |l box-data is defined in [l MAP4]

nmod-ri ghts = astring
;; +rights to add, -rights to renpve
;; rights to repl ace

myrights = "MYRI GHTS" SP mai | box
myri ghts-data = "MYRI GHTS" SP nmi |l box SP rights
new-rights = 1* LOVER- ALPHA

7 MJST include "t", "e", "x", and "k".
;; MJST NOT include standard rights listed
7, in section 2.2

rights = astring
i, only lowercase ASCI| letters and digits
;; are all owed.

ri ghts-capa = "RIGHTS=" new-rights
;7 RIGHTS=... capability
set acl = "SETACL" SP nmil box SP identifier

SP nod-rights
8. | ANA Consi derations
| MAP4 capabilities are registered by publishing a standards-track or
| ESG approved experinmental RFC. The registry is currently |ocated
at :

http://wwv. i ana. or g/ assi gnnent s/ i map4-capabilities

Thi s docunent defines the RIGHTS= | MAP capability. |ANA has added
this capability to the registry.

9. Internationalization Considerations

Section 3 states requirenents on servers regarding
internationalization of identifiers.
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Appendi x A.  Changes since RFC 2086

1. Changed the charset of "identifier" fromUS-ASCI|I to UTF-8.

2. Specified that nail box deletion is controlled by the "x" right
and EXPUNGE is controlled by the "e" right.

3. Added the "t" right that controls STORE \Del eted. Redefined the
"d" right to be a macro for "e", "t", and possibly "x".

4. Added the "k" right that controls CREATE. Redefined the "c"
right to be a macro for "k" and possibly "x".

5. Specified that the "a" right also controls DELETEACL.

6. Specified that the "r" right also controls STATUS.

7 Renoved the requirenment to check the "r" right for CHECK, SEARCH
and FETCH, as this is required for SELECT/ EXAM NE to be
successful .

8. LI STRIGHTS requires the "a" right on the mail box (sane as
SETACL) .

9. Del eted "PARTIAL", this is a deprecated feature of RFC 1730.

10. Specified that the "w' right controls setting flags other than
\' Seen and \Deleted on APPEND. Al so specified that the "s" right
controls the \Seen flag and that the "t" right controls the
\Del eted fl ag.

11. Specified that SUBSCRIBE is NOT allowed with the "r" right.

12. Specified that the "I" right controls SUBSCRI BE.
13. GETACL is NOT allowed with the "r" right, even though there are
several inplenentations that allows that. |If a user only has

r" right, GETACL can disclose informati on about identifiers
exi sting on the mail system

14. darified that RENAME requires the "k" right for the new parent
and the "x" right for the old nane.

15. Added new section that describes which rights are required
and/ or checked when perform ng various | MAP conmands.

16. Added mmil client security considerati ons when dealing with
special identifier "anyone".

17. darified that negative rights are not the same as DELETEACL.

18. Added "Conpatibility with RFC 2086" secti on.

19. Added section about mapping of ACL rights to READ-WRI TE and
READ- ONLY response codes.

20. Changed BNF to ABNF.

21. Added "Inplenentation Notes" section.

22. Updated "References" section.

23. Added nore exanpl es.

24. Carified when the virtual "c" and "d" rights are returned in
ACL, MYRI GHTS, and LI STRI GHTS responses.
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Appendi x B. Conpatibility with RFC 2086

Thi s non-normative section gives guidelines as to how an existing RFC
2086 server inplenentation may be updated to conmply with this
docunent .

Thi s docunent splits the "d" right into several new different rights:
"t", "e", and possibly "x" (see Section 2.1.1 for nore details). The
"d" right remains for backward-conpatibility, but it is a virtua
right. There are two approaches for RFC 2086 server inplenmentors to
handl e the "d" right and the new rights that have replaced it:

a. Tie "t", "e" (and possibly "x) together - alnbst no changes.
b. Inplenment separate "x", "t" and "e". Return the "d" right in a
MYRI GHTS response or an ACL response containing ACL information

when any of the "t", "e" (and "x") is granted.

In a simlar nmanner this docunent splits the "c¢" right into severa
new different rights: "k" and possibly "x" (see Section 2.1.1 for
more details). The "c" right remains for backwards-conpatibility but
it is avirtual right. Again, RFC 2086 server inplenmentors can
choose to tie rights or to inplenent separate rights, as described
above.

Al so check Sections 5.1.1 and 5.1.2, as well as Appendix A to see
ot her changes required. Server inplenmentors should check which
rights are required to invoke different | MAP4 commands as descri bed
in Section 4.

Appendi x C.  Known Defi ci enci es
Thi s specification has sone known deficiencies including:

1. This is inadequate to provide conplete read-wite access to
mai | boxes protected by Unix-style rights bits because there is no
equi val ent to "chown" and "chgrp" commands nor is there a good
way to discover such linmtations are present.

2. Because this extension | eaves the specific semantics of how
rights are combined by the server as inplenmentation defined, the
ability to build a user-friendly interface is linted.

3. Users, groups, and special identifiers (e.g., anyone) exist in
t he sane nanespace.

The work-in-progress "ACL2" extension is intended to redesign this

extension to address these deficiencies w thout the constraint of
backwar d- conpatibility and may eventual |y supercede this facility.

Mel ni kov St andards Track [ Page 24]



RFC 4314 I MAP ACL Decenber 2005

However, RFC 2086 is deployed in multiple inplenentations so this
intermedi ate step, which fixes the straightforward deficiencies in a
backwar d- conpati bl e fashion, is considered worthwhile.
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