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Abstract

Thi s docunent describes the use of the Canellia bl ock cipher
algorithmin G pher Block Chaining Mbde, with an explicit
Initialization Vector, as a confidentiality nechanismw thin the
context of the |IPsec Encapsul ating Security Payl oad (ESP).

1. I nt roduction

Thi s docunent describes the use of the Canellia bl ock cipher

al gorithmin G pher Bl ock Chaining Mde, with an explicit
Initialization Vector, as a confidentiality nechanismw  thin the
context of the |IPsec Encapsul ating Security Payl oad (ESP).

Canellia was selected as a recomrended cryptographic primtive by the
EU NESSI E (New European Schenes for Signatures, Integrity and
Encryption) project [NESSIE] and was included in the list of

crypt ographi ¢ techni ques for Japanese e-Government systens that was
sel ected by the Japan CRYPTREC ( Cryptography Research, Eval uation
Conmittees) [CRYPTREC|. Canellia has been subnmitted to several other
st andardi zati on bodi es, such as SO (1SO | EC 18033) and the | ETF
SIMME Mail Security Working Goup [Canellia-CMg].
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Canel lia supports 128-bit block size and 128-, 192-, and 256-bit key
lengths, i.e., the same interface specifications as the Advanced
Encryption Standard (AES) [AES].

Canellia is a symmetric cipher with a Feistel structure. Canmllia
was devel oped jointly by NTT and Mtsubishi Electric Corporation in
2000. It was designed to withstand all known cryptanal ytic attacks,
and it has been scrutinized by worl dw de cryptographic experts.
Canellia is suitable for inplenentation in software and hardware,

of fering encryption speed in software and hardware i npl enentations
that is conparable to AES

The Canellia homepage [Canellia-Wb] contains a wealth of information
about canellia, including detail ed specification, security analysis,
performance figures, reference inplenentation, test vectors, and
intellectual property information

The remai nder of this docunent specifies the use of Canellia within
the context of |Psec ESP. For further information on how the various
pi eces of ESP fit together to provide security services, please refer
to [ARCH, [ESP], and [ ROAD.

1.1. Specification of Requirenents

The keywords "MJUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTI ONAL" t hat
appear in this docunent are to be interpreted as described in

[ RFC-2119] .

2. The Canellia C pher Al gorithm

Al'l symmetric bl ock cipher algorithnms share common characteristics
and vari abl es, including node, key size, weak keys, block size, and
rounds. The follow ng sections contain descriptions of the rel evant
characteristics of Canellia.

The al gorithm specification and object identifiers are described in
[ Canel | i a- Desc] .

2.1. Mbde

NI ST has defined five nodes of operation for AES and ot her FIPS-
approved ci phers [ SP800-38a]: CBC (C pher Bl ock Chaining), ECB

(El ectroni ¢ CodeBook), CFB (C pher FeedBack), OFB (Qutput FeedBack),
and CTR (Counter). The CBC node is well defined and wel |l understood
for symmetric ciphers, and it is currently required for all other ESP
ci phers. This docunent specifies the use of the Canellia cipher in
CBC node within ESP. This node requires an Initialization Vector
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(I'V) size that is the same as the block size. Use of a randomy
generated |V prevents generation of identical cipher text from
packets that have identical data spanning the first block of the
ci pher algorithm s block size.

The CBC IVis XORd with the first plaintext block before it is
encrypted. Then, for successive bl ocks, the previous cipher text
block is XORd with the current plain text before it is encrypted.
More informati on on CBC node can be obtained in [ SP800-38a,
CRYPTO §] .

2.2. Key Size

Canel lia supports three key sizes: 128 bits, 192 bits, and 256 bits.
The default key size is 128 bits, and all inplenentati ons MJST
support this key size. Inplenentations MAY al so support key sizes of
192 bits and 256 bits.

Canel lia uses a different nunber of rounds for each of the defined
key sizes. Wien a 128-bit key is used, inplenmentations MIST use 18
rounds. When a 192-bit key is used, inplenmentations MJST use 24
rounds. When a 256-bit key is used, inplenentations MJST use 24
rounds.

2.3. \Weak Keys

At the time of witing this docunent, there are no known weak keys
for Canellia.

2.4. Block Size and Paddi ng
Canel lia uses a block size of sixteen octets (128 bits).

Padding is required by the algorithns to maintain a 16-octet
(128-bit) block size. Padding MJST be added, as specified in [ESP],
such that the data to be encrypted (which includes the ESP Pad Length
and Next Header fields) is a multiple of 16 octets.

Because of the algorithmspecific padding requirenent, no additiona
padding is required to ensure that the ciphertext term nates on a
4-octet boundary. That is, mmintaining a 16-octet bl ock size
guarantees that the ESP Pad Length and Next Header fields will be
right-aligned within a 4-octet word). Additional padding MAY be

i ncluded, as specified in [ESP], as long as the 16-octet bl ock size
i s mai ntai ned.
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2. 5. Per f or mance

Performance figures of Canellia are available at [Canellia-Wb].
This web site al so includes performance conparison with the AES
ci pher and other AES finalists. The NESSIE project [NESSIE] has
reported perfornance of Optim zed | npl enentations i ndependently.

3. ESP Payl oad
The ESP payload is nmade up of the IV followed by raw ci pher-text.

Thus, the payload field, as defined in [ESP], is broken down
according to the followi ng diagram

o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| |
+ Initialization Vector (16 octets) +
I I
o o o o +

I
~ Encrypted Payl oad (variable length, a nultiple of 16 octets) ~

The 1V field MUST be the sane size as the block size of the cipher
al gorithm being used. The IV MJUST be chosen at random and MJST be
unpr edi ct abl e.

Including the IV in each datagram ensures that each received datagram
can be decrypted, even when sone datagrans are dropped or re-ordered
intransit.

To avoid CBC encryption of very simlar plaintext blocks in different
packets, inplenmentati ons MUST NOT use a counter or other |ow
Hamm ng- di stance source for |Vs.

3.1. ESP Algorithm c Interactions
Currently, there are no known issues regarding interactions between
the Canellia and ot her aspects of ESP, such as the use of certain
aut henti cati on schemes.

3.2. Keying Material
The mi ni mum nunber of bits sent fromthe key exchange protocol to the
ESP al gorithm nmust be greater than or equal to the key size. The

ci pher’s encryption and decryption key is taken fromthe first 128,
192, or 256 bits of the keying material
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4. Interaction with Internet Key Exchange [I| KE]
Canellia was designed to follow the sane APl as the AES ci pher
Therefore, this section defines only Phase 1 Identifier and Phase 2
Identifier. Any other consideration related to interaction with |IKE
is the sane as that of the AES cipher. Details can be found in
[ AES- | PSEC] .

4.1. Phase 1 Identifier

For Phase 1 negotiations, | ANA has assigned an Encryption Al gorithm
I D of 8 for CAMELLI A- CBC.

4. 2. Phase 2 ldentifier

For Phase 2 negotiations, | ANA has assigned an ESP Transform
Identifier of 22 for ESP_CAMELLI A

5. Security Considerations
I mpl enent ati ons are encouraged to use the | argest key sizes they can,
taking into account performance considerations for their particular
hardware and software configuration. Note that encryption
necessarily affects both sides of a secure channel, so such
consi deration nust take into account not only the client side, but
al so the server. However, a key size of 128 bits is considered
secure for the foreseeable future
No security problem has been found on Canellia [ CRYPTREC] [ NESSI E] .
6. | ANA Consi derations
I ANA has assigned Encryption AlgorithmID = 8 to CAMELLI A- CBC
| ANA has assigned ESP Transformldentifier = 22 to ESP_CAMELLI A
7. Acknow edgenent s

Portions of this text were unabashedly borrowed from [ AES-1 PSEC] .
This work was done when the first author worked for NTT.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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