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Status of this Meno

Thi s document specifies an Internet standards track protocol for the
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Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract
Thi s docunment describes an Extensi bl e Provisioning Protocol (EPP)
ext ensi on mapping for the provisioning and nanagenent of Donmain Name
System security extensions (DNSSEC) for domain names stored in a
shared central repository. Specified in XM, this mappi ng extends
the EPP domai n name nmapping to provide additional features required
for the provisioning of DNS security extensions.
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1. Introduction

Thi s docunent describes an extension mapping for version 1.0 of the
Ext ensi bl e Provi sioni ng Protocol (EPP) described in RFC 3730 [1].
Thi s mappi ng, an extension of the domain nane mappi ng described in
RFC 3731 [2], is specified using the Extensible Markup Language (XM.)
1.0 [3] and XM. Scherma notation ([4], [5]).

The EPP core protocol specification [1] provides a conplete
description of EPP command and response structures. A thorough
under st andi ng of the base protocol specification is necessary to
under stand the napping described in this docunent. Familiarity with
the Domain Nane System (DNS) described in RFC 1034 [11] and RFC 1035
[12] and with DNS security extensions described in RFC 4033 [13], RFC
4034 [6], and RFC 4035 [7] is required to understand the DNS security
concepts described in this docunent.

The EPP mappi ng described in this docunent specifies a nmechanismfor
the provisioning and nmanagenent of DNS security extensions in a
shared central repository. |Information exchanged via this mapping
can be extracted fromthe repository and used to publish DNSSEC

del egati on signer (DS) resource records as described in RFC 4034 [6].

1.1. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [8].

In exanples, "C. " represents lines sent by a protocol client, and
"S:" represents lines returned by a protocol server. "////" is used
to note el enent val ues that have been shortened to better fit page
boundaries. |Indentation and white space in exanples is provided only
to illustrate element relationships and is not a mandatory feature of
this protocol
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XM. is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this document MJST be interpreted in the
character case presented in order to devel op a conform ng

i mpl ement ati on.

oj ect Attributes

Thi s extension adds additional elenments to the EPP donai n name
mapping [2]. Only new el ement descriptions are described here.

Thi s docunent describes operational scenarios in which a client can
create, add, renmove, and repl ace del egation signer (DS) infornation.
Key data associated with the DS information MAY be provided by the
client, but the server is not obligated to use the key data. The
server operator MAY al so issue out-of-band DNS queries to retrieve
the key data fromthe registered domain’s apex in order to evaluate
the received DS information. |t is RECOWENDED that the child zone
operator have this key data online in the DNS tree to allow the
parent zone administrator to validate the data as necessary. The key
data SHOULD have the Secure Entry Point (SEP) bit set as described in
RFC 3757 [9].

Del egation Signer Information

Del egation signer (DS) information is published by a DNS server to
indicate that a child zone is digitally signed and that the parent
zone recogni zes the indicated key as a valid zone key for the child
zone. A DS RR contains four fields: a key tag field, a key algorithm
nunber octet, an octet identifying the digest algorithmused, and a
digest field. See RFC 4034 [6] for specific field fornmats.

1. Public Key Information

Public key information provided by a client maps to the DNSKEY RR
presentation field formats described in section 2.2 of RFC 4034 [6].
A DNSKEY RR contains four fields: flags, a protocol octet, an

al gorithm nunber octet, and a public key.

Bool eans

Bool ean val ues MJUST be represented in the XML Schena fornmat descri bed
in Part 2 of the WBC XML Schema reconmendation [5].
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2.3. Maximum Signature Lifetinme Val ues

Maxi mum signature |lifetime val ues MIUST be represented in seconds
usi ng an extended XML Schema "int" format. The base "int" format,
whi ch all ows negative nunbers, is described in Part 2 of the WBC XM.
Schema reconmendation [5]. This format is further restricted to
enforce a m ni num val ue of one.

3.  EPP Command Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [1]. The command mappi ngs
descri bed here are specifically for use in provisioning and managi ng
DNS security extensions via EPP

3.1. EPP Qery Conmands

EPP provides three commands to retrieve object information: <check>
to determine if an object is known to the server, <info> to retrieve
detailed informati on associated with an object, and <transfer> to
retrieve object transfer status information

3.1.1. EPP <check> Command

Thi s extension does not add any el enents to the EPP <check> comand
or <check> response described in the EPP domai n mapping [2].

3.1.2. EPP <info> Command

Thi s extension does not add any elenents to the EPP <i nfo> comrmand
described in the EPP domain mapping [2]. Additional elenents are
defined for the <info> response.

When an <i nfo> command has been processed successfully, the EPP
<resData> el ement MJST contain child elenents as described in the EPP
domai n mapping [2]. |In addition, the EPP <extension> el ement MJST
contain a child <secDNS:infData> el ement that identifies the

ext ensi on nanespace and the | ocation of the extension schema. The
<secDNS: i nf Dat a> el enent contains the followi ng child el enents:

One or nore <secDNS: dsData> el enents that describe the del egation
signer data provided by the client for the domain. The <secDNS
dsDat a> el ement contains the followi ng child el ements:

A <secDNS: keyTag> el enent that contains a key tag val ue as
described in section 5.1.1 of RFC 4034 [6].
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A <secDNS: al g> el ement that contains an al gorithm val ue as
described in section 5.1.2 of RFC 4034 [6].

A <secDNS: di gest Type> el enment that contains a digest type val ue
as described in section 5.1.3 of RFC 4034 [6].

A <secDNS: di gest > el enent that contains a digest value as
described in section 5.1.4 of RFC 4034 [6].

An OPTI ONAL <secDNS: naxSi gLi fe> el ement that indicates a
child s preference for the nunber of seconds after signature
generati on when the parent’s signature on the DS infornmation
provided by the child will expire. A client SHOULD specify the
same <secDNS: maxSi gLi fe> value for all <secDNS: dsData> el enents
associated with a domain. |If the <secDNS: maxSi gLife> is not
present, or if nultiple <secDNS: maxSi gLi fe> values are
requested, the default signature expiration policy of the
server operator (as deternined using an out-of-band nmechani sm
appl i es.

An OPTI ONAL <secDNS: keyDat a> el enent that describes the key
data used as input in the DS hash cal culation. The <secDNS
keyDat a> el enent contains the followi ng child el enents:

A <secDNS: fl ags> el enent that contains a flags field val ue
as described in section 2.1.1 of RFC 4034 [6].

A <secDNS: protocol > el ement that contains a protocol field
val ue as described in section 2.1.2 of RFC 4034 [6].

A <secDNS: al g> el ement that contains an al gorithm nunmber
field value as described in sections 2.1.3 of RFC 4034 [6].

A <secDNS: pubKey> el enent that contains an encoded public
key field value as described in sections 2.1.4 of RFC 4034

[6].
Exanpl e <i nfo> Response for a Secure Del egati on:

S: <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="urn:ietf:paranms: xm:ns:epp-1.0
epp- 1. 0. xsd">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful | y</ nsg>
</result>

WONLWHY
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<r esDat a>

<dommi
<dommi
<domai
<domai
<dommai
<dommai
<dommi

<dommai
<dommai
<dommi
<dommi
<domai
<domai
<dommai
<dommi
<dommi
<dommi

</ r esDat a>
<ext ensi on

<trl| D>

</tr|D>
</ response>
. </ epp>

DODDDLDDDDDDDDDDDDDDDDDDDDDLDLDDDDDLDDLLDDDDLDDUNWWL®
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5 335335355

5 33533535 335335

>

<donai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0"
Xsi : schemalLocati on="urn:ietf: parans: xm : ns: domai n-1. 0
domai n- 1. 0. xsd" >
n
: roi d>EXAMPLEL- REP</ dommai n: r oi d>
:status s="ok"/>
:regi strant>j d1234</ domai n: regi strant >
:contact type="adm n">sh8013</domai n: cont act >
:contact type="tech">sh8013</donai n: cont act >
i ns>

<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Ghj >

<domai n: host Obj >ns2. exanpl e. conx/ domai n: host Cbj >
</ domai n: ns>
n
: host >ns2. exanpl e. conx/ domai n: host >
:cl 1 bD>d i ent X</ domai n: cl | D>
:cr1D>d i ent Y</ domai n: crl D>
. cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ donai n: cr Dat e>
:upl D>d i ent X</ domai n: upl D>
:upbDat €>1999- 12- 03T09: 00: 00. 0Z</ donai n: upDat e>
: exDat €>2005- 04- 03T22: 00: 00. 0Z</ domnai n: exDat e>
:tr Dat e>2000- 04- 08T09: 00: 00. 0Z</ donwi n: t r Dat e>
:aut hl nf o>

<domai n: pw>2f 00BAR</ domai n: pw>

</ domai n: aut hl nf 0>

</ domai n: i nf Dat a>

name>exanpl e. conx/ domai n: nane>

host >ns1. exanpl e. conk/ donai n: host >

<secDNS: i nf Dat a
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS- 1. 0"
xsi:schemalLocation="urn:ietf:parans: xm : ns: secDNS-1.0
secDNS- 1. 0. xsd" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: i nf Dat a>
</ ext ensi on>

<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
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Exanpl e <i nfo> Response for a Secure Del egation with OPTI ONAL Dat a:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>

S: <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0

epp-1. 0. xsd" >

<re

<
<

DODDDLDDDDLDDDDDDDDDDDDDLDDDDLDDLLDDDDDLODUNWWL®NDN
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sponse>

<result code="1000">

<msg>Command conpl et ed successful | y</ nsg>

/resul t>
r esDat a>

<domai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0"

xsi :schemalLocation="urn:ietf:parans: xm : ns:domain-1.0
domai n- 1. 0. xsd" >

<dommai
<dommi
<dommi
<domai
<domai
<dommai
<dommi

n
: r oi d>EXAMPLEL- REP</ dorai n: r oi d>
:status s="ok"/>

:regi strant>j d1234</ domai n: regi strant >
:contact type="adm n">sh8013</donai n: cont act >
:contact type="tech">sh8013</donai n: cont act >
1 ns>

5 5333 3535

nane>exanpl e. conk/ donai n: nane>

<donmi n: host Obj >ns1. exanpl e. conx/ domai n: host Chj >
<dormai n: host Obj >ns2. exanpl e. conx/ domai n: host Gbj >
</ domai n: ns>

<domai
<dommai
<dommi
<dommi
<dommi
<domai
<domai
<dommai
<dommi
<dommi

n
: host >ns2. exanpl e. conx/ domai n: host >
:cl 1 D>d i ent X</ domai n: cl | D>
:crID>dientY</domain:crl D>

:cr Dat e>1999- 04- 03T22: 00: 00. 0Z</ domai n
:upl D>d i ent X</ domai n: upl D>

:upDat €>1999- 12- 03T09: 00: 00. 0Z</ dorai n:
: exDat e>2005- 04- 03T22: 00: 00. 0Z</ donai n:
:trDat e>2000- 04- 08T09: 00: 00. 0Z</ donai n:
:aut hl nf o>

5 3353353533535

host >ns1. exanpl e. conk/ domai n: host >

<domai n: pw>2f 00BAR</ donai n: pw>
</ domai n: aut hl nf o>
</ domai n: i nf Dat a>

</ r esDat a>
<ext ensi on>

<secDNS: i nf Dat a
xm ns: secDNS="ur n: i etf: paranms: xnm : ns: secDNS- 1. 0"
xsi:schemalLocation="urn:ietf:paranms: xm : ns: secDNS-1.0
secDNS- 1. 0. xsd" >

<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>

St andards Track
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S: <secDNS: di gest Type>1</ secDNS: di gest Type>

S: <secDNS: di gest >49FD46E6CAB45C55D4AC</ secDNS: di gest >
S: <secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
S: <secDNS: keyDat a>

S: <secDNS: f| ags>256</ secDNS: f| ags>

S: <secDNS: pr ot ocol >3</ secDNS: pr ot ocol >

S: <secDNS: al g>1</ secDNS: al g>

S: <secDNS: pubKey>AQPJ/ / | | 4Q==</ secDNS: pubKey>
S: </ secDNS: keyDat a>

S: </ secDNS: dsDat a>

S: </ secDNS: i nf Dat a>

S: </ ext ensi on>

S: <trl D>

S: <cl TRI D>ABC- 12345</ ¢l TRI D>

S: <svTRI D>54322- XYZ</ svTRI D>

S: </tr|D>

S:  </response>

S: </ epp>

An EPP error response MJST be returned if an <info> comrand can not
be processed for any reason

3.1.3. EPP <transfer> Command

Thi s extensi on does not add any elenents to the EPP <transfer>
command or <transfer> response described in the EPP domai n mappi ng

[2].
3.2. EPP Transform Commands

EPP provides five conmands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an

obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change i nformati on associated with an object.

3.2.1. EPP <create> Command

Thi s extension defines additional elenments for the EPP <create>
command described in the EPP donmain mapping [2]. No additiona
el ements are defined for the EPP <create> response.

The EPP <create> command provides a transformoperation that allows a
client to create a domain object. In addition to the EPP command

el ements described in the EPP domain mapping [2], the command MJST
contain an <extension> elenent. The <extension> el ement MJST contain
a child <secDNS:create> elenent that identifies the extension
nanespace and the | ocation of the extension schema. The <secDNS
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create> el enent MUST contain one or nore <secDNS: dsDat a> el enents.
Child el enents of the <secDNS: dsDat a> el enent are described in
Section 3.1.2.

The <secDNS: dsDat a> el enent contai ns OPTI ONAL <secDNS: maxSi gLi f e> and
<secDNS: keyDat a> el ements. The server MJST abort commrand processing
and respond with an appropriate EPP error if the val ues provided by
the client can not be accepted for syntax or policy reasons.

Exanpl e <create> Command for a Secure Del egati on:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schemra- i nst ance”
xsi:schemalLocation="urn:ietf:parans: xm : ns: epp-1.0
epp- 1. 0. xsd">
<command>
<creat e>
<donumi n: create
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0"
xsi :schemalLocation="urn:ietf:parans: xm : ns:domain-1.0
domai n- 1. 0. xsd" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
<domai n: period unit="y">2</domai n: peri od>
<donai n: ns>
<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Cbj >
<domai n: host Obj >ns2. exanpl e. conx/ domai n: host Cbj >
</ domai n: ns>
<donmi n: regi strant >j d1234</ donmi n: r egi strant >
<donmi n: cont act type="adni n">sh8013</domai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<dormai n: aut hl nf o>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf o>
</ domai n: cr eat e>
</create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS- 1. 0"
Xsi : schemalLocati on="urn:ietf: parans: xm : ns: secDNS-1. 0
secDNS- 1. 0. xsd" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA46E6CA4B45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: cr eat e>

0000000000000 00O0O0N0O0O0ON0O0O0OOOOOO0
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C </ ext ensi on>

C <cl TRI D>ABC- 12345</ cl TRI D>
C. </ comuand>

C. </ epp>

Exanpl e <create> Command for a Secure Del egation with OPTI ONAL dat a:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0
epp-1. 0. xsd" >
<comand>
<creat e>
<domai n: create
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0"
xsi : schemaLocati on="urn:ietf: params: xm :ns:domain-1.0
domai n- 1. 0. xsd" >
<domai n: nane>exanpl e. conk/ domai n: name>
<domai n: peri od unit="y">2</domai n: peri od>
<donai n: ns>
<donmi n: host Obj >ns1. exanpl e. conx/ dommi n: host Chj >
<dommi n: host Obj >ns2. exanpl e. conx/ domai n: host Chj >
</ domai n: ns>
<domai n: r egi strant >j d1234</ dommi n: regi strant >
<domai n: cont act type="adni n">sh8013</donai n: cont act >
<donmi n: contact type="tech">sh8013</donai n: cont act >
<domai n: aut hl nf o>
<domai n: pw>2f 00BAR</ donai n: pw>
</ domai n: aut hl nf 0>
</ domai n: cr eat e>
</ create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 0"
xsi : schemalLocati on="urn:ietf: parans: xm : ns: secDNS-1. 0
secDNS- 1. 0. xsd" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB4A5C55D4AC</ secDNS: di gest >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: keyDat a>
<secDNS: f| ags>256</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>

0000000000000 0NOO0O0N0OO0OOOOO0OOOO0OOO0O0O
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C <secDNS: pubKey>AQPJ/ /| | 4Q==</ secDNS: pubKey>
C </ secDNS: keyDat a>

C </ secDNS: dsDat a>

C </ secDNS: cr eat e>

C </ ext ensi on>

C <cl TRI D>ABC- 12345</ ¢l TRI D>

C.  </comrand>

C:. </ epp>

When a <create> comand has been processed successfully, the EPP
response is as described in the EPP domain mapping [2].

3.2.2. EPP <del et e> Conmmand

Thi s extension does not add any el enents to the EPP <del et e> command
or <del ete> response described in the EPP donmai n mapping [2].

3.2.3. EPP <renew> Conmmand

Thi s extensi on does not add any el enents to the EPP <renew> command
or <renew> response described in the EPP domain mapping [2].

3.2.4. EPP <transfer> Command

Thi s extensi on does not add any elenents to the EPP <transfer>
command or <transfer> response described in the EPP domai n mappi ng

[2].
3.2.5. EPP <updat e> Command

Thi s extension defines additional elenments for the EPP <update>
command described in the EPP domain mapping [2]. No additiona
el ements are defined for the EPP <update> response.

The EPP <update> command provides a transformoperation that allows a
client to nodify the attributes of a donmain object. In addition to
the EPP command el enents described in the EPP domai n mappi ng, the
command MUST contain an <extension> el enent. The <extension> el enent
MJST contain a child <secDNS: update> el ement that identifies the

ext ensi on nanespace and the | ocation of the extension schema. The
<secDNS: updat e> el enent contai ns a <secDNS: add> el enent to add
security information to a del egation, a <secDNS:rene el enent to
remove security information froma del egation, or a <secDNS:chg>

el ement to replace security information with new security

i nformati on.

The <secDNS: update> el enment al so contains an OPTI ONAL "urgent"
attribute that a client can use to ask the server operator to
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compl ete and inplenment the update request with high priority. This
attribute accepts bool ean val ues as described in Section 2.2; the
default value is boolean false. "Hi gh priority" is relative to
standard server operator policies that are determ ned using an

out - of - band mechani sm

The <secDNS: add> elenment is used to add DS information to an existing
set. The <secDNS: add> el enent MJUST contain one or nore <secDNS
dsDat a> el enments as described in Section 3.1.2.

The <secDNS:rent el ement contains one or nore <secDNS: keyTag>

el ements that are used to renove DS data from a del egation. The
<secDNS: keyTag> el emrent MJST contain a key tag value as described in
section 5.1.1 of RFC 4034 [6]. Renoving all DS information can
renove the ability of the parent to secure the delegation to the
child zone

The <secDNS: chg> element is used to replace existing DS infornmation
with new DS i nformati on. The <secDNS: chg> el ement MJST contai n one
or nore <secDNS: dsDat a> el enents as described in Section 3.1.2. The
data in these elenents is used to replace whatever other data is
currently archived for the del egation

The <secDNS: update> el ement contains an OPTIONAL "urgent" attribute.
In addition, the <secDNS: dsData> el enent contains OPTI ONAL <secDNS
maxSi gLi fe> and <secDNS: keyDat a> el enents. The server MJST abort
command processing and respond with an appropriate EPP error if the
val ues provided by the client can not be accepted for syntax or
policy reasons.

Exanpl e <updat e> Command, Addi ng DS Dat a:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0
epp-1. 0. xsd" >

<command>
<updat e>

<donmi n: updat e
xm ns: domai n="urn:ietf:parans: xn : ns: donai n-1. 0"
xsi : schemaLocati on="urn:ietf: params: xm :ns:domain-1.0
domai n- 1. 0. xsd" >
<domai n: nane>exanpl e. conk/ domai n: nanme>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e

0000000000000 0
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C xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS- 1. 0"

C xsi:schemalLocation="urn:ietf:paranms: xm : ns: secDNS-1. 0
C secDNS- 1. 0. xsd" >

C <secDNS: add>

C <secDNS: dsDat a>

C <secDNS: keyTag>12346</ secDNS: keyTag>

C <secDNS: al g>3</ secDNS: al g>

C <secDNS: di gest Type>1</ secDNS: di gest Type>

C <secDNS: di gest >38EC35D5B3A34B44C39B</ secDNS: di gest >
C </ secDNS: dsDat a>

C </ secDNS: add>

C </ secDNS: updat e>

C </ ext ensi on>

C <cl TRI D>ABC- 12345</ ¢l TRI D>

C </ command>

C. </ epp>

Exanpl e <updat e> Command, Renovi ng DS Dat a:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xm : ns: epp- 1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0
epp-1. 0. xsd" >
<conmand>
<updat e>
<domai n: updat e
xm ns: domai n="urn:ietf:parans: xn : ns: donai n-1. 0"
Xsi : schemalLocati on="urn:ietf: parans: xm : ns: domai n-1. 0
domai n- 1. 0. xsd" >
<dormmi n: nane>exanpl e. conk/ donai n: name>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 0"
xsi : schemalLocati on="urn:ietf: parans: xm : ns: secDNS-1. 0
secDNS- 1. 0. xsd" >
<secDNS: renr
<secDNS: keyTag>12345</ secDNS: keyTag>
</ secDNS: r ene
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
. </ epp>

0000000000000 0O00O0O0O00O0O0O0O0
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Exanpl e Urgent <update> Comrmand, Changi ng DS Dat a:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0
epp-1. 0. xsd" >
<comand>
<updat e>
<donmi n: updat e
xm ns: dormai n="urn:ietf:parans: xnm : ns: donai n-1. 0"
xsi : schemaLocati on="urn:ietf: params: xm :ns:domain-1.0
domai n- 1. 0. xsd" >
<domai n: nane>exanpl e. conk/ domai n: nanme>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e urgent="1"
xm ns: secDNS="ur n: i etf: paranms: xnm : ns: secDNS- 1. 0"
xsi:schemalLocation="urn:ietf:paranms: xm : ns: secDNS-1. 0
secDNS- 1. 0. xsd" >
<secDNS: chg>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB4A5C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: chg>
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

0000000000000 000N0O0O0O0O00OOO0O0

Exanpl e <updat e> Command, Changing Data to | nclude OPTI ONAL Dat a:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0
epp-1. 0. xsd" >

<conmand>
<updat e>

<domai n: updat e

xm ns: domai n="urn:ietf:parans: xn : ns: donai n-1. 0"

Xsi : schemalLocati on="urn:ietf: parans: xm : ns: domai n-1. 0
domai n- 1. 0. xsd" >

000000000
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<dormmi n: nane>exanpl e. conk/ donai n: nanme>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 0"
Xsi : schermalLocati on="urn:ietf: parans: xm : ns: secDNS-1. 0
secDNS- 1. 0. xsd" >
<secDNS: chg>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FD46E6CAB45C55D4AC</ secDNS: di gest >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: keyDat a>
<secDNS: f| ags>256</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ / | | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: dsDat a>
</ secDNS: chg>
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

0000000000000 00000O00O0OOOO0O0

When an extended <update> command has been processed successfully,
the EPP response is as described in the EPP domain mapping [2]. A
server operator MJIST return an EPP error result code of 2306 if an
urgent update (noted with an "urgent" attribute value of bool ean
true) can not be conpleted with high priority.

4. Formal Syntax

An EPP object mapping is specified in XM. Schema notation. The
formal syntax presented here is a conplete schema representation of
the object napping suitable for automated validati on of EPP XM
instances. The BEG N and END tags are not part of the schenm; they
are used to note the beginning and endi ng of the schema for UR

regi stration purposes.
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BEG N
<?xm version="1.0" encodi ng="UTF-8"?>

<schema t ar get Nanespace="urn:ietf:parans: xm : ns: secDNS- 1. 0"
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 0"
xm ns="http://ww.w3. org/ 2001/ XM_Schera"
el ement For mDef aul t =" qual i fi ed">

<annot ati on>
<docunent ati on>
Ext ensi bl e Provi sioning Protocol v1.0
domai n name extension schema for provisioning
DNS security (DNSSEC) extensions.
</ docunent at i on>
</ annot ati on>

<l--
Child elenments found in EPP commuands.
-->
<el enent nanme="create" type="secDNS: dsType"/>
<el enent nanme="update" type="secDNS: updateType"/>

<l --
Child el enents of the <create> command.
>
<conpl exType nane="dsType">
<sequence>

<el enent nane="dsData" type="secDNS: dsDat aType"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType nane="dsDat aType" >
<sequence>
<el enent nane="keyTag" type="unsi gnedShort"/>
<el enent nane="al g" type="unsi gnedByte"/>
<el enent nane="di gest Type" type="unsi gnedByte"/>
<el ement nane="di gest" type="hexBinary"/>
<el enent name="maxSi gLi fe" type="secDNS: maxSi gLi f eType"
m nCccurs="0"/>
<el enent nane="keyDat a" type="secDNS: keyDat aType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<si npl eType nanme="naxSi gLi f eType" >

<restriction base="int">
<m nl ncl usi ve val ue="1"/>
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</restriction>
</ si npl eType>

<conpl exType nane="keyDat aType" >
<sequence>
<el enent nanme="fl ags" type="unsi gnedShort"/>
<el enent name="protocol" type="unsi gnedByte"/>
<el enent nane="al g" type="unsi gnedByte"/>
<el enent nane="pubKey" type="secDNS: keyType"/ >
</ sequence>
</ conpl exType>

<si npl eType nanme="keyType">
<restriction base="base64Bi nary">
<m nLength val ue="1"/>
</restriction>
</ si npl eType>

<l--
Child el enents of the <update> conmand.
-->
<conpl exType nane="updat eType" >
<choi ce>
<el enent nanme="add" type="secDNS: dsType"/>
<el enent name="chg" type="secDNS: dsType"/>
<el enent name="ren' type="secDNS: renType"/>
</ choi ce>
<attribute name="urgent" type="bool ean" default="fal se"/>
</ conpl exType>
<conpl exType nane="renilype" >
<sequence>
<el enent nanme="keyTag" type="unsi gnedShort"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
<l--
Child response el enents.
-->
<el enent nane="infData" type="secDNS: dsType"/ >
<l--
End of schema.
-->
</ schema>
END
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5

Internationalizati on Considerations

EPP is represented in XM, which provides native support for encoding
i nformati on using the Unicode character set and its nore conpact
representations including UTF-8 [14]. Conformant XM. processors
recogni ze both UTF-8 and UTF-16 [15]. Though XM i ncl udes provi sions
to identify and use other character encodi ngs through use of an
"encoding" attribute in an <?xm ?> declaration, use of UTF-8 is
RECOMVENDED i n envi ronments where parser encodi ng support

i nconpatibility exists.

As an extension of the EPP donain nmapping [2], the elenents, elenent
content, attributes, and attribute values described in this docunent
MUST inherit the internationalization conventions used to represent
hi gher -1 ayer domain and core protocol structures present in an XM

i nstance that includes this extension

I ANA Consi derations

Thi s docunent uses URNs to describe XML nanmespaces and XM. schenas
conformng to a registry nechani smdescribed in RFC 3688 [10]. Two
URI assignnents have been conpleted by the | ANA

Regi stration request for the extensi on namespace:

URI: urn:ietf:parans: xm :ns:secDNS-1.0

Regi strant Contact: |ESG
XM.: None. Nanespace URIs do not represent an XM. specification
Regi stration request for the extension XM. schema

URI: urn:ietf:parans: xn:schema: secDNS-1.0

Regi strant Contact: |ESG
XM.: See the "Formal Syntax" section of this docunent.

Security Considerations
The mappi ng extensions described in this docunent do not provide any
security services beyond those described by EPP [1], the EPP donain
nane mappi ng [2], and protocol |ayers used by EPP. The security

consi derations described in these other specifications apply to this
specification as well.
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As with other donmmin object transforns, the EPP transform operations
described in this docunent MUST be restricted to the sponsoring
client as authenticated using the mechani snms described in sections
2.9.1.1 and 7 of RFC 3730 [1]. Any attenpt to performa transform
operation on a donain object by any client other than the sponsoring
client MJUST be rejected with an appropriate EPP authorization error

The provisioning service described in this docunment involves the
exchange of information that can have an operational inpact on the
DNS. A trust relationship MJST exist between the EPP client and
server, and provisioning of public key informati on MUST only be done
after the identities of both parties have been confirned using a
strong aut henticati on nechani sm

An EPP client mght be acting as an agent for a zone adm nistrator
who wants to send del egation information to be signed and published
by the server operator. Mn-in-the-nmiddle attacks are thus possible
as a result of direct client activity or inadvertent client data
mani pul ati on.

Accept ance of a fal se key by a server operator can produce
significant operational consequences. The child and parent zones
MUST be consistent to secure the del egation properly. 1n the absence
of consistent signatures, the delegation will not appear in the
secure nane space, yielding untrustworthy query responses. |f a key
is conprom sed, a client can either renove the conproni sed

i nformati on or update the delegation information via EPP conmands
using the "urgent" attribute.

Qperational scenarios requiring quick renoval of a secure domain

del egation can be inplemented using a two-step process. First,
security credentials can be renoved using an "urgent" update as just
described. The domain can then be renoved fromthe parent zone by
changing the status of the domain to either of the EPP "clientHol d"
or "serverHol d" domain status values. The domain can also be renoved
fromthe zone using the EPP <del ete> command, but this is a nore
drastic step that needs to be considered carefully before use.

Data validity checking at the server requires conmputationa

resources. A purposeful or inadvertent denial-of-service attack is
possible if a client requests sonme nunber of update operations that
exceed a server’'s processing capabilities. Server operators SHOULD
take steps to manage comand | oad and commrand processi ng requirements
to mnimze the risk of a denial-of-service attack

The signature lifetime values provided by clients are requests that

can be rejected. Blind acceptance by a server operator can have an
adverse inpact on a server’s processing capabilities. Server
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9.

9.

operators SHOULD seriously consider adopting inplenmentation rules to
limt the range of acceptable signature lifetine values to counter
potential adverse situations.
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