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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
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Abst ract
Thi s docunent describes the use of Advanced Encryption Standard (AES)
in Counter with CBC-MAC (CCM Mde, with an explicit initialization
vector (1V), as an |IPsec Encapsul ating Security Payl oad (ESP)
mechanismto provide confidentiality, data origin authentication, and
connectionless integrity.
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1. Introduction

The Advanced Encryption Standard (AES) [AES] is a bl ock cipher, and
it can be used in many different nbdes. This docunent describes the
use of AES in CCM (Counter with CBC-MAC) npde (AES CCM), with an
explicit initialization vector (1V), as an |Psec Encapsul ating
Security Payload (ESP) [ESP] mechanismto provide confidentiality,
data origin authentication, and connectionless integrity.

Thi s docunent does not provide an overview of |Psec. However,

i nformati on about how the various conponents of |Psec and the way in
whi ch they collectively provide security services is available in

[ ARCH and [ ROAD) .

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ STDAORDS] .

2. AES CCM Mode

CCMis a generic authenticate-and-encrypt block cipher node [CCM.
In this specification, CCMis used with the AES [ AES] bl ock ci pher.

AES CCM has two paramet ers:

M Mindicates the size of the integrity check value (ICV). CCM
defines values of 4, 6, 8, 10, 12, 14, and 16 octets; However,
to maintain alignment and provi de adequate security, only the
values that are a multiple of four and are at |east eight are

permtted. |Inplenentations MJUST support M values of 8 octets
and 16 octets, and inplenentations MAY support an M val ue of 12
octets.

L L indicates the size of the length field in octets. CCM
defines values of L between 2 octets and 8 octets. This
specification only supports L = 4. |Inplenmentations MJST
support an L value of 4 octets, which accommvpdates a full
Junbogram [ JUMBQ] ; however, the length includes all of the
encrypted data, which also includes the ESP Paddi ng, Pad
Length, and Next Header fi el ds.
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There are four inputs to CCM origi nator processing

key
A single key is used to calculate the I CV using CBC-MAC and to
perform payl oad encryption using counter node. AES supports
key sizes of 128 bits, 192 bits, and 256 bits. The default key

size is 128 bits, and inplenentati ons MJUST support this key
size. Inplenmentations MAY al so support key sizes of 192 bits
and 256 bits.

nonce
The size of the nonce depends on the value selected for the
paraneter L. It is 15-L octets. |Inplenentations MJST support
a nonce of 11 octets. The construction of the nonce is
described in Section 4.

payl oad
The payl oad of the ESP packet. The payl oad MJST NOT be | onger
than 4,294,967, 295 octets, which is the maxi mum size of a
Junmbogram [ JUMBQ]; however, the ESP Paddi ng, Pad Length, and
Next Header fields are also part of the payl oad.

AAD
CCM provi des data integrity and data origin authentication for
some data outside the payload. CCM does not allow additiona
aut henticated data (AAD) to be |onger than
18, 446, 744, 073, 709, 551, 615 octets. The ICV is conputed from
the ESP header, Payload, and ESP trailer fields, which is
significantly smaller than the CCMinposed linmit. The
construction of the AAD described in Section 5

AES CCM requires the encryptor to generate a uni que per-packet val ue
and to comunicate this value to the decryptor. This per-packet

val ue is one of the conmponent parts of the nonce, and it is referred
to as the initialization vector (1V). The sane IV and key

conbi nati on MJUST NOT be used nore than once. The encryptor can
generate the IV in any manner that ensures uni queness. Conmon
approaches to IV generation include incrementing a counter for each
packet and linear feedback shift registers (LFSRs).

AES CCM enpl oys counter node for encryption. As with any stream

ci pher, reuse of the same |V value with the same key is catastrophic.
An IV collision imrediately |eaks information about the plaintext in
bot h packets. For this reason, it is inappropriate to use this CCM
with statically configured keys. Extraordinary nmeasures woul d be
needed to prevent reuse of an IV value with the static key across
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3.

3.

1.

2

power cycles. To be safe, inplenmentations MIST use fresh keys with
AES CCM The Internet Key Exchange (I KE) [IKE] protocol or |KEv2
[ KEv2] can be used to establish fresh keys.

ESP Payl oad
The ESP payl oad is conmposed of the IV foll owed by the ciphertext.
The payload field, as defined in [ESP], is structured as shown in
Figure 1.
0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Initialization Vector |

(8 octets)
i T S S S T i T i I S I S S

| |
+-

| _ |
~ Encrypted Payl oad (vari abl e) ~
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |
~ Aut hentication Data (vari abl e) ~
I I
T S e S i i SR SR S et i i

Figure 1. ESP Payload Encrypted with AES CCM

Initialization Vector (I1V)

The AES CCM 1V field MJST be eight octets. The IV MIUST be chosen by
the encryptor in a manner that ensures that the same |V value is used
only once for a given key. The encryptor can generate the IV in any
manner that ensures uni queness. Common approaches to |V generation
include incrementing a counter for each packet and |inear feedback
shift registers (LFSRs).

Including the IV in each packet ensures that the decryptor can
generate the key stream needed for decryption, even when sone
datagrans are | ost or reordered.

Encrypt ed Payl oad
The encrypted payl oad contains the ciphertext.
AES CCM node does not require plaintext padding. However, ESP does

require padding to 32-bit word-align the authentication data. The
Paddi ng, Pad Length, and Next Header fields MJST be concatenated
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with the plaintext before perforning encryption, as described in
[ESP]. When padding is required, it MJST be generated and checked
in accordance with the conventions specified in [ ESP].

3.3. Authentication Data

AES CCM provi des an encrypted ICV. The ICV provided by CCMis
carried in the Authentication Data fields without further encryption
| mpl enent ati ons MJST support |1 CV sizes of 8 octets and 16 octets.

I npl enent ati ons MAY al so support ICV 12 octets.

4, Nonce For mat

Each packet conveys the 1V that is necessary to construct the
sequence of counter blocks used by counter node to generate the key
stream The AES counter block is 16 octets. One octet is used for
the CCM Fl ags, and 4 octets are used for the block counter, as
specified by the CCM L paraneter. The renmining octets are the
nonce. These octets occupy the second through the twelfth octets in
the counter block. Figure 2 shows the format of the nonce.

0 1 2 3
01234567890123456789012345678901
e e o S e S i i i S S S S S S ol e e &
| Sal t |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Initialization Vector |

B S T i s T S S S R S i ik Tk I I N R S S S i e
Figure 2. Nonce Format
The conponents of the nonce are as foll ows:

Salt The salt field is 24 bits. As the nane inplies, it contains
an unpredictable value. It MJST be assigned at the begi nning
of the security association. The salt value need not be
secret, but it MJST NOT be predictable prior to the begi nning
of the security association

Initialization Vector The |V field is 64 bits. As described in
Section 3.1, the IV MUST be chosen by the encryptor in a manner
that ensures that the sane IV value is used only once for a
gi ven key.
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This construction permits each packet to consist of up to:

2732 bl ocks 4,294,967, 296 bl ocks

68, 719, 476, 736 octets

This construction provides nore key stream for each packet than is
needed to handl e any | Pv6 Junmbogram [ JUVBQ .

5. AAD Construction

The data integrity and data origin authentication for the Security
Paraneters I ndex (SPI) and (Extended) Sequence Nunber fields is

provi ded without encrypting them Two formats are defined: one for
32-bit sequence nunbers and one for 64-bit extended sequence nunbers.
The format with 32-bit sequence nunbers is shown in Figure 3, and the
format with 64-bit extended sequence nunbers is shown in Figure 4.

Sequence Nunbers are conveyed canoni cal network byte order. Extended
Sequence Nunbers are conveyed canoni cal network byte order, placing
the high-order 32 bits first and the | oworder 32 bits second.
Canoni cal network byte order is fully described in RFC 791, Appendi x
B

0 1 2 3
01234567890123456789012345678901
T i i I T T o s S O o o il S S S
| SPI |
I i S T i i S e e S i e o
| 32-bit Sequence Nunber |
O e i o R i i I R S e o

Figure 3. AAD Format with 32-bit Sequence Number

0 1 2 3
01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| SPI |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 64-bit Extended Sequence Number |
I I

T T S i i S DU S A S R T o T

Figure 4. AAD Format with 64-bit Extended Sequence Numnber
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6.

7

Packet Expansi on

The initialization vector (I1V) and the integrity check value (ICV)
are the only sources of packet expansion. The |V always adds 8
octets to the front of the payload. The ICV is added at the end of
the payl oad, and the CCM paraneter M determ nes the size of the |ICV.
| mpl enent ati ons MJUST support M values of 8 octets and 16 octets, and
i mpl ement ati ons MAY al so support an M val ue of 12 octets.

| KE Conventi ons

Thi s section describes the conventions used to generate keying
material and salt values for use with AES CCM using the Internet Key
Exchange (I KE) [IKE] protocol. The identifiers and attributes needed
to negotiate a security association that uses AES CCM are al so

defi ned.

1. Keying Material and Salt Val ues

As previously described, inplementations MJST use fresh keys with AES
CCM I KE can be used to establish fresh keys. This section

descri bes the conventions for obtaining the unpredictable salt val ue
for use in the nonce fromIKE. Note that this convention provides a
salt value that is secret as well as unpredictable.

| KE makes use of a pseudo-random function (PRF) to derive keying
material. The PRF is used iteratively to derive keying material of
arbitrary size, called KEYMAT. Keying material is extracted fromthe
output string without regard to boundari es.

The size of KEYMAT MUST be three octets longer than is needed for the
associ ated AES key. The keying material is used as foll ows:

AES CCMwith a 128-bit key
The KEYMAT requested for each AES CCM key is 19 octets. The
first 16 octets are the 128-bit AES key, and the renmining
three octets are used as the salt value in the counter bl ock.

AES CCMwith a 192-bit key
The KEYMAT requested for each AES CCM key is 27 octets. The
first 24 octets are the 192-bit AES key, and the renmining
three octets are used as the salt value in the counter bl ock.

AES CCMwith a 256-bit key
The KEYMAT requested for each AES CCM key is 35 octets. The
first 32 octets are the 256-bit AES key, and the renmining
three octets are used as the salt value in the counter bl ock.
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7. 2. Phase 1 ldentifier

Thi s docunent does not specify the conventions for using AES CCM for
| KE Phase 1 negotiations. For AES CCMto be used in this manner, a
separate specification is needed, and an Encryption Al gorithm
Identifier needs to be assigned.

7.3. Phase 2 ldentifier

For | KE Phase 2 negotiations, | ANA has assigned three ESP Transform
Identifiers for AES CCMwith an explicit IV

14 for AES CCMwith an 8-octet |CV;
15 for AES CCMwith a 12-octet | CV; and
16 for AES CCMwith a 16-octet |CV.

7.4. Key Length Attribute
Because the AES supports three key lengths, the Key Length attribute
MJST be specified in the | KE Phase 2 exchange [DO]. The Key Length
attribute MJST have a value of 128, 192, or 256.

8. Test Vectors

Section 8 of [CCM provides test vectors that will assist
i mpl ementers with AES CCM node.

9. Security Considerations

AES CCM enpl oys counter (CTR) nmode for confidentiality. |If a counter
val ue is ever used for nore that one packet with the same key, then
the sane key streamw ||l be used to encrypt both packets, and the
confidentiality guarantees are voided.

What happens if the encryptor XORs the sane key streamwith two
di fferent packet plaintexts? Suppose two packets are defined by two
pl ai nt ext byte sequences P1, P2, P3 and QL, @, 3, then both are
encrypted with key stream K1, K2, K3. The two correspondi ng
ci phertexts are:

(P1 XOR K1), (P2 XOR K2), (P3 XOR K3)

(QL XOR K1), (@ XOR K2), (@B XOR K3)

If both of these two ciphertext streams are exposed to an attacker,
then a catastrophic failure of confidentiality results, because:
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10.

(P1 XOR K1) XOR (QL XOR K1) = P1 XOR QL
(P2 XOR K2) XOR (Q@ XOR K2) = P2 XOR Q@
(P3 XOR K3) XOR (@ XOR K3) = P3 XOR @B

Once the attacker obtains the two plaintexts XORed together, it is
relatively straightforward to separate them Thus, using any stream
ci pher, including AES CTR, to encrypt two plaintexts under the same
key stream | eaks the plaintext.

Therefore, AES CCM shoul d not be used with statically configured
keys. Extraordinary nmeasures woul d be needed to prevent the reuse of
a counter block value with the static key across power cycles. To be
safe, inplementati ons MJUST use fresh keys with AES CCM The | KE

[ KE] protocol can be used to establish fresh keys.

When IKE is used to establish fresh keys between two peer entities,
separate keys are established for the two traffic flows. |If a
different nmechanismis used to establish fresh keys, one that

establishes only a single key to encrypt packets, then there is a
hi gh probability that the peers will select the sane 1V values for
sonme packets. Thus, to avoid counter block collisions, ESP

i npl ementations that permt use of the sane key for encrypting and
decrypting packets with the sane peer MJST ensure that the two peers
assign different salt values to the security association (SA).

Regardl ess of the nbpde used, AES with a 128-bit key is vulnerable to
the birthday attack after 2764 bl ocks are encrypted with a single
key. Since ESP with Extended Sequence Nunbers allows for up to 2764
packets in a single SA there is real potential for nore than 2764

bl ocks to be encrypted with one key. |Inplenentations SHOULD generate
a fresh key before 2764 bl ocks are encrypted with the sane key, or

i mpl ement ati ons SHOULD nake use of the | onger AES key sizes. Note
that ESP with 32-bit Sequence Nunbers will not exceed 2764 bl ocks
even if all of the packets are maxi mum | ength Junbograns.

Desi gn Rational e

In the devel opment of this specification, the use of the ESP sequence
nunber field instead of an explicit IV field was considered. This
section docunents the rationale for the selection of an explicit |V.
This selection is not a cryptographic security issue, as either
approach will prevent counter block collisions.

The use of the explicit IV does not dictate the nmanner that the
encryptor uses to assign the per-packet value in the counter bl ock
This is desirable for several reasons.
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1. Only the encryptor can ensure that the value is not used for
nmore than one packet, so there is no advantage to selecting a
mechani smthat allows the decryptor to determ ne whether counter
bl ock values collide. Danmage fromthe collision is done, whether
the decryptor detects it or not.

2. The use of explicit 1Vs allows adders, LFSRs, and any ot her
techni que that neets the tine budget of the encryptor, so long as
the technique results in a unique value for each packet. Adders
are sinple and straightforward to inplenent, but due to carries,
they do not execute in constant tine. LFSRs offer an alternative
that executes in constant tine.

3. Conplexity is in control of the inplementer. Furthermnore, the
deci sion nade by the inplenmenter of the encryptor does not make
the decryptor nore (or |ess) conplex.

4. The assignnent of the per-packet counter block value needs to
be inside the assurance boundary. Some inplenentations assign the
sequence nunber inside the assurance boundary, but others do not.
A sequence nunber collision does not have the dire consequences,
but, as described in Section 6, a collision in counter block

val ues has di sastrous consequences.

5. Using the sequence nunber as the IV is possible in those
architectures where the sequence nunber assignnent is performed
wi thin the assurance boundary. In this situation, the sequence
nunber and the IV field will contain the same val ue.

6. By decoupling the IV and the sequence nunber, architectures
where the sequence nunber assignnent is performed outside the
assurance boundary are acconmpdat ed.

The use of an explicit IV field directly follows fromthe decoupling
of the sequence nunber and the per-packet counter block value. The
addi tional overhead (64 bits for the IV field) is acceptable. This
overhead is significantly | ess overhead associated with C pher Bl ock
Chai ning (CBC) node. As nornally enployed, CBC requires a full block
for the IV and, on average, half of a block for padding. AES CCM
confidentiality processing with an explicit IV has about one-third of
the overhead as AES CBC, and the overhead is constant for each
packet .
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11.

12.

13.

13.

| ANA Consi der ati ons

| ANA has assigned three ESP transform nunbers for use with AES CCM
with an explicit IV:

14 for AES CCMwith an 8-octet |CV,
15 for AES CCMwith a 12-octet ICV; and
16 for AES CCMwith a 16-octet |ICV

Acknowl edgenent s

Doug Whiting and Niels Ferguson worked with ne to devel op CCM node.
We devel oped CCM node as part of the | EEE 802.11i security effort.
One of the nost attractive aspects of CCM node is that it is
unencunbered by patents. | acknow edge the conpani es that supported
t he devel opnent of an unencunbered authenticated encryption node (in
al phabetical order):

H fn

Intersil

MacFer gus

RSA Security
Al'so, | thank Tero Kivinen for his conprehensive review of this
docunent .

Ref er ences
Thi s section provides nornative and i nformative references.
1. Normative References

[ AES] NI ST, FIPS PUB 197, "Advanced Encryption Standard (AES),"
Novenber 2001.

[DA ] Piper, D., "The Internet |P Security Donain of
Interpretation for | SAKMP', RFC 2407, Novenber 1998.

[ ESP] Kent, S., "IP Encapsulating Security Payl oad (ESP)", RFC
4303, Decenber 2005.

[ CCM Wiiting, D., Housley, R, and N. Ferguson, "Counter with
CBC-MAC (CCM ", RFC 3610, Septenber 2003.

[ STDWORDS] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

Housl ey St andards Track [ Page 11]



RFC 4309 Usi ng AEC CCM Mode with | Psec ESP Decenber 2005

13.2. Infornmtive References

[ ARCH| Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, Decenber 2005.

[ 1 KE] Harkins, D. and D. Carrel, "The Internet Key Exchange
(IKE)", RFC 2409, Novenber 1998.

[ 1 KEv2] Kauf man, C., "Internet Key Exchange (1 KEv2) Protocol",
RFC 4306, Decenber 2005.

[ ROAD| Thayer, R, Doraswany, N., and R denn, "IP Security
Docurent Roadnmap", RFC 2411, Novenber 1998.

[ JUMBQ Borman, D., Deering, S., and R Hinden, "IPv6
Junbograns"”, RFC 2675, August 1999.

Aut hor’' s Address
Russel | Housl ey
Vigil Security, LLC
918 Spring Knoll Drive
Her ndon, VA 20170
USA

EMai | : housl ey@i gil sec. com

Housl ey St andards Track [ Page 12]



RFC 4309 Usi ng AEC CCM Mode with | Psec ESP Decenber 2005

Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Housl ey St andards Track [ Page 13]






