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Copyri ght Notice
Copyright (C) The Internet Society (2005).
Abst ract

The | Psec series of protocols nakes use of various cryptographic
algorithms in order to provide security services. The Internet Key
Exchange (I KE (RFC 2409) and | KEv2) provide a mechanismto negotiate
whi ch al gorithns should be used in any given association. However,
to ensure interoperability between disparate inplenentations, it is
necessary to specify a set of mandatory-to-inplenent algorithnms to
ensure that there is at |east one algorithmthat all inplenentations
wi || have avail able. This docunent defines the current set of
algorithnms that are mandatory to inplenent as part of |IKEv2, as well
as algorithns that should be inplenmented because they may be pronoted
to mandatory at sone future tine.

1. Introduction

The I nternet Key Exchange protocol provides for the negotiation of
crypt ographi c al gorithns between both endpoints of a cryptographic

association. Different inplenentations of |Psec and | KE may provide
different algorithns. However, the |ETF desires that al

i mpl ement ati ons shoul d have sone way to interoperate. |n particular,
this requires that | KE define a set of mandatory-to-inpl ement

al gorithms because I KE itself uses such algorithns as part of its own
negotiations. This requires that sone set of algorithns be specified
as "nmandatory-to-inplenent" for |KE
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The nature of cryptography is that new al gorithms surface
continuously and existing algorithms are continuously attacked. An

al gorithmbelieved to be strong today may be denonstrated to be weak
tomorrow. G ven this, the choice of nmandatory-to-inplenent algorithm
shoul d be conservative so as to mninize the |ikelihood of it being
conprom sed qui ckly. Thought should al so be given to performance
consi derations as nmany uses of IPsec will be in environments where
performance i s a concern.

Finally, we need to recognize that the nandatory-to-inpl enent

al gorithm(s) may need to change over tinme to adapt to the changing
worl d. For this reason, the selection of nandatory-to-inplenent

al gorithms was renoved fromthe main | KEv2 specification and pl aced
in this docunent. As the choice of algorithmchanges, only this
docunent should need to be updat ed.

I deal | y, the nandatory-to-inplenent al gorithm of tonorrow should

al ready be available in nost inplenentations of IPsec by the tine it
is made mandatory. To facilitate this, we will attenpt to identify
those algorithnms (that are known today) in this docunent. There is
no guarantee that the algorithns we believe today may be mandatory in
the future will in fact becone so. Al algorithns known today are
subj ect to cryptographic attack and may be broken in the future.

2. Requirenments Term nol ogy

Keywor ds "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT", and
"MAY" that appear in this docunent are to be interpreted as described
in [ RFC2119].

We define sone additional terns here:

SHOULD+ This term means the sane as SHOULD. However, it is likely
that an al gorithm marked as SHOULD+ will be pronoted at
sone future tine to be a MJST.

SHOULD- This term neans the sane as SHOULD. However, an algorithm
mar ked as SHOULD- may be deprecated to a MAY in a future
version of this docunent.

MUST- This term neans the sane as MJST. However, we expect at
some point that this algorithmw Il no longer be a MIST in
a future docunment. Although its status will be determ ned
at a later time, it is reasonable to expect that if a
future revision of a docunment alters the status of a MJST-
algorithm it will remain at |least a SHOULD or a SHOULD-.
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3. Algorithm Sel ection
3.1. [IKEv2 Algorithm Sel ection
3.1.1. Encrypted Payload Al gorithns

The | KEv2 Encrypted Payl oad requires both a confidentiality algorithm
and an integrity algorithm For confidentiality, inplenmentations
MUST- i npl ement 3DES- CBC and SHOULD+ i npl enent AES-128- CBC. For
integrity, HVAC SHA1 MJST be i npl enent ed.

3.1.2. Diffie-Hellmn G oups

There are several Mdul ar Exponential (MODP) groups that are defined
for use in IKEv2. They are defined in both the [IKEv2] base docunent
and in the MODP extensions docunent. They are identified by group
nunber. Any groups not listed here are considered as "MAY be

i mpl ement ed".

G oup Number Bit Length St at us Def i ned
2 1024 MODP G oup MJST- [ RFC2409]
14 2048 MODP G oup SHOULD+ [ RFC3526]

3.1.3. | KEv2 Transform Type 1 Al gorithmns

| KEv2 defines several possible algorithns for Transfer Type 1
(encryption). These are defined below with their inplementation

st at us.
Narmre Nurber Defined In St at us
RESERVED 0
ENCR_3DES 3 [ RFC2451] MUJST-
ENCR_NULL 11 [ RFC2410] MAY
ENCR_AES CBC 12 [ AES- CBC SHOULD+
ENCR_AES CTR 13 [ AES- CTR] SHOULD

3.1.4. |KEv2 Transform Type 2 Al gorithns

Transfer Type 2 Algorithns are pseudo-random functions used to
gener at e random val ues when needed.

Narme Nurber Defined In St at us
RESERVED 0

PRF_HVAC MD5 1 [ RFC2104] MAY
PRF_HMAC SHA1 2 [ RFC2104] MUST
PRF_AES128 CBC 4 [ AESPRF] SHOULD+
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3.1.5. | KEv2 Transform Type 3 Al gorithns

Transfer Type 3 Algorithns are Integrity algorithnms used to protect
data agai nst tanpering.

Nane Nurber Defined In St at us
NONE 0

AUTH HVAC MD5 96 1 [ RFC2403] MAY
AUTH HVAC SHA1 96 2 [ RFC2404] MUST
AUTH_AES XCBC 96 5 [ AES- MAC] SHOULD+

4. Security Considerations

The security of cryptographic-based systenms depends on both the
strength of the cryptographic algorithnms chosen and the strength of
the keys used with those algorithns. The security al so depends on
the engi neering of the protocol used by the systemto ensure that
there are no non-cryptographic ways to bypass the security of the
overal |l system

Thi s docunent concerns itself with the selection of cryptographic
algorithms for the use of IKEv2, specifically with the selection of
"mandat ory-to-inplenent” algorithns. The algorithnms identified in
thi s docunent as "MJST inplenment” or "SHOULD inplement" are not known
to be broken at the current time, and cryptographic research so far

|l eads us to believe that they will likely remain secure into the
foreseeabl e future. However, this isn't necessarily forever. W
woul d therefore expect that new revisions of this docunent will be
issued fromtine to tine that reflect the current best practice in
this area.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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