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Thi s docunent describes an updated version of the Encapsul ating
Security Payl oad (ESP) protocol, which is designed to provide a m x
of security services in IPv4 and I1Pv6. ESP is used to provide
confidentiality, data origin authentication, connectionless
integrity, an anti-replay service (a formof partial sequence
integrity), and limted traffic flow confidentiality. This document
obsol etes RFC 2406 (Novenber 1998).
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1.

I nt roducti on

Thi s docunent assunes that the reader is famliar with the ternms and
concepts described in the "Security Architecture for the Internet
Protocol " [Ken-Arch], hereafter referred to as the Security
Architecture docunment. In particular, the reader should be famliar
with the definitions of security services offered by the
Encapsul ati ng Security Payload (ESP) and the I P Authentication Header
(AH), the concept of Security Associations, the ways in which ESP can
be used in conjunction with AH, and the different key nanagenent
options available for ESP and AH.

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].

The Encapsul ating Security Payl oad (ESP) header is designed to
provide a nmix of security services in IPv4 and | Pv6 [DH98]. ESP may
be applied alone, in conbination with AH [ Ken-AH], or in a nested
fashi on (see the Security Architecture docunment [Ken-Arch]).

Security services can be provi ded between a pair of conmunicating
hosts, between a pair of communicating security gateways, or between
a security gateway and a host. For nore details on how to use ESP
and AH in various network environments, see the Security Architecture
docunent [ Ken-Arch].

The ESP header is inserted after the | P header and before the next

| ayer protocol header (transport nobde) or before an encapsulated IP
header (tunnel node). These nobdes are described in nore detai

bel ow.

ESP can be used to provide confidentiality, data origin

aut henti cation, connectionless integrity, an anti-replay service (a
formof partial sequence integrity), and (limted) traffic flow
confidentiality. The set of services provided depends on options
selected at the tinme of Security Association (SA) establishment and
on the location of the inplenentation in a network topol ogy.

Usi ng encryption-only for confidentiality is allowed by ESP

However, it should be noted that in general, this will provide
defense only agai nst passive attackers. Using encryption without a
strong integrity nechanismon top of it (either in ESP or separately
via AH) may render the confidentiality service insecure against some
forns of active attacks [Bel 96, Kra0Ol]. Mboreover, an underlying
integrity service, such as AH, applied before encryption does not
necessarily protect the encryption-only confidentiality against
active attackers [Kra0l]. ESP allows encryption-only SAs because
this may of fer considerably better performance and still provide
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adequat e security, e.g., when higher-layer authentication/integrity
protection is offered i ndependently. However, this standard does not
require ESP inmplenentations to offer an encryption-only service.

Data origin authentication and connectionless integrity are joint
services, hereafter referred to jointly as "integrity". (This term
i s enpl oyed because, on a per-packet basis, the computation being
performed provides connectionless integrity directly; data origin
authentication is provided indirectly as a result of binding the key
used to verify the integrity to the identity of the |Psec peer
Typically, this binding is effected through the use of a shared,
symmretric key.) Integrity-only ESP MJST be offered as a service

sel ection option, e.g., it nust be negotiable in SA managenent
protocol s and MJST be configurable via managenment interfaces.
Integrity-only ESP is an attractive alternative to AH in nmany
contexts, e.g., because it is faster to process and nore anenable to
pi pelining in many inpl enentations.

Al t hough confidentiality and integrity can be of fered i ndependently,
ESP typically will enploy both services, i.e., packets will be
protected with regard to confidentiality and integrity. Thus, there
are three possible ESP security service conbinations involving these
services

- confidentiality-only (MAY be supported)
- integrity only (MJST be supported)
- confidentiality and integrity (MJST be supported)

The anti-replay service may be selected for an SAonly if the
integrity service is selected for that SA. The selection of this
service is solely at the discretion of the receiver and thus need not
be negotiated. However, to nmake use of the Extended Sequence Nunber
feature in an interoperable fashion, ESP does inpose a requirenment on
SA managenent protocols to be able to negotiate this feature (see
Section 2.2.1 bel ow).

The traffic flow confidentiality (TFC) service generally is effective
only if ESP is enployed in a fashion that conceals the ultimate
source and destination addresses of correspondents, e.g., in tunne
node between security gateways, and only if sufficient traffic flows
bet ween | Psec peers (either naturally or as a result of generation of
masking traffic) to conceal the characteristics of specific,

i ndi vi dual subscriber traffic flows. (ESP may be enpl oyed as part of
a higher-layer TFC system e.g., Onion Routing [Syverson], but such
systens are outside the scope of this standard.) New TFC features
present in ESP facilitate efficient generation and discardi ng of
dummy traffic and better padding of real traffic, in a backward-
conpati bl e fashion.

Kent St andards Track [ Page 4]



RFC 4303 | P Encapsul ating Security Payl oad (ESP) Decenber 2005
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Section 7 provides a brief review of the differences between this
docunent and RFC 2406.

Encapsul ating Security Payl oad Packet Format

The (outer) protocol header (IPv4, |Pv6, or Extension) that

i mredi ately precedes the ESP header SHALL contain the value 50 in its
Protocol (IPv4) or Next Header (1Pv6, Extension) field (see | ANA web
page at http://wwmv. i ana. or g/ assi gnment s/ prot ocol - nunbers). Figure 1
illustrates the top-level format of an ESP packet. The packet begins
with two 4-byte fields (Security Paraneters Index (SPl) and Sequence
Nunber). Followi ng these fields is the Payl oad Data, which has
substructure that depends on the choice of encryption algorithm and
mode, and on the use of TFC paddi ng, which is exanm ned in nore detai
|later. Follow ng the Payl oad Data are Paddi ng and Pad Length fiel ds,
and the Next Header field. The optional Integrity Check Value (ICV)
field conpletes the packet.

1 2 3
1234567890123456789012345678901

i S S T i i S S e i S S S S

Security Parameters Index (SPI) | ~int.

ok o ok o e o o ok o = S SR S 6 )V
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| | Conf
Foto e o e o e e e o e o e o e e e - - - - - - -+ | COV-
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| Pad Length | Next Header | v %

T T S s Sl S T i S S e e T o SR S

Integrity Check Value-1CV  (variable) |

N kL p e SR S T R S S S R

Figure 1. Top-Level Format of an ESP Packet

* |f included in the Payload field, cryptographic synchronization
data, e.g., an Initialization Vector (1V, see Section 2.3),
usually is not encrypted per se, although it often is referred
to as being part of the ciphertext.
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The (transmitted) ESP trailer consists of the Paddi ng, Pad Length,
and Next Header fields. Additional, inplicit ESP trailer data (which
is not transmtted) is included in the integrity conputation, as
descri bed bel ow.

If the integrity service is selected, the integrity conputation
enconpasses the SPI, Sequence Nunber, Payl oad Data, and the ESP
trailer (explicit and inplicit).

If the confidentiality service is selected, the ciphertext consists
of the Payl oad Data (except for any cryptographic synchronization
data that may be included) and the (explicit) ESP trailer

As noted above, the Payl oad Data may have substructure. An
encryption algorithmthat requires an explicit Initialization Vector
(IV), e.g., G pher Block Chaining (CBC) npode, often prefixes the

Payl oad Data to be protected with that value. Sone al gorithm nodes
conbi ne encryption and integrity into a single operation; this
docunent refers to such algorithm nodes as "conbi ned node

al gorithms". Accommodation of conbi ned node al gorithns requires that
the algorithmexplicitly describe the payl oad substructure used to
convey the integrity data.

Sone conbi ned node al gorithnms provide integrity only for data that is
encrypted, whereas others can provide integrity for some additiona
data that is not encrypted for transm ssion. Because the SPI and
Sequence Nunber fields require integrity as part of the integrity
service, and they are not encrypted, it is necessary to ensure that
they are afforded integrity whenever the service is selected,

regardl ess of the style of conbined al gorithm nbode enpl oyed.

When any conbi ned node algorithmis enployed, the algorithmitself is
expected to return both decrypted plaintext and a pass/fail
indication for the integrity check. For conbi ned node al gorithns,
the I1CV that would normal |y appear at the end of the ESP packet (when
integrity is selected) nmay be omtted. Wien the ICV is omtted and
integrity is selected, it is the responsibility of the conbined node
algorithmto encode within the Payl oad Data an | CVv-equi val ent means
of verifying the integrity of the packet.

If a conbined node algorithmoffers integrity only to data that is
encrypted, it will be necessary to replicate the SPI and Sequence
Nunber as part of the Payl oad Dat a.

Finally, a new provision is made to insert padding for traffic flow

confidentiality after the Payl oad Data and before the ESP trail er
Figure 2 illustrates this substructure for Payload Data. (Note: This
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di agram shows bits-on-the-wire. So even if extended sequence nunbers
are being used, only 32 bits of the Sequence Number w Il be
transmtted (see Section 2.2.1).)
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Figure 2. Substructure of Payl oad Data

* | f tunnel node is being used, then the | Psec inplenmentation
can add Traffic Flow Confidentiality (TFC) paddi ng (see
Section 2.4) after the Payl oad Data and before the Paddi ng
(0-255 bytes) field.

If a conbined al gorithmnode is enployed, the explicit ICV shown in
Figures 1 and 2 nay be onmtted (see Section 3.3.2.2 below). Because
al gorithms and nodes are fixed when an SA is established, the
detailed format of ESP packets for a given SA (including the Payl oad
Data substructure) is fixed, for all traffic on the SA

The tables belowrefer to the fields in the preceding figures and
illustrate how several categories of algorithmic options, each with a
different processing nodel, affect the fields noted above. The
processing details are described in |ater sections.
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Table 1. Separate Encryption and Integrity Al gorithns

What What What

# of Requ’ d Encrypt Integ is
byt es [ 1] Covers Covers Xntd
SPI 4 M Y pl ain
Seg# (| ow order bits) 4 M Y pl ain p
—————— a
1V vari abl e @] Y plain | y
| P dat agram [ 2] variable Mor D Y Y cipher[3] |-I
TFC paddi ng [ 4] vari abl e @) Y Y cipher[3] | o
------ a
Paddi ng 0- 255 M Y Y ci pher[ 3] d
Pad Length 1 M Y Y ci pher[ 3]
Next Header 1 M Y Y ci pher|[ 3]
Seqg# (high-order bits) 4 if ESN [5] Y not xntd
| CV Paddi ng variable if need Y not xntd
I CvV vari abl e M [ 6] pl ain

[1] M= mandatory; O = optional; D = dunmmy
[2] If tunnel node -> | P datagram
If transport nobde -> next header and data
[3] ciphertext if encryption has been sel ected
[4] Can be used only if payload specifies its "real" length
[5] See section 2.2.1
[6] mandatory if a separate integrity algorithmis used
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Tabl e 2. Combi ned Mbde Al gorithmns

What What What

# of Requ’ d Encrypt Integ is
byt es [ 1] Covers Covers Xntd
SPI 4 M pl ain
Seg# (| ow order bits) 4 M pl ain p
--- a
1V vari abl e @] Y plain | vy
| P dat agram [ 2] variable Mor D Y Y ci pher |-I
TFC paddi ng [ 3] vari abl e @) Y Y cipher | o
--- a
Paddi ng 0- 255 M Y Y ci pher d
Pad Length 1 M Y Y ci pher
Next Header 1 M Y Y ci pher
Seqg# (high-order bits) 4 i f ESN [4] Y [ 5]
| CV Paddi ng variable if need Y [ 5]
I CV vari abl e O [6] pl ain

[1] M= mandatory; O = optional; D = dunmmy

[2] If tunnel node -> | P datagram
If transport nobde -> next header and data

[3] Can be used only if payload specifies its "real" length

[4] See Section 2.2.1

[5] The al gorithm choices determ nes whether these are
transmtted, but in either case, the result is invisible
to ESP

[6] The al gorithm spec determ nes whether this field is
present

The foll owi ng subsections describe the fields in the header format.
"Optional" neans that the field is omtted if the option is not
selected, i.e., it is present in neither the packet as transnmitted
nor as formatted for conputation of an ICV (see Section 2.7).

Whet her or not an option is selected is determ ned as part of
Security Association (SA) establishment. Thus, the format of ESP
packets for a given SAis fixed, for the duration of the SA. In
contrast, "mandatory" fields are always present in the ESP packet
format, for all SAs.

Note: All of the cryptographic algorithns used in | Psec expect their
i nput in canonical network byte order (see Appendix of RFC 791

[ Pos81]) and generate their output in canonical network byte order.

| P packets are also transmitted in network byte order.
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ESP does not contain a version nunber, therefore if there are
concerns about backward conpatibility, they MJST be addressed by
usi ng a signaling nmechani sm between the two | Psec peers to ensure
conpati ble versions of ESP (e.g., Internet Key Exchange (|KEv2)

[ Kau05]) or an out-of-band configuration nmechani sm

2.1. Security Paraneters |Index (SPI)

The SPI is an arbitrary 32-bit value that is used by a receiver to
identify the SA to which an incom ng packet is bound. The SPI field
is mandatory.

For a unicast SA, the SPI can be used by itself to specify an SA, or
it may be used in conjunction with the IPsec protocol type (in this
case ESP). Because the SPI value is generated by the receiver for a
uni cast SA, whether the value is sufficient to identify an SA by
itself or whether it must be used in conjunction with the |IPsec
protocol value is a local matter. This mechani smfor nmapping i nbound
traffic to unicast SAs MJST be supported by all ESP inpl enmentations.

If an I Psec inplenmentation supports nulticast, then it MJST support
mul ti cast SAs using the al gorithm bel ow for mappi ng i nbound | Psec
datagrans to SAs. Inplenentations that support only unicast traffic
need not inplement this de-nultiplexing algorithm

In many secure nulticast architectures (e.g., [RFC3740]), a centra
G oup Controller/Key Server unilaterally assigns the group security
association’s SPI. This SPI assignnent is not negotiated or
coordinated with the key nanagenent (e.g., |KE) subsystens that
reside in the individual end systens that conprise the group
Consequently, it is possible that a group security association and a
uni cast security association can simultaneously use the same SPI. A
mul ti cast-capabl e |1 Psec inplenmentation MIST correctly de-multiplex

i nbound traffic even in the context of SPlI collisions.

Each entry in the Security Associ ati on Database (SAD) [Ken-Arch] nust
i ndi cate whether the SA | ookup makes use of the destination, or
destination and source, | P addresses, in addition to the SPI. For
mul ticast SAs, the protocol field is not employed for SA | ookups.

For each inbound, |Psec-protected packet, an inplenentation nust
conduct its search of the SAD such that it finds the entry that

mat ches the "l ongest" SAidentifier. |In this context, if two or nore
SAD entries match based on the SPI value, then the entry that also
mat ches based on destination, or destination and source, address
comparison (as indicated in the SAD entry) is the "longest” match
This inplies a |l ogical ordering of the SAD search as foll ows:
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1. Search the SAD for a match on {SPI, destination address,
source address}. |If an SAD entry matches, then process the
i nbound ESP packet with that matching SAD entry. O herw se,
proceed to step 2.

2. Search the SAD for a match on {SPI, destination address}.
If the SAD entry matches, then process the inbound ESP
packet with that matching SAD entry. O herw se, proceed to
step 3.

3. Search the SAD for a match on only {SPI} if the receiver has
chosen to maintain a single SPI space for AH and ESP, or on
{SPI, protocol} otherwise. |If an SAD entry matches, then
process the i nbound ESP packet with that matching SAD entry.
O herwi se, discard the packet and | og an auditable event.

In practice, an inplenentati on MAY choose any nethod to accel erate
this search, although its externally visible behavior MJST be
functionally equivalent to having searched the SAD in the above
order. For example, a software-based inplenentation could index into
a hash table by the SPI. The SAD entries in each hash table bucket’s
linked |ist are kept sorted to have those SAD entries with the

|l ongest SA identifiers first in that linked Iist. Those SAD entries
having the shortest SAidentifiers are sorted so that they are the
last entries in the linked list. A hardware-based inplenentation may
be able to effect the | ongest match search intrinsically, using
commonl y avail abl e Ternary Cont ent - Addr essabl e Menory ( TCAM

f eat ures.

The indication of whether source and destination address nmatching is
required to map i nbound | Psec traffic to SAs MJST be set either as a
side effect of manual SA configuration or via negotiation using an SA
managenent protocol, e.g., IKE or G oup Domain of Interpretation
(GDA) [RFC3547]. Typically, Source-Specific Milticast (SSM [HC03]
groups use a 3-tuple SAidentifier conposed of an SPI, a destination
mul ti cast address, and source address. An Any-Source Milticast group
SA requires only an SPI and a destination nulticast address as an
identifier.

The set of SPI values in the range 1 through 255 are reserved by the
I nternet Assigned Nunmbers Authority (1ANA) for future use; a reserved
SPI value will not normally be assigned by | ANA unless the use of the
assigned SPI value is specified in an RFC. The SPI val ue of zero (0)
is reserved for |ocal, inplenentation-specific use and MJST NOT be
sent on the wire. (For exanple, a key managenent inplenentation

m ght use the zero SPI value to nmean "No Security Association Exists"
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during the period when the | Psec inplenentation has requested that
its key managenment entity establish a new SA, but the SA has not yet
been established.)

2.2. Sequence Nunber

This unsigned 32-bit field contains a counter value that increases by
one for each packet sent, i.e., a per-SA packet sequence nunber. For
a unicast SA or a single-sender nulticast SA, the sender MJST
increment this field for every transmtted packet. Sharing an SA
anong nultiple senders is permtted, though generally not

recomended. ESP provi des no neans of synchroni zi ng packet counters
anong nultiple senders or neaningfully managi ng a receiver packet
counter and wi ndow in the context of multiple senders. Thus, for a
mul ti-sender SA, the anti-replay features of ESP are not avail able
(see Sections 3.3.3 and 3.4.3.)

The field is mandatory and MJUST al ways be present even if the

recei ver does not elect to enable the anti-replay service for a
specific SA. Processing of the Sequence Nunber field is at the

di scretion of the receiver, but all ESP inplenentati ons MJST be
capabl e of perfornming the processing described in Sections 3.3.3 and
3.4.3. Thus, the sender MJST always transmt this field, but the
recei ver need not act upon it (see the discussion of Sequence Nunber
Verification in the "Inbound Packet Processing" section (3.4.3)

bel ow) .

The sender’s counter and the receiver’s counter are initialized to O
when an SA is established. (The first packet sent using a given SA
wi Il have a sequence nunber of 1; see Section 3.3.3 for nore details
on how the sequence nunber is generated.) |If anti-replay is enabled
(the default), the transnmitted sequence number must never be all owed
to cycle. Thus, the sender’s counter and the receiver’s counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssi on of the 2732nd packet on an SA

2.2.1. Extended (64-bit) Sequence Number

To support high-speed | Psec inplementations, Extended Sequence
Nunbers (ESNs) SHOULD be inplenented, as an extension to the current,
32-bit sequence nunber field. Use of an ESN MUST be negoti ated by an
SA managenent protocol. Note that in IKEv2, this negotiation is
inmplicit; the default is ESN unless 32-bit sequence nunbers are
explicitly negotiated. (The ESN feature is applicable to nulticast
as well as unicast SAs.)
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The ESN facility all ows use of a 64-bit sequence number for an SA
(See Appendi x A, "Extended (64-bit) Sequence Numbers", for details.)
Only the loworder 32 bits of the sequence nunber are transmtted in
the plai ntext ESP header of each packet, thus mnimzing packet
overhead. The high-order 32 bits are maintained as part of the
sequence nunber counter by both transmitter and receiver and are
included in the conmputation of the ICV (if the integrity service is

selected). |If a separate integrity algorithmis enployed, the high
order bits are included in the inplicit ESP trailer, but are not
transmtted, analogous to integrity algorithmpadding bits. If a

conbi ned node al gorithmis enployed, the al gorithm choice determ nes
whet her the high-order ESN bits are transnmitted or are included
inplicitly in the conputation. See Section 3.3.2.2 for processing
detail s.

2.3. Payload Data

Payl oad Data is a variable-length field containing data (fromthe
original IP packet) described by the Next Header field. The Payl oad
Data field is mandatory and is an integral nunber of bytes in |ength.
If the algorithmused to encrypt the payl oad requires cryptographic
synchroni zation data, e.g., an Initialization Vector (1V), then this
data is carried explicitly in the Payload field, but it is not called
out as a separate field in ESP, i.e., the transm ssion of an explicit
IVis invisible to ESP. (See Figure 2.) Any encryption algorithm
that requires such explicit, per-packet synchronization data MJST
indicate the I ength, any structure for such data, and the |ocation of
this data as part of an RFC specifying how the algorithmis used with
ESP. (Typically, the IV inmedi ately precedes the ciphertext. See
Figure 2.) |If such synchronization data is inplicit, the algorithm
for deriving the data MJUST be part of the algorithmdefinition RFC
(I'f included in the Payload field, cryptographic synchronization
data, e.g., an Initialization Vector (1V), usually is not encrypted
per se (see Tables 1 and 2), although it sonetinmes is referred to as
bei ng part of the ciphertext.)

Note that the beginning of the next |ayer protocol header MJST be
aligned relative to the beginning of the ESP header as follows. For
IPv4, this alignment is a nultiple of 4 bytes. For |IPv6, the
alignnment is a nultiple of 8 bytes.

Wth regard to ensuring the alignnent of the (real) ciphertext in the
presence of an 1V, note the follow ng:

o For sone |V-based nodes of operation, the receiver treats
the 1V as the start of the ciphertext, feeding it into the
algorithmdirectly. |In these nodes, alignnment of the start
of the (real) ciphertext is not an issue at the receiver
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2

4.

0 In some cases, the receiver reads the IV in separately from

the ciphertext. |In these cases, the al gorithm specification
MJST address how alignment of the (real) ciphertext is to be
achi eved.

Paddi ng (for Encryption)
Two primary factors require or notivate use of the Padding field.

o If an encryption algorithmis enployed that requires the
plaintext to be a nmultiple of sonme nunber of bytes, e.g.,
the bl ock size of a block cipher, the Padding field is used
to fill the plaintext (consisting of the Payl oad Data,

Paddi ng, Pad Length, and Next Header fields) to the size
required by the algorithm

0 Padding al so may be required, irrespective of encryption
al gorithmrequirenents, to ensure that the resulting
ci phertext term nates on a 4-byte boundary. Specifically,
the Pad Length and Next Header fields must be right aligned
within a 4-byte word, as illustrated in the ESP packet
format figures above, to ensure that the ICV field (if
present) is aligned on a 4-byte boundary.

Paddi ng beyond that required for the algorithmor alignnent reasons

cited above could be used to conceal the actual |ength of the

payl oad, in support of TFC. However, the Padding field described is
too limted to be effective for TFC and thus should not be used for

that purpose. Instead, the separate nechani sm descri bed bel ow (see

Section 2.7) should be used when TFC i s required.

The sender MAY add O to 255 bytes of padding. |Inclusion of the
Padding field in an ESP packet is optional, subject to the
requi renents noted above, but all inplenmentations MJST support
generation and consunpti on of paddi ng.

o For the purpose of ensuring that the bits to be encrypted
are a nultiple of the algorithm s block size (first bullet
above), the paddi ng conputation applies to the Payl oad Data
exclusive of any 1V, but including the ESP trailer
fields. |If a conbined algorithm node requires transm ssion
of the SPI and Sequence Nunber to effect integrity, e.g.,
replication of the SPI and Sequence Nunber in the Payl oad
Data, then the replicated versions of these data itens, and
any associ ated, |CV-equivalent data, are included in the
conputation of the pad length. (If the ESN option is
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sel ected, the high-order 32 bits of the ESN al so woul d enter
into the conputation, if the conbined node al gorithm
requires their transmssion for integrity.)

o0 For the purposes of ensuring that the ICV is aligned on a
4- byt e boundary (second bul |l et above), the padding
comput ation applies to the Payl oad Data inclusive of the 1V,
the Pad Length, and Next Header fields. |If a comnbined node
algorithmis used, any replicated data and | CV-equi val ent
data are included in the Payl oad Data covered by the padding
conput ati on.

I f Paddi ng bytes are needed but the encryption al gorithm does not
specify the padding contents, then the follow ng default processing
MJST be used. The Padding bytes are initialized with a series of
(unsi gned, 1-byte) integer values. The first paddi ng byte appended
to the plaintext is nunbered 1, with subsequent paddi ng bytes naking
up a nonotonically increasing sequence: 1, 2, 3, .... Wen this
paddi ng schene is enpl oyed, the receiver SHOULD i nspect the Paddi ng
field. (This scheme was sel ected because of its relative sinplicity,
ease of inplenmentation in hardware, and because it offers limted
protection against certain forns of "cut and paste" attacks in the
absence of other integrity neasures, if the receiver checks the
paddi ng val ues upon decryption.)

If an encryption or conbi ned node al gorithmimnmposes constraints on
the val ues of the bytes used for padding, they MJST be specified by
the RFC defining how the algorithmis enployed with ESP. If the

al gorithm requires checking of the values of the bytes used for
paddi ng, this too MJST be specified in that RFC

2.5. Pad Length

The Pad Length field indicates the nunber of pad bytes imrediately
preceding it in the Padding field. The range of valid values is 0 to
255, where a value of zero indicates that no Paddi ng bytes are
present. As noted above, this does not include any TFC paddi ng
bytes. The Pad Length field is mandatory.
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2.6. Next Header

The Next Header is a mandatory, 8-bit field that identifies the type
of data contained in the Payload Data field, e.g., an IPv4 or |Pv6
packet, or a next |ayer header and data. The value of this field is
chosen fromthe set of I P Protocol Nunbers defined on the web page of
the ANA, e.g., a value of 4 indicates |Pv4, a value of 41 indicates
| Pv6, and a value of 6 indicates TCP

To facilitate the rapid generation and di scarding of the padding
traffic in support of traffic flow confidentiality (see Section 2.4),
the protocol value 59 (which neans "no next header") MJST be used to
designate a "dummy" packet. A transmitter MJST be capabl e of
generati ng dumtmy packets marked with this value in the next protoco
field, and a receiver MJST be prepared to discard such packets,

wi thout indicating an error. Al other ESP header and trailer fields
(SPI, Sequence Nunber, Padding, Pad Length, Next Header, and |CV)
MUST be present in dunmy packets, but the plaintext portion of the
payl oad, other than this Next Header field, need not be well-forned,
e.g., the rest of the Payl oad Data may consist of only random byt es.
Dumry packets are di scarded wi thout prejudice.

I npl enent ati ons SHOULD provi de | ocal managenent controls to enable
the use of this capability on a per-SA basis. The controls should
all ow the user to specify if this feature is to be used and al so
provi de paranetric controls; for exanple, the controls mght allow an
adm nistrator to generate randomlength or fixed-1ength dumry
packets.

Dl SCUSSI ON:  Dunmy packets can be inserted at randomintervals to nask
the absence of actual traffic. One can also "shape" the actua
traffic to match sone distribution to which dummy traffic is added as
dictated by the distribution parameters. As with the packet |ength
padding facility for Traffic Flow Security (TFS), the npbst secure
approach woul d be to generate dumry packets at whatever rate is
needed to nmaintain a constant rate on an SA. If packets are all the
same size, then the SA presents the appearance of a constant bit rate
data stream analogous to what a link crypto would offer at layer 1
or 2. However, this is unlikely to be practical in many contexts,
e.g., when there are multiple SAs active, because it would inply
reduci ng the all owed bandwi dth for a site, based on the nunber of

SAs, and that woul d undernine the benefits of packet switching.

I mpl ement ati ons SHOULD provi de controls to enable |oca

adm nistrators to manage the generation of dumy packets for TFC

pur poses.
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2.7. Traffic Flow Confidentiality (TFC) Paddi ng

As noted above, the Padding field is limted to 255 bytes in | ength.
This generally will not be adequate to hide traffic characteristics
relative to traffic flow confidentiality requirenents. An optiona
field, within the payload data, is provided specifically to address
the TFC requirenent.

An | Psec inplenmentation SHOULD be capabl e of padding traffic by
addi ng bytes after the end of the Payload Data, prior to the

begi nning of the Padding field. However, this padding (hereafter
referred to as TFC paddi ng) can be added only if the Payl oad Data
field contains a specification of the length of the I P datagram
This is always true in tunnel node, and nmay be true in transport node
dependi ng on whet her the next |ayer protocol (e.g., IP, UDP, |ICWP)
contains explicit length information. This length information will
enabl e the receiver to discard the TFC paddi ng, because the true

| ength of the Payload Data will be known. (ESP trailer fields are
| ocated by counting back fromthe end of the ESP packet.)
Accordingly, if TFC padding is added, the field containing the
specification of the length of the I P datagram MJST NOT be nodified
to reflect this padding. No requirenments for the value of this
paddi ng are established by this standard.

In principle, existing I Psec inplenentations could have nade use of
this capability previously, in a transparent fashion. However,
because receivers may not have been prepared to deal with this

paddi ng, the SA nmanagenent protocol MJST negotiate this service prior
to a transmitter enploying it, to ensure backward conpatibility.

Conmbi ned with the convention described in Section 2.6 above, about
the use of protocol ID 59, an ESP inplenentation is capabl e of
generating dutmy and real packets that exhibit rmuch greater |ength
variability, in support of TFC

I npl enent ati ons SHOULD provi de | ocal managenent controls to enable
the use of this capability on a per-SA basis. The controls should
all ow the user to specify if this feature is to be used and al so
provi de paranetric controls for the feature

2.8. Integrity Check Value (ICV)

The Integrity Check Value is a variable-length field computed over
the ESP header, Payload, and ESP trailer fields. Inplicit ESP
trailer fields (integrity paddi ng and hi gh-order ESN bits, if
applicable) are included in the ICV conputation. The ICV field is
optional. It is present only if the integrity service is selected
and is provided by either a separate integrity algorithmor a

conbi ned node al gorithmthat uses an ICV. The length of the field is
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specified by the integrity algorithm selected and associated with the
SA. The integrity algorithm specification MIST specify the | ength of
the 1CV and the conparison rules and processing steps for validation.

3. Encapsul ating Security Protocol Processing
3.1. ESP Header Location

ESP may be enployed in two ways: transport node or tunnel nopde.
3.1.1. Transport Mode Processing

In transport nmode, ESP is inserted after the | P header and before a
next | ayer protocol, e.g., TCP, UDP, ICMP, etc. 1In the context of
IPv4, this translates to placing ESP after the |IP header (and any
options that it contains), but before the next layer protocol. (If
AH is also applied to a packet, it is applied to the ESP header,

Payl oad, ESP trailer, and ICV, if present.) (Note that the term
"transport" node should not be misconstrued as restricting its use to
TCP and UDP.) The follow ng diagramillustrates ESP transport node
positioning for a typical |1Pv4 packet, on a "before and after” basis.
(This and subsequent diagrams in this section showthe ICV field, the
presence of which is a function of the security services and the

al gorithnm node sel ected.)

BEFORE APPLYI NG ESP

IPv4 Jorig IP hdr | | |
| (any options)| TCP | Data |

IPv4 Jorig IP hdr | ESP | | | ESP | ESP
| (any options)| Hdr | TCP | Data | Trailer | 1CV

| <---- encryption ---->

| <=------- integrity ------- >|

In the Pv6 context, ESP is viewed as an end-to-end payl oad, and thus
shoul d appear after hop-by-hop, routing, and fragnentati on extension
headers. Destination options extension header(s) coul d appear

before, after, or both before and after the ESP header dependi ng on
the semantics desired. However, because ESP protects only fields
after the ESP header, it generally will be desirable to place the
destination options header(s) after the ESP header. The follow ng
diagramillustrates ESP transport node positioning for a typical |Pv6
packet .
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BEFCORE APPLYI NG ESP

I Pv6 | | ext hdrs | | |
| orig IP hdr |if present| TCP | Data |

IPv6 | orig | hop-by-hop, dest*, | | dest | | | ESP | ESP
| I P hdr|routing, fragnent.| ESP|opt*| TCP| Data| Trailer| |CV|

| <--- encryption ---->

| <------ integrity ------ >|

* = if present, could be before ESP, after ESP, or both

Note that in transport node, for "bunp-in-the-stack” or "bunp-in-
the-wire" inplenmentations, as defined in the Security Architecture
docunent, inbound and outbound IP fragnents may require an | Psec
impl ementation to performextra | P reassenbly/fragnmentation in order
to both conformto this specification and provide transparent |Psec
support. Special care is required to perform such operations within
these inpl enentati ons when nultiple interfaces are in use.

3.1.2. Tunnel Mdde Processing

In tunnel node, the "inner" IP header carries the ultimate (IP)
source and destination addresses, while an "outer" |P header contains
the addresses of the | Psec "peers", e.g., addresses of security
gateways. M xed inner and outer |IP versions are allowed, i.e., |Pv6
over | Pv4 and | Pv4 over IPv6. |In tunnel node, ESP protects the
entire inner |P packet, including the entire inner |IP header. The
position of ESP in tunnel node, relative to the outer |IP header, is
the sane as for ESP in transport node. The follow ng diagram
illustrates ESP tunnel node positioning for typical |IPv4 and | Pv6
packets.
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BEFORE APPLYI NG ESP

IPv4 Jorig I P hdr | | |
| (any options)| TCP | Data |

IPv4 | new | P hdr* | | orig IP hdr* | | | ESP | ESP|
| (any options)| ESP | (any options) |TCP| Data| Trailer| |CV|

[ <--eenn--- encryption --------- >|

R integrity ------------ >|

I Pv6 | | ext hdrs | | |
| orig IP hdr |if present| TCP | Data

IPv6 | new* |new ext | | orig*|orig ext | | | ESP | ESP
| 1P hdr| hdrs* |ESP|IP hdr| hdrs * |TCP| Data| Trailer| |CV|

| <--------- encryption ---------- >|

I integrity ------------ >|

if present, construction of outer |P hdr/extensions and
nmodi fication of inner IP hdr/extensions is discussed in
the Security Architecture docunent.

3.2. Algorithns

The mandat ory-to-inpl enent algorithns for use with ESP are descri bed
in a separate RFC, to facilitate updating the al gorithmrequirements
i ndependently fromthe protocol per se. Additional algorithns,
beyond those mandated for ESP, MAY be supported. Note that although
both confidentiality and integrity are optional, at |east one of
these services MJST be sel ected, hence both algorithnms MJUST NOT be
si mul t aneously NULL.
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3.2.1. Encryption Al gorithns

The encryption algorithm enpl oyed to protect an ESP packet is
specified by the SA via which the packet is transmtted/received.
Because | P packets may arrive out of order, and not all packets may
arrive (packet |oss), each packet nmust carry any data required to
all ow the receiver to establish cryptographic synchronization for
decryption. This data may be carried explicitly in the payl oad
field, e.g., as an IV (as descri bed above), or the data may be
derived fromthe plaintext portions of the (outer IP or ESP) packet
header. (Note that if plaintext header information is used to derive
an |V, that informati on may becone security critical and thus the
protection boundary associated with the encryption process may grow.
For exanple, if one were to use the ESP Sequence Nunber to derive an
IV, the Sequence Number generation |ogic (hardware or software) woul d
have to be evaluated as part of the encryption al gorithm

i nplementation. In the case of FIPS 140-2 [ NI STO1], this could
significantly extend the scope of a cryptographi c nodul e eval uation.)
Because ESP nmkes provision for padding of the plaintext, encryption
al gorithms enployed with ESP may exhibit either block or stream node
characteristics. Note that because encryption (confidentiality) MAY
be an optional service (e.g., integrity-only ESP), this al gorithm MAY
be "NULL" [Ken-Arch].

To allow an ESP inplenentation to conpute the encryption paddi ng
required by a block npde encryption algorithm and to deternine the
MIU i npact of the algorithm the RFC for each encryption al gorithm
used with ESP nust specify the paddi ng nodulus for the algorithm

3.2.2. Integrity Al gorithns

The integrity al gorithmenployed for the I CV conputation is specified
by the SA via which the packet is transmtted/received. As was the
case for encryption algorithnms, any integrity algorithm enployed with
ESP nmust neke provisions to permt processing of packets that arrive
out of order and to accomobdate packet |oss. The sanme adnonition

not ed above applies to use of any plaintext data to facilitate

recei ver synchronization of integrity algorithns. Note that because
the integrity service MAY be optional, this algorithmmay be "NULL".

To allow an ESP inplenentation to conpute any inplicit integrity

al gorithm paddi ng required, the RFC for each al gorithmused with ESP
must speci fy the paddi ng nodulus for the al gorithm
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3.2.3. Conbi ned Mode Al gorithns

If a conbined node algorithmis enployed, both confidentiality and
integrity services are provided. As was the case for encryption

al gorithnms, a conbi ned node al gorithm nust nake provisions for per-
packet cryptographic synchronization, to pernit decryption of packets
that arrive out of order and to accomodate packet |oss. The neans
by whi ch a combi ned node al gorithm provides integrity for the

payl oad, and for the SPI and (Extended) Sequence Nunber fields, may
vary for different algorithmchoices. In order to provide a uniform
al gorithmi ndependent approach to invocation of conbi ned node

al gorithms, no payl oad substructure is defined. For exanple, the SP
and Sequence Number fields mght be replicated within the ciphertext
envel ope and an | CV may be appended to the ESP trailer. None of
these details should be observable externally.

To allow an ESP inplenentation to deternmine the MIU i npact of a
conbi ned node al gorithm the RFC for each algorithmused with ESP
must specify a (sinple) formula that yields encrypted payl oad size,
as a function of the plaintext payl oad and sequence nunber sizes.

3.3. CQutbound Packet Processing

In transport node, the sender encapsul ates the next |ayer protoco

i nformati on between the ESP header and the ESP trailer fields, and
retains the specified I P header (and any |IP extension headers in the
I Pv6 context). In tunnel node, the outer and inner |IP

header/ extensions can be interrelated in a variety of ways. The
construction of the outer |P header/extensions during the
encapsul ati on process is described in the Security Architecture
docunent .

3.3.1. Security Association Lookup

ESP is applied to an outbound packet only after an | Psec

i mpl ement ation determ nes that the packet is associated with an SA
that calls for ESP processing. The process of determning what, if
any, |Psec processing is applied to outbound traffic is described in
the Security Architecture documnent.

3.3.2. Packet Encryption and Integrity Check Value (ICV) Cal cul ation

In this section, we speak in ternms of encryption always being applied
because of the formatting inplications. This is done with the

under standi ng that "no confidentiality” is offered by using the NULL
encryption algorithm (RFC 2410). There are several algorithmc
options.
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Separate Confidentiality and Integrity Al gorithns

If separate confidentiality and integrity algorithnms are enpl oyed,
the Sender proceeds as foll ows:

Kent

1.

2

Encapsul ate (into the ESP Payl oad field):

- for transport node -- just the original next |ayer
prot ocol information.
- for tunnel node -- the entire original |IP datagram

Add any necessary padding -- Optional TFC paddi ng and
(encryption) Padding

Encrypt the result using the key, encryption algorithm
and al gorithm node specified for the SA and using any
requi red cryptographi c synchronization data.

- If explicit cryptographic synchronization data,

e.g., an IV, is indicated, it is input to the
encryption algorithmper the algorithm specification
and placed in the Payl oad field.

- If inplicit cryptographic synchronization data is
enpl oyed, it is constructed and input to the
encryption algorithmas per the al gorithm
speci fication.

- If integrity is selected, encryption is perforned
first, before the integrity algorithmis applied, and
the encryption does not enconpass the ICV field.

This order of processing facilitates rapid detection
and rejection of replayed or bogus packets by the
receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service
(DoS) attacks. It also allows for the possibility of
paral | el processing of packets at the receiver, i.e.,
decryption can take place in parallel with integrity
checking. Note that because the ICV is not protected
by encryption, a keyed integrity algorithm nust be
enpl oyed to conpute the I CV

4. Conmpute the 1CV over the ESP packet minus the ICV field.

Thus, the I CV conmputation enconpasses the SPI, Sequence
Nunber, Payl oad Data, Padding (if present), Pad Length, and
Next Header. (Note that the last 4 fields will be in

ci phertext form because encryption is perforned first.) |If
the ESN option is enabled for the SA the high-order 32
bits of the sequence nunber are appended after the Next
Header field for purposes of this conputation, but are not
transm tted.
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For some integrity algorithms, the byte string over which the ICV
computation is performed nust be a nultiple of a block size specified
by the algorithm |If the I ength of ESP packet (as described above)
does not match the bl ock size requirenents for the algorithm
inmplicit padding MIST be appended to the end of the ESP packet.
(This padding is added after the Next Header field, or after the

hi gh-order 32 bits of the sequence nunber, if ESNis selected.) The
bl ock size (and hence the I ength of the padding) is specified by the
integrity algorithmspecification. This padding is not transmtted
with the packet. The docunent that defines an integrity algorithm
MUST be consulted to deternmine if inplicit padding is required as
descri bed above. |If the docunent does not specify an answer to this
question, then the default is to assune that inplicit padding is
required (as needed to match the packet length to the algorithnis

bl ock size.) |If padding bytes are needed but the al gorithm does not
specify the padding contents, then the padding octets MJST have a
val ue of zero

3.3.2.2. Conbined Confidentiality and Integrity Al gorithmns

If a conbined confidentiality/integrity algorithmis enployed, the
Sender proceeds as foll ows:

1. Encapsulate into the ESP Payl oad Data fiel d:

- for transport node -- just the original next |ayer
prot ocol information.
- for tunnel node -- the entire original |IP datagram
2. Add any necessary padding -- includes optional TFC paddi ng

and (encryption) Paddi ng.

3. Encrypt and integrity protect the result using the key
and conbi ned node al gorithm specified for the SA and using
any required cryptographic synchronization data.

- If explicit cryptographic synchronization data,

e.g., an IV, is indicated, it is input to the
conbi ned node al gorithm per the al gorithm
specification and placed in the Payload fi el d.

- If inplicit cryptographic synchronization data is
enpl oyed, it is constructed and input to the
encryption algorithmas per the al gorithm
speci fication.

- The Sequence Nunber (or Extended Sequence Nunber, as
appropriate) and the SPI are inputs to the
algorithm as they nust be included in the integrity
check computation. The nmeans by which these val ues
are included in this conputation are a function of
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t he conbi ned node al gorithm enpl oyed and thus not
specified in this standard.

- The (explicit) I1CV field MAY be a part of the ESP
packet format when a conbined node algorithmis
enployed. If one is not used, an anal ogous field
usually will be a part of the ciphertext payl oad.
The location of any integrity fields, and the neans
by whi ch the Sequence Nunmber and SPI are included in
the integrity conputation, MJST be defined in an RFC
that defines the use of the conbined node al gorithm
with ESP.

3.3.3. Sequence Nunber Generation

The sender’s counter is initialized to O when an SA is established.
The sender increnents the sequence nunber (or ESN) counter for this
SA and inserts the loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. |In other words, the sender MJUST NOT send a
packet on an SA if doing so would cause the sequence nunber to cycle.
An attenpt to transnmit a packet that would result in sequence numnber
overflowis an auditable event. The audit log entry for this event
SHOULD i nclude the SPI value, current date/time, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

The sender assumes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3). Thus,

typi cal behavior of an ESP inplenentation calls for the sender to
establish a new SA when the Sequence Number (or ESN) cycles, or in
anticipation of this value cycling.

If the key used to conpute an ICV is nmanually distributed, a
conpliant inplementati on SHOULD NOT provide anti-replay service. |If
a user chooses to enploy anti-replay in conjunction with SAs that are
manual | y keyed, the sequence nunber counter at the sender MJST be
correctly mmintained across |ocal reboots, etc., until the key is
replaced. (See Section 5.)

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter. However, the sender stil

increments the counter and when it reaches the maxi num val ue, the
counter rolls over back to zero. (This behavior is recomended for
mul ti-sender, multicast SAs, unless anti-replay nmechani sms outside
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the scope of this standard are negoti ated between the sender and
receiver.)

If ESN (see Appendix) is selected, only the |oworder 32 bits of the
sequence nunber are transnitted in the Sequence Nunber field,

al t hough both sender and receiver maintain full 64-bit ESN counters.
The high order 32 bits are included in the integrity check in an

al gorithm nmode-specific fashion, e.g., the high-order 32 bits may be
appended after the Next Header field when a separate integrity
algorithmis enpl oyed

Note: |If a receiver chooses to not enable anti-replay for an SA then
the recei ver SHOULD NOT negotiate ESN in an SA managenent protocol
Use of ESN creates a need for the receiver to manage the anti-repl ay
wi ndow (in order to determne the correct value for the high-order
bits of the ESN, which are enployed in the ICV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA

3.3.4. Fragnentation

If necessary, fragnentation is performed after ESP processing within
an | Psec inplenentation. Thus, transport node ESP is applied only to
whol e I P datagrans (not to IP fragnents). An |P packet to which ESP
has been applied may itself be fragnmented by routers en route, and
such fragnents must be reassenbled prior to ESP processing at a
receiver. |In tunnel nmode, ESP is applied to an | P packet, which may
be a fragnent of an I P datagram For exanple, a security gateway or
a "bunp-in-the-stack"” or "bunp-in-the-wire" |Psec inplenentation (as
defined in the Security Architecture docunent) nmay apply tunnel nobde
ESP to such fragnents.

NOTE: For transport nmode -- As nentioned at the end of Section 3.1.1,
bunp-in-the-stack and bunp-in-the-wire inplenentati ons may have to
first reassenble a packet fragnmented by the local IP |ayer, then
apply I Psec, and then fragnent the resulting packet.

NOTE: For IPv6 -- For bump-in-the-stack and bunp-in-the-wire
implementations, it will be necessary to exam ne all the extension
headers to deternmine if there is a fragnentati on header and hence
that the packet needs reassenbling prior to | Psec processing.

Fragnment ati on, whether performed by an | Psec inplenmentation or by
routers along the path between | Psec peers, significantly reduces
performance. Moreover, the requirement for an ESP receiver to accept
fragments for reassenbly creates denial of service vulnerabilities
Thus, an ESP inpl enentati on MAY choose to not support fragnentation
and may mark transmitted packets with the DF bit, to facilitate Path
MIU (PMTU) discovery. In any case, an ESP inpl enentati on MJST
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support generation of |ICMP PMIU nessages (or equival ent interna
signaling for native host inplenmentations) to mnimze the Iikelihood
of fragmentation. Details of the support required for MU managenent
are contained in the Security Architecture docunent.

3.4. Inbound Packet Processing
3.4.1. Reassenbly

If required, reassenbly is perfornmed prior to ESP processing. If a
packet offered to ESP for processing appears to be an I P fragnent,
i.e., the OFFSET field is non-zero or the MORE FRAGVENTS flag is set,
the receiver MIST discard the packet; this is an auditable event.

The audit log entry for this event SHOULD i nclude the SPI val ue,
date/time received, Source Address, Destination Address, Sequence
Nunber, and (in IPv6) the Flow ID.

NOTE: For packet reassenbly, the current |Pv4 spec does NOT require
either the zeroing of the OFFSET field or the clearing of the MORE
FRAGVENTS flag. |In order for a reassenbl ed packet to be processed by
| Psec (as opposed to discarded as an apparent fragment), the |IP code
must do these two things after it reassenbl es a packet.

3.4.2. Security Association Lookup

Upon recei pt of a packet containing an ESP Header, the receiver
determ nes the appropriate (unidirectional) SA via |lookup in the SAD
For a unicast SA, this determ nation is based on the SPI or the SP
pl us protocol field, as described in Section 2.1. |[If an

i mpl ementation supports nulticast traffic, the destination address is
al so enployed in the lookup (in addition to the SPl), and the sender
address al so may be enpl oyed, as described in Section 2.1. (This
process is described in nore detail in the Security Architecture
docunent.) The SAD entry for the SA al so indicates whether the
Sequence Nunber field will be checked, whether 32- or 64-bit sequence
nunbers are enployed for the SA, and whether the (explicit) ICV field
shoul d be present (and if so, its size). Also, the SAD entry wll
specify the algorithnms and keys to be enpl oyed for decryption and | CV
computation (if applicable).

If no valid Security Association exists for this packet, the receiver
MUST di scard the packet; this is an auditable event. The audit | og
entry for this event SHOULD include the SPI value, date/tine

recei ved, Source Address, Destination Address, Sequence Number, and
(in IPv6) the cleartext Flow ID.
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(Note that SA managenent traffic, such as | KE packets, does not need
to be processed based on SPI, i.e., one can demultiplex this traffic
separately based on Next Protocol and Port fields, for exanple.)

3.4.3. Sequence Nunber Verification

Al'l ESP inplenentations MIUST support the anti-replay service, though
its use may be enabl ed or disabled by the receiver on a per-SA basis.
Thi s service MJST NOT be enabled unless the ESP integrity service
also is enabled for the SA, because otherw se the Sequence Nunber
field has not been integrity protected. Anti-replay is applicable to
uni cast as well as multicast SAs. However, this standard specifies
no nechani sns for providing anti-replay for a nulti-sender SA
(unicast or nulticast). In the absence of negotiation (or nanua
configuration) of an anti-replay nmechanismfor such an SA it is
recomended that sender and receiver checking of the sequence nunber
for the SA be disabled (via negotiation or manual configuration), as
not ed bel ow.

If the receiver does not enable anti-replay for an SA, no i nbound
checks are perforned on the Sequence Nunber. However, fromthe
perspective of the sender, the default is to assune that anti-replay
is enabled at the receiver. To avoid having the sender do
unnecessary sequence nunber nonitoring and SA setup (see section
3.3.3), if an SA establishment protocol is enployed, the receiver
SHOULD notify the sender, during SA establishment, if the receiver
wi Il not provide anti-replay protection.

If the receiver has enabled the anti-replay service for this SA the
recei ve packet counter for the SA MJST be initialized to zero when
the SA is established. For each received packet, the receiver MJST
verify that the packet contains a Sequence Nunber that does not
duplicate the Sequence Nunber of any other packets received during
the life of this SA. This SHOULD be the first ESP check applied to a
packet after it has been matched to an SA, to speed rejection of
dupl i cat e packets.

ESP permits two-stage verification of packet sequence numbers. This
capability is inmportant whenever an ESP inplenentation (typically the
crypt ographi ¢ nodul e portion thereof) is not capable of performng
decryption and/or integrity checking at the sane rate as the
interface(s) to unprotected networks. |If the inplenentation is
capabl e of such "line rate" operation, then it is not necessary to
performthe prelimnary verification stage described bel ow

The prelimnary Sequence Nunber check is effected utilizing the

Sequence Nunber value in the ESP Header and is perforned prior to
integrity checking and decryption. |If this prelimnary check fails,
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the packet is discarded, thus avoiding the need for any cryptographic
operations by the receiver. |If the prelimnary check is successful,
the receiver cannot yet nodify its |ocal counter, because the
integrity of the Sequence Nunber has not been verified at this point.

Duplicates are rejected through the use of a sliding receive w ndow.
How the window is inplenented is a |local matter, but the follow ng
text describes the functionality that the inplenmentation nust

exhi bit.

The "right" edge of the wi ndow represents the highest, validated
Sequence Nunber val ue received on this SA. Packets that contain
sequence nunbers lower than the "left" edge of the wi ndow are
rejected. Packets falling within the wi ndow are checked agai nst a
list of received packets within the window If the ESN option is

sel ected for an SA, only the loworder 32 bits of the sequence nunber
are explicitly transmtted, but the receiver enploys the ful

sequence nunber conputed using the high-order 32 bits for the

i ndi cated SA (fromhis local counter) when checking the received
Sequence Nunber against the receive window |In constructing the ful
sequence nunber, if the loworder 32 bits carried in the packet are
|l ower in value than the loworder 32 bits of the receiver’s sequence
nunber, the receiver assunes that the high-order 32 bits have been

i ncremented, nmoving to a new sequence nunber subspace. (This

al gorithm accommdat es gaps in reception for a single SA as |arge as
2**32-1 packets. If a larger gap occurs, additional, heuristic
checks for re-synchronization of the receiver sequence number counter
MAY be enpl oyed, as described in the Appendix.)

If the received packet falls within the window and is not a
duplicate, or if the packet is to the right of the window, and if a
separate integrity algorithmis enployed, then the receiver proceeds
to integrity verification. |If a conbined node algorithmis enployed,
the integrity check is perforned along with decryption. In either
case, if the integrity check fails, the receiver MJST discard the
received |P datagramas invalid; this is an auditable event. The
audit log entry for this event SHOULD include the SPI val ue,
date/time received, Source Address, Destination Address, the Sequence
Nunber, and (in IPv6) the Flow ID. The receive w ndow i s updated
only if the integrity verification succeeds. (If a conbined node
algorithmis being used, then the integrity protected Sequence Number
must al so match the Sequence Nunber used for anti-replay protection.)

A m ni nrum wi ndow si ze of 32 packets MJST be supported when 32-bit
sequence nunbers are enployed; a wi ndow size of 64 is preferred and
SHOULD be enpl oyed as the default. Another w ndow size (larger than
the m nimum) MAY be chosen by the receiver. (The receiver does NOT
notify the sender of the wi ndow size.) The receive w ndow size
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shoul d be increased for higher-speed environments, irrespective of
assurance issues. Values for mnimm and recomended recei ve w nhdow
sizes for very high-speed (e.g., multi-gigabit/second) devices are
not specified by this standard.

3.4.4. Integrity Check Value Verification

As wi th outbound processing, there are several options for inbound
processi ng, based on features of the al gorithnms enpl oyed.

3.4.4.1. Separate Confidentiality and Integrity Al gorithns

If separate confidentiality and integrity algorithnms are enpl oyed
processi ng proceeds as foll ows:

1. If integrity has been selected, the receiver conputes the
I CV over the ESP packet minus the ICV, using the specified
integrity algorithmand verifies that it is the sane as the
ICV carried in the packet. Details of the conputation are
provi ded bel ow.

If the conputed and received I CVs match, then the datagram
is valid, and it is accepted. If the test fails, then the
recei ver MJST discard the received | P datagram as invalid;
this is an auditable event. The |og data SHOULD i ncl ude the
SPI value, date/tine received, Source Address, Destination
Addr ess, the Sequence Nunber, and (for IPv6) the cleartext

Fl ow | D.

I mpl ement ati on Not e:

I mpl enent ati ons can use any set of steps that results in the
same result as the followi ng set of steps. Begin by
renovi ng and saving the ICV field. Next check the overal

| ength of the ESP packet minus the ICV field. |If inplicit
padding is required, based on the block size of the
integrity algorithm append zero-filled bytes to the end of
the ESP packet directly after the Next Header field, or
after the high-order 32 bits of the sequence nunber if ESN
is selected. Performthe I CV conputation and conpare the
result with the saved val ue, using the conparison rules
defined by the algorithm specification

2. The receiver decrypts the ESP Payl oad Data, Padding, Pad
Lengt h, and Next Header using the key, encryption algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. As in Section 3.3.2, we speak
here in ternms of encryption always being applied because of
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the formatting inplications. This is done with the
under standi ng that "no confidentiality" is offered by using
the NULL encryption algorithm (RFC 2410).

- If explicit cryptographic synchronization data, e.g.,
an |V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithmas per
the al gorithm specification.

- If inplicit cryptographic synchronization data is
i ndicated, a local version of the IV is constructed
and input to the decryption algorithmas per the
al gorithm specification.

3. The receiver processes any Padding as specified in the
encryption algorithmspecification. |If the default padding
schene (see Section 2.4) has been enpl oyed, the receiver
SHOULD i nspect the Padding field before renoving the paddi ng
prior to passing the decrypted data to the next |ayer

4. The receiver checks the Next Header field. |If the value is
"59" (no next header), the (dummy) packet is discarded
wi t hout further processing.

5. The receiver reconstructs the original |IP datagramfrom

- for transport node -- outer |IP header plus the
original next |ayer protocol information in the ESP
Payl oad field

- for tunnel node -- the entire IP datagramin the ESP
Payl oad fiel d.

The exact steps for reconstructing the original datagram
depend on the node (transport or tunnel) and are descri bed
in the Security Architecture docunent. At a mininmum in an
| Pv6 context, the receiver SHOULD ensure that the decrypted
data is 8-byte aligned, to facilitate processing by the
protocol identified in the Next Header field. This
processing "di scards” any (optional) TFC paddi ng that has
been added for traffic flow confidentiality. (If present,
this will have been inserted after the |IP datagram (or
transport-layer frane) and before the Padding field (see
Section 2.4).)

If integrity checking and encryption are perforned in parallel,
integrity checking MJUST be conpl eted before the decrypted packet is
passed on for further processing. This order of processing
facilitates rapid detection and rejection of replayed or bogus
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packets by the receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service attacks.

Note: If the receiver perforns decryption in parallel with integrity
checking, care nust be taken to avoid possible race conditions with
regard to packet access and extraction of the decrypted packet.

3.4.4.2. Conbined Confidentiality and Integrity Al gorithmns

If a conbined confidentiality and integrity algorithmis enpl oyed,
then the receiver proceeds as follows:

1. Decrypts and integrity checks the ESP Payl oad Data, Padding,
Pad Length, and Next Header, using the key, algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. The SPI fromthe ESP header, and
the (receiver) packet counter value (adjusted as required
fromthe processing described in Section 3.4.3) are inputs
to this algorithm as they are required for the integrity
check.

- If explicit cryptographic synchronization data, e.g.,
an |V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithmas per
the al gorithm specification

- If inplicit cryptographic synchronization data, e.g.,
an 1V, is indicated, a local version of the IVis
constructed and input to the decryption al gorithm as
per the algorithm specification

2. If the integrity check performed by the conbi ned node
algorithmfails, the receiver MJST discard the received IP
datagramas invalid; this is an auditable event. The |og
data SHOULD include the SPI value, date/tine received,

Sour ce Address, Destination Address, the Sequence Nunber,
and (in IPv6) the cleartext Flow ID.

3. Process any Padding as specified in the encryption algorithm
specification, if the algorithmhas not already done so.

4. The receiver checks the Next Header field. |If the value is
"59" (no next header), the (dunmy) packet is discarded
wi t hout further processing.

5. Extract the original |IP datagram (tunnel node) or

transport-layer frane (transport node) fromthe ESP Payl oad
Data field. This inplicitly discards any (optional) padding
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4.

that has been added for traffic flow confidentiality. (If
present, the TFC padding will have been inserted after the
| P payl oad and before the Padding field (see Section 2.4).)

Audi ting

Not all systens that inplenent ESP will inplenment auditing. However,
if ESP is incorporated into a systemthat supports auditing, then the
ESP i npl ement ati on MJST al so support auditing and MJST all ow a system
adm nistrator to enable or disable auditing for ESP. For the nobst
part, the granularity of auditing is a |local matter. However,

several auditable events are identified in this specification and for
each of these events a mininmum set of information that SHOULD be
included in an audit | og is defined.

- No valid Security Association exists for a session. The
audit log entry for this event SHOULD include the SPI val ue,
date/time received, Source Address, Destination Address,
Sequence Nunber, and (for 1Pv6) the cleartext Flow ID.

- A packet offered to ESP for processing appears to be an IP
fragnment, i.e., the OFFSET field is non-zero or the MORE
FRAGMVENTS flag is set. The audit log entry for this event
SHOULD i ncl ude the SPlI value, date/time received, Source
Address, Destination Address, Sequence Number, and (in |Pv6)
the Flow ID.

- Attenpt to transmt a packet that would result in Sequence
Nunber overflow. The audit log entry for this event SHOULD
include the SPI value, current date/tine, Source Address,
Destination Address, Sequence Nunber, and (for IPv6) the
cleartext Flow ID.

- The received packet fails the anti-replay checks. The audit
log entry for this event SHOULD i nclude the SPI val ue,
date/time received, Source Address, Destination Address, the
Sequence Nunber, and (in IPv6) the Flow ID.

- The integrity check fails. The audit log entry for this
event SHOULD include the SPI val ue, date/time received,
Sour ce Address, Destination Address, the Sequence Nunber, and
(for 1Pv6) the Flow ID.

Addi tional information also MAY be included in the audit |log for each
of these events, and additional events, not explicitly called out in
this specification, also MAY result in audit log entries. There is
no requirenent for the receiver to transmt any nessage to the
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purported sender in response to the detection of an auditable event,
because of the potential to induce denial of service via such action

5. Confornmance Requirenents

I mpl ement ations that claimconformance or conpliance with this

speci fication MIUST i npl enent the ESP syntax and processi ng descri bed
here for unicast traffic, and MJUST conply with all additional packet
processing requirements |levied by the Security Architecture docunent

[ Ken-Arch]. Additionally, if an inplenentation clains to support

mul ticast traffic, it MJST conply with the additional requirenents
specified for support of such traffic. |If the key used to conpute an
ICV is manual ly distributed, correct provision of the anti-replay
service requires correct maintenance of the counter state at the
sender (across |local reboots, etc.), until the key is replaced, and
there likely would be no automated recovery provision if counter
overflow were inmmnent. Thus, a conpliant inplenentation SHOULD NOT
provide anti-replay service in conjunction with SAs that are manual |l y
keyed.

The mandatory-to-inplenent algorithns for use with ESP are descri bed
in a separate docunent [Eas04], to facilitate updating the al gorithm
requi renents independently fromthe protocol per se. Additiona

al gorithms, beyond those mandated for ESP, MAY be support ed.

Because use of encryption in ESP is optional, support for the "NULL"
encryption algorithmalso is required to maintain consistency with
the way ESP services are negotiated. Support for the
confidentiality-only service version of ESP is optional. |[If an

i mpl ementation offers this service, it MJST al so support the

negoti ati on of the "NULL" integrity algorithm NOTE that although
integrity and encryption may each be "NULL" under the circunstances
not ed above, they MJST NOT both be "NULL".

6. Security Considerations
Security is central to the design of this protocol, and thus security
consi derations perneate the specification. Additional security-
rel evant aspects of using the | Psec protocol are discussed in the
Security Architecture docunent.

7. Differences from RFC 2406

Thi s docunent differs from RFC 2406 in a nunber of significant ways.

o Confidentiality-only service -- now a MAY, not a MJST
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8.

0 SPI -- nodified to specify a uniformal gorithmfor SAD | ookup
for unicast and nulticast SAs, covering a w der range of
mul ti cast technol ogies. For unicast, the SPI may be used
al one to select an SA, or may be conbined with the protocol,
at the option of the receiver. For nulticast SAs, the SPI is
conbined with the destination address, and optionally the
source address, to select an SA

o0 Extended Sequence Nunber -- added a new option for a 64-bit
sequence nunber for very high-speed communications. darified
sender and receiver processing requirenents for nulticast SAs
and nul ti-sender SAs.

0 Payl oad data -- broadened nodel to accommodat e conbi ned node
al gorithms.

o Padding for inmproved traffic flow confidentiality -- added
requirenent to be able to add bytes after the end of the IP
Payl oad, prior to the beginning of the Padding field.

0 Next Header -- added requirenent to be able to generate and
di scard dummy paddi ng packets (Next Header = 59)
0 I CV -- broadened nodel to accommodate conbi ned node

al gorithms.
o Algorithms -- Added conbined confidentiality node al gorithns.
o0 Moved references to nandatory algorithns to a separate
docunent .
0 I nbound and Qut bound packet processing -- there are now two
paths: (1) separate confidentiality and integrity
al gorithms and (2) conbined confidentiality node
al gorithnms. Because of the addition of conbi ned node
al gorithms, the encryption/decryption and integrity sections
have been comnbi ned for both inbound and out bound packet
processi ng.

Backwar d- Conpati bility Considerations

There is no version nunber in ESP and no mechani sm enabling | Psec
peers to discover or negotiate which version of ESP each is using or
shoul d use. This section discusses consequent backward-conpatibility
i ssues.

First, if none of the new features available in ESP v3 are enpl oyed,
then the format of an ESP packet is identical in ESP v2 and v3. |If a
conbi ned node encryption algorithmis enployed, a feature supported
only in ESP v3, then the resulting packet format may differ fromthe
ESP v2 spec. However, a peer who inplenents only ESP v2 woul d never
negoti ate such an algorithm as they are defined for use only in the
ESP v3 cont ext.
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10.

10.

Ext ended Sequence Number (ESN) negotiation is supported by I KE v2 and
has been addressed for IKE vl by the ESN Addendumto the I KE vl
Domain of Interpretation (DA).

In the new ESP (v3), we nmake two provisions to better support traffic
flow confidentiality (TFC):

- arbitrary padding after the end of an |IP packet
- a discard convention using Next Header = 59

The first feature is one that should not cause problens for a
receiver, since the IP total length field indicates where the IP
packet ends. Thus, any TFC paddi ng bytes after the end of the packet
shoul d be renpbved at some point during |IP packet processing, after
ESP processing, even if the IPsec software does not renove such
padding. Thus, this is an ESP v3 feature that a sender can enpl oy
irrespective of whether a receiver inplenments ESP v2 or ESP v3.

The second feature allows a sender to send a payload that is an
arbitrary string of bytes that do not necessarily constitute a well -
fornmed | P packet, inside of a tunnel, for TFC purposes. It is an
open question as to what an ESP v2 receiver will do when the Next
Header field in an ESP packet contains the value "59". It mght
di scard the packet when it finds an ill-formed |IP header, and | og
this event, but it certainly ought not to crash, because such
behavi or woul d constitute a DoS vulnerability relative to traffic
received fromauthenticated peers. Thus this feature is an
optimzation that an ESP v3 sender can nmke use of irrespective of
whet her a receiver inplenents ESP v2 or ESP v3.
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Appendi x A1 Extended (64-bit) Sequence Numbers

Al.

Overvi ew

Thi s appendi x descri bes an extended sequence nunber (ESN) scheme for
use with I Psec (ESP and AH) that enploys a 64-bit sequence nunber,
but in which only the loworder 32 bits are transnmitted as part of
each packet. It covers both the wi ndow schenme used to detect

repl ayed packets and the determ nation of the high-order bits of the
sequence nunber that are used both for replay rejection and for
conputation of the ICV. It also discusses a nechani smfor handling
| oss of synchronization relative to the (not transmtted) high-order
bits.

Anti - Repl ay W ndow

The receiver will maintain an anti-replay w ndow of size W This
window will limt how far out of order a packet can be, relative to
the packet with the highest sequence nunber that has been
authenticated so far. (No requirenment is established for m nimum or
recomrended sizes for this w ndow, beyond the 32- and 64-packet

val ues al ready established for 32-bit sequence nunber w ndows.
However, it is suggested that an inplenenter scale these val ues
consistent with the interface speed supported by an inplenmentation
that makes use of the ESN option. Also, the algorithm described

bel ow assunes that the window is no greater than 2731 packets in
width.) Al 2732 sequence nunbers associated with any fixed val ue
for the high-order 32 bits (Segh) will hereafter be called a sequence
nunber subspace. The following table |ists pertinent variables and
their definitions.

Var . Si ze
Nane (bits) Meani ng
w 32 Si ze of w ndow
T 64 H ghest sequence nunber authenticated so far,
upper bound of w ndow
Tl 32 Lower 32 bits of T
Th 32 Upper 32 bits of T
B 64 Lower bound of wi ndow
Bl 32 Lower 32 bits of B
Bh 32 Upper 32 bits of B
Seq 64 Sequence Numnber of received packet
Seql 32 Lower 32 bits of Seq

Segh 32 Upper 32 bits of Seq
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When perfornming the anti-replay check, or when determ ning which
hi gh-order bits to use to authenticate an incom ng packet, there are
two cases:

+ Case A: Tl >= (W- 1). In this case, the window is within one
sequence nunber subspace. (See Figure 1)

+ Case B: Tl < (W- 1). In this case, the w ndow spans two
sequence nunber subspaces. (See Figure 2)

In the figures below, the bottomline ("----") shows two consecutive
sequence nunber subspaces, with zeros indicating the beginning of
each subspace. The two shorter |ines above it show the higher-order
bits that apply. The "====" represents the wi ndow. The "****"
represents future sequence nunbers, i.e., those beyond the current

hi ghest sequence nunber authenticated (ThTIl).

Th+1 *kkkkkkkkx

Th ——=——=—==%kk k%

Bl Tl Bl
(Bl +2732) nod 2732

Figure 1 -- Case A

Th ————kkkkkkkkkkkk kK

Bl Tl Bl
(Bl +2732) nod 2732

Figure 2 -- Case B
.1. Managing and Using the Anti-Replay W ndow

The anti-replay w ndow can be thought of as a string of bits where
‘W defines the length of the string. W= T - B + 1 and cannot
exceed 2732 - 1 in value. The bottomnobst bit corresponds to B and
the top-nost bit corresponds to T, and each sequence nunber from B
through Tl is represented by a corresponding bit. The value of the
bit indicates whether or not a packet with that sequence nunber has
been recei ved and aut henticated, so that replays can be detected and
rej ected.
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When a packet with a 64-bit sequence nunber (Seq) greater than T is
recei ved and val i dat ed,

+ Bis increased by (Seq - T)

+ (Seq - T) bits are dropped fromthe | ow end of the w ndow

+ (Seq - T) bits are added to the high end of the w ndow

+ The top bit is set to indicate that a packet with that sequence
nunber has been received and aut henti cated

+ The new bits between T and the top bit are set to indicate that

no packets with those sequence nunbers have been received yet.
+ T is set to the new sequence nunber

I n checking for replayed packets,

+ Under Case A If Seql >= Bl (where Bl =TI - W+ 1) AND Seql <=
Tl, then check the corresponding bit in the windowto see if
this Seql has already been seen. |If yes, reject the packet. |If
no, performintegrity check (see Appendix A2.2. bel ow for
determ nation of Segh).

+ Under Case B: If Seql >= Bl (where Bl =TI - W+ 1) OR Seql <=
Tl, then check the corresponding bit in the windowto see if
this Seql has already been seen. |If yes, reject the packet. If
no, performintegrity check (see Appendix A2.2. bel ow for
determ nation of Segh).

2. Determining the H gher-Order Bits (Segh) of the Sequence Number

Because only ‘Seql’ will be transmitted with the packet, the receiver
must deduce and track the sequence nunber subspace into which each
packet falls, i.e., deternine the value of Segh. The follow ng
equations define how to select Segh under "normal" conditions; see
Section A3 for a discussion of how to recover from extrene packet

| oss.

+ Under Case A (Figure 1):

If Seql >= Bl (where Bl =Tl - W+ 1), then Segh = Th

If Seql < Bl (where Bl =Tl - W+ 1), then Seqgh = Th + 1
+ Under Case B (Figure 2):

If Seql >= Bl (where Bl =Tl - W+ 1), then Seqgh = Th - 1

If Seql < Bl (where Bl =Tl - W+ 1), then Segh = Th
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A2.3. Pseudo- Code Exanpl e

The foll owi ng pseudo-code illustrates the above algorithns for anti-
replay and integrity checks. The values for ‘Seql’, ‘Tl', ‘Th’ and
‘W are 32-bit unsigned integers. Arithnmetic is nod 2732
If (Tl >= W- 1) Case A
If (Seql >=TI - W+ 1)
Segh = Th

If (Seql <= TI)
I f (pass replay check)
If (pass integrity check)
Set bit corresponding to Seq
Pass t he packet on
El se rej ect packet
El se rej ect packet
El se
If (pass integrity check)
Tl = Seql (shift bits)
Set bit corresponding to Seq
Pass the packet on
El se rej ect packet
El se
Segh = Th + 1
If (pass integrity check)
Tl = Seql (shift bits)
Th = Th + 1
Set bit corresponding to Seql
Pass t he packet on
El se rej ect packet
El se Case B
If (Seql >=TI - W+ 1)
Seqgh = Th - 1
If (pass replay check)
If (pass integrity check)
Set the bit corresponding to Seq
Pass packet on
El se rej ect packet
El se rej ect packet
El se
Segh = Th
If (Seql <= TI)
I f (pass replay check)
If (pass integrity check)
Set the bit corresponding to Seq
Pass packet on
El se rej ect packet
El se rej ect packet
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El se
If (pass integrity check)
TI = Seql (shift bits)
Set the bit corresponding to Seql
Pass packet on
El se rej ect packet

Handl i ng Loss of Synchronization due to Significant Packet Loss

If there is an undetected packet |oss of 2732 or npbre consecutive
packets on a single SA, then the transmtter and receiver will |ose
synchroni zati on of the high-order bits, i.e., the equations in
Section A2.2. will fail to yield the correct value. Unless this
problemis detected and addressed, subsequent packets on this SA will
fail authentication checks and be discarded. The follow ng procedure
SHOULD be i npl enented by any | Psec (ESP or AH) inplenmentation that
supports the ESN opti on.

Note that this sort of extended traffic loss is likely to be detected
at higher layers in nmost cases, before | Psec woul d have to invoke the
sort of re-synchronization nechani smdescribed in A3.1 and A3.2. If
any significant fraction of the traffic on the SA in question is TCP
the source would fail to receive ACKs and woul d stop sending | ong

bef ore 2732 packets had been lost. Also, for any bi-directiona
application, even ones operating above UDP, such an extended outage
would likely result in triggering some formof timeout. However, a
uni directional application, operating over UDP, mght |ack feedback
that woul d cause automatic detection of a |oss of this nagnitude,
hence the notivation to develop a recovery nethod for this case.

Not e that the above observations apply to SAs between security

gat eways, or between hosts, or between host and security gateways.

The solution we’ve chosen was sel ected to:
+ mnimze the inpact on nornmal traffic processing

+ avoid creating an opportunity for a new denial of service attack
such as mght occur by allowing an attacker to force diversion of
resources to a re-synchroni zati on process

+ limt the recovery nmechanismto the receiver -- because anti-
replay is a service only for the receiver, and the transmtter
generally is not aware of whether the receiver is using sequence
nunbers in support of this optional service, it is preferable for
recovery nmechanisns to be local to the receiver. This also
all ows for backward conpatibility

Kent St andards Track [ Page 42]



RFC 4303 | P Encapsul ating Security Payl oad (ESP) Decenber 2005

A3.

A3.

1. Triggering Re-synchronization

For each SA, the receiver records the number of consecutive packets
that fail authentication. This count is used to trigger the re-
synchroni zati on process, which should be perfornmed in the background
or using a separate processor. Receipt of a valid packet on the SA
resets the counter to zero. The value used to trigger the re-
synchroni zati on process is a local paraneter. There is no
requirenent to support distinct trigger values for different SAs,

al t hough an i npl enenter may choose to do so.

2. Re-synchronization Process

When the above trigger point is reached, a "bad" packet is selected
for which authentication is retried using successively |arger val ues
for the upper half of the sequence nunber (Segh). These values are
generated by increnenting by one for each retry. The nunber of
retries should be Iimted, in case this is a packet fromthe "past"
or a bogus packet. The linmit value is a |local paraneter. (Because
the Segh value is inplicitly placed after the ESP (or AH) payload, it
may be possible to optimize this procedure by executing the integrity
al gorithm over the packet up to the endpoint of the payload, then
conmpute different candidate |1 CVs by varying the value of Segh.)
Successful authentication of a packet via this procedure resets the
consecutive failure count and sets the value of T to that of the
recei ved packet .

This solution requires support only on the part of the receiver,
thereby allow ng for backward conpatibility. Al so, because re-
synchroni zation efforts woul d either occur in the background or
utilize an additional processor, this solution does not inpact
traffic processing and a denial of service attack cannot divert
resources away fromtraffic processing.
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