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Abst ract

Thi s document defines an abstract architecture for Direct Data

Pl acenent (DDP) and Renote Direct Menory Access (RDVA) protocols to
run on Internet Protocol-suite transports. This architecture does
not necessarily reflect the proper way to inplenent such protocols,
but is, rather, a descriptive tool for defining and understanding the
protocols. DDP allows the efficient placenment of data into buffers
desi gnated by Upper Layer Protocols (e.g., RDVMA). RDVA provides the
semantics to enable Renpte Direct Menory Access between peers in a
way consistent with application requirenents.
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1. Introduction

This docunment defines an abstract architecture for Direct Data

Pl acenent (DDP) and Renote Direct Menory Access (RDVA) protocols to
run on Internet Protocol-suite transports. This architecture does
not necessarily reflect the proper way to inplenment such protocols,
but is, rather, a descriptive tool for defining and understanding the
protocols. This document uses C | anguage notation as a shorthand to
describe the architectural elenents of DDP and RDVMA protocols. The
choice of C notation is not intended to describe concrete protocols
or progranm ng interfaces.

The first part of the document describes the architecture of DDP
protocol s, including what assunptions are made about the transports
on which DDP is built. The second part describes the architecture of
RDVA protocols | ayered on top of DDP.

1.1. Termi nol ogy

Bef ore introducing the protocols, certain definitions will be useful
to gui de di scussion:

0 Pl acenent - witing to a data buffer.
0 Qperation - a protocol nessage, or sequence of messages, which

provide an architectural semantic, such as reading or witing of
a data buffer.
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0 Delivery - inform ng any Upper Layer or application that a
particul ar nmessage is avail able for use. Therefore, delivery
may be viewed as the "control" signal associated with a unit of
data. Note that the order of delivery is defined nore strictly
than it is for placenent.

0 Conpl etion - inform ng any Upper Layer or application that a
particul ar operation has finished. A conpletion, for instance,
may require the delivery of several nessages, or it may al so
reflect that sone | ocal processing has finished.

0 Data Sink - the peer on which any placenent occurs.
0 Data Source - the peer fromwhich the placed data origi nates.

0 Steering Tag - a "handl e" used to identify the buffer that is
the target of placenent. A "tagged" nessage is one that
ref erences such a handl e.

0 RDVA Wite - an Operation that places data froma |ocal data
buffer to a renpte data buffer specified by a Steering Tag.

0 RDVA Read - an Operation that places data to a | ocal data buffer
specified by a Steering Tag froma renote data buffer specified
by anot her Steering Tag.

0 Send - an Operation that places data froma |local data buffer to
a renote data buffer of the data sink’s choice. Therefore,
sends are "untagged".

1.2. DDP and RDMA Protocols

The goal of the DDP protocol is to allow the efficient placenment of
data into buffers designated by protocols |ayered above DDP (e.g.,
RDMA). This is described in detail in [ROM. Efficiency may be
characterized by the mninization of the nunber of transfers of the
data over the receiver’'s system buses.

The goal of the RDVA protocol is to provide the semantics to enable
Renote Direct Menory Access between peers in a way consistent with
application requirenents. The RDVA protocol provides facilities

i medi ately useful to existing and future networking, storage, and
other application protocols. [FCVI, IB, MYR SDP, SRVNET, VI]

The DDP and RDMA protocols work together to achieve their respective
goals. DDP provides facilities to safely steer payloads to specific
buffers at the Data Sink. RDVA provides facilities to Upper Layers
for identifying these buffers, controlling the transfer of data
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bet ween peers’ buffers, supporting authorized bidirectional transfer
bet ween buffers, and signalling completion. Upper Layer Protocols
that do not require the features of RDVA may be | ayered directly on
top of DDP.

The DDP and RDMA protocols are transport independent. The follow ng
figure shows the relationship between RDVA, DDP, Upper Layer
Prot ocol s, and Transport.

oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| Upper Layer Protocol |
S Fom e e o - o e e e e e e eie oo n +
I I I RDVA I
| | o m e e e e e e e maaaoo- +
| | DDP |
| oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Transport |
o m e e e e e e e e e e e e e e e e e e e eeee e +

2. Architecture

The Architecture section is presented in two parts: Direct Data
Pl acenent Protocol architecture and Renpte Direct Menory Access
Prot ocol architecture

2.1. Direct Data Pl acenent (DDP) Protocol Architecture

The central idea of general -purpose DDP is that a data sender wll
suppl enent the data it sends with placenent infornmation that allows
the receiver’'s network interface to place the data directly at its
final destination without any copying. DDP can be used to steer
received data to its final destination, wthout requiring |ayer-
speci fic behavior for each different layer. Data sent with such DDP
information is said to be ‘tagged

The central conponents of the DDP architecture are the ‘buffer’,
which is an object with beginning and endi ng addresses, and a met hod
(set()), which sets the value of an octet at an address. |n many
cases, a buffer corresponds directly to a portion of host user
menory. However, DDP does not depend on this; a buffer could be a
disk file, or anything else that can be viewed as an addressabl e
collection of octets. Abstractly, a buffer provides the interface:

typedef struct {

const address_t start;

const address_t end;

voi d set(address_t a, data_ t v);
} ddp_buffer t;

Bai | ey & Tal pey I nf or mat i onal [ Page 4]



RFC 4296 DDP and RDVA Architecture Decenber 2005

address_t
a reference to | ocal nenory
data_t
an octet data val ue.
The protocol layering and in-line data flow of DDP is:

DDP Client Protoco
(e.g., RDVA or Upper Layer Protocol)
| AN
unt agged nessages | | untagged nessage delivery
tagged nessages | | tagged nessage delivery

%

DDP+---> data pl acenent

N
| transport nessages

%

Transport
(e.g., SCTP, DCCP, franmed TCP)
N

| I'P datagrans
v

In addition to in-line data flow, the client protocol registers
buffers with DDP, and DDP perforns buffer update (set()) operations
as a result of receiving tagged nessages.

DDP messages may be split into nultiple, smaller DDP messages, each
in a separate transport nessage. However, if the transport is
unreliabl e or unordered, nessages split across transport nessages may
or may not provide useful behavior, in the sane way as splitting
arbitrary Upper Layer nessages across unreliable or unordered
transport messages nmay or may not provide useful behavior. In other
words, the sane considerations apply to building client protocols on
different types of transports with or without the use of DDP
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A DDP nessage split across transport nessages |ooks like:
DDP message: Transport nessages:

st ag=s, offset=o0, message 1:
notify=y, id=i | t ype=ddp
nmessage= | st ag=s |
| aabbccddee| ------- . | of fset=0 |
~ .. ~---. \ | notify=n
| vvwwxxyyzz| - . \ \ |id=? |
\ ‘--->| aabbccddee]|

P S0 kkl I

I

| message 2:
I | type=ddp |
\ | | st ag=s |
+ | of f set =o+n|
\ \ | notify=y |
\ \ | id=i |
\ ‘- ->| nnooppqqrr |

\ ~ ~

- - - - > vWWWKXYYZZ|
Al t hough this picture suggests that DDP information is carried in-
line with the message payl oad, conponents of the DDP information may
al so be in transport-specific fields, or derived fromtransport-
specific control information if the transport pernmits.
2.1.1. Transport Operations
For the purposes of this architecture, the transport provides:
voi d xpt _send(socket t s, nessage t m;
message_t xpt_recv(socket t s);
nei ze_t xpt _nmax_mnsi ze(socket t s);

socket t

a transport address, including | P addresses, ports and other
transport-specific identifiers.

message_t

a string of octets.
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nmei ze_t (scal ar)
a message size
xpt _send(socket t s, nessage t m
send a transport nessage.
xpt _recv(socket t s)
receive a transport nessage
xpt _max_nsi ze(socket _t s)
get the current maxi mumtransport nessage size. Corresponds,
roughly, to the current path Maxi mum Transfer Unit (PMIU)

adj usted by underlying protocol overheads.

Real inplenentations of xpt_send() and xpt_recv() typically return
error indications, but that is not relevant to this architecture.

2.1.2. DDP Qperations

The DDP | ayer provides:

voi d ddp_send(socket t s, nmessage_t m;

voi d ddp_send_ddp(socket t s, nessage_t m ddp_addr_t d,
ddp_notify t n);

voi d ddp_post _recv(socket t s, bdesc_t b);

ddp_ind_ t ddp_recv(socket t s);

bdesc_t ddp_regi ster(socket _t s, ddp_buffer_t b);
voi d ddp_der egi st er (bhand_t bh);

nmsi zes_t ddp_max_nsi zes(socket _t s);

ddp_addr _t
the buffer address portion of a tagged nessage:
typedef struct {
stag_t stag;
address_t offset;
} ddp_addr t;
stag_t (scalar)
a Steering Tag. A stag t identifies the destination buffer for

tagged nessages. stag ts are generated when the buffer is
regi stered, comuni cated to the sender by some client protoco
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convention and inserted in DDP messages. stag_t values in this
DDP architecture are assumed to be completely opaque to the
client protocol, and inplenentation-dependent. However,
particul ar inplenentations, such as DDP on a nulticast transport
(see below), may provide the buffer holder sone control in
selecting stag_ts.

ddp_notify_t

the notification portion of a DDP nessage, used to signa
that the message represents the final fragnent of a
mul ti - segment ed DDP message

typedef struct {
bool ean_t notify;
ddp nsg id t i;

} ddp_notify t;

ddp_nsg_id_t (scalar)

a DDP nessage identifier. nsg_id ts are chosen by the DDP
message receiver (buffer holder), conmunicated to the sender by
sonme client protocol convention and inserted in DDP nessages.
Whet her a nmessage reception indication is requested for a DDP
message is a matter of client protocol convention. Unlike
stag_ts, the structure of nsg_id_ts is opaque to DDP, and
therefore, it is conpletely in the hands of the client protocol

bdesc t
a description of a registered buffer:

typedef struct {

bhand_t bh;
ddp_addr _t a;
} bdesc_t;

‘a.offset’ is the starting offset of the registered buffer,

whi ch may have no relationship to the ‘start’ or ‘end addresses
of that buffer. However, particular inplenentations, such as
DDP on a nmulticast transport (see below), nay all ow sonme client
protocol control over the starting offset.

bhand_t

an opaque buffer handl e used to deregister a buffer
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recv_message._t
a description of a conpleted untagged receive buffer:
typedef struct {
bdesc_t b;
length_t I;
} recv_nessage_t;
ddp_ind_t

an untagged nessage, a tagged nessage reception indication, or a
tagged nessage reception error:

typedef union {
recv_nessage_t m
ddp nsg id t i;
ddp_err _t e;
} ddp_ind_t;
ddp_err _t
i ndi cates an error while receiving a tagged nessage, typically
‘of fset’ out of bounds, or ‘stag’ is not registered to the
socket .
nmsi zes_t

The nmaxi mum unt agged and tagged nessages that fit in a single
transport nessage:

typedef struct {
nmei ze_t max_unt agged;
nei ze_t max_tagged;
} msizes_t;
ddp_send(socket t s, nmessage_t m
send an unt agged nessage.

ddp_send_ddp(socket t s, nmessage t m ddp_addr t d, ddp_notify t n)

send a tagged nessage to renote buffer address d.
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ddp_post _recv(socket _t s, bdesc_t b)

post a registered buffer to accept a single received untagged
message. Each buffer is returned to the caller in a ddp_recv()
unt agged nessage reception indication, in the order in which it
was posted. The sane buffer nay be enabled on nultiple sockets;
recei pt of an untagged nessage into the buffer fromany of these
sockets unposts the buffer fromall sockets.

ddp_recv(socket t s)

get the next received untagged nessage, tagged nessage reception
i ndi cation, or tagged nessage error

ddp_regi ster(socket _t s, ddp_buffer_t b)

register a buffer for DDP on a socket. The sane buffer may be
registered multiple tinmes on the sane or different sockets. The
sane buffer registered on different sockets may result in a
common registration. Different buffers nmay also refer to
portions of the same underlying addressabl e object (buffer

al i asi ng).

ddp_der egi st er (bhand_t bh)
renove a registration froma buffer.
ddp_nmax_nsi zes(socket t s)

get the current maxi mum untagged and tagged nessage sizes that
will fit in a single transport message.

2.1.3. Transport Characteristics in DDP

Certain characteristics of the transport on which DDP is napped
determine the nature of the service provided to client protocols.
Fundamental |y, the characteristics of the transport will not be
changed by the presence of DDP. The choice of transport is therefore
driven not by DDP, but by the requirenents of the Upper Layer, and
enpl oyi ng the DDP service.

Specifically, transports are:

0 reliable or unreliabl e,
0] ordered or unordered,
0 singl e source or nultisource,
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0 single destination or nultidestination (nulticast or anycast).

Sone transports support several comnbinations of these
characteristics. For exanple, SCTP [SCTP] is reliable, single
source, single destination (point-to-point) and supports both ordered
and unor dered nodes.

DDP messages carried by transport are franmed for processing by the
receiver, and may be further protected for integrity or privacy in
accordance with the transport capabilities. DDP does not provide
such functions.

In general, transport characteristics equally affect transport and
DDP nmessage delivery. However, there are several issues specific to
DDP messages.

A key conponent of DDP is how the foll owi ng operations on the
receiving side are ordered anong thensel ves, and how they relate to
correspondi ng operations on the sending side:

0 set()s,
0 unt agged nessage reception indications, and
o] tagged nessage reception indications.

These rel ati onshi ps depend upon the characteristics of the underlying
transport in a way that is defined by the DDP protocol. For exanple,
if the transport is unreliable and unordered, the DDP protocol night
specify that the client protocol is subject to the consequences of
transport messages being | ost or duplicated, rather than requiring
that different characteristics be presented to the client protocol

Buf fer access nust be inplenented consistently across endpoint |IP
addresses on transports allowing nultiple | P addresses per endpoint,
for exanple, SCTP. |In particular, the Steering Tag nust be

consi stently scoped and nust address the sane buffer across all IP
address associ ations belonging to the endpoint. Additionally,
operation ordering rel ationships across | P addresses within an
association (set(), get(), etc.) depend on the underlying transport.
If the above consistency relationshi ps cannot be naintained by a
transport endpoint, then the endpoint is unsuitable for a DDP
connecti on.

Multidestination data delivery is a transport characteristic that may
require specific consideration in a DDP protocol. As nentioned
above, the basic DDP npdel assumes that buffer address val ues
returned by ddp_register() are opaque to the client protocol, and can
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be inpl ementati on dependent. The npbst natural way to nap DDP to a
mul tidestination transport is to require that all receivers produce
the sane buffer address when registering a nmultidestination
destination buffer. Restriction of the DDP nodel to accommodate
mul ti ple destinations involves engineering tradeoffs conparable to
t hose of providing non-DDP nultidestination transport capability.

A registered buffer is identified within DDP by its stag_t, which in
turn is associated with a socket. Therefore, this registration
grants a capability to the DDP peer, and the socket (using the
underlying properties of its chosen transport and possible security)
identifies the peer and authenticates the stag_t.

The sane buffer may be enabl ed by ddp_post_recv() on multiple
sockets. In this case any ddp_recv() untagged nessage reception

i ndication may be provided on a different socket fromthat on which
the buffer was posted. Such indications are not ordered anobng
mul ti pl e DDP sockets.

When multiple sockets reference an untagged nmessage reception buffer,
|l ocal interfaces are responsible for managi ng the mechani sns of

al | ocating posted buffers to received untagged nessages, the handling
of received untagged nessages when no buffer is available, and of
resource managenent anong multiple sockets. Were underprovi sioning
of buffers on nultiple sockets is allowed, mechani snms shoul d be

provi ded to nmanage buffer consunption on a per-socket or group of

rel ated sockets basis.

Architecturally, therefore, DDP is a flexible and general paradi gm

that may be applied to any variety of transports. |nplenmentations of
DDP rmay, however, adapt thenselves to these differences in ways
appropriate to each transport. In all cases, the layering of DDP

must continue to express the transport’s underlying characteristics.
2.2. Renote Direct Menory Access (RDMA) Protocol Architecture

Renote Direct Menory Access (RDMA) extends the capabilities of DDP
with two primary functions.

First, it adds the ability to read frombuffers registered to a
socket (RDVA Read). This allows a client protocol to perform
arbitrary, bidirectional data novenment wi thout involving the renote
client. Wien RDMA is inmplemented in hardware, arbitrary data
movenent can be perfornmed w thout involving the renote host CPU at
all.
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In addition, RDVA specifies a transport-independent untagged nessage
service (Send) with characteristics that are both very efficient to
i npl ement in hardware, and convenient for client protocols.

The RDVA architecture is patterned after the traditional nodel for
devi ce programm ng, where the client requests an operation using
Send-1i ke actions (programmed I/O, the server perfornms the necessary
data transfers for the operation (DVA reads and wites), and notifies
the client of conpletion. The progranmmed |/ O+DVA nodel efficiently
supports a high degree of concurrency and flexibility for both the
client and server, even when operations have a w de range of
intrinsic |atencies.

RDVA is layered as a client protocol on top of DDP

Client Protoco

I
Sends | | Send reception indications
RDMA Read Requests | | RDMA Read Conpletion indications
RDVA Wites | | RDVA Wite Conpletion indications
v
RDIVA
| N
unt agged nessages | | untagged nessage delivery
tagged nmessages | | tagged nessage delivery
v

DDP+---> data pl acenent
N

| transport messages
v

In addition to in-line data flow, read (get()) and update (set())
operations are performed on buffers registered with RDMA as a result
of RDVMA Read Requests and RDVMA Wites, respectively.

An RDVA ‘buffer’ extends a DDP buffer with a get() operation that

retrieves the value of the octet at address ‘a’
typedef struct {
const address_t start;
const address_t end;
voi d set(address_t a, data_t v);

data_t get (address_t a);
} rdma_buffer _t;
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2.2.1. RDVA Qperations

The RDMA | ayer provides:

voi d rdnma_send(socket t s, nessage t m;

voi d rdma_write(socket t s, nessage t m ddp_addr_t d,
rdma_notify t n);

voi d rdma_read(socket _t s, ddp_addr_t s, ddp_addr_t d);

voi d rdma_post_recv(socket _t s, bdesc_t b);

rdma_ind t rdma_recv(socket t s);

bdesc t rdnma_regi ster(socket t s, rdna_buffer_t b,
brmode_t node);

voi d rdma_der egi st er (bhand_t bh);

nsi zes_t rdma_max_nsi zes(socket t s);

Al though, for clarity, these data transfer interfaces are
synchronous, rdma_read() and possibly rdma_send() (in the presence of
Send flow control) can require an arbitrary amount of tine to
conplete. To express the full concurrency and interleaving of RDVA
data transfer, these interfaces should also be reentrant. For
exanple, a client protocol may performan rdma_send(), while an
rdna_read() operation is in progress.

rdma_notify t
RDVMA Wite notification information, used to signal that the
message represents the final fragnent of a nulti-segmented RDVA
nessage:
typedef struct {
bool ean_t noti fy;
rdma_write id t i;
} rdma_notify_t;

identical in function to ddp_notify t, except that the type
rdma_wite_id_t may not be equivalent to ddp_nsg_id_t.

rdma_wite_id t (scalar)

an RDVA Wite identifier.
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rdma_i nd_t
a Send message, or an RDVA error:
typedef union {
recv_nessage_t m
rdma_err_t e;
} rdma_ind_t;
rdna_err _t
an RDVA protocol error indication. RDVA errors include buffer
addressing errors corresponding to ddp_err_ts, and buffer
protection violations (e.g., RDMA Witing a buffer only
regi stered for reading).
brode _t
buffer registration node (perm ssions). Any conbination of
permtting RDMA Read (BMODE _READ) and RDVA Wite (BMODE_WRI TE)
oper ati ons.
rdnma_send(socket t s, nessage t m

send a message, delivering it to the next untagged RDVA buffer
at the renote peer.

rdma_write(socket t s, nmessage t m ddp_addr t d, rdma_notify t n)
RDVA Wite to renmpote buffer address d.
rdma_read(socket t s, ddp_addr_t s, length_t |, ddp_addr_t d)

RDVA Read | octets fromrenote buffer address s to | ocal buffer
addr ess d.

rdma_post_recv(socket _t s, bdesc_t b)

post a registered buffer to accept a single Send nessage, to be
filled and returned in-order to a subsequent caller of
rdma_recv(). As with DDP, buffers may be enabled on nmultiple
sockets, in which case ordering guarantees are relaxed. Also as
with DDP, local interfaces nmust nmanage the mechani sns of

al |l ocati on and managenent of buffers posted to multiple sockets.
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rdma_recv(socket _t s);

get the next received Send nessage, RDVA Wite conpletion
identifier, or RDVA error.

rdnma_regi ster(socket t s, rdna_buffer t b, bnode t node)

register a buffer for RDMA on a socket (for read access, wite
access or both). As with DDP, the sanme buffer may be registered
multiple tinmes on the sane or different sockets, and different
buffers may refer to portions of the same underlying addressabl e
obj ect .

rdma_der egi st er (bhand_t bh)
renove a registration froma buffer.
rdma_max_nsi zes(socket _t s)

get the current maxi mum Send (nmax_untagged) and RDVA Read or
Wite (max_tagged) operations that will fit in a single
transport nmessage. The values returned by rdma_max_nsizes() are
closely related to the val ues returned by ddp_nmax_nsizes(), but
may not be equal .

2.2.2. Transport Characteristics in RDVA

As with DDP, RDVA can be used on transports with a variety of
different characteristics that manifest thenselves directly in the
service provided by RDMA. Al so, as with DDP, the fundanental
characteristics of the transport will not be changed by the presence
of RDMA.

Li ke DDP, an RDMA protocol nust specify how

0 set()s,
0 get()s,
0 Send nessages, and

0 RDVA Read conpl eti ons
are ordered anong thensel ves and how they relate to correspondi ng

operations on the renmpote peer(s). These relationships are likely to
be a function of the underlying transport characteristics.
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There are sone additional characteristics of RDVA that may transl ate
poorly to unreliable or multipoint transports due to attendant
compl exi ties in managi ng endpoi nt state:

o] Send flow contro
0 RDVA Read

These difficulties can be overcone by placing restrictions on the
service provided by RDVA. However, many RDMVA clients, especially
those that separate data transfer and application |ogic concerns, are
likely to depend upon capabilities only provided by RDVA on a point-
to-point, reliable transport. |In other words, nmany potential Upper
Layers, which might avail thenselves of RDVA services, are naturally
al ready biased toward these transport cl asses.

3. Security Considerations

Fundanental |y, the DDP and RDVA protocol s thensel ves shoul d not

i ntroduce additional vulnerabilities. They are internediate
protocol s and so should not performor require functions such as
aut hori zation, which are the domai n of Upper Layers. However, the
DDP and RDMA protocols should all ow mappi ng by strict Upper Layers
that are not perm ssive of new vulnerabilities; DDP and RDVAP

i mpl ement ati ons shoul d be prohibited from*‘cutting corners’ that
create new vulnerabilities. |Inplenmentations nmust ensure that only
‘supplied’ resources (i.e., buffers) can be mani pul ated by DDP or
RDVAP nmessages.

Systemintegrity nust be naintained in any RDVA solution. Mechanisns
must be specified to prevent RDVA or DDP operations frominpairing
systemintegrity. For exanple, threats can include potential buffer
reuse or buffer overflow, and are not nerely a security issue. Even
trusted peers nust not be allowed to damage local integrity. Any DDP
and RDVA protocol nust address the issue of giving end-systens and
applications the capabilities to offer protection from such

conprom ses

Because a Steering Tag exports access to a buffer, one critica

aspect of security is the scope of this access. It nust be possible
to individually control specific attributes of the access provided by
a Steering Tag on the endpoint (socket) on which it was registered,
including renote read access, renote wite access, and others that

m ght be identified. DDP and RDVA specifications nmust provide both

i npl ementation requirenents relevant to this issue, and guidelines to
assi st inplenmentors in nmaking the appropriate design decisions.
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For exanple, it must not be possible for DDP to enabl e evasi on of
buffer consistency checks at the recipient. The DDP and RDVA
specifications must allow the recipient to rely on its consistent
buffer contents by explicitly controlling peer access to buffer
regions at appropriate tines.

The use of DDP and RDVA on a transport connection may interact with
any security mechanism and vice-versa. For exanple, if the security
mechani smis inplenmented above the transport |ayer, the DDP and RDVA
headers nmay not be protected. Therefore, such a layering may be

i nappropriate, depending on requirenents.

3.1. Security Services

The foll owi ng end-to-end security services protect DDP and RDVAP
operation streans:

0 Aut hentication of the data source, to protect agai nst peer
i nper sonation, stream hijacking, and man-in-the-nmniddle attacks
exploiting capabilities offered by the RDVA i npl ementation

Peer connections that do not pass authentication and

aut hori zati on checks rmust not be pernitted to begin processing
in RDMA node with an inappropriate endpoint. Once associ ated,
peer accesses to buffer regions rmust be authenticated and rmade
subj ect to authorization checks in the context of the

associ ation and endpoi nt (socket) on which they are to be
performed, prior to any transfer operation or data being
accessed. The RDMA protocols nust ensure that these region
protections be under strict application control

0 Integrity, to protect against nodification of the contro
content and buffer content.

While integrity is of concern to any transport, it is

i mportant for the DDP and RDMAP protocols that the RDVA
control information carried in each operation be protected, in
order to direct the payl oads appropriately.

0 Sequencing, to protect against replay attacks (a special case
of the above nodifications).

0 Confidentiality, to protect the stream from eavesdroppi ng.
| Psec, operating to secure the connection on a packet-by- packet
basis, is a natural fit to securing RDVA pl acenent, which operates in

conjunction with transport. Because RDVA enabl es an i npl enentation
to avoid buffering, it is preferable to performall applicable
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security protection prior to processing of each segnment by the
transport and RDVA | ayers. Such a | ayering enables the nost
efficient secure RDVA inpl enentati on.

The TLS record protocol, on the other hand, is |layered on top of
reliable transports and cannot provide such security assurance unti
an entire record is available, which may require the buffering and/or
assenbly of several distinct messages prior to TLS processing. This
defers RDMA processing and introduces overheads that RDVA is designed
to avoid. In addition, TLS length restrictions on records thensel ves
i npose additional buffering and processing for | ong operations that
must span multiple records. TLS therefore is viewed as potentially a
|l ess natural fit for protecting the RDVA protocols

Any DDP and RDMAP specification nust provide the nmeans to satisfy the
above security service requirenents.

I Psec is sufficient to provide the required security services to the
DDP and RDMAP protocols, while enabling efficient inplenentations.

3. 2. Error Consi derations

Resource issues |l eading to denial-of-service attacks, overwites and
ot her concurrent operations, the ordering of conpletions as required
by the RDMA protocol, and the granularity of transfer are all within
the required scope of any security analysis of RDVA and DDP

The RDMA operations require checking of what is essentially user
information, explicitly including addressing infornmation and
operation type (read or wite), and inplicitly including protection
and attributes. The semantics associated with each class of error
resulting from possible failure of such checks must be clearly
defined, and the expected action to be taken by the protocols in each
case nust be specified.

In sone cases, this will result in a catastrophic error on the RDVA
associ ation; however, in others, a local or renote error may be
signalled. Certain of these errors may require consideration of
abstract |ocal semantics. The result of the error on the RDVA
associ ation nust be carefully specified so as to provide usefu
behavi or, while not constraining the inplenmentation
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