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Abst r act
Thi s docunent defines requirenments for 1 Pv6 nodes. It is expected
that IPv6 will be deployed in a wi de range of devices and situations.
Speci fying the requirenents for |Pv6 nodes allows |Pv6 to function
well and interoperate in a |large nunber of situations and

depl oynent s.
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1. Introduction

The goal of this docunment is to define the comon functionality
required fromboth | Pv6 hosts and routers. Many | Pv6 nodes wil |
i mpl erent optional or additional features, but this document
summari zes requirements from ot her published Standards Track
docunents in one place

Thi s docunent tries to avoid discussion of protocol details, and
references RFCs for this purpose. This docunent is informational in
nat ure and does not update Standards Track RFCs.

Al t hough the document points to different specifications, it should
be noted that in nost cases, the granularity of requirenents are
smal l er than a single specification, as many specifications define
mul tiple, independent pieces, sone of which nay not be mandatory.

As it is not always possible for an inplenmenter to know t he exact
usage of IPv6 in a node, an overriding requirenent for 1 Pv6 nodes is
that they should adhere to Jon Postel’s Robustness Principle:

Be conservative in what you do, be liberal in what you accept from
ot hers [ RFC-793].
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1.1. Requirenent Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC-2119].
1.2. Scope of This Docunent
| Pv6 covers many specifications. It is intended that IPv6 will be
depl oyed in many different situations and environnments. Therefore,
it is inportant to develop the requirenents for | Pv6 nodes to ensure
interoperability.

Thi s docunent assumes that all | Pv6 nodes neet the m ni mum
requi renents specified here.

1.3. Description of IPv6 Nodes

Fromthe Internet Protocol, Version 6 (IPv6) Specification
[ RFC-2460], we have the foll ow ng definitions:

Description of an | Pv6 Node
- a device that inplenents |Pv6.
Description of an |IPv6 router

- a node that forwards | Pv6 packets not explicitly addressed
to itself.

Description of an | Pv6 Host
- any node that is not a router.
2. Abbreviations Used in This Documnent
ATM  Asynchronous Transfer Mde
AH Aut henti cati on Header
DAD Duplicate Address Detection
ESP  Encapsul ating Security Payl oad
ICMP Internet Control Message Protoco

I KE Internet Key Exchange
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M B  Managenent |nformati on Base
M.D Multicast Listener Discovery
MIU  Maxi mum Transfer Unit
NA Nei ghbor Adverti senent
NBMA  Non- Broadcast Multiple Access
ND Nei ghbor Di scovery
NS Nei ghbor Solicitation
NUD  Nei ghbor Unreachability Detection
PPP  Point-to-Point Protocol
PVC  Permanent Virtual Circuit
SVC Switched Virtual Circuit
3. Sub-IP Layer
An | Pv6 node nust include support for one or nore |IPv6 |ink-Ilayer
specifications. Wich link-1ayer specifications are included wll
depend upon what |ink-layers are supported by the hardware avail able
on the system It is possible for a confornant | Pv6 node to support
| Pv6 on sone of its interfaces and not on others.
As IPv6 is run over new | ayer 2 technologies, it is expected that new
specifications will be issued. This section highlights sone nmjor
| ayer 2 technol ogies and is not intended to be conplete.

3.1. Transm ssion of |Pv6 Packets over Ethernet Networks - RFC 2464

Nodes supporting | Pv6 over Ethernet interfaces MJST inpl enent
Transm ssion of |Pve Packets over Ethernet Networks [RFC 2464].

3. 2. IP version 6 over PPP - RFC 2472

Nodes supporting | Pv6 over PPP MJUST inpl enent |Pv6 over PPP
[ RFC-2472] .

3. 3. | Pv6 over ATM Networ ks - RFC 2492

Nodes supporting | Pv6é over ATM Networks MJST inplenment |Pv6 over ATM
Net wor ks [ RFC-2492]. Additionally, RFC 2492 states:
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4.

4.

1.

2

A mnimally conforming | Pv6/ ATM driver SHALL support the PVC node
of operation. An |IPv6/ATM driver that supports the full SVC node
SHALL al so support PVC npbde of operation

| P Layer
Internet Protocol Version 6 - RFC 2460

The Internet Protocol Version 6 is specified in [RFC-2460]. This
speci ficati on MUST be support ed.

Unr ecogni zed options in Hop-by-Hop Options or Destination Options
ext ensi ons MUST be processed as described in RFC 2460.

The node MUST follow the packet transm ssion rules in RFC 2460.

Nodes MJST al ways be able to send, receive, and process fragnent
headers. Al conformant |Pv6 inplenentations MIST be capabl e of
sendi ng and receiving | Pv6 packets; the forwarding functionality MAY
be supported.

RFC 2460 specifies extension headers and the processing for these
header s.

A full inplenmentation of |IPv6 includes inplenmentation of the
fol |l owi ng extensi on headers: Hop-by-Hop Options, Routing (Type 0),
Fragnment, Destination Options, Authentication and Encapsul ati ng
Security Payl oad [ RFC-2460].

An | Pv6 node MUST be able to process these headers. It should be
noted that there is sonme discussion about the use of Routing Headers
and possible security threats [IPv6-RH that they cause.

Nei ghbor Di scovery for IPv6 - RFC 2461

&

i ghbor Di scovery SHOULD be supported. [RFC 2461] states:

"Unl ess specified otherwise (in a docunent that covers operating
I P over a particular link type) this docunent applies to all link
types. However, because ND uses link-layer multicast for sone of
its services, it is possible that on sonme link types (e.g., NBMA
links) alternative protocols or nmechanisns to inplenent those
services will be specified (in the appropriate docunent covering
the operation of I P over a particular link type). The services
described in this docunent that are not directly dependent on

mul ticast, such as Redirects, Next-hop determ nation, Neighbor
Unreachability Detection, etc., are expected to be provided as
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specified in this docunent. The details of how one uses ND on
NBMA |inks is an area for further study."

Sone detail ed anal ysis of Neighbor Discovery foll ows:

Rout er Di scovery is how hosts |locate routers that reside on an
attached link. Router Discovery MJST be supported for
i mpl enent ati ons.

Prefix Discovery is how hosts discover the set of address prefixes
that define which destinations are on-link for an attached |ink
Prefix discovery MJST be supported for inplenentations. Neighbor
Unreachability Detection (NUD) MJUST be supported for all paths

bet ween hosts and nei ghboring nodes. It is not required for paths
bet ween routers. However, when a node receives a unicast Nei ghbor
Solicitation (NS) nmessage (that may be a NUD s NS), the node MUST
respond to it (i.e., send a unicast Nei ghbor Advertisenent).

Dupl i cate Address Detection MJUST be supported on all |inks supporting
link-1ayer multicast (RFC 2462, Section 5.4, specifies DAD MJST t ake
pl ace on all wunicast addresses).

A host inplenentation MJST support sending Router Solicitations.
Recei vi ng and processi ng Router Advertisenents MJST be supported for
host inplenentations. The ability to understand specific Router
Advertisement options is dependent on supporting the specification
where the RA is specified.

Sendi ng and Recei vi ng Nei ghbor Solicitation (NS) and Nei ghbor
Advertisement (NA) MJST be supported. NS and NA nessages are
required for Duplicate Address Detection (DAD).

Redi rect functionality SHOULD be supported. |If the node is a router,
Redi rect functionality MJST be supported.

4.3. Path MIU Discovery and Packet Size

4.3.1. Path MIU Di scovery - RFC 1981
Path MIU Di scovery [RFC-1981] SHOULD be supported, though m ninal
i mpl ement ati ons MAY choose to not support it and avoid | arge packets.
The rules in RFC 2460 MJST be foll owed for packet fragmentation and
reassenbl y.

4.3.2. | Pv6 Junmbograns - RFC 2675

I Pv6 Junbograns [ RFC-2675] MAY be support ed.
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4.4. 1Cw for the Internet Protocol Version 6 (IPv6) - RFC 2463
| CMPv6 [ RFC-2463] MUST be support ed.

4.5. Addressing

4.5.1. |IP Version 6 Addressing Architecture - RFC 3513

The 1 Pv6 Addressing Architecture [RFC-3513] MJST be supported as
updat ed by [ RFC-3879].

4.5.2. | Pve Statel ess Address Autoconfiguration - RFC 2462

| Pv6 Statel ess Address Autoconfiguration is defined in [ RFC 2462].
Thi s specification MIUST be supported for nodes that are hosts.
Static address can be supported as well.

Nodes that are routers MJST be able to generate |ink | ocal addresses
as described in RFC 2462 [ RFC- 2462].

From 2462:

The autoconfiguration process specified in this docunent applies
only to hosts and not routers. Since host autoconfiguration uses
i nformati on advertised by routers, routers will need to be
configured by some other nmeans. However, it is expected that
routers will generate |ink-local addresses using the mechani sm
described in this docunent. |In addition, routers are expected to
successfully pass the Duplicate Address Detection procedure
described in this docunent on all addresses prior to assigning
themto an interface.

Duplicate Address Detection (DAD) MJST be support ed.
4.5.3. Privacy Extensions for Address Configuration in IPv6 - RFC 3041

Privacy Extensions for Statel ess Address Autoconfiguration [RFC 3041]
SHOULD be supported. It is recommended that this behavior be
configurable on a connection basis within each application when
available. It is noted that a nunber of applications do not work

wi th addresses generated with this nmethod, while other applications
work quite well with them

4.5.4. Default Address Selection for |IPv6 - RFC 3484
The rul es specified in the Default Address Sel ection for |Pv6

[ RFC-3484] docunent MUST be inplenented. It is expected that |Pv6
nodes will need to deal with nultiple addresses.
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4.5.5. Stateful Address Autoconfiguration

St at eful Address Autoconfiguration MAY be supported. DHCPv6
[ RFC-3315] is the standard stateful address configuration protocol;
see Section 5.3 for DHCPv6 support.

Nodes which do not support Stateful Address Autoconfiguration may be
unabl e to obtain any | Pv6 addresses, aside fromlink-local addresses,
when it receives a router advertisement with the "M flag (Managed
address configuration) set and that contains no prefixes advertised
for Statel ess Address Autoconfiguration (see Section 4.5.2).
Additionally, such nodes will be unable to obtain other configuration
i nformation, such as the addresses of DNS servers when it is
connected to a |link over which the node receives a router
advertisenent in which the 'O flag ("Orher stateful configuration")
is set.

4.6. Milticast Listener Discovery (MD) for IPv6 - RFC 2710

Nodes that need to join multicast groups SHOULD i npl ement M.Dv2

[ RFC-3810]. However, if the node has applications that only need
support for Any-Source Milticast [RFC 3569], the node MAY inpl enent
M.Dv1l [RFC-2710] instead. |f the node has applications that need
support for Source-Specific Milticast [ RFC-3569, SSM ARCH], the node
MUST support MDv2 [ RFC- 3810].

Wien MLD is used, the rules in the "Source Address Sel ection for the
Mul ticast Listener Discovery (M.D) Protocol" [RFC 3590] MJST be
fol | owed.

5. DNS and DHCP
5.1. DNS

DNS is described in [ RFC-1034], [RFC 1035], [RFC- 3152], [RFC 3363],
and [RFC-3596]. Not all nodes will need to resol ve nanes; those that
wi Il never need to resolve DNS names do not need to inplenent

resol ver functionality. However, the ability to resolve nanes is a
basic infrastructure capability that applications rely on and
generally needs to be supported. All nodes that need to resolve
nanes SHOULD i npl enment stub-resol ver [RFC-1034] functionality, as in
RFC 1034, Section 5.3.1, with support for:

- AAAA type Resource Records [ RFC 3596];

- reverse addressing in ip6.arpa using PTR records [RFC 3152];
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- EDNSO [ RFC-2671] to allow for DNS packet sizes larger than 512
octets.

Those nodes are RECOMVENDED to support DNS security extensions
[ RFC-4033], [RFC-4034], and [ RFC- 4035].

Those nodes are NOT RECOMVENDED to support the experinental A6 and
DNAME Resour ce Records [ RFC- 3363].

5.2. Dynamic Host Configuration Protocol for |Pv6 (DHCPv6) - RFC 3315
5.2.1. Managed Address Configuration

The nethod by which 1 Pv6 nodes that use DHCP for address assignnent
can obtain I Pv6 addresses and other configuration information upon
recei pt of a Router Advertisenent with the 'M flag set is described
in Section 5.5.3 of RFC 2462.

In addition, in the absence of a router, those |Pv6 nodes that use
DHCP for address assignnent MJST initiate DHCP to obtain | Pv6
addresses and other configuration information, as described in
Section 5.5.2 of RFC 2462. Those |Pv6 nodes that do not use DHCP for
address assignnent can ignore the "M flag in Router Advertisenents.

5.2.2. Oher Configuration Information

The nmethod by which I Pv6 nodes that use DHCP to obtain other
configuration informati on can obtain other configuration information
upon recei pt of a Router Advertisenment with the 'O flag set is
described in Section 5.5.3 of RFC 2462.

Those | Pv6 nodes that use DHCP to obtain other configuration
information initiate DHCP for other configuration information upon
recei pt of a Router Advertisenent with the 'O flag set, as described
in Section 5.5.3 of RFC 2462. Those | Pv6 nodes that do not use DHCP
for other configuration information can ignore the 'O flag in Router
Adverti senents.

An | Pv6 node can use the subset of DHCP (described in [RFC-3736]) to
obtain other configuration informtion

5.3.3. Use of Router Advertisements in Managed Environments
Nodes using the Dynam ¢ Host Configuration Protocol for |Pv6 (DHCPv6)

are expected to determine their default router information and on-
link prefix information fromreceived Router Advertisenents.
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6. | Pv4 Support and Transition
| Pv6 nodes MAY support | Pv4.
6.1. Transition Mechani sns
6.1.1. Transition Mechanisns for |IPv6 Hosts and Routers - RFC 2893

If an 1 Pv6 node inpl enents dual stack and tunneling, then [RFC 4213]
MUST be support ed.

7. Mobile IP

The Mobile | Pv6 [ RFC-3775] specification defines requirenents for the
foll owi ng types of nodes:

- nobil e nodes

- correspondent nodes with support for route optimzation

- home agents

- all 1Pv6 routers
Hosts MAY support nobile node functionality described in Section 8.5
of [RFC-3775], including support of generic packet tunneling [RFC

2473] and secure honme agent conmuni cations [ RFC 3776].

Hosts SHOULD support route optim zation requirenents for
correspondent nodes described in Section 8.2 of [RFC 3775].

Rout ers SHOULD support the generic nobility-related requirenments for
all 1Pv6 routers described in Section 8.3 of [RFC-3775]. Routers MAY
support the hone agent functionality described in Section 8.4 of
[ RFC-3775], including support of [RFC- 2473] and [RFC-3776].

8. Security
This section describes the specification of |Psec for the | Pv6 node.

8.1. Basic Architecture

Security Architecture for the Internet Protocol [RFC 4301] MJUST be
support ed.
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8.2. Security Protocols
ESP [ RFC-4303] MUST be supported. AH [RFC 4302] MJUST be support ed.
8.3. Transforns and Al gorithns
Current | Psec RFCs specify the support of transforns and al gorithns
for use with AH and ESP: NULL encryption, DES-CBC, HWVAC- SHA-1-96, and

HVAC- MD5- 96. However, "Cryptographic Al gorithm I nplementation
Requi renments For ESP And AH' [ RFC-4305] contains the current set of

mandatory to inplement algorithns for ESP and AH. It al so specifies
al gorithms that should be inplenmented because they are likely to be
pronoted to nmandatory at sonme future tinme. |Pv6 nodes SHOULD conform

to the requirenments in [ RFC-4305], as well as the requirenents
speci fied bel ow

Si nce ESP encryption and authentication are both optional, support
for the NULL encryption algorithm[RFC 2410] and the NULL

aut henti cation algorithm|[RFC 4303] MJST be provided to naintain
consistency with the way these services are negotiated. However,
whi | e authentication and encryption can each be NULL, they MJST NOT
both be NULL. The NULL encryption algorithmis also useful for
debuggi ng.

The DES- CBC encryption al gorithm[RFC 2405] SHOULD NOT be supported
within ESP. Security issues related to the use of DES are di scussed
in [DESD FF], [DESINT], and [ DESCRACK]. DES-CBCis still listed as
required by the existing | Psec RFCs, but updates to these RFCs wl |l
be published in the near future. DES provides 56 bits of protection,
which is no | onger considered sufficient.

The use of the HVAC SHA-1-96 al gorithm [ RFC 2404] within AH and ESP
MJST be supported. The use of the HVAC MD5-96 al gorithm [ RFC-2403]
within AH and ESP MAY al so be support ed.

The 3DES- CBC encryption algorithm][RFC 2451] does not suffer fromthe
sane security issues as DES-CBC, and the 3DES-CBC al gorithmw thin
ESP MUST be supported to ensure interoperability.

The AES-128-CBC al gorithm [RFC 3602] MJST al so be supported within
ESP. AES-128 is expected to be a wi dely avail abl e, secure, and
efficient algorithm \Wile AES-128-CBC is not required by the
current I Psec RFCs, it is expected to becone required in the future.
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8.4. Key Managenent Methods

An i mpl enentati on MJST support the manual configuration of the
security key and SPI. The SPI configuration is needed in order to
del i neate between nultiple keys.

Key managenent SHOULD be supported. Exanples of key managenent
systens include | KEv2 [ RFC-4306] and Kerberos; S/M Me and TLS i ncl ude
key managenent functi ons.

Where key refresh, anti-replay features of AH and ESP, or on-denand
creation of Security Associations (SAs) is required, autonated keying
MJUST be support ed.

Key managenent nethods for multicast traffic are al so being worked on
by the MSEC WG

9. Router-Specific Functionality
This section defines general host considerations for |Pv6 nodes that
act as routers. Currently, this section does not discuss routing-
speci fic requirenents.

9.1. Ceneral

9.1.1. 1Pv6 Router Alert Option - RFC 2711
The 1 Pv6 Router Alert Option [RFC- 2711] is an optional |Pv6 Hop-by-
Hop Header that is used in conjunction with sone protocols (e.g.,
RSVP [ RFC-2205] or M.D [RFC-2710]). The Router Alert option wll
need to be inplenmented whenever protocols that mandate its usage are
i mpl emented. See Section 4.6.

9.1.2. Neighbor Discovery for IPv6 - RFC 2461

Sendi ng Router Advertisenents and processing Router Solicitation MJST
be supported.

10. Network Managenent
Net wor k Managenent MAY be supported by | Pv6 nodes. However, for |Pv6
nodes that are enmbedded devices, network managenent may be the only
possi bl e way of controlling these nodes.

10.1. ©Managenent Information Base Mddul es (M Bs)

The following two M Bs SHOULD be supported by nodes that support an
SNMP agent .
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10.

10.

11.

12.

12.

1.1. |IP Forwarding Table M B

| P Forwarding Table M B [ RFC-4292] SHOULD be supported by nodes that
support an SNMP agent.

1.2. Managenent Information Base for the Internet Protocol (IP)

IP MB [RFC-4293] SHOULD be supported by nodes that support an SNWP
agent .

Security Considerations
Thi s docunent does not affect the security of the Internet, but
i mpl ement ations of | Pv6 are expected to support a mninum set of
security features to ensure security on the Internet. "IP Security
Docunent Roadnmap" [ RFC-2411] is inmportant for everyone to read.
The security considerations in RFC 2460 state the foll ow ng:

The security features of I Pv6 are described in the Security
Architecture for the Internet Protocol [RFC 2401].

RFC 2401 has been obsol eted by RFC 4301, therefore refer RFC 4301 for
the security features of |Pv6.
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