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Copyright Notice
Copyright (C The Internet Society (2006).
| ESG Not e

This RFC is not a candidate for any level of Internet Standard. RFC
3775 and 3776 define Mbile IPv6 and its security nechanism This
docunent presents an alternate security nechanismfor Mbile | Pv6
used i n 3GPP2 networKks.

The security properties of this nechani smhave not been reviewed in
the 1ETF. Conducting this review proved difficult because the
standards-track security mechanismfor Mbile IPv6 is tightly
integrated into the protocol; extensions to Mbile IPv6 and the core
docunents make assunptions about the properties of the security nodel
wi thout explicitly stating what assunptions are being made. There is
no docunented service nmodel. Thus it is difficult to replace the
security nechanismand see if the current protocol and future

ext ensi ons neet appropriate security requirenents both under the
original and new security nechanisns. |If a service nodel for Mbile
I Pv6 security is ever formally defined and revi ewed, a nechani sm
simlar to this one could be produced and fully revi ewed.

Section 1.1 of this docunent provides an applicability statenent for
this RFC. The | ESG reconmends agai nst the usage of this

speci fication outside of environnents that neet the conditions of
that applicability statement. |In addition the | ESG recommends those
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consi dering deploying or inplenenting this specification conduct a
sufficient security review to neet the conditions of the environnents
in which this RFC will be used.

Abst ract

I Psec is specified as the neans of securing signaling nmessages

bet ween the Mbil e Node and Hone Agent for Mbbile IPv6 (M Pv6).

M Pv6 signaling nmessages that are secured include the Binding Updates
and Acknow edgenment messages used for nanagi ng the bindi ngs between a
Mobil e Node and its Honme Agent. This docunent proposes an alternate
met hod for securing MPv6 signaling nessages between Mobile Nodes and
Home Agents. The alternate nethod defined here consists of a

M Pv6-specific nmobility nmessage authentication option that can be
added to M Pv6 signaling nessages.
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1. Introduction

The base Mbile I Pv6 specification [ RFC3775] specifies the signaling
messages, Binding Update (BU) and Bi ndi ng Acknow edgenent (BA),

bet ween the Mbile Node (MN) and Hone Agent (HA) to be secured by the
| Psec Security Associations (IPsec SAs) that are established between
these two entities.

Thi s docunent proposes a solution for securing the Binding Update and
Bi ndi ng Acknowl edgnent nessages between the Mbil e Node and Hone
Agent using a nobility nmessage authentication option that is included
in these nessages. Such a nechanismenables |Pv6 nmobility in a host
wi t hout having to establish an IPsec SAwith its Home Agent. A
Mobi | e Node can inpl enent Mbile |Pv6 without having to integrate it
with the I Psec nodule, in which case the Binding Update and Bindi ng
Acknowl edgenent nessages (between MN-HA) are secured with the
mobi | ity nmessage authentication option

The aut henticati on nechani sm proposed here is simlar to the
aut henti cati on mechani smused in Mbile | Pv4d [ RFC3344].

1.1. Applicability Statenent

The nobility nmessage authentication option specified in Section 5 is
applicable in certain types of networks that have the foll ow ng
characteristics:

- Networks in which the authentication of the MN for network access
is done by an authentication server in the home network via the hone
agent. The security association is established by the network
operat or (provisioning nmethods) between the MN and a backend

aut henti cation server (e.g., Authentication, Authorization, and
Accounting (AAA) hone server). MPv6 as per RFCs 3775 and 3776
relies on the I Psec SA between the MN and an HA. I n cases where the
assignnent of the HAis dynamic and the only static or long-term SA
is between the MN and a backend aut hentication server, the nobility
message aut hentication option is desirable.

- In certain depl oynent environnments, the nobil e node needs dynanic
assi gnnment of a hone agent and home address. The assignnent of such
can be on a per-session basis or on a per-M power-up basis. |n such
scenarios, the MNrelies on an identity such as a Network Access
Identifier (NAI) [RFC4283], and a security association with a AAA
server to obtain such bootstrapping information. The security
association is created via an out-of-band mechani smor by non Mdbile
I Pv6 signaling. The out-of-band mechani smcan be specific to the
depl oynent environnment of a network operator. |In Code Division

Mul tiple Access (CDVA) network depl oynments, this information can be
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obtained at the tine of network access authentication via [3GPP2]
specific extensions to PPP or DHCPv6 on the access |ink and by AAA
extensions in the core. 1t should be noted that the out-of-band
mechanismis not within the scope of the nobility nessage

aut hentication option (Section 5) and hence is not described therein.

- Network deploynments in which not all Mobile Nodes and Hone Agents
have | KEv2 i npl ementations and support for the integration of |KEv2
wi th backend AAA infrastructures. |KEv2 as a technol ogy has yet to
reach maturity status and w despread inpl enentations needed for
commerci al deploynents on a large scale. At the tinme of this
witing, [RFC4306] is yet to be published as an RFC. Hence from a
practical perspective that operators face, I KEv2 is not yet capable
of addressing the inmredi ate need for M Pv6 depl oynent.

- Networks that expressly rely on the backend AAA infrastructure as
the primary neans for identifying and authentication/authorizing a
mobi | e user for M Pv6 service.

- Networks in which the establishnment of the security association
bet ween the Mbile Node and the authentication server (AAA Hone) is
est abl i shed using an out-of-band mechani sm and not by any key
exchange protocol. Such networks will also rely on out-of-band
mechani snms to renew the security association (between MN and AAA
Hone) when needed.

- Networks that are bandw dth constrained (such as cellular wreless
networ ks) and for which there exists a strong desire to mnimnze the
nunber of signaling nessages sent over such interfaces. M Pv6
signaling that relies on Internet Key Exchange (I KE) as the prinmary
means for setting up an SA between the MN and HA requires nore
signal i ng messages conpared with the use of an nobility nessage

aut hentication option carried in the BU BA nessages.

One such exanpl e of networks that have such characteristics are CDVA
networks as defined in [3GPP2].

2. Overview

Thi s docunent presents a |ightweight nmechanismto authenticate the
Mobi | e Node at the Hone Agent or at the Authentication,

Aut hori zation, and Accounting (AAA) server in Honme network (AAAH)
based on a shared-key-based nobility security association between the
Mobi |l e Node and the respective authenticating entity. This shared-
key-based nmobility security association (shared-key-based nmobility
SA) may be statically provisioned or dynanmically created. The term
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"mobility security association" referred to in this docunent is
understood to be a "shared-key-based Mbile I Pv6 authentication”
security associ ation.

Thi s docunent introduces new nobility options to aid in

aut hentication of the Mbile Node to the Home Agent or AAAH server
The confidentiality protection of Return Routability messages and
authentication/integrity protection of Mbile Prefix D scovery (MPD)
is not provided when these options are used for authentication of the
Mobil e Node to the Hone Agent. Thus, unless the network can

guar ant ee such protection (for instance, like in 3GPP2 networks),
Route Optinization and Mbile Prefix Discovery should not be used
when using the nobility nessage authentication option

3. Term nol ogy
The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

3.1. Ceneral Terns

First (size, input)
Sone formulas in this specification use a functional form"First
(size, input)" to indicate truncation of the "input" data so that
only the first "size" bits remain to be used.

Shar ed- key- based Mbility Security Associ ation
Security relation between the Mbile Node and its Home Agent, used
to authenticate the Mbile Node for nmobility service. The
shar ed- key-based nobility security association between Mobile Node
and Hone Agent consists of a nmobility Security Parameter |ndex
(SPI), a shared key, an authentication algorithm and the replay
protection mechani smin use.

Mobility SP

A nunber in the range [0-4294967296] used to index into the
shar ed- key-based nobility security associations.
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4.

Qper ational Fl ow

The figure bel ow describes the sequence of nessages sent and received
between the MN and HA in the registration process. Binding Update
(BU) and Bi ndi ng Acknowl edgenent (BA) nessages are used in the
registration process.

WN HA/ AAAH

| BU to HA

(8) | rmmmm e >

(including MN-1D option,

mobil ity message replay protection option[optional],
mobil ity nessage aut hentication option)

I
I
I
I
|
HA/ AAAH aut henti cates WN
I
I
I
I

(b)
(including M\-I1D option, |
mobi l ity nmessage replay protection option[optional],|
mobi | ity nessage aut hentication option) |
I

Figure 1: Home Registration with Authentication Protocol

The Mobile Node MJUST use the Mohile Node ldentifier option,
specifically the MN-NAI nobility option as defined in [ RFC4283] to
identify itself while authenticating with the Home Agent. The Mobile
Node uses the Mobile Node Identifier option as defined in [ RFC4283]
to identify itself as may be required for use with sone existing AAA
i nfrastructure designs.

The Mobil e Node MAY use the Message ldentifier option as defined in
Section 6 for additional replay protection.

The nobility message authentication option described in Section 5 may
be used by the Mobile Node to transfer authentication data when the
Mobi | e Node and the Hone Agent are utilizing a nobility SPI (a nunber
in the range [0-4294967296] used to index into the shared-key-based
mobility security associations) to index between nmultiple nmobility
security associ ati ons.
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5. Mbility Message Authentication Option

This section defines a mobility nmessage authentication option that
may be used to secure Binding Update and Bi ndi ng Acknow edgenent
nmessages. This option can be used along with I Psec or preferably as
an alternate mechanismto authenticate Binding Update and Bi nding
Acknowl edgenent messages in the absence of |Psec.

Thi s docunent al so defines subtype nunbers, which identify the node
of authentication and the peer entity to authenticate the nessage.
Two subtype nunbers are specified in this docunment. O her subtypes
may be defined for use in the future.

Only one instance of a nobility message authentication option of a
particul ar subtype can be present in the nessage. One nessage may
contain multiple instances of the nobility nessage authentication
option with different subtype values. |f both M\-HA and M\-AAA

aut hentication options are present, the M\-HA aut hentication option
must be present before the M\-AAA authentication option (else, the HA
MUST di scard t he nmessage).

When a Bi ndi ng Update or Bi nding Acknow edgenent is received w thout
a mobility nessage authentication option and the entity receiving it
is configured to use the nobility nmessage aut hentication option or
has the shared-key-based nobility security association for the

mobil ity nmessage authentication option, the entity should silently
di scard the recei ved nessage.

0 1 2 3
01234567890123456789012345678901
b Lk Tl o e ek
| Option Type | Option Length | Subtype |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Mobility SPI |

R e s T o T S R El ok i R e e S S e o o s

| Aut hentication Data ....

R et e s i o e s i i
Figure 2: Mbility Message Aut hentication Option

Option Type:

AUTH OPTI ON- TYPE val ue 9 has been defined by ANA.  An 8-bit
identifier of the type nobility option.
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5

1.

Option Lengt h:

8-bit unsigned integer, representing the length in octets of
the Subtype, nobility Security Parameter Index (SPl) and
Aut hentication Data fields.

Subt ype:

A number assigned to identify the entity and/or nechanismto be
used to authenticate the nessage.

Mobility SPI:
Mobility Security Paraneter |ndex
Aut henti cation Dat a:

This field has the information to authenticate the rel evant
mobility entity. This protects the nessage begi nning at the
Mobility Header up to and including the nmobility SPI field.

Al i gnment requirenents
The alignnent requirenment for this optionis 4n + 1.
MN- HA Mobility Message Authentication Option

The format of the MN-HA nobility message authentication option is as
defined in Figure 2. This option uses the subtype value of 1. The
M\- HA nmobility nessage authentication option is used to authenticate
the Bi ndi ng Update and Bi ndi ng Acknow edgenent nessages based on the
shar ed- key- based security association between the Mbil e Node and the
Home Agent.

The shar ed- key-based nmobility security association between Mbile
Node and Home Agent used within this specification consists of a
mobility SPI, a key, an authentication algorithm and the replay
protection mechanismin use. The mobility SPI is a nunber in the
range [0-4294967296], where the range [0-255] is reserved. The key
consists of an arbitrary value and is 16 octets in length. The
aut hentication algorithmis HVAC SHA1. The replay protection
mechani sm nmay use the Sequence nunber as specified in [ RFC3775] or
the Timestanp option as defined in Section 6. |f the Tinmestanp
option is used for replay protection, the nmobility security

associ ation includes a "close enough” field to account for clock
drift. A default value of 7 seconds SHOULD be used. This val ue
SHOULD be greater than 3 seconds.
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The MN-HA nmobility nessage authentication option MJST be the | ast
option in a nmessage with a nobility header if it is the only nobility
message aut hentication option in the nessage.

The authentication data is calculated on the nessage starting from
the nmobility header up to and including the nmobility SPI val ue of
this option.

Aut hentication Data = First (96, HVAC SHA1( M\-HA Shared key, Mbility
Dat a) )

Mobility Data = care-of address | hone address | Mbility Header (M)
Dat a

MH Data is the content of the Mbility Header up to and including the
mobility SPI field of this option. The Checksumfield in the
Mobi lity Header MJST be set to O to calculate the Mbility Data.

The first 96 bits fromthe Message Authenticati on Code (MAC) result
are used as the Authentication Data field.

5.1.1. Processing Considerations

The assunption is that the Mbile Node has a shared-key-based
security association with the Hone Agent. The Mobil e Node MJST
include this option in a BUif it has a shared-key-based nobility
security association with the Hone Agent. The Home Agent MUST
include this option in the BAif it received this option in the
correspondi ng BU and Hone Agent has a shared-key-based mobility
security association with the Mbile Node.

The Mobile Node or Home Agent receiving this option MJST verify the
aut hentication data in the option. |If authentication fails, the Home
Agent MUST send BA with Status Code M PV6-AUTH FAIL. [|f the Hone
Agent does not have shared- key-based nobility SA, Honme Agent MJST

di scard the BU. The Home Agent MAY | og such events.

5.2. M\ AAA Mobility Message Aut hentication Option

The format of the M\-AAA nobility nessage authentication option is as
defined in Figure 2. This option uses the subtype value of 2. The
M\- AAA aut hentication nobility option is used to authenticate the

Bi ndi ng Update nessage based on the shared nobility security

associ ati on between the Mbil e Node and AAA server in Hone network
(AAAH). It is not used in Binding Acknow edgenent nessages. The
correspondi ng Bi ndi ng Acknowl edgenent nmessages nust be aut henticated
using the MN-HA nobility nessage authentication option (Section 5.1).
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The M\ AAA nmobility message authentication option rmust be the | ast
option in a nmessage with a nobility header. The correspondi ng
response MJUST include the MN-HA nobility nessage authentication
option, and MJUST NOT include the M\-AAA nobility nessage

aut henti cation option.

The Mobile Node MAY use the Mobile Node Identifier option [ RFC4283]
to enable the Hone Agent to make use of avail able AAA infrastructure.

The authentication data is calcul ated on the nessage starting from
the nmobility header up to and including the mobility SPI val ue of
this option.

The aut hentication data shall be cal cul ated as fol |l ows:
Aut hentication data = hash_f n( M\- AAA Shared key, MAC Mbility Data)

hash_fn() is decided by the value of mobility SPI field in the M\ AAA
mobil ity nessage authentication option.

SPI = HVAC SHAL_SPI :

If mobility SPI has the well-known val ue HVAC SHA1 SPI, then
hash_fn() is HVAC SHA1. Wen HVAC SHA1_SPI is used, the BUis

aut henti cated by AAA using HVAC SHAl aut hentication. |In that case,
MAC Mobility Data is cal culated as foll ows:

MAC Mobility Data = SHAl(care-of address | home address | MH Data)

MH Data is the content of the Mbility Header up to and including the
mobility SPI field of this option.

5.2.1. Processing Considerations

The use of the M\-AAA nobility nessage authentication option assunes
that AAA entities at the honme site communicate with the HA via an
aut henti cated channel. Specifically, a BUwth the M\AAA mobility
message aut hentication option is authenticated via a home AAA server.
The specific details of the interaction between the HA and the AAA
server is beyond the scope of this docunent.

When the Hone Agent receives a Binding Update with the M\- AAA

mobi l ity nmessage authentication option, the Binding Update is

aut henticated by an entity external to the Hone Agent, typically a
AAA server.
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5.3. Authentication Failure Detection at the Mbil e Node

In case of authentication failure, the Home Agent MJST send a Binding
Acknowl edgenent with status code M PV6-AUTH FAIL to the Modbil e Node,
if a shared-key-based nobility security association to be used

bet ween Mobi |l e Node and Home Agent for authentication exists. |If
there is no shared-key-based nobility security association, HA drops
the Binding Update. HA may |og the nessage for adm nistrative
action.

Upon receiving a Binding Acknow edgenent with status code M PV6-
AUTH FAI L, the Mobile Node SHOULD stop sendi ng new Bi ndi ng Updates to
t he Home Agent.

6. Mbility Message Replay Protection Option

The Mobility nmessage replay protection option MAY be used in Binding
Updat e/ Bi ndi ng Acknowl edgenent nessages when aut henticated using the
mobil ity nmessage authentication option as described in Section 5

The nobility message replay protection option is used to let the Home
Agent verify that a Binding Update has been freshly generated by the
Mobi | e Node and not replayed by an attacker from sone previous

Bi nding Update. This is especially useful for cases where the Home
Agent does not mmintain stateful information about the Mbile Node
after the binding entry has been renoved. The Home Agent does the
replay protection check after the Binding Update has been
authenticated. The nobility nmessage replay protection option when
included is used by the Mobile Node for matching BA with BU

If this node of replay protection is used, it needs to be part of the
shar ed- key-based nobility security association

If the policy at Home Agent mandates replay protection using this
option (as opposed to the sequence nunber in the Mbility Header in
Bi ndi ng Update) and the Binding Update fromthe Mbile Node does not
include this option, the Hone Agent discards the BU and sets the
Status Code in BA to M PV6- MESG | D- REQD.

When the Hone Agent receives the nobility nessage replay protection
option in Binding Update, it MJST include the nobility nmessage repl ay
protection option in Binding Acknow edgenent. Appendi x A provides
details regarding why the nobility nessage replay protection option
MAY be used when using the authentication option
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012345678901234
+
I

i e e b ik SR
| Ti mestanp ...

e T i o e e i e
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Figure 3: Mbility Message Replay Protection Option

Option Type:

MESG | D- OPTI ON- TYPE val ue 10 has been defined by I ANA.  An
8-bit identifier of the type nmobility option.

Option Lengt h:

8-bit unsigned integer, representing the length in octets of
the Tinmestanp field.

Ti mest anp:
This field carries the 64 bit tinestanp.
Alignment requirements :
The alignnent requirenent for this optionis 8n + 2.

The basic principle of tinestanp replay protection is that the node
generating a nmessage inserts the current tine of day, and the node
recei ving the nmessage checks that this tinestanp is sufficiently
close to its own tine of day. Unless specified differently in the
shar ed- key-based nobility security association between the nodes, a
default value of 7 seconds MAY be used to linit the tine difference.
Thi s val ue SHOULD be greater than 3 seconds. The two nodes must have
adequat el y synchroni zed ti me-of -day cl ocks.

The Mobile Node MJUST set the Tinestanp field to a 64-bit val ue
formatted as specified by the Network Tine Protocol (NTP) [ RFC1305].
The | ow order 32 bits of the NTP format represent fractional seconds,
and those bits that are not available froma time source SHOULD be
generated from a good source of randomess. Note, however, that when
using timestanps, the 64-bit tinmestanp used in a Binding Update from
the Mobil e Node MUST be greater than that used in any previous
successful Bindi ng Update.
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After successful authentication of Binding Update (either locally at

the Hone Agent or when a success indication is received fromthe AAA
server), the Home Agent MUST check the Timestanmp field for validity.

In order to be valid, the tinestanp contained in the Tinestanp field
MUST be cl ose enough to the Home Agent’s tinme-of-day clock and the

ti mestanp MJUST be greater than all previously accepted tinestanps for
the requesting Mobil e Node.

If the timestanp is valid, the Home Agent copies the entire Tinestanp
field into the Tinmestanp field in the BAit returns to the Mbile
Node. |If the timestanp is not valid, the Hone Agent copies only the
| ow-order 32 bits into the BA, and supplies the high-order 32 bits
fromits own tinme of day

If the Timestanp field is not valid but the authentication of the BU
succeeds, the Home Agent MJST send a Bindi ng Acknow edgenent with
status code M PV6-1D-M SMATCH. The Hone Agent does not create a

bi ndi ng cache entry if the tinmestanp check fails.

If the Mbil e Node receives a Binding Acknow edgenent with the code
M PV6-1D-M SVATCH, the Mbil e Node MJST aut henticate the BA by
processing the MN-HA aut hentication nobility option

I f authentication succeeds, the Mbile Node MJUST adjust its tinestanp
and send subsequent Bi ndi ng Update using the updated val ue.

Upon receiving a BA that does not contain the M PV6-1D M SMATCH
status code, the Mbile Node MJUST conpare the Tinestanp value in the

BA to the Tinmestanp value it sent in the corresponding BU If the
val ues match, the Mbile Node proceeds to process the M\-HA
authentication data in the BA. |If the values do not natch, the

Mobil e Node silently discards the BA.
7. Security Considerations

Thi s docunent proposes new nobility nmessage authentication options to
aut henticate the control nessage between Mbile Node, Hone Agent,
and/ or hone AAA (as an alternative to IPsec). The new options
provide for authentication of Binding Update and Bi ndi ng

Acknowl edgenent nessages. The M\-AAA nobility nessage authentication
option provide for authentication with AAA infrastructure.

Thi s specification also introduces an optional replay protection
mechanismin Section 6, to prevent replay attacks. The sequence
nunber field in the Binding Update is not used if this mechanismis
used. This nenp defines the timestanp option to be used for mohility
nmessage replay protection
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8.

I ANA Consi derations
| ANA services are required for this specification. The values for
new nobility options and status codes nust be assigned fromthe
Mobil e | Pv6 [ RFC3775] nunbering space.
The values for Mbility Option types AUTH OPTI ON- TYPE and MESG | D-
OPTI ON-TYPE, as defined in Section 5 and Section 6, have been
assigned. The values are 9 for the AUTH OPTION-TYPE and 10 for the
MESG- | D- OPTI ON- TYPE Mobility Opti on.
The val ues for status codes M PV6-1D M SVATCH, M Pv6- AUTH FAIL, and
M PV6- MESG | D- REQD, as defined in Section 6 and Section 5.3, have
been assigned. The values are 144 for M PV6-1D M SVATCH 145 for
M PV6- MESG | D- REQD and 146 for M PV6- AUTH FAI L.

A new section for enunerating algorithns identified by specific
mobility SPIs within the range 0-255 has to be added to

http://wwv. i ana. or g/ assi gnnent s/ mobi |l i ty- parameters

The currently defined values are as foll ows:

The val ue 0 shoul d not be assigned.

The value 3 is reserved for HVAC SHA1 SPI as defined in Section 5. 2.
The value 5 is reserved for use by 3GPP2

New val ues for this nanmespace can be allocated using | ETF Consensus.
[ RFC2434] .

In addition, | ANA has created a new nanespace for the Subtype field
of the MN-HA and M\- AAA nobil ity nmessage authentication options under

http://ww. i ana. or g/ assi gnnent s/ nobi |l i ty-paraneters

The currently allocated values are as foll ows:

1 MW-HA nobility nessage authentication option Section 5.1
2 MN-AAA mobil ity message aut hentication option Section 5.2

New val ues for this namespace can be allocated using | ETF Consensus.
[ RFC2434] .
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Appendi x A.  Rationale for Mbility Message Replay Protection Option

Mobile I Pv6 [ RFC3775] defines a Sequence Number in the nobility
header to prevent replay attacks. There are two aspects that stand
out in regards to using the Sequence Nunber to prevent replay

att acks.

First, the specification states that the Home Agent shoul d accept a
BU with a Sequence Nunber greater than the Sequence Nunber fromthe
previous Binding Update. This inplicitly assunes that the Honme Agent
has sonme information regardi ng the Sequence Nunber fromthe previous
BU (even when the binding cache entry is not present). Second, the
specification states that if the Hone Agent has no binding cache
entry for the indicated home address, it MJST accept any Sequence
Nunber value in a received Binding Update fromthis Mbile Node.

Wth the mechani smdefined in this docunent, it is possible for the
Mobil e Node to register with a different Home Agent during each
mobility session. Thus, it is unreasonable to expect each Home Agent
in the network to maintain state about the Mbile Node. Also, if the
Hone Agent does not cache information regardi ng sequence nunber, as
per the second point above, a replayed BU can cause a Hone Agent to
create a binding cache entry for the Mbile Node. Thus, when

aut hentication option is used, Sequence Number does not provide
protection against replay attack.

One solution to this problem (when the Hone Agent does not save state
information for every Mbile Node) would be for the Hone Agent to
reject the first BU and assign a (randomy generated) starting
sequence nunber for the session and force the Mbile Node to send a
fresh BU with the suggested sequence number. Wile this would work
in nost cases, it would require an additional round trip, and this
extra signaling and | atency is not acceptable in certain deploynents
[3GPP2]. Also, this rejection and using sequence nunber as a nonce
in rejection is a new behavior that is not specified in [ RFC3775].

Thus, this specification uses the nobility message replay protection
option to prevent replay attacks. Specifically, tinmestanps are used
to prevent replay attacks as described in Section 6.

It is inportant to note that as per Mbile IPv6 [RFC3775] this
probl em wi th sequence nunber exists. Since the base specification
mandat es the use of IPsec (and naturally that goes with I KE i n nost
cases), the real replay protection is provided by IPsec/IKE. |n case
of BU BA between Mdbile Node and Client Node (CN), the liveness proof
is provided by the use of nonces that the CN generates.
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