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I ESG Not e:

EAP ldentity Sel ecti on was devel oped by 3GPP. Docunentation is
provided as information to the Internet community. The EAP WG has
verified that this specification is conpatible with EAP as defined in
RFC 3748. Required 3GPP client behavior is described in 3GPP TS

24. 234,

Abst r act

The Extensible Authentication Protocol (EAP) is defined in RFC 3748.
Thi s docunment defines a nmechanismthat allows an access network to
provide identity selection hints to an EAP peer -- the end of the
link that responds to the authenticator. The purpose is to assist
the EAP peer in selecting an appropriate Network Access ldentifier
(NAI). This is useful in situations where the peer does not receive
a lower-layer indication of what network it is connecting to, or when
there is no direct roam ng rel ati onship between the access network
and the peer’s hone network. 1In the latter case, authentication is
typically acconplished via a nediating network such as a roam ng
consortiumor broker.

The nechani smdefined in this docunent is linmited inits scalability.

It is intended for access networks that have a snmall to noderate
nunber of direct roam ng partners.
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1. Introduction

The Extensible Authentication Protocol (EAP) is defined in [ RFC3748].
An EAP peer (hereafter, also referred to as the peer) may have
multiple credentials. Were the | ower |ayer does not provide an

i ndi cation of which network it is connecting to, or where its hone
network may have roami ng rel ationships with several nediating

net wor ks, the peer may be uncertain of which Network Access
Identifier (NAI) to include in an EAP-Response/ldentity.

Thi s docunment defines a nechanismthat allows the access network to
provide an EAP peer with identity selection hints, including
informati on about its roam ng relationships. This information is
sent to the peer in an EAP-Request/ldentity nessage by appending it
after the displayabl e nessage and a NUL character.

Thi s mechani sm may assist the peer in selecting a credential and
associated NAI, or in formatting the NAl [RFC4282] to facilitate
routing of Authentication, Authorization, and Accounting (AAA)
nmessages to the home AAA server. |If there are several nediating
net wor ks avail abl e, the peer can influence which one is used.

Exactly how the selection is made by the peer depends largely on the
peer’s local policy and configuration, and is outside the scope of
this docunment. For exanple, the peer could decide to use one of its
other identities, decide to switch to another access network, or
attenpt to reformat its NAl [RFC4282] to assist in proper AAA
routing. The exact client behavior is described by standard bodies
using this specification such as 3GPP [TS-24. 234].

Section 2 describes the required behavior of inplenentations,
including the format for identity hints.
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1.1. Relationship with OQher Specifications

Thi s docunent specifies behavior of Renpte Authentication Dial-In
User Service (RADIUS) proxies that handl e EAP nessages. This

i ncludes the specification of the behavior of proxies in response to
an unknown realmw thin the User-Nane(1l) attribute of an

Access- Request contai ning one or nore EAP-Message attributes. This
docunent, if used in a scenario requiring NAl "decoration" as
specified in [ RFC4282], assumes a source-routing nodel for

determ nation of the roaming relationship path, and therefore affects
t he behavi or of RADI US proxies in roam ng situations.

1.2. Applicability

ldentity hints are useful in situations where the peer cannot
determ ne which credentials to use, or where there nmay be multiple
alternative routes by which an access network can reach a hone
network. This can occur when access networks support nultiple

roam ng consortiuns but do not have a full list of the hone networks
reachabl e t hrough t hem

In such scenarios, identity hints (e.g., a list of roam ng partners
of the access network) can be provided to enable the EAP peer to

i nfluence route selection, using the NAI [ RFC4282] to specify the
desired source route. The imrediate application of the proposed
mechanismis in 3GPP systens interworking with W.ANs [ TS-23. 234] and
[ TS-24. 234].

The nunber of hints that can be provided by this nmechanismis linited
by the EAP MIU. For exanpl e, assuming 20 octets per hint and an EAP
MIU of 1096, a maxi mum of 50 roam ng partners can be advertised
Scaling linmtations inmposed by the EAP MIU shoul d be taken into
account when depl oying this solution.

Since this nmechanismrelies on infornation provided in the

EAP- Request/ Il dentity packet, it is necessary for the peer to select a
poi nt of attachnent prior to obtaining identity hints. Were there
are nultiple points of attachment avail abl e, the mechani smdefined in
this specification does not allow the peer to utilize the identity
hints in nmaking a decision about which point of attachment to sel ect.
In roaming situations, this can require the peer to try nmultiple

poi nts of attachment before it finds a conpatible one, increasing
handof f | at ency.

This docunent is related to the general network di scovery and

sel ection problemdescribed in [netsel-problenj. The proposed
mechani sm described in this docunment solves only a part of the
problemin [netsel-probleni. |EEE 802.11 is also |ooking into nore
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conpr ehensi ve and | ong-term solutions for network discovery and
sel ecti on.

1.3. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

NA| Net wor k Access ldentifier [RFC4282].

Decor at ed NAI An NAl specifying a source route. See [RFC4282]
Section 2.7 for nore information.

NAI Real m Real m portion of an NAl [RFC4282].
2. I nplenentation Requirenents

The EAP aut henticator MAY send an identity hint to the peer in the
initial EAP-Request/Ildentity. |If the identity hint is not sent
initially (such as when the authenticator does not support this
specification), then the EAP peer may select the wong NAI. [If the

| ocal AAA proxy does not have a default route configured, then it may
find that the User-Nane(1l) attribute in the request contains a realm
for which there is no correspondi ng route.

As noted in [RFC2607], Section 5.1

"Proxies are frequently used to inplenment policy in roam ng
situations. Proxies inplenenting policy MAY reply directly to
Access- Requests without forwarding the request. Wen replying
directly to an Access-Request, the proxy MJST reply either with an
Access- Rej ect or an Access-Chal l enge packet. A proxy MJST NOT reply
directly with an Access-Accept."

Where no route is found, existing AAA proxies will typically send an
Access-Reject. However, where the request contains an EAP-Message
attribute, AAA proxies inplementing this specification should instead
reply with a challenge including an identity hint.

For exanple, if a RADI US proxy receives an Access- Request with an
EAP- Message attribute and a User-Nane(1l) attribute containing an
unknown realm it SHOULD reply with an Access-Challenge with an
EAP- Message attribute encapsul ati ng an EAP-Request/ldentity packet
containing an identity hint, rather than an Access-Reject. See
"Option 3" in the appendi x for the nessage fl ow di agram
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If the peer responds with an EAP-Response/ldentity containing an
unknown realmafter the | ocal AAA proxy sends an identity hint, then
a | ocal AAA proxy/server inplenenting this specification MJST
eventual ly send an Access-Reject containing an EAP-Failure. Prior to
doing so, it MAY send an Access-Chal |l enge containing an

EAP- Notification, in order to provide an explanation for the failure.
In order to determ ne whether an identity hint had been previously
sent, the State(24) attribute defined in [RFC2865] can be used.

As noted in [RFC3748], Section 3.1, the m nimum EAP MIU size is 1020
octets. EAP does not support fragmentation of EAP-Request/ldentity
messages, so the maxi mum |l ength of the identity hint information is
limted by the link MU

2. 1. Packet For mat

The identity hint information is placed after the displayable string
and a NUL character in the EAP-Request/ldentity. The follow ng ABNF
[ RFC4234] defines an NAIReal ns attribute for presenting the identity
hint information. The attribute’ s value consists of a set of realm
nanes separated by a sem col on

identity-request-data = [ displayable-string ] %00 [ Network-Info ]

di spl ayabl e-string = *CHAR
Net wor k- | nf o = "NAl Real ns=" real mli st
Net wor k-1 nf o =/ 1*CCTET ", NAl Real ms=" real mli st
Net wor k-1 nf o =/ "NAIReal n8=" realmlist "," 1*OCTET
Net wor k- | nf o =/ 1*COCTET ", NAl Real ns=" realmlist "," 1*COCTET
real mlist =realm/
( realmlist ";" realm)

The "OCTET" and "CHAR' rules are defined in [RFC4234] and the "real ni
rule is defined in [ RFC4282].
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A sanmpl e hex dunp of an EAP-Request/ldentity packet is shown bel ow

01 ; Code: Request

00 Identifier: O

00 3f Length: 63 octets

01 Type: ldentity

48 65 6¢ 6C 6f 21 00 4e "Hel | o! \ ONAI Real ns=exanpl e. com nmc014.
41 49 52 65 61 6¢ 6d 73 nmcc310. 3gppnet wor k. or g"
3d 65 78 61 6d 70 6¢c 65

2e 63 6f 6d 3b 6d 6e 63

30 31 34 2e 6d 63 63 33

31 30 2e 33 67 70 70 6e

65 74 77 6f 72 6b 2e 6f

72 67

The Network-Info can contain an NAIRealns list in addition to
proprietary information. The proprietary information can be placed
before or after the NAIRealns list. To extract the NAlRealns |ist,

an i nplementation can either find the "NAl Real ns=" inmedi ately after
the NUL or seek forward to find ", NAl Real ns" somewhere in the string
The real ns data ends either at the first "," or at the end of the

string, whichever comes first.
3. Security Considerations

Identity hint information is delivered inside an EAP-Request/ldentity
before the authentication conversation begins. Therefore, it can be
nodi fied by an attacker. The NAIRealns attribute therefore MJST be
treated as a hint by the peer. That is, the peer nust treat the hint
as an unreliable indication

Unaut henticated hints may result in peers inadvertently revealing
additional identities, thus conprom sing privacy. Since the

EAP- Response/ldentity is sent in the clear, this vulnerability

al ready exists. This vulnerability can be addressed via

met hod- specific identity exchanges.

Simlarly, in a situation where the peer has multiple identities to

choose from an attacker can use a forged hint to convince the peer

to choose an identity bound to a weak EAP nethod. Requiring the use
of strong EAP nethods can protect against this. A simlar issue

al ready exists with respect to unprotected |ink-layer advertisenents
such as 802.11 SSI Ds.

If the identity hint is used to select a nediating network, existing

EAP nmet hods may not provide a way for the honme AAA server to verify
that the nmediating network sel ected by the peer was actual |y used.

Adrangi, et al. I nf or mat i onal [ Page 6]



RFC 4284 ldentity Selection Hints for EAP January 2006

Any information revealed either fromthe network or client sides
bef ore authentication has occurred can be seen as a security risk
For instance, revealing the existence of a network that uses a weak
aut henti cati on method can nake it easier for attackers to discover
that such a network is accessible. Therefore, the consent of the
networ k being advertised in the hints is required before such hints
can be sent.
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5. Appendix - Delivery Options

Al t hough the delivery options are described in the context of I|EEE
802. 11 access networks, they are also applicable to other access
networ ks that use EAP [ RFC3748] for authentication and use the NA
format [ RFC4282] for identifying users.

The options assunme that the AAA protocol in use is RAD US [ RFC2865].
However, Dianmeter [ RFC3588] could al so be used instead of RAD US
wi t hout introducing significant architectural differences.

The main difference anongst the options is which entity in the access
network creates the EAP-Request/ldentity. For exanple, the role of
the EAP server may be played by the EAP authenticator (where an
initial EAP-Request/ldentity is sent with an identity hint) or a

RADI US proxy/server (where the NAIReal mis used for forwarding).

The RADI US proxy/server acts only on the RADI US User- Nane(1)
attribute and does not have to parse the EAP-Message attribute.
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Option 1: Initial EAP-Request/ldentity fromthe access point

In typical IEEE 802.11 wireless LANs, the initial EAP-Request/
Identity is sent by the access point (i.e., EAP authenticator). In
the sinplest case, the identity hint information is sinply included
in this request, as shown bel ow.

EAP Access Poi nt | ocal RADI US hone RADI US
Peer proxy/ server server
| 1. EAP |
Request/Ildentity
( NAI Real rs) |

2. EAP

3. Access- Request
( EAP

I
I
I
I
I
I
I
I
Response/ldentity)|

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
- v=_

| 4. Access-Request
| ( EAP
| Response/ldentity)

R R EAP conversation ----------------------- >

Current access points do not support this mechanism so other options
may be preferable. This option can also require configuring the
identity hint information in a potentially |arge nunber of access
poi nts, which may be problematic if the informati on changes often

Option 2: Initial EAP-Request/ldentity fromthe | ocal RADI US proxy/
server

This is simlar to Option 1, but the initial EAP-Request/ldentity is
created by the | ocal RADIUS proxy/server instead of the access point.
Once a peer associates with an access network AP using | EEE 802.11
procedures, the AP sends an EAP-Start nessage [ RFC3579] within a

RADI US Access- Request. The access network RADIUS server can then
send the EAP-Request/ldentity containing the identity hint

i nformati on.
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EAP Access Poi nt | ocal RADI US home RADI US
Peer proxy/ server server
| 1. Access-Request | |
| (EAP-Start) |
|- >|
2. Access- Chal | enge|
(EAP I

Request/ldentity |
wi th NAl Real ms) |

I

I

I

I

I

|

I

3. EAP | |
Request /Il dentity | |

( NAI Real ns) | I
R RREREEEEE | |
4. EAP | | |
Response/ldentity | | |

[ == >| I I
| | 5. Access-Request | |
I I (EAP I I
| | Response/ldentity) | |
| [----mmmmmm - >| |
| | | 6. Access-Request |
I I I (EAP I
| | | Response/ldentity) |
I I [ >|
I I I I
| <---mmmme e EAP conversation ---------------------- >|

This option can work with current access points if they support the
EAP- Start nessage.

Option 3: Subsequent EAP-Request/ldentity fromlocal RADIUS proxy/
server

In the third option, the access point sends the initial EAP-Request/
Identity without any hint information. The peer then responds with
an EAP- Response/ldentity, which is forwarded to the | ocal RAD US
proxy/server. |f the RADIUS proxy/server cannot route the nessage
based on the identity provided by the peer, it sends a second

EAP- Request/ldentity containing the identity hint infornation.
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EAP Access Poi nt | ocal RADI US home RADI US
Peer proxy/ server server

|
1. EAP |
Request/ldentity |

I

|
| (W o NAI Real ns)
I
I
|

| |

I I

I I

I I

T RRREETEEEE | | |
2. EAP | | |
Response/ldentity | | |
|---mmmmmm s >| I I
| | 3. Access-Request | |
| | (EAP | |
| | Response/ldentity) | |
I [----mmmmm oo >| I
| | 4. Access-Chall enge| |
| | (EAP ] |
| | Request/ldentity | |
| | with NAl Real ns) | |
| | <o | |
| 5. EAP | | |
| Request/Ildentity | | |
| ( NAI Real ns) | | |
| <o | | |
| 6. EAP _ | | |
| Response/ldentity | | |
e > | |
| | 7. Access-Request | |
| | (EAP | |
| | Response/ldentity) | |
| R e > |
I | I I
—==—=—=—======—=—=—=—========F3gj | ure due to unknown real nNE============
| | | |
| | 7a. Access-Reject | |
| | ( EAP- Fai | ure) | |
| | <o | |
| 7b. EAP | | |
| Fail ure | | |
| <o | | |
I I I I
| | | 8. Access-Request |
| | | (EAP |
| | | Response/ldentity) |
| | R >
I I . I I
I EAP conversation --------------------- >|
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This option does not require changes to existing NASes, so it may be
preferable in many environments.
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