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1. Introduction

Thi s docunent does not define any new protocols. It is intended only
to create the initial state of the | ANA databases for the SSH

pr ot ocol

and al so contains instructions for future assignnents.

Except for one H STORIC al gorithm generally regarded as obsol et e,
this docunment does not define any new protocols or nunber ranges not
al ready defined in: [SSH ARCH], [SSH TRANS], [ SSH USERAUTH],

[ SSH CONNECT] .
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2.

3.

3.

Contributors

The maj or original contributors of this set of docunments have been:
Tatu Ylonen, Tero Kivinen, Tinmb J. Rinne, Sam Lehtinen (all of SSH
Conmruni cati ons Security Corp), and Markku-Juhani O Saarinen

(University of Jyvaskyla). Darren Mffat was the original editor of
this set of docunents and al so made very substantial contributions.

Many people contributed to the devel opnment of this docunent over the
years. People who should be acknow edged include Mats Andersson, Ben
Harris, Bill Somerfeld, Brent McClure, Niels Mller, Damen Mller,
Der ek Fawcus, Frank Cusack, Hei kki Nousi ai nen, Jakob Schlyter, Jeff
Van Dyke, Jeffrey Altman, Jeffrey Hutzel man, Jon Bright, Joseph

Gal braith, Ken Hornstein, Markus Friedl, Martin Forssen, N col as
WIllians, Niels Provos, Perry Metzger, Peter Gutmann, Sinon
Josefsson, Sinmon Tatham Wi Dai, Denis Bider, der Muse, and
Tadayoshi Kohno. Listing their nanes here does not nean that they
endorse this docunent, but that they have contributed to it.

Conventions Used in This Docunent
1. RFC 2119 Keywords

Al'l docunents related to the SSH protocols shall use the keywords
"MUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOTI", "SHOULD',
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" to describe
requirenents. These keywords are to be interpreted as described in
[ RFC2119] .

2. RFC 2434 Keywor ds

The keywords " PRI VATE USE', "H ERARCH CAL ALLOCATI ON', "FI RST COVE
FI RST SERVED', "EXPERT REVI EW, "SPECI FI CATI ON REQUI RED', "I ESG
APPROVAL", "I ETF CONSENSUS', and "STANDARDS ACTI ON' that appear in

this docunment when used to describe nanespace allocation are to be
interpreted as described in [ RFC2434]. These designations are
repeated in this docunent for clarity.

PRI VATE USE - For private or local use only, with the type and
pur pose defined by the local site. No attenpt is nmade to prevent
multiple sites fromusing the sane value in different (and

i ncompati ble) ways. There is no need for I ANA to revi ew such
assi gnnents and assignnents are not generally useful for
interoperability.
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H ERARCHI CAL ALLOCATI ON - Del egat ed managers can assign val ues

provi ded they have been given control over that part of the nane
space. | ANA controls the higher |evels of the namespace according to
one of the other policies.

FI RST COVE FI RST SERVED - Anyone can obtain an assi gned nunber, so
Il ong as they provide a point of contact and a brief description of
what the value would be used for. For nunbers, the exact value is
general ly assigned by the I ANA; with nanmes, specific nanes are
usual Iy request ed.

EXPERT REVI EW - approval by a Designated Expert is required.

SPECI FI CATI ON REQUI RED - Val ues and their meani ng nust be docunent ed
in an RFC or other permanent and readily available reference, in
sufficient detail so that interoperability between independent

i npl ementations is possible.

| ESG APPROVAL - New assignnents must be approved by the | ESG but
there is no requirenent that the request be docunented in an RFC
(though the I ESG has di scretion to request docunents or other
supporting materials on a case-by-case basis).

| ETF CONSENSUS - New val ues are assigned through the | ETF consensus
process. Specifically, new assignhments are nmade via RFCs approved by
the 1ESG Typically, the IESGw Il seek input on prospective
assignnents from appropriate persons (e.g., a relevant Wrking Goup
if one exists).

STANDARDS ACTI ON - Val ues are assigned only for Standards Track RFCs
approved by the | ESG

3.3. Protocol Fields and Val ues
Protocol fields and possible values to fill themare defined in this

set of docunents. Protocol fields will be defined in the nessage
definitions. As an exanple, SSH MSG CHANNEL DATA is defined as

fol |l ows.
byt e SSH_MSG_CHANNEL _DATA
ui nt 32 reci pi ent channe
string dat a

Thr oughout these docunents, when the fields are referenced, they wll
appear within single quotes. Wen values to fill those fields are
referenced, they will appear w thin double quotes. Using the above
exanpl e, possible values for "data’ are "foo" and "bar".
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4. |1 ANA Consi derations
This entire docunment is the | ANA considerations for the SSH protocol,
as defined in [ SSH ARCH], [SSH TRANS], [ SSH USERAUTH], [ SSH CONNECT] .
Thi s section contains conventions used in nam ng the nanespaces, the
initial state of the registry, and instructions for future
assi gnnent s.

4.1. Message Nunbers

The Message Nunber is a byte value that describes the payload of a
packet .

4.1.1. Conventions

Prot ocol packets have nessage nunbers in the range 1 to 255. These
nunbers are allocated as foll ows:

Transport |ayer protocol
1to 19 Transport |ayer generic (e.g., disconnect, ignore,
debug, etc.)
20 to 29 Al gorithm negotiation
30 to 49 Key exchange nethod specific (nunbers can be reused
for different authentication nethods)
User aut hentication protocol
50 to 59 User authentication generic
60 to 79 User authentication nethod specific (nunmbers can be
reused for different authentication nethods)
Connecti on protocol

80 to 89 Connection protocol generic
90 to 127 Channel rel ated nessages

Reserved for client protocols:
128 to 191 Reserved
Local extensions:

192 to 255 Local extensions
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4.1.2. Initial Assignnents

The following table identifies the initial assignments of the Message

I D val ues.

Message | D Val ue Ref erence
SSH_MSG_DI SCONNECT 1 [ SSH TRANS]
SSH_MSG_| GNORE 2 [ SSH TRANS]
SSH_MSG_UNI MPLEMENTED 3 [ SSH TRANS]
SSH_MSG_DEBUG 4 [ SSH TRANS]
SSH MSG_SERVI CE_ REQUEST 5 [ SSH TRANS]
SSH _MSG_SERVI CE_ACCEPT 6 [ SSH- TRANS]
SSH MSG _KEXI NI T 20 [ SSH TRANS]
SSH _MSG_NEVKEYS 21 [ SSH TRANS]
SSH_MSG_USERAUTH_REQUEST 50 [ SSH USERAUTH]
SSH_MSG_USERAUTH_FAI LURE 51 [ SSH USERAUTH]
SSH_MSG_USERAUTH_SUCCESS 52 [ SSH USERAUTH]
SSH_MSG_USERAUTH_BANNER 53 [ SSH- USERAUTH]
SSH MSG_GLOBAL_REQUEST 80 [ SSH- CONNECT]
SSH MSG_REQUEST_SUCCESS 81 [ SSH- CONNECT]
SSH_MSG_REQUEST_FAI LURE 82 [ SSH- CONNECT]
SSH_MSG_CHANNEL _OPEN 90 [ SSH CONNECT]
SSH MSG_CHANNEL OPEN_CONFI RVATI ON 91 [ SSH- CONNECT]
SSH_MSG_CHANNEL _OPEN_FAI LURE 92 [ SSH- CONNECT]
SSH_MSG_CHANNEL W NDOW ADJUST 93 [ SSH- CONNECT]
SSH_MSG_CHANNEL _DATA 94 [ SSH- CONNECT]
SSH_MSG_CHANNEL _EXTENDED_DATA 95 [ SSH- CONNECT]
SSH_MSG_CHANNEL _EOF 96 [ SSH CONNECT]
SSH MSG_CHANNEL CLOSE 97 [ SSH- CONNECT]
SSH MSG_CHANNEL REQUEST 98 [ SSH CONNECT]
SSH _MSG_CHANNEL _SUCCESS 99 [ SSH- CONNECT]
SSH_MSG_CHANNEL _FAI LURE 100 [ SSH- CONNECT]

4.1.3. Future Assignnents

Requests for assignments of new message nunbers in the range of 1 to
29, 50 to 59, and 80 to 127 MJST be done through the STANDARDS ACTI ON
met hod, as described in [ RFC2434].

The neani ngs of nmessage nunbers in the range of 30 to 49 are specific
to the key exchange nethod in use, and their neaning will be
specified by the definition of that nethod.
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The neani ngs of message nunbers in the range of 60 to 79 are specific
to the user authentication nethod in use, and their meaning will be
specified by the definition of that method.

Requests for assignnments of new nessage nunbers in the range of 128
to 191 MJST be done through the | ETF CONSENSUS net hod, as descri bed
in [ RFC2434].

The 1ANA will not control the nessage nunbers in the range of 192
through 255. This range will be left for PRI VATE USE.

4.2. Disconnection Messages Reason Codes and Descriptions

The Di sconnection Message 'reason code’ is a uint32 value. The
associ ated Di sconnection Message ’'description’ is a human-readabl e
nmessage that describes the disconnect reason.

4.2.1. Conventions

Prot ocol packets containing the SSH M5G DI SCONNECT nmessage MJUST have
Di sconnecti on Message ’'reason code’ values in the range of 0x00000001
to OxFFFFFFFF. These are described in [ SSH TRANS] .

4.2.2. Initial Assignnents

The following table identifies the initial assignments of the
SSH MSG DI SCONNECT '’ description’ and ’'reason code’ val ues.

Synbol i ¢ Nane reason code
SSH_ DI SCONNECT _HOST_NOT_ALLOWED TO_CONNECT 1
SSH_DI SCONNECT _PROTOCOL_ERROR 2
SSH_DI SCONNECT_KEY_EXCHANGE_FAI LED 3
SSH_DI SCONNECT _RESERVED 4
SSH_DI SCONNECT_MAC_ERROR 5
SSH_DI SCONNECT_COVMPRESSI ON_ERROR 6
SSH_DI SCONNECT _SERVI CE_NOT_AVAI LABLE 7
SSH DI SCONNECT_PROTOCCOL_VERSI ON_NOT_SUPPORTED 8
SSH_DI SCONNECT_HOST_KEY_NOT_VERI FI ABLE 9

SSH_DI SCONNECT_CONNECTI ON_LOST 10
SSH_DI SCONNECT_BY_APPLI CATI ON 11
SSH_DI SCONNECT_TOO_MANY_CONNECTI ONS 12
SSH_DI SCONNECT_AUTH_CANCELLED_BY_USER 13
SSH_DI SCONNECT_NO_MORE_AUTH_METHODS_AVAI LABLE 14
SSH_DI SCONNECT_| LLEGAL_USER_NAVE 15
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4.2.3. Future Assignnments

Di sconnecti on Message ’'reason code’ val ues MJST be assigned
sequentially. Requests for assignnents of new Di sconnection Message
"reason code’ values, and their associ ated Di sconnecti on Message
"description’ text, in the range of 0x00000010 through OxFDFFFFFF
MUST be done through the | ETF CONSENSUS net hod, as described in

[ RFC2434]. The I ANA will not assign Disconnection Message ’'reason
code’ values in the range of OxFEO00000 t hrough OxFFFFFFFF.

Di sconnecti on Message 'reason code’ values in that range are left for
PRI VATE USE, as described in [ RFC2434].

4.3. Channel Connection Failure Reason Codes and Descri ptions

The Channel Connection Failure 'reason code’ is a uint32 value. The
associ ated Channel Connection Failure ’'description’ text is a human-
readabl e nessage that describes the channel connection failure
reason. This is described in [ SSH CONNECT] .

4.3.1. Conventions

4. 3.

4. 3.

Pr ot ocol packets containing the SSH MSG CHANNEL OPEN FAI LURE nessage
MJUST have Channel Connection Failure 'reason code’ values in the
range of 0x00000001 to OxFFFFFFFF.

2. Initial Assignnents

The initial assignnents for the 'reason code’ val ues and
"description’ values are given in the table below. Note that the
val ues for the 'reason code' are given in decinmal format for
readability, but they are actually uint32 val ues.

Synbol i ¢ Name reason code
SSH_OPEN_ADM NI STRATI VELY_PRCHI Bl TED 1
SSH_OPEN_CONNECT_FAI LED 2
SSH_OPEN_UNKNOWN_CHANNEL _TYPE 3
SSH_OPEN_RESOURCE_SHORTAGE 4

3. Future Assignnents

Channel Connection Failure 'reason code’ values MJST be assigned
sequentially. Requests for assignments of new Channel Connection
Failure 'reason code’ values, and their associ ated Channel Connection
Failure ’'description string’, in the range of 0x00000005 to
OXFDFFFFFF MUST be done through the | ETF CONSENSUS net hod, as
described in [RFC2434]. The IANA will not assign Channel Connection
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4. 3. 4.

Failure 'reason code’ values in the range of OxFEOO00000 to
OXFFFFFFFF. Channel Connection Failure 'reason code’ values in that
range are left for PRI VATE USE, as described in [ RFC2434].

Not es about the PRI VATE USE Range

Wiile it is understood that the ANA will have no control over the
range of OxXFEQ00000 to OxFFFFFFFF, this range will be split in two
parts and adm nistered by the foll owi ng conventions.

(o]

4. 4.

The range of OxFE0O00000 to OXFEFFFFFF is to be used in conjunction
with locally assigned channels. For exanmple, if a channel is
proposed with a 'channel type of "exanple_sessi on@xanpl e.cont
but fails, then the server will respond with either a ’'reason
code’ assigned by the I ANA (as |listed above and in the range of
0x00000001 to OxFDFFFFFF), or with a locally assigned value in the
range of OxXFEO00000 to OxFEFFFFFF. Naturally, if the server does
not understand the proposed 'channel type’, even if it is a

| ocal ly defined 'channel type', then the ’'reason code’ MJST be
0x00000003, as described above. |If the server does understand the
"channel type’, but the channel still fails to open, then the
server SHOULD respond with a locally assigned 'reason code’ val ue
that is consistent with the proposed | ocal 'channel type'. It is
assuned that practitioners will first attenpt to use the | ANA-

assi gned ’'reason code’ val ues and then docunent their |ocally

assi gned 'reason code’ val ues.

There are no restrictions or suggestions for the range starting
with OxFF. No interoperability is expected for anything used in
this range. Essentially, it is for experinentation

Ext ended Channel Data Transfer data_type_code and Data

The Extended Channel Data Transfer 'data_ type code’ is a uint32

val ue. The associ ated Extended Channel Data Transfer 'data is a
human-r eadabl e nessage that describes the type of data allowed to be
transferred in the channel

4. 4.

Conventi ons

Pr ot ocol packets containing the SSH M5G CHANNEL EXTENDED DATA nessage
MJUST have Extended Channel Data Transfer 'data type code’ values in
the range of 0x00000001 to OxFFFFFFFF. This is described in

[ SSH CONNECT] .
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4.4.2. Initial Assignnents

The initial assignnments for the 'data_type code’ values and ’'data
val ues are given in the table below. Note that the value for the
"data_type_code’ is given in decinal format for readability, but the
val ues are actually uint32 val ues.

Synbol i ¢ name dat a_t ype_code

SSH_EXTENDED_DATA_STDERR 1

4.4.3. Future Assignnents

Ext ended Channel Data Transfer 'data_type code’ val ues MJST be
assigned sequentially. Requests for assignnents of new Extended
Channel Data Transfer 'data type code’ values, and their associated
Ext ended Channel Data Transfer 'data’ strings, in the range of
0x00000002 to OxFDFFFFFF, MJST be done through the | ETF CONSENSUS

met hod, as described in [RFC2434]. The IANA will not assign Extended
Channel Data Transfer ’'data_type_code’ values in the range of
OxXFEO00000 to OxFFFFFFFF. Extended Channel Data Transfer
"data_type_code’ values in that range are left for PRIVATE USE, as
described in [ RFC2434].

4.5. Pseudo-Term nal Encoded Terni nal Modes
SSH M5G_CHANNEL _REQUEST nessages with a "pty-req" string MJST contain
"encoded term nal nodes’. The 'encoded term nal nodes’ value is a
byt e stream of opcode-argunent pairs.

4.5.1. Conventions
Prot ocol packets containing the SSH M5G CHANNEL REQUEST nessage with
a "pty-req" string MJST contain an 'encoded terninal nodes’ val ue.
The opcode val ues consist of a single byte and are in the range of 1

to 255. Opcodes 1 to 159 have a uint32 argunment. Opcodes 160 to 255
are not yet defined.

4.5.2. Initial Assignnents

The following table identifies the initial assignnments of the opcode
val ues that are used in the 'encoded term nal nodes’ val ue.
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opcode rmmenonic description
0 TTY_OP_END Indicates end of options.
1 VI NTR Interrupt character; 255 if none. Simlarly

for the other characters. Not all of these
characters are supported on all systens.

2 VQUI T The quit character (sends SIGQU T signal on
PCSI X syst ens) .

3 VERASE Erase the character to left of the cursor.

4 VKI LL Kill the current input line.

5 VECF End-of -file character (sends ECF fromthe
termnal).

6 VECL End-of -1ine character in addition to
carriage return and/or |inefeed.

7 VECQL2 Addi tional end-of-line character.

8 VSTART Conti nues paused output (normally
control -Q.

9 VSTOP Pauses output (nornmally control-S).

10 VSUSP Suspends the current program

11 VDSUSP Anot her suspend character.

12 VREPRI NT Reprints the current input line.

13 VVERASE Erases a word left of cursor.

14 VLNEXT Enter the next character typed literally,
even if it is a special character

15 VFLUSH Character to flush output.

16 VSWICH Switch to a different shell Iayer.

17 VSTATUS Prints systemstatus line (load, command,
pid, etc).

18 VDI SCARD Toggl es the flushing of term nal output.

30 | GNPAR The ignore parity flag. The paraneter

SHOULD be O if this flag is FALSE,
and 1 if it is TRUE

31 PARMRK Mark parity and fram ng errors.

32 I NPCK Enabl e checking of parity errors.

33 | STRI P Strip 8th bit off characters.

34 I NLCR Map NL into CR on input.

35 I GNCR I gnore CR on input.

36 I CRNL Map CR to NL on input.

37 I UCLC Transl at e uppercase characters to
| ower case.

38 | XON Enabl e output flow control.

39 | XANY Any char will restart after stop.

40 | XOFF Enabl e i nput flow control.

41 | MAXBEL Ri ng bell on input queue full.

50 I1SIG Enabl e signals INTR QU T, [D]SUSP.

51 | CANON Canoni cal i ze i nput lines.
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53
54
55
56
57
58
59
60
61
62
70
71
72
73

74
75
90
91

92
93
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XCASE

ECHO
ECHCE
ECHCOK
ECHONL
NOFLSH
TOSTOP
| EXTEN
ECHOCTL
ECHOKE
PENDI N
OPCST
aLcuc
ONLCR
OCRNL

ONCCR
ONLRET
Cs7
CS8

PARENB
PARGDD

Enabl e i nput and out put of uppercase
characters by preceding their |owercase
equi valents with "\".

Enabl e echoi ng.

Visual |y erase chars.

Kill character discards current line.

Echo NL even if ECHO is off.

Don't flush after interrupt.

St op background jobs from out put.

Enabl e ext ensi ons.

Echo control characters as ~(Char).

Visual erase for line kill.

Ret ype pendi ng i nput.

Enabl e out put processing.

Convert | owercase to uppercase.

Map NL to CR-NL.

Transl ate carriage return to newine
(out put).

Translate newine to carriage
return-new i ne (output).

Newl i ne performs a carriage return
(out put).

7 bit node.

8 bit node.

Parity enabl e.

Qdd parity, else even

128 TTY_OP_I SPEED Specifies the input baud rate in

bits per second.

129 TTY_OP_OSPEED Specifies the output baud rate in

4.5.3. Future Assignnments

bits per second.

Requests for assignnments of new opcodes and their associated
argunents MJST be done through the | ETF CONSENSUS net hod, as

described in [ RFC2434].

4. 6. Names

In the follow ng sections, the values for the nane spaces are

t ext ual .

The conventions and instructions to the | ANA for future

assignnents are given in this section. The initial assignments are
given in their respective sections.
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4. 6.

4.

4.

6

7

1. Conventions for Names

Al'l nanes registered by the 1ANA in the foll owing sections MIJST be
printable US-ASCI| strings, and MJUST NOT contain the characters at-
sign ("@), comm (","), whitespace, control characters (ASCI| codes
32 or less), or the ASCII code 127 (DEL). Nanmes are case-sensitive,
and MUST NOT be | onger than 64 characters.

A provision is made here for locally extensible nanes. The | ANA will
not register, and will not control, nanes with the at-sign in them

Nanes with the at-sign in themw |l have the format of

"name@omai nnane” (wi thout the double quotes) where the part
preceding the at-sign is the name. The format of the part preceding
the at-sign is not specified; however, these nanes MJST be printable
US-ASCI | strings, and MJUST NOT contain the comma character (","),

whi t espace, control characters (ASCI| codes 32 or less), or the ASCI
code 127 (DEL). They MUST have only a single at-sign in them The
part following the at-sign MJST be a valid, fully qualified internet
domai n nane [ RFC1034] controlled by the person or organization
defining the name. Nanes are case-sensitive, and MJST NOT be | onger
than 64 characters. It is up to each domain how it manages its |oca
nanespace. It has been noted that these nanes resenble STD 11

[ RFC0822] enmi| addresses. This is purely coincidental and has
nothing to do with STD 11 [ RFC0822]. An exanple of a locally defined
nane i s "ourcipher-cbc@xanpl e. cont’ (w thout the double quotes).

2. Future Assignnents of Nanes

Requests for assignments of new nanes MJUST be done through the | ETF
CONSENSUS net hod, as described in [ RFC2434].

Servi ce Nanes
The 'service name’ is used to describe a protocol layer. The

following table lists the initial assignments of the ’service nange’
val ues.

Servi ce Nane Ref er ence
ssh-userauth [ SSH USERAUTH]
ssh-connecti on [ SSH- CONNECT]
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4.8. Authentication Mthod Nanes

The Authentication Method Name is used to describe an authentication
met hod for the "ssh-userauth" service [ SSH USERAUTH]. The foll ow ng
table identifies the initial assignments of the Authentication Mthod

Nanes.
Met hod Nane Ref er ence
publ i ckey [ SSH- USERAUTH, Section 7]
password [ SSH USERAUTH, Secti on 8]
host based [ SSH USERAUTH, Section 9]
none [ SSH USERAUTH, Section 5. 2]

4.9. Connection Protocol Assigned Nanes

The following table lists the initial assignnments to the Connection
Prot ocol Type and Request nanes.

4.9.1. Connection Protocol Channel Types

The following table lists the initial assignnments of the Connection
Pr ot ocol Channel Types.

Channel type Ref erence

sessi on [ SSH- CONNECT, Section 6. 1]
x11 [ SSH- CONNECT, Section 6. 3. 2]
forwarded-tcpip [ SSH CONNECT, Section 7. 2]
direct-tcpip [ SSH CONNECT, Section 7. 2]

4.9.2. Connection Protocol G obal Request Nanes

The following table lists the initial assignnments of the Connection
Prot ocol d obal Request Nanes.

Request type Ref er ence
tcpi p-forward [ SSH- CONNECT, Section 7.1]
cancel -tcpi p-forward [ SSH- CONNECT, Section 7.1]
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4.9. 3.

The following table lists the initial

Pr ot ocol Channel

Connecti on Protocol

SSH Pr ot ocol

Request Nanes.

Request type

pty-req
x11-req
env

shel |

exec
subsyst em

wi ndow change

xon- xof f

si gnal
exit-status
exit-signal

4.9.4. Initial

The following table lists the initial

Nanmes.

4.9.5.

There are no initial

Names.

Lehti nen & Lonvi ck

Connecti on Protocol

Assi gnnment of Signal

Channel

Assi gned Nunbers

Request Nanes

assi gnnents

Ref er ence

[ SSH- CONNECT,
[ SSH- CONNECT,
[ SSH- CONNECT,
[ SSH CONNECT,
[ SSH CONNECT,
[ SSH CONNECT,
[ SSH- CONNECT,
[ SSH- CONNECT,
[ SSH- CONNECT,
[ SSH- CONNECT,
[ SSH CONNECT,

Names

assi gnnents

Ref er ence

[ SSH- CONNECT]
[ SSH- CONNECT]
[ SSH- CONNECT]
[ SSH CONNECT]
[ SSH CONNECT]
[ SSH- CONNECT]
[ SSH- CONNECT]
[ SSH- CONNECT]
[ SSH- CONNECT]
[ SSH CONNECT]
[ SSH CONNECT]
[ SSH- CONNECT]
[ SSH- CONNECT]

Subsyst em Nanes

St andards Track

January 2006

of the Connection

Secti
Secti
Sect i
Sect i
Sect i
Secti
Secti
Secti
Sect i
Sect i
Sect i

on
on
on
on
on
on
on
on
on
on
on

OO0

of the Signal

assi gnnents of the Connection Protocol

Subsyst em
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4.10. Key Exchange Met hod Nanes

The nane "diffie-hell man-groupl-shal” is used for a key exchange

met hod using an Qakl ey group, as defined in [RFC2409]. SSH maintains
its own group identifier space, which is logically distinct from
Qakl ey [ RFC2412] and | KE; however, for one additional group, the
Wor ki ng Group adopted the nunber assigned by [ RFC3526], using

"di ffie-hell man-groupl4-shal” for the nane of the second defined
group. Inplenmentations should treat these nanes as opaque
identifiers and should not assune any rel ationship between the groups
used by SSH and the groups defined for |KE

The following table identifies the initial assignments of the key
exchange net hods.

Met hod nane Ref er ence

di ffie-hell man-groupl-shal [ SSH TRANS, Section 8.1]
di ffie-hel | man-groupl4-shal [ SSH- TRANS, Section 8. 2]

4.11. Assigned Al gorithm Nanes
4.11.1. Encryption Al gorithm Nanes

The following table identifies the initial assignment of the
Encryption Al gorithm Nanes.

Encryption Al gorithm Nane Ref erence
3des-chc [ SSH TRANS, Section 6. 3]
bl owf i sh-cbc [ SSH TRANS, Section 6. 3]
t wof i sh256- cbc [ SSH TRANS, Section 6. 3]
twof i sh-cbc [ SSH TRANS, Section 6. 3]
t wof i sh192-chc [ SSH TRANS, Section 6. 3]
t wof i sh128-chc [ SSH TRANS, Section 6. 3]
aes256- chc [ SSH TRANS, Section 6. 3]
aes192-chc [ SSH TRANS, Section 6. 3]
aes128-chc [ SSH TRANS, Section 6. 3]
ser pent 256- cbc [ SSH TRANS, Section 6. 3]
ser pent 192- cbc [ SSH TRANS, Section 6. 3]
ser pent 128- cbc [ SSH TRANS, Section 6. 3]
ar cf our [ SSH TRANS, Section 6. 3]
i dea- cbhc [ SSH TRANS, Section 6. 3]
cast 128-cbc [ SSH TRANS, Section 6. 3]
none [ SSH TRANS, Section 6. 3]
des-chc [ FI PS-46-3] H STORIC, See

page 4 of [FIPS-46-3]
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4.11.2. NMAC Al gorithm Nanes

The following table identifies the initial assignments of the MAC
Al gorithm Nanes.

MAC Al gorithm Nane Ref er ence

hmac- shal [ SSH TRANS, Section 6. 4]
hmac- shal- 96 [ SSH TRANS, Section 6. 4]
hmac- nd5 [ SSH TRANS, Section 6. 4]
hmac- nd5- 96 [ SSH TRANS, Section 6. 4]
none [ SSH TRANS, Section 6. 4]

4.11.3. Public Key Al gorithm Nanes

The following table identifies the initial assignnments of the Public
Key Al gorithm nanes.

Public Key Al gorithm Name Ref erence
ssh-dss [ SSH TRANS, Section 6. 6]
ssh-rsa [ SSH TRANS, Section 6. 6]
pgp- si gn-rsa [ SSH TRANS, Section 6. 6]
pgp- si gn- dss [ SSH TRANS, Section 6. 6]
4.11.4. Conpression Al gorithm Nanes
The following table identifies the initial assignnments of the
Conpressi on Al gorithm nanes.
Conpressi on Al gorithm Name Ref erence
none [ SSH TRANS, Section 6. 2]
zlib [ SSH- TRANS, Section 6. 2]

5. Security Considerations

This protocol provides a secure encrypted channel over an insecure
net wor k.

Ful | security considerations for this protocol are provided in

[ SSH ARCH] .
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