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Abst ract

Thi s docunent defines a standard mechani sm for capturing the history

i nformati on associated with a Session Initiation Protocol (SIP)

request. This capability enabl es many enhanced services by providing

the information as to how and why a call arrives at a specific
application or user. This docunent defines a new optional SIP
header, Hi story-Info, for capturing the history information in
requests.
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I nt roducti on
Overvi ew

Many services that SIP is anticipated to support require the ability

to determine why and how the call arrived at a specific application

Exanmpl es of such services include (but are not limted to) sessions

initiated to call centers via "click to talk" SIP Uniform Resource

Locators (URLs) on a web page, "call history/logging" style services

within intelligent "call managenent" software for SIP User Agents
(UAs), and calls to voicenail servers. Although SIP inplicitly
provides the redirect/retarget capabilities that enable calls to be
routed to chosen applications, there is currently no standard
mechanismw thin SIP for comunicating the history of such a request.
This "request history" information allows the receiving application
to determ ne hints about how and why the call arrived at the

appl i cation/user.

Thi s docunent defines a new SIP header, Hi story-Info, to provide a
standard nechani smfor capturing the request history information to
enable a wide variety of services for networks and end-users. The

Hi story-1nfo header provides a building block for devel opnent of new

servi ces
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Section 1.3 provides additional background notivation for the Request
Hi story capability. Section 2 identifies the requirements for a
solution, with Section 3 providing an overall description of the

sol uti on.

Section 4 provides the details of the additions to the SIP protocol
Exanpl e uses of the new header are included in Section 4.5, with
addi tional scenarios included in the Appendi x.

Section 5 summari zes the application considerations identified in the
previ ous sections. Section 6 sumarizes the security sol ution

1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Background: Wy define a Generic "Request History" capability?

SIPimplicitly provides redirect/retarget capabilities that enable
calls to be routed to specific applications as defined in [ RFC3261].
The term’'retarget’ will be used henceforth in this docunent to refer
to the process of a Proxy Server/User Agent Cient (UAC) changing a
Uni form Resource ldentifier (URI) in a request and thus changing the
target of the request. This termis chosen to avoid associating this
request history only with the specific SIP Redirect Server capability
that provides for a response to be sent back to a UAC requesting that
the UAC should retarget the original request to an alternate URI

The rules for determ ning request targets as described in Section
16.5 of [RFC3261] are consistent with the use of the retarget termin
this docunent.

The notivation for the request history is that in the process of
retargeting, old routing information can be forever lost. This |ost
informati on may be inportant history that allows elenents to which
the call is retargeted to process the call in a locally defined,
application-specific manner. The proposal in this docurment is to
provi de a nechanismfor transporting the request history. It is not
proposi ng any application-specific behavior for a Proxy or UA upon
recei pt of the information. |ndeed, such behavi or should be a | oca
deci sion for the recipient application

Current network applications provide the ability for el enents
involved with the call to exchange additional information relating to
how and why the call was routed to a particular destination. The
foll owi ng are exanples of such applications:
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1. Wb "referral" applications, whereby an application residing
within a web server determnes that a visitor to a website has
arrived at the site via an "associate" site that will receive sone
"referral" comm ssion for generating this traffic

2. Email forwardi ng whereby the forwarded-to user obtains a "history"
of who sent the email to whom and at what tine

3. Traditional tel ephony services such as voicemail, call-center
"automatic call distribution", and "foll owne" style services

Several of the aforenentioned applications currently define
appl i cation-specific mechani sms through which it is possible to
obtain the necessary history information

In addition, request history information could be used to enhance
basic SIP functionality by providing the foll ow ng:

o Sone di agnhostic information for debugging SIP requests. (Note that
the diagnostic utility of this mechanismis linmted by the fact
that its use by entities that retarget is optional.)

0 A stronger security solution for SIP. A side effect is that each
proxy that captures the "request history" information in a secure
manner provides an additional neans (w thout requiring signed keys)
for the original requestor to be assured that the request was
properly retargeted.

2. "Request Hi story" Requirenents

The following list constitutes a set of requirements for a "Request
Hi story" capability.

1) CAPABILITY-req: The "Request History" capability provides a
capability to inform proxies and UAs involved in processing a
request about the history/progress of that request. Although this
is inherently provided when the retarget is in response to a SIP
redirect, it is deemed useful for non-redirect retargeting
scenarios, as well.

2) OPTIONALI TY-req: The "Request History" information is optional
2.1) In many cases, it is anticipated that whether the history is
added to the Request would be a local policy decision

enforced by the specific application; thus, no specific
protocol elenent is needed.
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3)

4)

5)

6)

7)

8)

Bar nes

2.2) Due to the capability being "optional" fromthe SIP protoco
perspective, the inpact to an application of not having the
"Request History" nust be described. Applicability
gui delines to be addressed by applications using this
capability nust be provided as part of the solution to these
requirenents.

GENERATI ON-req: "Request History" information is generated when
the request is retargeted.

3.1) In sone scenarios, it mght be possible for nore than one
instance of retargeting to occur within the sane Proxy. A
proxy should al so generate Request History information for
the "internal retargeting

3.2) An entity (UA or proxy) retargeting in response to a redirect
or REFER should include any Request History information from
the redirect/ REFER i n the new request.

| SSUER-req: "Request History" information can be generated by a UA
or proxy. It can be passed in both requests and responses.

CONTENT-req: The "Request History" information for each
occurrence of retargeting shall include the follow ng:

5.1) The new URI or address to which the request is in the process
of being retargeted,

5.2) The URI or address fromwhich the request was retargeted,
5.3) The reason for the Request-URI or address nodification,

5.4) Chronol ogi cal ordering of the Request History information
REQUEST- VALI DI TY-req: Request History is applicable to requests
not sent within an established dialog (e.g., INVITE, REG STER
MESSAGE, and OPTI ONS).

BACKWARDS- r eq: Request History information may be passed fromthe
generating entity backwards towards the UAC. This is needed to
enabl e services that informthe calling party about the dial og
establ i shment attenpts.

FORWARDS-req: Request History information may al so be included by
the generating entity in the request, if it is forwarded onwards.
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2.1. Security Requirenents

The Request History information is being inserted by a network

el ement retargeting a Request, resulting in a slightly different
probl em than the basic SIP header problem thus requiring specific
consideration. It is recognized that these security requirenments can
be generalized to a basic requirenent of being able to secure
information that is inserted by proxies.

The potential security problens include the follow ng:

1) A rogue application could insert a bogus Request Hi story entry
either by adding an additional entry as a result of retargeting or
entering invalid information.

2) A rogue application could re-arrange the Request Hi story
informati on to change the nature of the end application or to
m sl ead the receiver of the infornmation.

3) A rogue application could delete sone or all of the Request
Hi story information.

Thus, a security solution for "Request History" nust neet the
foll owi ng requirenents:

1) SEC-reqg-1: The entity receiving the Request History nust be able
to determ ne whether any of the previously added Request History
content has been altered.

2) SEC-reg-2: The ordering of the Request History information nust be
preserved at each instance of retargeting.

3) SEC-req-3: The entity receiving the information conveyed by the
Request History nmust be able to authenticate the entity providing
the request.

4) SEC-reqg-4: To ensure the confidentiality of the Request History
information, only entities that process the request shoul d have
visibility to the information.

It should be noted that these security requirenents apply to any
entity maki ng use of the Request History information, either by
retargeting and capturing the information, or as an application
maki ng use of the information received in either a Request or
Response.
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2.2. Privacy Requirenents

Since the Request-URI that is captured could inadvertently revea
i nformati on about the originator, there are general privacy
requi renents that MJST be net:

1) PRIV-reg-1: The entity retargeting the Request nust ensure that it
mai ntai ns the network-provided privacy (as described in [ RFC3323])
associated with the Request as it is retargeted.

2) PRIV-req-2: The entity receiving the Request History nust maintain
the privacy associated with the information.

In addition, local policy at a proxy may identify privacy
requi renents associated with the Request-URI being captured in the
Request History information

3) PRIV-reg-3: Request History information subject to privacy
requi renents shall not be included in outgoing nmessages unless it
is protected as described in [ RFC3323].

3. Request History Information Description

The fundanental functionality provided by the request history
information is the ability to informproxies and UAs involved in
processing a request about the history or progress of that request
(CAPABI LI TY-req). The solution is to capture the Request-URIs as a
request is forwarded in a new header for SIP nessages: History-Info
(CONTENT-req). This allows for the capturing of the history of a
request that would be lost with the nornmal SIP processing involved in
the subsequent forwarding of the request. This solution proposes no
changes in the fundamental determ nation of request targets or in the
request forwarding as defined in Sections 16.5 and 16.6 of the SIP
protocol specification [ RFC3261].

The History-Info header can appear in any request not associated with
an established dialog (e.g., INVITE, REG STER, MESSAGE, REFER and
OPTI ONS, PUBLI SH and SUBSCRI BE, etc.) (REQUEST-VALIDI TY-req) and any
valid response to these requests (I SSUER-req).

The History-Info header is added to a Request when a new request is
created by a UAC or forwarded by a Proxy, or when the target of a
request is changed. The term’retarget’ is introduced to refer to
this changing of the target of a request and the subsequent

forwarding of that request. It should be noted that retargeting only
occurs when the Request-URlI indicates a domain for which the
processing entity is responsible. In terns of the SIP protocol, the

processing associated with retargeting is described in Sections 16.5
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and 16.6 of [RFC3261]. As described in Section 16.5 of [RFC3261], it
is possible for the target of a request to be changed by the same
proxy multiple tines (referred to as 'internal retargeting in
Section 2), as the proxy MAY add targets to the target set after

begi nni ng Request Forwarding. Section 16.6 of [RFC3261] descri bes
Request Forwarding. It is during this process of Request Forwarding
that the History Information is captured as an optional, additiona
header field. Thus, the addition of the Hi story-Info header does not
i npact fundanental SIP Request Forwarding. An entity (UA or proxy)
changing the target of a request in response to a redirect or REFER
SHOULD al so propagate any History-Info header fromthe initial
Request in the new request (GENERATI ON-req, FORWARDS-req).

3.1. Optionality of Hi story-Info

The History-Info header is optional in that neither UAs nor Proxies
are required to support it. A new Supported header, "histinfo", is
included in the Request to indicate whether the Hi story-Info header
is returned in Responses (BACKWARDS-req). In addition to the

"hi stinfo" Supported header, |ocal policy determ nes whether or not
the header is added to any request, or for a specific Request-URI,
being retargeted. It is possible that this could restrict the
applicability of services that nake use of the Request History
Information to be limted to retargeting within domain(s) controlled
by the sane | ocal policy, or between domain(s) which negotiate
policies with other domains to ensure support of the given policy, or
services for which conplete History Information isn’'t required to
provide the service (OPTIONALITY-req). All applications making use
of the Hi story-Info header MUST clearly define the inpact of the

i nformati on not being avail able and specify the processing of such a
request.

3.2. Securing Hi story-Info

Thi s docunent defines a new header for SIP. The use of the Transport
Layer Security (TLS) protocol [RFC2246] as a mandatory nechanismto
ensure the overall confidentiality of the Hi story-Info headers (SEC
reg-4) is strongly RECOWENDED. This results in History-Info having
at least the same |level of security as other headers in SIP that are
inserted by internediaries. |If TLS is not available for the
connecti on over which the request is being forwarded, then the
request MJST NOT include the Hi story-Info header or the request MJST
be redirected to the client, including the Hi story-Info header, so
that the request can be retargeted by the client.

Wth the | evel of security provided by TLS (SEC-reqg-3), the

information in the History-Info header can thus be evaluated to
determine if information has been renoved by evaluating the indices
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for gaps (SEC-req-1, SEGreg-2). It would be up to the application
to define whether it can nake use of the information in the case of
m ssing entries.

Note that while using the SIPS schene protects History-Info from
tanmpering by arbitrary parties outside the SIP nessage path, all the
intermediaries on the path are trusted inplicitly. A malicious
intermediary could arbitrarily delete, rewite, or nodify H story-
Info. This specification does not attenpt to prevent or detect
attacks by malicious internediaries.

3.3. Ensuring the Privacy of H story-Info

Since the History-Info header can inadvertently reveal information
about the requestor as described in [RFC3323], the Privacy header
SHOULD be used to determ ne whether an intermediary can include the
Hi story-1nfo header in a Request that it receives and forwards
(PRIV-reg-2) or that it retargets (PRIV-reqg-1). Thus, the H story-
I nfo header SHOULD NOT be included i n Requests where the requestor
has indicated a priv-value of Session- or Header-level privacy.

In addition, the Hi story-Info header can reveal general routing

i nformati on, which may be viewed by a specific internmediary or
network, to be subject to privacy restrictions. Thus, |ocal policy
MAY al so be used to determine whether to include the History-Info

header at all, whether to capture a specific Request-URl in the
header, or whether it be included only in the Request as it is
retargeted within a specific domain (PRIV-reg-3). In the latter

case, this is acconplished by adding a new priv-value, history, to
the Privacy header [RFC3323] indicating whether any or a specific
Hi story-1nfo header(s) SHOULD be forwarded

It is recognized that satisfying the privacy requirenents can inpact
the functionality of this solution by overriding the request to
generate the information. As with the optionality and security
requi renents, applications making use of Hi story-Info SHOULD address
any inpact this may have or MJST explain why it does not inpact the
appl i cati on.

4. Request History Information Protocol Details
This section contains the details and usage of the proposed new SIP

protocol elenents. It also discusses the security aspects of the
sol uti on.
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4.1. Protocol Structure of History-Info

Hi story-Info is a header field as defined by [RFC3261]. It is an
optional header field and MAY appear in any request or response not
associated with a dialog or which starts a dialog. For exanple,

Hi story-Info MAY appear in |INVITE, REG STER, MESSAGE, REFER, OPTI ONS
SUBSCRI BE, and PUBLI SH and any valid responses, plus NOTIFY requests
that initiate a dialog.

Thi s docunent adds the following entry to Table 2 of [RFC3261]. The
additions to this table are al so provided for extension nethods at
the time of publication of this docunent. This is provided as a
courtesy to the reader and is not normative in any way.

Header field wher e pr oxy ACK BYE CAN INV OPT REG MSG

Hi story-Info andr - - - 0 0 0 0

SUB NOT REF INF UPD PRA PUB

Hi story-1Info anmdr 0 0 0 - - - 0

The History-Info header carries the following infornmation, with the
mandat ory paraneters required when the header is included in a
request or response:

0 Targeted-to-URl (hi-targeted-to-uri): A mandatory paraneter for
capturing the Request-URI for the specific Request as it is
f or war ded

0 Index (hi-index): A nandatory parameter for History-Info
reflecting the chronol ogi cal order of the information, indexed to
al so reflect the forking and nesting of requests. The format for
this parameter is a string of digits, separated by dots to
i ndi cate the nunber of forward hops and retargets. This results
in atree representation of the history of the request, with the
| owest -l evel index reflecting a branch of the tree. By adding
the new entries in order (i.e., followi ng existing entries per
the details in Section 4.3.3.1), including the index and securing
the header, the ordering of the History-Info headers in the
request is assured (SEC-reg-2). |In addition, applications may
extract a variety of nmetrics (total nunber of retargets, tota
nunber of retargets froma specific branch, etc.) based upon the
i ndex val ues.

0 Reason: An optional paraneter for History-Info, reflected in the

Hi story-1nfo header by including the Reason Header [RFC3326]
escaped in the hi-targeted-to-uri. A reason is not included for
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a hi-targeted-to-uri when it is first added in a History-Info
header, but rather is added when the retargeting actually occurs.
Note that this does appear to conmplicate the security problem
however, retargeting only occurs when the hi-targeted-to-uri

i ndi cates a domain for which the processing entity is

responsi ble. Thus, it would be the same processing entity that
initially added the hi-targeted-to-URl to the header that woul d
be updating it with the Reason

0 Privacy: An optional paraneter for History-Info, reflected in the
Hi story-1nfo header field values by including the Privacy Header
[ RFC3323] with a priv-value of "history" escaped in the hi-
targeted-to-uri or by adding the Privacy header with a priv-val ue
of "history" to the Request. The use of the Privacy Header with
a priv-value of "history" indicates whether a specific or al
Hi story-1nfo headers should not be forwarded.

0 Extension (hi-extension): An optional paranmeter to allow for
future optional extensions. As per [RFC3261], any inplenmentation
not understandi ng an extension should ignore it.

The foll owing sumari zes the syntax of the History-Info header, based
upon the standard SIP syntax [ RFC3261]:

Hi story-Info = "History-1nfo" HCOLON
hi -entry *(COWA hi-entry)

hi-entry = hi-targeted-to-uri *( SEM hi-param)

hi -targeted-to-uri = name-addr

hi - param = hi -i ndex / hi-extension
hi -index = "index" EQUAL 1*DIG T *(DOT 1*DI A T)
hi - ext ensi on = generi c- param
4.2. Protocol Exanples
The foll owi ng provides sonme exanpl es of the History-Info header
Not e that the backsl ash and CRLF between the fields in the exanples
bel ow are for readability purposes only.

Hi story- 1 nfo: <si p: User A@ ns. exanpl e. con?Reason=S| P¥3B\
cause%8D302>; i ndex=1; f oo=bar

Hi story-1nfo: <sip:User A@ ns. exanpl e. con?Reason=SI| P¥3B \
cause¥8D302>; index=1. 1,
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<si p: User B@xanpl e. con?Pri vacy=hi st or y&Reason=S| P¥3B\
cause¥8D486>; i ndex=1. 2,
<si p: 45432@m exanpl e. con®; i ndex=1. 3

4.3. Protocol Usage

Thi s section describes the processing specific to UAs and Proxies for
the Hi story-I1nfo header, the "histinfo" option tag, and the priv-

val ue of "history". As discussed in Section 1.3, the fundamenta
objective is to capture the target Request-URIs as a request is
forwarded. This allows for the capturing of the history of a request
that would be | ost due to subsequent (re)targeting and forwarding.

To acconplish this for the entire history of a request, either the
UAC rust capture the Request-URI in a History-Info header in the
initial request or a proxy nust add a History-Info header with both a
hi-entry for the Request-URlI in the initial request and a hi-entry
for the target Request-URlI as the request is forwarded. The basic
processing is for each entity forwarding a request to add a hi-entry
for the target Request-URI, updating the index and addi ng the Reason
as appropriate for any retargeted Request-URI.

4.3.1. User Agent dient (UAC) Behavior

The UAC SHOULD include the "histinfo" option tag in the Supported
header in any request not associated with an established dialog for
whi ch the UAC woul d like the Hi story-Info header in the response. In
addition, the UAC MAY inprove the diagnostic utility of its request
by adding a Hi story-Info header, using the Request-URl of the request
as the hi-target-to-uri and initializing the index to the RECOMVENDED
value of 1 in the hi-entry. As a result, internmediaries and the UAS
will know at |east the original Request-URI, and if the Request-UR
was nodi fied by a previous hop.

In the case where the request is routed to a redirect server and the
UAC receives a 3xx response with a Contact header, the UAC MAY

mai ntain the previous hi-entry(s) in the request. In this case, the
reason header SHOULD be associated with the hi-targeted-to-uri in the
previous (last) hi-entry, as described in Section 4.3.3.1.2. A new

hi -entry MAY then be added for the URI fromthe Contact header (which
becones the new Request-URI). In this case, the index is created by
readi ng and increnenting the value of the index fromthe previous
hi-entry, thus followi ng the sane rules as those prescribed for a
proxy in retargeting, described in Section 4.3.3.1.3. An exanpl e of
this scenario can be found in Appendi x D.

A UAC that does not want the Hi story-Info header added due to privacy

consi derations SHOULD i nclude a Privacy header with a priv-val ue(s)
of "session", "header", or "history" in the request.
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Wth the exception of the processing of a 3xx response descri bed
above, the processing of the History-Info header received in the
Response is application specific and outside the scope of this
docunent. However, the validity of the informati on SHOULD be ensured
prior to any application usage. For exanple, the entries MAY be

eval uated to deternmine gaps in indices, which could indicate that an
entry has been maliciously renmoved or renpved for privacy reasons.

Ei ther way, an application MAY want to be aware of potentially

m ssing i nformation.

4.3.2. User Agent Server (UAS) Behavi or

The processing of the Hi story-Info header by a UAS in a Request
depends upon | ocal policy and specific applications at the UAS that

m ght make use of the information. Prior to any application usage of
the information, the validity SHOULD be ascertained. For exanple,
the entries MAY be evaluated to deternmine gaps in indices, which
could indicate that an entry has been naliciously renoved or renoved
for privacy reasons. Either way, an application MAY want to be aware
of potentially mssing information

If the "histinfo" option tag is received in a request, the UAS SHOULD
include any History-Info received in the request in the subsequent
response.

4.3.3. Proxy Behavior

The inclusion of the History-Info header in a Request does not alter
the fundanmental processing of proxies for determning request targets
as defined in Section 16.5 of [RFC3261]. Wether a proxy adds the

Hi story-1nfo header or a new hi-entry as it forwards a Request
depends upon the foll owi ng considerations:

1. Whether the Request contains the "histinfo" option tag in the
Supported header

2. Whether the proxy supports the Hi story-Info header

3. Whether the Request contains a Privacy header with a priv-val ue
of "session", "header", or "history".

4. \Whether any Hi story-1nfo header added for a proxy/domain should
go outside that domain. An exanple being the use of the
Hi story-1nfo header within the specific donmain in which it is
retargeted, however, policies (for privacy, user and network
security, etc.) would prohibit the exposure of that information
out side that dommin. To accommpdate such a scenario, a proxy
MAY insert the Privacy header with a priv-value of "history”
when the request is being forwarded within the same domain. An
exanpl e of such an application is provided in Appendi x C
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5. Whether a hi-entry is added for a specific Request-URI due to
| ocal privacy policy considerations. A proxy MAY add the
Privacy header with a priv-value of "history" associated with
the specific hi-targeted-to-uri

An exanpl e policy would be a proxy that only adds the History-Info
header if the "histinfo" option tag is in the Supported header

O her proxies may have a policy that they al ways add the header, but
never forward it outside a particul ar domain, acconplishing this by
adding a Privacy header with a priv-value of "history" to each hi-
entry to allow the information to be collected for interna
retargeting only.

Each application maki ng use of the History-Info header SHOULD address
the inpacts of the local policies on the specific application (e.g.,
what specification of local policy is optimally required for a
specific application and any potential limtations inposed by |oca
pol i cy deci sions).

Consi stent with basic SIP processing of optional headers, proxies
SHOULD mai ntain the History-1nfo header(s), received in nessages
bei ng forwarded, independent of whether |ocal policy supports

Hi story- 1 nfo.

The specific processing by proxies for adding the History-Info
headers in Requests and Responses, to acconmnodate the considerations
outlined above, is described in detail in the foll owi ng sections.

4.3.3.1. Adding the History-Info Header to Requests

Upon eval uation of the considerations under which the History-Info
header is to be included in requests (e.g., no Privacy header
overriding inclusion, local policy supports, etc.), detailed in
Section 4.3.3, a proxy SHOULD add a hi-entry as it forwards a
Request. Section 16.6 of [RFC3261] defines the steps to be foll owed
as the proxy forwards a Request. Step 5 prescribes the addition of
optional headers. Although this would seemthe appropriate step for
addi ng the History-Info header, the interaction with Step 6,

"Post process routing information", and the inmpact of a strict route
in the Route header could result in the Request-URl being changed;
thus, adding the H story-1nfo header between Steps 8 (adding Via
header) and 9 (adding Content-Length) is RECOMVENDED. Note that in
the case of |oose routing, the Request-UR does not change during the
forwardi ng of a Request; thus, the capturing of H story-Info for such
a request would result in duplicate Request-URIs with different
indices. The hi-entry MJIST be added follow ng any hi-entry received
in the request being forwarded. Additionally, if a request is
received that doesn’t include a History-Info header, the proxy MAY
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add a History-Info header with a hi-entry preceding the one being
added for the current request being forwarded. The index for this
hi-entry is RECOWENDED to start at 1. The follow ng subsections
define the details of creating the infornmation associated with each
hi-entry

4.3.3.1.1. Privacy in the History-Info Header

If there is a Privacy header in the request with a priv-val ue of
"session", "header", or "history", a hi-entry MAY be added, if the
request is being forwarded to a Request-URlI associated with a domain
for which the processing entity is responsible (and provided | oca
policy supports the History-Info header, etc.). |If a request is
bei ng forwarded to a Request-URl associated with a domain for which
the proxy is not responsible and there is a Privacy header in the
request with a priv-value of "session", "header", or "history", the
proxy SHOULD renove any hi-entry(s) prior to forwardi ng, dependi ng
upon | ocal policy and whether the proxy mght know a priori that it
can rely on a downstream privacy service to apply the requested
privacy.

For the scenario where there is no Privacy header in the request and
the request is being forwarded to a Request-URlI associated with the
domai n(s) for which this entity is responsible, there are severa
addi ti onal consi derations:

o lIf there is no local policy associated with privacy, then a hi-
entry MAY be added to the Request.

o If the proxy's local policies, per consideration 4 in section
4.3.3, indicate that the History-Info header shoul d not be
f orwarded beyond the domain for which this internediary is
responsi ble, then a Privacy header with a priv-value of "history”
SHOULD be associated with each hi-entry added by that proxy in
this scenario.

o If the proxy's policy, per consideration 5 in Section 4.3.3,
indicates that History-Info for a specific Request-URl should not
be forwarded beyond the domain for which this internediary is
responsi ble, then a Privacy header with a priv-value of "history"
SHOULD be associated with the specific hi-entry, for that
specific hi-targeted-to-uri, added by that proxy in this
scenari o.

If a request is being forwarded to a Request-URl associated with a

domai n for which the proxy is not responsible and | ocal policy
requires privacy associated with any, or with specific, hi-entries it
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has added, any hi-entry with a priv-value of "history" SHOULD be
renoved prior to forwarding.

4.3.3.1.2. Reason in the History-Info Header

For retargets that are the result of an explicit SIP response, a
Reason MUST be associated with the hi-targeted-to-uri. |If the SIP
response does not include a Reason header, the SIP Response Code that
triggered the retargeting MIST be included as the Reason associ at ed
with the hi-targeted-to-uri that has been retargeted. |If the
response contains a non-SIP Reason header (e.g., Q850), it MJST be
captured as an additional Reason associated with the hi-targeted-to-
uri that has been retargeted, along with the SIP Response Code. |If
the Reason header is a SIP reason, then it MJST be used as the Reason
associated with the hi-targeted-to-uri rather than the SIP response
code.

For retargets as a result of tineouts or internal events, a Reason
MAY be associated with the hi-targeted-to-uri that has been
retargeted

The addition of the Reason should occur prior to the forwardi ng of
the request (which nay add a new hi-entry with a new hi-targeted-to-
uri) as it is associated with the hi-targeted-to-uri that has been
retargeted, since it reflects the reason why the Request to that
specific URI was not successful

4.3.3.1.3. Indexing in the H story-Info Header

In order to maintain ordering and accurately reflect the nesting and
retargeting of the request, an index MJST be included along with the
Targeted-to-URl being captured. Per the syntax in Section 4.1, the

i ndex consists of a dot-delimted series of digits (e.g., 1.1.2).
Each dot reflects a hop or level of nesting; thus, the nunber of hops
is determned by the total nunber of dots. Wthin each level, the

i nteger reflects the nunber of peer entities to which the request has
been routed. Thus, the indexing results in a |logical tree

representation for the history of the Request. It is recomended
that for each level of indexing, the index start at 1. It is
recomended that an increnent of 1 is used for advancing to a new
branch.

The basic rules for adding the index are sunmarized as foll ows:

1. Basic Forwarding: |In the case of a Request that is being
forwarded, the index is determ ned by addi ng anot her | evel of
i ndexi ng since the depth/length of the branch is increasing. To
acconplish this, the proxy reads the value fromthe Hi story-Info
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header in the received request, if available, and adds another

| evel of indexing by appending the dot delimter foll owed by an
initial index for the new | evel RECOWENDED to be 1. For
exanple, if the index in the last History-Info header field in
the received request is 1.1, this proxy would initialize its
index to 1.1.1 and forward the request.

2. Retargeting within a Proxy - 1st instance: For the first
instance of retargeting within a Proxy, the cal culation of the
i ndex follows that prescribed for basic forwarding.

3. Retargeting within a Proxy - subsequent instance: For each
subsequent retargeting of a request by the same proxy, another
branch is added. Wth the index for each new branch cal cul at ed
by incrementing the last/lowest digit at the current level, the
index in the next request forwarded by this sane proxy,
foll owi ng the exanpl e above, would be 1.1.2.

4. Retargeting based upon a Response: |n the case of retargeting
due to a specific response (e.g., 302), the index would be
calculated per rule 3. That is, the lowest/last digit of the
index is incremented (i.e., a new branch is created), with the
i ncrement RECOWENDED to be 1. For exanmple, if the index in the
H story-Info header of the received request was 1.2, then the
index in the History-Info header field for the new hi-targeted-
to-URI would be 1.3

5. Retargeting the request in parallel (forking): If the request
forwarding is done in parallel, the index MJUST be captured for
each forked request per the rules above, with each new Request
havi ng a unique index. The only difference in the nessaging for
this scenario and the messagi ng produced per basic proxy
retargeting in rules 2 and 3 is these forwarded requests do not
have History-Info entries associated with their peers. The
proxy builds the subsequent response (or request) using the
aggregated informati on associated with each of those requests
and including the header entries in the order indicated by the
i ndexi ng. Responses are processed as described in Section 16.7
of [RFC3261] with the aggregated History-Info entries processed
simlar to Step 7 "Aggregate Authentication Header Field
Val ues". Section 4.5 provides an exanple of a parallel request
scenario, highlighting this indexing nechani sm
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4.3.3.2. Processing History-Info in Responses

A proxy that receives a Request with the "histinfo" option tag in the
Supported header, and dependi ng upon a |local policy supporting the
capture of History-Info, SHOULD return captured Hi story-Info in
subsequent, provisional, and final responses to the Request, subject
to the foll owing considerations for privacy:

o If the response is being forwarded to a Request-URl associ ated
with a domain for which the proxy is not responsible and there
was a Privacy header, in the request received by the proxy, with
a priv-value of "session", "header", or "history", the proxy MJST
renove the History-Info header (i.e., all hi-entries) prior to
f orwar di ng.

o If arequest is being forwarded to a Request-URlI associated with
a domain for which the proxy is not responsible and | ocal policy
requires privacy associated with any or all hi-entry(s) it has
added, any hi-entry with a priv-value of "history" MJST be
renoved prior to forwarding.

o If a proxy receives a response from another internediary
associated with a domain for which it is responsible, including
hi-entry(s) with privacy headers, and that response is to be
forwarded to a domain for which it is not responsible, then those
hi -entry(s) MJST be renoved.

The processing of History-Info in responses follows the nethodol ogy
described in Section 16.7 of [RFC3261], with the processing of

Hi story-1nfo headers addi ng an additional step, just before Step 9,
"Forwardi ng the Response”

4. 3. 4. Redi rect Server Behavi or

A redirect server SHOULD NOT add any new History-Info, as that would
be done by the entity receiving the 3xx response. However, a

redirect server MAY include History-Info in responses by addi ng any
Hi story-1nfo headers received in a request to a subsequent response.

4.4. Security for History-Info

As discussed in Section 3, the security requirenents are net by
recomrendi ng the use of TLS (a basic SIP requirenment per [RFC3261])
for hop-by-hop security. |If TLS is not available on the connection
over which a request containing a History-Info header is being
forwarded, then either of the following two options MJST be

i mpl enment ed:
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0 The History-Info header MJUST be renmpved prior to forwarding the
request, or

0 The request MJIST be redirected, including the H story-Info header
in the response, to allow the UAC to securely issue the request,
including the History-Info header

4.5. Exanple Applications Using History-Info

Thi s scenario highlights an exanple where the History-Info in the
response is prinmarily of use in not retrying routes that have already
been tried by another proxy. Note that this is just an exanple and
that there nay be valid reasons why a Proxy would want to retry the
routes, and thus, this would likely be a | ocal proxy or even user-
specific policy.

UAl sends a call to Bob to proxy 1. Proxy 1 forwards the request to
Proxy 2. Proxy 2 sends the requests in parallel and tries severa

pl aces (UA2, UA3, and UA4) before sending a response to Proxy 1 that
all the places are busy. Proxy 1, without the Hi story-Info, would
try sone of the same places (e.g., UA3) based upon registered
contacts for Bob, before conpleting at UA5. However, with the

Hi story-Info, Proxy 1 determines that UA3 has already received the
invite; thus, the INVITE goes directly to UA5.

Section 4.5.1 provides this sane scenari o using one of the privacy
mechani sms, with Proxy2 (P2) adding the Privacy header indicating
that the H story-I1nfo header is not to be propagated outside P2’'s
domain. This scenario highlights the potential functionality |ost
with the use of "history" privacy in the Privacy header for the
entire request and the need for careful consideration on the use of
privacy for History-Info.

Section 4.5.2 also provides the same scenario using one of the
privacy nechani sns, however, due to local policy at Proxy2, only one
of the Request-URIs (UA4) in the History-Info contains a priv-val ue
of "history", thus allow ng sone optim zed functionality in the
routing of the request, but still naintaining privacy for specific
URI s.

The formatting in these scenarios is for visual purposes; thus,
backsl ash and CRLF are used between the fields for readability and
the headers in the URI are not shown properly formatted for escaping.
Refer to Section 4.2 exanples for the proper formatting. Additiona
detail ed scenarios are available in the appendi x.
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UAL Proxyl Proxy2 UA2 UA3 UA4 UAS

I I I I I I I
|--TNVITE -->| I I I I I
I | - I NVITE- >| I I I I
Supported: histinfo
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. conp; index=1.1
I I I I I I I
I I |- I NVITE>| I I I
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 2@JA2. exanpl e. con; i ndex=1.1.1
I I I I I I I
I I |----- INVITE ----> I I
Hi story- 1 nfo: <si p: Bob@?1. exanpl e. conP; i ndex=1
<si p: Bob@2. exanpl e. conP; index=1.1,
<si p: User 3@JA3. exanpl e. con; i ndex=1. 1. 2
I I I I I I I
| | [------- INVITE------------ >| |
Hi st ory- 1 nfo: <si p: Bob@1. exanpl e. con®; i ndex=1,
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 4@JA4. exanpl e. conP; i ndex=1.1. 3

/* Al Responses fromthe INVITEs indicate non-success/non-
avail abi lity*/
I I I I I I I
I | <-480 ---| | I I I
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1
<si p: Bob@2. exanpl e. conP; index=1.1,
<si p: User 2@QJA2. exanpl e. con?Reason=SI P; \
cause=408; t ext =" Request Ti neout " >; i ndex=1. 1. 1,
<si p: User 3@JA3. exanpl e. con?Reason=SI P; \
cause=487; t ext =" Request Term nated">; index=1.1. 2,
<si p: User 4@UA4. exanpl e. con?Reason=SI| P; \
cause=603; text="Decline">; index=1.1.3
I I I I I I
/* Upon receipt of the response, Pl determines another route for the
INVITE, but finds that it matches a route already attenpted
(e.g., UA3), thus the INVITE is only forwarded to UA5, where
the session is successfully established */
I I I I I I I
| R INVITE ------cmmmmmmmee e - >|
Hi story-1nfo: <sip:Bob@?1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. conp; index=1.1,
<si p: User 2@QJA2. exanpl e. con?Reason=SI P; cause=408; \
t ext =" Request Ti neout " >; i ndex=1. 1. 1,
<si p: User 3@QJA3. exanpl e. con?Reason=SI P; cause=487; \
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t ext =" Request Term nated">; index=1.1.2,

<si p: User 4@JA4. exanpl e. conPReason=SI P; cause=603; \
text="Decline">; index=1.1.3

<si p: User 5@JA5. exanpl e. con®; i ndex=1. 2

4.5.1. Exanple with Privacy Header for Entire Request at Proxy2

UAL Proxyl Proxy2 UA2 UA3 UA4 UAS

I I I I I I
|--TNVITE -->| I I I I I
I | - I NVITE- >| I I I I
Supported: histinfo
Hi story-1nfo: <sip:Bob@?1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. conp; i ndex=1. 1
I I I I I I I
I I | - I NVITE>| I I I
Privacy: history
Hi story- 1 nfo: <si p: Bob@1. exanpl e. con®; i ndex=1,
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 2@QJA2. exanpl e. conp; i ndex=1.1.1
I I I I I I I
| | | ----- INVITE ---->| | |
Privacy: history
Hi story- 1 nfo: <si p: Bob@1. exanpl e. con®; i ndex=1,
<si p: Bob@2. exanpl e. con®; index=1.1,
<si p: User 3@JA3. exanpl e. conp; i ndex=1. 1. 2
I I I I I I I
| | [------- INVITE------------ >| |
Privacy: history
Hi story- 1 nfo: <si p: Bob@1. exanpl e. con®; i ndex=1,
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 4@JA4. exanpl e. conp; i ndex=1.1.3

/* Al Responses fromthe INVITEs indicate non-success/ non-
availability and only the initial, received H story-Info entries
are NOT returned to P1 due to the Privacy header val ue.*/
I I I I I I I
I | <-480 ---| I I I I

Hi story-1nfo: <sip:Bob@1l. exanpl e. cone; i ndex=1,

<si p: Bob@2. exanpl e. conr; index=1.1

I I I I I I

/* Upon recei pt of the response, Pl deternines another route for the
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I NVITE, including UA3, which was attenpted by P2, but due to
Privacy P1 is not aware of this, so UA3 is re-attenpted prior to
forwarding the INVITE to UA5, where the session is successfully
established */
I I I I I I I
| R INVITE ----- >| | |
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. conr; index=1.1,
<si p: User 3@JA3. exanpl e. conp; index=1.2
I I I I I I I
I | <-- 486 ------------------- I I I
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. con®; index=1.1,
<si p: User 3@JA3. exanpl e. conp; index=1.2

| [-------mmmmee- - INVITE --------------------- >|
Hi story-1nfo: <sip:Bob@1l. exanpl e. cone; i ndex=1,
<si p: Bob@2. exanpl e. conP; index=1.1,
<si p: User 3@JA3. exanpl e. con?Reason=SI P, cause=486; \
text ="Busy Here">;index=1. 2,
<si p: User 5@JA5. exanpl e. conp; i ndex=1. 3

4.5.2. Exanple with Privacy Header for Specific URI (UA4) at Proxy2

UAL Proxyl Proxy2 UA2 UA3 UA4 UAS

I I I I I I I
|--1NVITE -->| | | | | |
I |- ITNVITE->| I I I I
Supported: histinfo
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. conr; index=1.1
I I I I I I I
| | | -1 NVI TE>| | | |
Hi st ory- 1 nfo: <si p: Bob@1. exanpl e. con®; i ndex=1,
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 2@JA2. exanpl e. con; i ndex=1.1.1
I I I I I I I
I I |----- INVITE ----> I I
Hi st ory- 1 nfo: <si p: Bob@1. exanpl e. con®; i ndex=1,
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 3@JA3. exanpl e. conP; i ndex=1. 1. 2
I I I I I I
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| | [------- INVITE- - ---------- >| |
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. con®; i ndex=1. 1,
<si p: User 4@JA4. exanpl e. con?\
Privacy=hi story>; index=1.1.3

/* Al Responses fromthe INVITEs indicate non-success/non-
availability. The Hi story-Info associated with UAd is not returned
in the response due to the privacy header associated with that URl */
I I I I I I I
I | <-480 ---| | I I |
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. con®; index=1.1,
<si p: User 2@JA2. exanpl e. con?Reason=SI P; \
cause=408; t ext =" Request Ti neout " >; i ndex=1. 1. 1,
<si p: User 3@JA3. exanpl e. con?Reason=SI P; \
cause=487; t ext =" Request Term nated">; index=1.1. 2,
I I I I I I
/* Upon receipt of the response, Pl deternines another route for the
INVITE, but finds that it matches a route already attenpted
(e.g., UA3), thus the INVITE is only forwarded to UA5, where
the session is successfully established */
I I I I I I I
| I INVITE ----------mmmmm e oo - >|
Hi story-1nfo: <sip:Bob@1l. exanpl e. conp; i ndex=1,
<si p: Bob@2. exanpl e. conr; index=1.1,
<si p: User 2@JA2. exanpl e. conPReason=SI P; cause=408; \
t ext =" Request Ti neout " >; i ndex=1. 1. 1,
<si p: User 3@QJA3. exanpl e. con?Reason=SI P; cause=487; \
t ext =" Request Termi nated">; index=1.1.2,
<si p: User 5@JA5. exanpl e. conp; i ndex=1. 2
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5.
1)
2)
3)
4)
Bar nes

Appl i cation Considerations

As seen by the exanple scenarios in the appendi x, Hi story-Info
provides a very flexible building block that can be used by
intermediaries and UAs for a variety of services. As such, any
servi ces naking use of Hi story-Info must be designed with the
fol l owi ng consi derati ons:

Hi story-Info is optional; thus, a service MJIST define default
behavi or for requests and responses not containing Hi story-Info
header s.

Hi story-Info nay be inpacted by privacy considerations.
Applications requiring History-Info need to be aware that if
Header-, Session-, or History-level privacy is requested by a UA
(or inposed by an internediary) that H story-lInfo may not be
available in a request or response. This would be addressed by an
application in the same manner as the previous consideration by
ensuring there is reasonabl e default behavior should the

i nformati on not be avail abl e.

Hi story-Info nmay be inpacted by | ocal policy. Each application
maki ng use of the Hi story-1nfo header SHOULD address the inpacts
of the local policies on the specific application (e.g., what
specification of local policy is optimally required for a specific
application and any potential limtations inposed by |ocal policy
decisions). Note that this is related to the optionality and
privacy considerations identified in 1 and 2 above, but goes
beyond that. For exanple, due to the optionality and privacy
considerations, an entity may receive only partial Hi story-Info
entries; will this suffice? Note that this would be a limtation
for debuggi ng purposes, but might be perfectly satisfactory for
some nodel s whereby only the information froma specific
intermediary is required.

The security associated with the History-Info header requires the
use of TLS. In the case of TLS not being available for a
connection over which a request is being forwarded, the History-

I nfo header may be renobved froma request. The inpact of |ack of
havi ng the informati on depends upon the nature of the specific

application (e.g., Is the information sonething that appears on a
display or is it processed by automata which coul d have negative
i npacts on the subsequent processing of a request?). It is

suggested that the inpact of an internediary not supporting the
security recomendations should be evaluated by the application to
ensure that the inpacts have been sufficiently addressed by the
appl i cati on.
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6

7

7

Security Considerations

The threat nodel and related security and privacy requirements for
the Hi story-Info header are described in Sections 2.1 and 2.2 of this
docunent. Sections 3.2, 3.3, and 4.4 provide normative
recomendations related to security and privacy fulfilling these
requi renents. The use of TLS is nmandated between the entities (i.e.,
UAC to Proxy, Proxy to Proxy, and Proxy to UAS) that use the

Hi story-1nfo header. The appropriate handling of a request in the
case that TLS is not available for a specific connection is described
in Section 5.

Wth TLS, History-Info headers are no | ess, nor no nore, secure than
other SIP headers, which generally have even nore inpact on the
subsequent processing of SIP sessions than the History-Info header

I ANA Consi derations
1. Registration of New SIP Hi story-Info Header

Thi s docunent defines a new SIP header field name: History-Info and a
new option tag: histinfo.

The foll owi ng changes have been made to
http:///ww. i ana. or g/ assi gnnment s/ si p- paraneters

The foll owi ng row has been added to the header field section

Header Nane Conpact Form Ref erence

H story-Info none [ RFC4244]
The foll owi ng has been added to the Options Tags section

Nane Description Ref erence
hi stinfo When used with the Supported header, [RFC4244]
this option tag indicates support
for the H story Information to be
captured for requests and returned in
subsequent responses. This tag is not

used in a Proxy-Require or Require
header field since support of
Hi story-Info is optional
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7.2. Registration of "history" for SIP Privacy Header

Thi s docunent defines a new priv-value for the SIP Privacy header:
hi story

The foll owi ng changes have been made to
http://ww. i ana. or g/ assi gnnent s/ si p-priv-val ues

The foll owi ng has been added to the registration for the SIP Privacy

header :
Nare Descri ption Regi st rant Ref er ence
hi story Privacy requested for Mary Barnes [ RFC4244]

Hi story-1nfo header(s) mary. barnes@ortel .com
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Appendi x. Exanpl e Scenari os

The scenarios in Appendi ces A-D provide sanple use cases for the

Hi story-1nfo header for informational purposes only. They are not
intended to be normative and the formatting is for visual purposes;
thus, the headers in the URI are not shown properly formatted for
escaping. Refer to Section 4.2 exanples with the proper formatting.

Appendi x A.  Sequentially Forking (History-Info in Response)

Thi s scenario highlights an exanple where the History-Info in the
response is useful to an application or user that originated the
request.

Alice at UAL sends a call to Bob via Proxyl. Proxyl sequentially
tries several places (UA2, UA3 and UA4) unsuccessfully before sending
a response to Alice.

This scenario is provided to show that by providing the Hi story-Info
to UAl1, the end-user or an application at UA1 could make a deci sion
on how best to attenpt finding Bob. Wthout this nmechanism UAl

m ght well attenpt UA3 (and thus UA4) and then re-attenpt UA4 on a
third manual attenpt at reaching Bob. Wth this mechanism either
the end-user or application could know that Bob is busy on his hone
phone and is physically not in the office. |If there were an
alternative address for Bob known to this end-user or application,
that hasn’t been attenpted, then either the application or the end-
user could attenpt that. The intent here is to highlight an exanple
of the flexibility of this nechanismthat enabl es applications well
beyond SIP as it is certainly well beyond the scope of this docunent
to prescribe detailed applications.

In this scenario, since UAL has not included the original Request-UR
inthe INVITE, the proxy adds a hi-entry to capture the origina
Request-URI to provide the conplete set of information, as discussed
in Section 4.3.3.1
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UAL Proxyl UA2 UA3

I I I I

| -1 NVITE F1->| | |

I I I I

| |--INVITE F2------ >| |

| <--100 F3---| | |

| | <-302 F4---------- | |

I I I I

| [------- INVITE F5 --------- >

I I I

| | <------- 180 F6 ------------ |

| <---180 F7--] | |

| |---retransmit INVITE ----- >|

I I I I

| | ( timeout ) | |

I I I

| [------ INVITE F8 -------mmmmmmmma -
| <--100 F9 --| | |

I I I I

| | <-486 F1O ---------mmmmmmm e -
| | | |

| [-- ACK F11---------mmmmmm e oo
| <--486 F12--| | |

I I I I

| -- ACK F13-->] | |

I I I I

Message Detail s

F1 I NVITE UA1 ->Proxyl

I NVI TE si p: User A@xanpl e
Via: SIP/2.0/UDP exanpl e.

comSIP/2.0
net : 5060

From Alice <sip:Userl@xanple.net>
To: Bob <sip: User A@xanpl e. conp

Call-1d: 12345600@xanpl e. net
CSeq: 1 INVITE
Cont act :

Cont ent - Type:
Cont ent - Lengt h:

r
ssi on SDP
P4 192.0.2.3

ogg;go

0O wnwo<
o
o

mFaudi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

Bar nes

Alice <sip:Userl@xanple.net>
appl i cation/sdp
<appropriate val ue>

St andards Track

er A 2890844526 2890844526 I N | P4 client. exanpl e. net

Novenmber 2005
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/[*Cient for UAL prepares to receive data on port 49170
fromthe network. */

F2 INVITE Proxyl ->UA2

I NVI TE si p: User A@ ns. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP inms. exanpl e. com 5060; branch=1
Via: SIP/2.0/UDP exanpl e. net: 5060

Recor d- Rout e: <si p: User A@xanpl e. conp

From Alice <sip:Userl@xanple.net>

To: Bob <sip: User A@xanpl e. conp

Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Hi story-Info: <sip:User A@xanpl e. con; index=1,

<si p: User A@ ns. exanpl e. conr; index=1.1

Contact: Alice <sip:Userl@xanple.net>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

0
User A 2890844526 2890844526 IN I P4 client.exanple. net
Sessi on SDP
INIT1P4 192.0.2.3
0o0

mraudi o 49170 RTP/ AVP 0O

a=rt pmap: 0 PCMJ/ 8000

0O wo<
I I ||

F3 100 Trying Proxyl ->UAl

SIP/2.0 100 Trying

Via: SIP/2.0/UDP exanpl e. net: 5060
From Alice <sip:Userl@xanple.net>
To: Bob <sip: User A@xanpl e. cone
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Content-Length: O

F4 302 Moved Tenporarily UA2 ->Proxyl

SIP/2.0 302 Moved Tenporarily

Via: SIP/2.0/UDP ins. exanpl e. com 5060; branch=1
Via: SIP/2.0/UDP exanpl e. net: 5060

From Alice <sip:Userl@xanple.net>

To: Bob <sip: User A@xanpl e. conp; t ag=3

Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Contact: <sip: User B@xanpl e. conp
Content-Length: O
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F5 I NVITE Proxyl -> UA3

I NVI TE si p: User B@xanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ins. exanpl e. com 5060; br anch=2

Via: SIP/2.0/UDP exanpl e. net: 5060

From Alice <sip:Userl@xanple.net>

To: Bob <si p: User A@xanpl e. conp

Call-1d: 12345600@xanpl e. net

Hi story-Info: <sip:User A@xanpl e. conp; index=1,
<si p: User A@ ns. exanpl e. con?Reason=SI P; \
cause=302; text="Mved Tenporarily">;, index=1.1,
<si p: User B@xanpl e. con®; i ndex=1. 2

CSeq: 1 INVITE

Contact: Alice <sip:Userl@xanple.net>

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User1l 2890844526 2890844526 I N | P4 client.exanple. net
Sessi on SDP
IN P4 192.0.2.3
00

mraudi 0 49170 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wnwo<
o

F6 180 Ri ngi ng UA3 ->Proxyl

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP exanpl e. net: 5060
From Alice <sip:Userl@xanple.net>
To: Bob <sip: User A@xanpl e. conp; t ag=5
Call-1D 12345600@xanpl e. net

CSeq: 1 INVITE

Content-Length: O

F7 180 Ringing Proxyl -> UAl

SIP/2.0 180 Ringing

SI P/ 2. 0/ UDP exanpl e. net: 5060

From Alice <sip:Userl@xanple.net>
To: Bob <sip: User A@xanpl e. conp
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Content-Length: O

[* User Bis not available. INVITEis sent multiple
times until it tinmes out. */
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[* The proxy forwards the INVITE to UM after adding the
additional History Information entry. */

F8 INVITE Proxyl -> UA4

I NVI TE si p: User C@xanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ims. exanpl e. com 5060; br anch=3

Via: SIP/2.0/UDP exanpl e. net: 5060

From Alice <sip:Userl@xanple. net>

To: Bob <sip: User A@xanpl e. cone

Call-1d: 12345600@xanpl e. net

Hi story-Info: <sip:User A@xanpl e. conp; index=1,
<si p: User A@ ns. exanpl e. con?Reason=SI P; \
cause=302; text="Mved Tenporarily">;index=1.1,
<si p: User B@xanpl e. con?Reason=SI P; cause=480; \
text="Tenporarily Unavail abl e" >;index=1. 2,
<si p: User C@xanpl e. con®; i ndex=1. 3

CSeq: 1 INVITE

Contact: Alice <sip:Userl@xanple.net>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

0
User1l 2890844526 2890844526 I N | P4 client.exanpl e. net
Sessi on SDP
INIP4 192.0.2.3
00

mraudi 0 49170 RTP/ AVP 0

a=rtprmap: 0 PCMJ 8000

0O wnwo<
oI

F9 100 Trying Proxyl ->UA1

SIP/2.0 100 Trying

Via: SIP/2.0/UDP exanpl e. net: 5060
From Alice <sip:Userl@xanple.net>
To: Bob <si p: User A@xanpl e. conp
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Content-Length: O

F10 486 Busy Here UA4 -> Proxyl

SIP/2.0 486 Busy Here

Via: SIP/2.0/UDP inms. exanpl e. com 5060; br anch=3
Via: SIP/2.0/UDP exanpl e. net: 5060

From Alice <sip:Userl@xanple.net>

To: Bob <sip: User A@xanpl e. conp

Call-1d: 12345600@xanpl e. net
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CSeq: 1 INVITE
Content-Length: O

F11 ACK Proxyl -> UAA

ACK si p: User C@xanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP exanpl e. net: 5060
From Alice <sip:Userl@xanple. net>
To: Bob <sip: User A@xanpl e. cone
Call-1d: 12345600@xanpl e. net

CSeq: 1 ACK

Content-Length: O

/* The proxy forwards the 486 to Alice after adding the
associated History Information entries fromthe series of
I NVI TES */

F12 486 Busy Here Proxyl -> UAl

SIP/2.0 486 Busy Here

Via: SIP/2.0/UDP exanpl e. net: 5060

From Alice <sip:Userl@xanple.net>

To: Bob <sip: User A@xanpl e. conp

Call-1d: 12345600@xanpl e. net

Hi story-Info: <sip:User A@xanpl e. conp; index=1,
<si p: User A@ ns. exanpl e. con?Reason=SI P; \
cause=302; text="Mved Tenporarily">;index=1.1,
<si p: User B@xanpl e. con?Reason=SI P; cause=480; \
text="Tenporarily Unavail abl e" >;index=1. 2,
<si p: User C@xanpl e. con®; i ndex=1. 3

CSeq: 1 INVITE

Content-Length: O

F13 ACK Alice -> Proxy 1

ACK si p: User A@xanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP exanpl e. net: 5060
From Alice <sip:Userl@xanple.net>
To: Bob <sip: User A@xanpl e. cone
Call-1d: 12345600@xanpl e. net

CSeq: 1 ACK

Content-Length: O
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SI P Request History Information

Voi cemi |
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Thi s scenario highlights an exanple where the History-Info in the

request
server).

likely that additiona

is primarily of use by an edge service (e.g.,

voi cemai |

It should be noted that this isn't intended to be a
conmpl ete specification for this specific edge service as it is quite

information i s needed by the edge service.

Hi story-Info is just one building block that this service makes use

of .

UA1 called UA A which had been forwarded to UA B, which forwarded to

a UA VM (voi cenui |

server).

Based upon the retargeted URI s and

Reasons (and other information) in the INVITE, the VM server nakes a

policy decision about what mail box to use,

etc.

UA1 Pr oxy UA- A UA- B

I--INVITE Fl-->l I I

} }——INVITE F2-->} }

| <--100 F3----- | | |

| | <-302 F4------ | |

I I -------- INVI TE F5---------- >I

} |< -------- 180 Fg ------------- }

| <---180 F7----]| | |

I S I ------ retransn!t | NVI TE- - - - >

I | (tineou{) I

I [-=eev-- I N\VI TE Ls------------! ---------

I | <- 200 F9--------------------! -------

I<—200 F10----- I I I

T LS
Bar nes St andards Track
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UA- VM
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Message Detail s
I NVI TE F1 UAL- >Pr oxy

I NVI TE si p: User A@xanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: User1@xanpl e. net >
To: LittleCQuy <sip:User A@xanpl e. conr
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Contact: Bi gQuy <sip: User 1@xanpl e. net >
Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

v=0

o=User A 2890844526 2890844526 IN I P4 client.exanple. net
s=Sessi on SDP

c=INIP4 192.0.2.3

t=0 0

mraudi o 49170 RTP/ AVP O

a=rt pmap: 0 PCMJ/ 8000

/[*Client for UAl prepares to receive data on port 49170
fromthe network. */

INVITE F2 Proxy->UA-A

I NVI TE si p: User A@ ns. exanmpl e.com SIP/ 2.0

Vi a: SIP/2.0/UDPi ns. exanpl e. com 5060; branch=1
Via: SIP/2.0/UDP exanpl e. net: 5060

Recor d- Rout e: <si p: User A@xanpl e. conp

From Bi gQuy <sip: User1@xanpl e. net >

To: LittleCQuy <sip: User A@xanpl e. conr

Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Hi story-1nfo: <sip:User A@ ns. exanpl e. conP; index=1

Contact: Bi gQuy <sip: User l@xanpl e. net >

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User A 2890844526 2890844526 IN I P4 client.exanpl e. net
Sessi on SDP
INIP4 192.0.2.3
00

mraudi o 49170 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

0O nwo<
oI

100 Trying F3 Proxy->UAl
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SIP/2.0 100 Trying

Via: SIP/2.0/UDP exanpl e. net: 5060
From Bi gQuy <sip: User1@xanpl e. net >
To: LittleQuy <sip: User A@xanpl e. conr
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Content-Length: O

302 Moved Tenporarily F4 User A->Proxy
SIP/2.0 302 Moved Tenporarily

Via: SIP/2.0/UDP ins.exanpl e. com 5060; branch=1
Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: User1@xanpl e. net >

To: LittleCQuy<sip: User A@xanpl e. conp; t ag=3
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Contact: <sip: User B@xanpl e. conp
Content-Length: O

INVITE F5 Proxy-> UA-B

I NVI TE si p: User B@xanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ins.exanpl e. com 5060; branch=2

Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: User1@xanpl e. net >

To: LittleCQuy <sip: User A@xanpl e. conr

Call-1d: 12345600@xanpl e. net

Hi story-1nfo: <sip:User A@ ns. exanpl e. con?Reason=SI P; \
cause=302; text="Mwved Tenporarily">; index=1,
<si p: User B@xanpl e. con; i ndex=2

CSeq: 1 INVITE

Contact: Bi gQuy <sip: Userl@xanpl e. net>

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User1l 2890844526 2890844526 I N | P4 client.exanpl e. net
Sessi on SDP
INIP4 192.0.2.3
00

mraudi 0 49170 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wnwo<
o

180 Ringing F6 UA-B ->Proxy
SIP/2.0 180 Ringing

Via: SIP/2.0/UDP exanpl e. net: 5060
From Bi gQuy <sip: User1@xanpl e. net >
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To: LittleGuy <sip: User A@xanpl e. conp; t ag=5
Call-1D 12345600@xanpl e. net

CSeqg: 1 INVITE

Content-Length: O

180 Ringing F7 Proxy-> UAL

SIP/2.0 180 Ringing

SI P/ 2.0/ UDP exanpl e. net: 5060

From Bi gQuy <sip: Userl@xanpl e. net >
To: LittleQuy <sip: User A@xanpl e. conr
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Content-Length: O

/[* User Bis not available. INVITEis sent multiple
times until it tinmes out. */

[* The proxy forwards the INVITE to UA-VM after adding the
additional History Information entry. */

INVITE F8 Proxy-> UA-VM

I NVI TE si p: VM@xanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP inms. exanpl e. com 5060; br anch=3

Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: User1@xanpl e. net >

To: LittleQuy <sip: User A@xanpl e. conr

Call-1d: 12345600@xanpl e. net

Hi story- 1 nfo: <si p: User A@ ms. exanpl e. con?Reason=SI| P; \
cause=302; text="Mwved Tenporarily">;index=1,
<si p: User B@xanpl e. con?Reason=SI P; cause=480; \
text="Tenporarily Unavail abl e" >;i ndex=2,
<si p: VM@xanpl e. con®; i ndex=3

CSeq: 1 INVITE

Contact: Bi gQuy <sip: User l@xanpl e. net >

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User1l 2890844526 2890844526 IN I P4 client.exanple. net
Sessi on SDP
INIP4 192.0.2.3
00

mraudi o 49170 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

0O nwo<
oI

200 X F9
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SIP/2.0 200 OK UA- VM >Pr oxy

Via: SIP/2.0/UDP inms. exanpl e. com 5060; br anch=3
Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: Userl@xanpl e. net >

To: LittleGuy <sip: User A@xanpl e. conp; t ag=3
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Cont act: TheVoi ceMail <sip: VM@xanpl e. conm>
Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User A 2890844527 2890844527 IN | P4 vm exanpl e. com
Sessi on SDP
IN1P4 192.0.2. 4
00

mraudi o 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wmwo<<
ot

200 K F10 Proxy->UAl

SIP/2.0 200 X

Via: SIP/2.0/UDP inms.exanpl e. com 5060; branch=3
Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: User1@xanpl e. net >

To: LittleCQuy <sip: User A@xanpl e. conp; tag=3
Call-1d: 12345600@xanpl e. net

CSeq: 1 INVITE

Cont act: TheVoi ceMail <sip: VM@xanpl e. con>
Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User A 2890844527 2890844527 IN | P4 vm exanpl e. com
Sessi on SDP
INIP4 192.0.2. 4
00

mraudi 0 3456 RTP/ AVP 0O

a=rt pmap: 0 PCMJ 8000

0O nwo<
oI

ACK F11 UA1l-> UA-VWM

ACK si p: VM@xanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP exanpl e. net: 5060

From Bi gQuy <sip: Userl@xanpl e. net >

To: LittleQuy<sip: User A@xanpl e. conp; t ag=3
Call-1d: 12345600@xanpl e. net
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CSeq: 1 ACK
Content-Length: O

/* RTP streans are established between UAl1 and
UA-VM UA-VM starts announcenent for UALl */

Appendi x C. Automatic Call Distribution Exanple

Thi s scenario highlights an exanple of an Automatic Call Distribution
service, where the agents are divided into groups based upon the type
of custoners they handle. In this exanple, the Gold custoners are

gi ven higher priority than Silver customers, so a Gold call would get
serviced even if all the agents servicing the Gold group (ACDCRP1)
were busy, by retargeting the request to the Silver Goup. Upon
receipt of the call at the agent assigned to handle the incom ng
call, based upon the History-Info header in the nessage, the
application at the agent can provide an indication that this is a
Gold call, fromhow many groups it m ght have overfl owed before
reachi ng the agent, etc. and thus can be handl ed appropriately by the
agent .

For scenarios whereby calls might overflow fromthe Silver to the
CGold, clearly the alternate group identification, internal routing,
or actual agent that handles the call SHOULD not be sent to UAL.
Thus, for this scenario, one would expect that the Proxy woul d not
support the sending of the Hi story-Info in the response, even if
requested by the calling UA

As with the other exanples, this is not prescriptive of how one woul d
do this type of service but an exanple of a subset of processing that
m ght be associated with such a service. |In addition, this exanple
is not addressing any aspects of Agent availability, which m ght also
be done via a SIP interface.
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UAL Pr oxy ACDGRP1 Svr ACDGRP2 Svr UA2- ACDGRP2

| | | | |
| --1NVI TE F1-->| | | |

Support ed: histinfo
I I I I I
| | --ITNVITE F2-->| | |
Supported: histinfo
Hi story-Info: <sip:CGol d@xanmpl e. conr; index=1
Hi story-1nfo: <sip: ACDGRP1@xanpl e. conr; index=1.1
I I I I I
| | <-302 F3------ | | |
Cont act: <si p: ACDGRP2@ACD. comnp
I I I I I
| |-------- INVITE F4---------- > |
Hi story-1nfo: <sip: Gol d@xanpl e. conPr; index=1
Hi story-1nfo: <sip: ACDGRP1@xanpl e. conr; index=1.1
H story-Info: <sip: ACDGRP2@xanpl e. conP; index=1.2
I I I I I

I I I
| | | | INVI TE F5>|

Hi story-1nfo: <sip: Gol d@xanpl e. conr; index=1
Hi story-1nfo: <sip: ACDGRP1@xanpl e. conr; index=1.1
H story-Info: <sip: ACDGRP2@xanpl e. conP; index=1.2

I I
| | <-200 F6--|
|
<-200 F7------------m------- | |
Hi story-1nfo: <sip: Gol d@xanpl e. conr; index=1
H story-Info: <sip: ACDGRP1@xanpl e. conr; index=1.1
H story-Info: <sip: ACDGRP2@xanpl e. conP; index=1.2

| <-200 F8------ |
< No History-Info included in the response due to Local Policy>
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Appendi x D. Session via Redirect and Proxy Servers

In this scenario, Alice places a call to Bob using first a Redirect
server then a Proxy Server. The INVITE nessage is first sent to the
Redi rect Server. The Server returns a 302 Mowved Tenporarily response
(F2) containing a Contact header with Bob’s current SIP address.
Alice then generates a new INVITE with Bob’s current SIP address
included in another History-Info entry. The INVITE is then sent to
Bob via the Proxy Server, with Bob receiving the conplete H story
information; the call then proceeds normally. The conplete call flow
for this scenario, without the use of History-Info, is described in
Section 3.6 of the SIP Basic Call Flow Exanpl es [ RFC3665].

Alice Redi rect Server Proxy 3 Bob
| | | |
| I NVI TE F1 | | |
EEREEEEEEEEEEEE > | |
| 302 F2 | | |
| <o | | |
| ACK F3 | | |
|- > | |
| I NVI TE F4 | |
R R P T >| I NVI TE F5 |
| 100 F6 [------meee - >|

Message Detail s
F1 INVITE Alice -> Redirect Server

I NVI TE si p: bob@i | oxi . exanmpl e. com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; branch=29hG4bKbf 9f 44
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@il oxi . exanpl e. con»

Call-1D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@il oxi.exanple.conp; index=1

Contact: <sip:alice@lient.atlanta.exanple.conr

Content-Length: O

F2 302 Moved Tenporarily Redirect Proxy -> Alice

SIP/2.0 302 Moved Tenporarily

Via: SIP/2.0/UDP client.atlanta.exanple.com 5060; branch=29hG4bKbf 9f 44
;received=192.0.2.1

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <sip: bob@il oxi.exanpl e. conp; t ag=53f H gl @2

Call-1D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
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CSeq: 1 INVITE

Hi story-1nfo: <sip:bob@il oxi.exanple.com; index=1
Cont act: <sip: bob@hi cago. exanpl e. com transport=tcp>
Content-Length: O

F3 ACK Alice -> Redirect Server

ACK si p: bob@i | oxi . exanmpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com 5060; br anch=z9hG4bKbf 9f 44
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl

To: Bob <si p: bob@i | oxi . exanpl e. conp; t ag=53f H gl 2

Call-1D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com

CSeq: 1 ACK

Content-Length: O

F4 INVITE Alice -> Proxy 3

I NVI TE si p: bob@hi cago. exanpl e. com SI P/ 2.0
Via: SIP/2.0/TCP client.atl anta.exanpl e.com 5060; br anch=29hG4bK74bf 9
Max- Forwards: 70
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl
To: Bob <sip: bob@il oxi.exanpl e. con»
Call-1D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 2 INVITE
Hi story-1nfo: <sip:bob@il oxi.exanple.con?Reason=SI P; cause=302>\
text ="Moved Tenporarily">; index=1,
<si p: bob@hi cago. exanpl e. con; i ndex=2
Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Content-Length: O

F5 INVITE Proxy 3 -> Bob

I NVI TE si p: bob@l i ent. chi cago. exanpl e.com SI P/ 2.0
Via: SIP/2.0/ TCP ss3. chi cago. exanpl e. com 5060; br anch=z9h&4bK721e. 1
Via: SIP/2.0/ TCP client.atlanta.exanpl e.com 5060; branch=29h&4bK74bf 9
;received=192.0.2.1
Max- Forwar ds: 69
Recor d- Rout e: <si p: ss3. chi cago. exanpl e.com | r>
From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76sl
To: Bob <sip: bob@il oxi.exanpl e. con»
Call-1D: 2xTh9vxSi t 55XU7p8@t | ant a. exanpl e. com
CSeq: 2 INVITE
Hi story-Info: <sip:bob@il oxi.exanple.con?Reason=SI P; cause=302>\
text ="Moved Tenporarily">; index=1,
<si p: bob@hi cago. exanpl e. con®; i ndex=2,
<si p: bob@l i ent. chi cago. exanpl e. con®; index=2.1
Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
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Content-Length: O

Detailed Call Flow continues per section 6.3 in [ RFC3665].
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OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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made any i ndependent effort to identify any such rights. [Information
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