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Abst ract

Thi s docunent describes the carriage of voicenmail nessages over
Internet mail as part of a unified nmessaging infrastructure.

The I nternet Voice Messaging (IVM concept described in this docunent
is not a successor format to VPIMv2 (Voice Profile for Internet Mai
Version 2), but rather an alternative specification for a different
appl i cati on.

1. Introduction

For sonme forms of comuni cation, people prefer to conmunicate using
their voices rather than typing. By pernitting voicenail to be

i mpl emented in an interoperable way on top of Internet Miil, voice
messagi ng and electronic mail no | onger need to remain in separate,
i solated worlds, and users will be able to choose the nost
appropriate formof conmmunication. This will also enable new types
of devices, wthout keyboards, to be used to participate in

el ectroni c nessagi ng when nobile, in a hostile environnment, or in
spite of disabilities.

There exi st unified nmessaging systens that will transmt voicenil
messages over the Internet using SMIP/M Mg, but these systens suffer
froma lack of interoperability because various aspects of such a
message have not hitherto been standardi zed. In addition, voicenai
systens can now conformto the Voice Profile for Internet Messaging
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(VPIMv2 as defined in RFC 2421 [VPI MW2] and revised in RFC 3801,
Draft Standard [ VPI W2R2]) when forwardi ng nmessages to renote

voi cemai| systems. VPIMv2 was designed to allow two voi cemai |
systens to exchange nmessages, not to allow a voicemail systemto
interoperate with a desktop e-mail client. It is often not
reasonabl e to expect a VPIMv2 nmessage to be usable by an e-nmmil
recipient. The result is nmessages that cannot be processed by the
reci pient (e.g., because of the encoding used), or look ugly to the
user.

Thi s docunent therefore proposes a standard nechani smfor
representing a voicenmail nessage within SMIP/M Mg, and a standard
encodi ng for the audi o content, which unified nmessagi ng systens and
mai |l clients MJST inplenent to ensure interoperability. By using a
standard SMIP/ M ME representation and a wi dely inplenmented audio
encoding, this will also permt nost users of e-mail clients not
specifically inplenenting the standard to still access the voicenail
messages. |n addition, this docunent describes features an e-nail
client SHOULD inplement to allow recipients to display voicenil
messages in a nore friendly, context-sensitive way to the user, and
intelligently provide some of the additional functionality typically
found in voicemail systens (such as responding with a voi ce nessage
instead of e-mail). Finally, how a client MAY provide a | evel of
interoperability with VPIMv2 is expl ai ned.

It is desirable that unified nmessaging mail clients also be able to
fully interoperate with voicemail servers. This is possible today,
providing the client inplements VPIMv2 [VPIW2R2], in addition to
this specification, and uses it to construct nessages to be sent to a
voi cemai | server.

The definition in this docunent is based on the |IVM Requirenents
docunent [GOALS]. It references separate work on critical content
[CRITICAL] and nessage context [HI NT]. Addressing and directory

i ssues are discussed in related docunents [ ADDRESS], [ VPI MVENUM,

[ SCHEMA] .

Further information on VPIMand rel ated activities can be found at
http://ww. vpi morg or http://ww.ema. org/vpim

2. Conventions Used in This Document
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .
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3. Message Format

Voi ce nessages may be created explicitly by a user (e.g., recording a
voi cemai| nmessage in their mail client) or inplicitly by a unified
messagi ng system (when it records a tel ephone nessage).

Al'l messages MUST conformwith the Internet Mail format, as updated
by the DRUMS wor ki ng group [ DRUMSI MF], and the M ME format [ M MEL].

When creating a voice nmessage froma client supporting VM the
nmessage header MUST indicate a nessage context of "voice-nessage"”
(see [HINT]). However, to support interoperability with clients not
explicitly supporting IVM a recipient MUST NOT require its presence
in order to correctly process voi ce nmessages.

The receiving agent MJST be able to support nultipart nmessages
[MME5]. If the receiving user agent identifies the nessage as a

voi ce nessage (fromthe nessage context), it SHOULD present it to the
user as a voice nmessage rather than as an electronic mail nessage
with a voice attachnment (see [BEHAVI OUR]).

Any content type is permitted in a nmessage, but the top | evel content
type on a new, forwarded or reply voi ce nmessage SHOULD be

mul tipart/mxed. |If the recipient is known to be VPIMv2 conpliant,
then multipart/voi ce-nessage MAY be used instead (in which case, al
the provisions of [VPI W2R2] MUST be inplenented in constructing the
message) .

If the nessage was created as a voice nessage, and so is not usefu

if the audio content is omtted, then the appropriate audi o body part
MUST be indicated as critical content, via a Criticality parameter of
CRITICAL on the Content-Disposition (see [CRITICAL]). Additiona

i mportant body parts (such as the original audio nessage if a

voi cemai| is being forwarded) MAY also be indicated via a Criticality
of CRITICAL. Contents that are not essential to conmunicating the
meani ng of the nessage (e.g., an associated vCard for the originator)
MAY be indicated via a Criticality of | GNORE

When forwardi ng | VM nessages, clients MJST preserve the content type
of all audio body parts in order to ensure that the newrecipient is
able to play the forwarded nessages.

The top level content type, on origination of a delivery notification
message, MJUST be a multipart/report. This will allow automatic
processing of the delivery notification, for exanple, so that text-

t o- speech processing can render a non-delivery notification in the
appropriate | anguage for the recipient.
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4.

Transport

The nessage MJST be transnmitted in accordance with the Sinple Mai
Transport Protocol, as updated by the DRUMS working group [ DRUVSMIP] .

Delivery Status Notifications MAY be requested [DSN] if delivery of
the message is inportant to the originator and a nechani smexists to
return status indications to them (which nay not be possible for

voi cemai | originators).

Addr essi ng
Any valid Internet Mail address may be used for a voi ce message.

It is desirable to be able to use an onranp/offranp for delivery of a
voi cemai | nmessage to a user, which will result in specific addressing
requi renents, based on service selectors defined in [ SELECTOR].
Further discussion of addressing requirenments for voice nessages can
be found in the VPIM Addressi ng docunent [ ADDRESS]

It is desirable to pernmit the use of a directory service to nap

bet ween the E. 164 phone nunber of the recipient and an SMIP nmi | box
address. A discussion on how this nay be achi eved using the ENUM
infrastructure is in [VPIMENUM. A definition of the VPI M LDAP
schema that a systemwould use is found in [ SCHEMA] .

If a nessage is created and stored as a result of call answering, the
caller’s nane and nunber MAY be stored in the message headers in its
original format per [CLID|

Notifications

Delivery Status Notifications MIST be supported. All non-delivery of
messages MUST result in an NDN, if requested [DSN, DSN2, DSN3, DSN4].
If the receiving systemsupports content criticality and is unable to
process all of the critical nedia types within a voice nessage
(indicated by the content criticality), then it MJST non-deliver the
entire message per [CRITICAL].

Message Disposition Notifications SHOULD be supported (but according
to MDN rul es, the user MJST be given the option of decidi ng whether
MDNs are returned) per [MDN.

If the recipient is unable to display all of the indicated critica
content components indicated, then it SHOULD give the user the option
of returning an appropriate MDN (see [CRITICAL]).
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7.

Voi ce Contents

Voi ce nessages may be contained at any location within a nmessage and
MUST al ways be contained in an audi o/ basic content-type, unless the
originator is aware that the recipient can handl e ot her content.
Speci fically, Audio/32kadpcm MAY be used when the recipient is known
to support VPIMv2 [VPI W2R2] .

The VO CE paraneter on Content-Disposition fromVPIMv2 [ VPl W2R2]
SHOULD be used to identify any spoken nanmes or spoken subjects (as

di stinct fromvoice nessage contents). As well, the Content-Duration
header [DUR] SHOULD be used to indicate the audio | ength.

The originator’s spoken name MAY be included with nessages as
separate audio contents, if known, and SHOULD be indicated by the
Content-Di sposition VO CE paraneter as defined in VPIMv2 [VPI W2R2].
If there is a single recipient for the nessage, the spoken nane MAY
al so be included (per VPIMvVv2). A spoken subject MAY al so be

provi ded (per VPIMVv2).

A sending inplenmentati on MAY determ ne the recipient capabilities

bef ore sending a nessage and choose a codec accordingly (e.g., using
sonme formof content negotiation). |In the absence of such recipient
know edge, sending inplenentations MIST use raw G 711 nu-Ilaw, which
is indicated with a MM content type of "audi o/ basic" (and SHOULD
use a filenane paraneter that ends ".au") [Gri1l], [MME2]. A sending
i npl ement ati on MAY support interoperability with VPIMv2 [VPI W2R2],
in which case, it MJST be able to record G 726 (indicated as

audi o/ 32kadpcm) [ Gr26], [ADPCM .

Reci pi ents MJST be able to play a raw G 711 nu-| aw nessage, and MAY
be able to play G 726 (indicated as audi o/ 32kadpcn) to provide
interoperability with VPIMv2. A receiving inplenmentation MAY al so
be able to play nessages encoded with other codecs (either natively
or via transcoding).

These requirenments may be summari zed as fol |l ows:

Codec No VPI M v2 Support Wth VPI M v2 Support
Record Pl ayback Record Pl ayback

G 711 mu-1aw MUST MUST MUST MUST

G 726 * MAY MUST MUST

O her * MAY * MAY

* = MJUST NOT, but MAY only if recipient capabilities known
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8.

9.

9.

Fax Contents
Fax contents SHOULD be carried according to RFC 2532 [ FAX].
Interoperability with VPIMv2

Interoperability between VPIMv2 systens and | VM systens can take a
nunber of different forns. VWile a thorough investigation of how
full interoperability m ght be provided between |IVM and VPIM v2
systens i s beyond the scope of this docunent; three key alternatives
are di scussed bel ow.

1. Handling VPIMv2 Messages in an IVM dient

If an VM conformant client is able to process a content type of
mul tipart/voi ce-nessage (by treating it as nultipart/mxed) and pl ay
a G 726 encoded audi o nessage within it (indicated by a content type
of audi o/ 32kadpcm), then a VPIMv2 nmessage that gets routed to that
desktop will be at |east usable by the recipient.

This delivers a level of partial interoperability that would ease the
life of end users. However, care should be taken to ensure that any
attenpt to reply to such a nessage does not result in an invalid VPIM
v2 nessage being sent to a VPIMv2 system Note that replying to an
e-mai |l user who has forwarded a VPI M v2 nessage to you is, however,
accept abl e.

A conformant VM inplementati on MUST NOT send a non-VPI M v2 nessage
to sonething it knows to be a VPIMv2 system unless it also knows

that the destination system can handl e such a message (even though

VPI M v2 systens are encouraged to handl e non-VPIMv2 nessages in a

graceful manner). In general, it rmust be assumed that if a system

sends you a conformant VPIMv2 message, then it is a VPIMv2 system
and so you may only reply with a VPIMv2 conpliant message (unless

you know by sonme ot her neans that the system supports IVM.

In addition, it should be noted that an IVMclient may not fully
conformto VPIMv2, even if it supports playing a G 726 nessage
(e.g., it may not respect the handling of the Sensitivity field
required by VPIMv2). This is one reason why VPIMv2 systens nmay
choose not to route nmessages to any systemthey do not know to be
VPI M v2 conpliant.

2. Dual Myde Systens and Clients
A VPIMv2 systemcould be extended to al so be able to support IVM

conpliant nessages, and an | VM conformant client could be extended to
i mplemrent VPIMv2 in full when corresponding with a VPIMv2 conpliant
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9. 3.

10.

system This is sinply a matter of inplementing both specifications
and sel ecting the appropriate one, depending on the received nessage
content or the recipient’s capabilities. This delivers ful
interoperability for the relevant systens, providing the capabilities
of the target users can be determ ned.

Note that the nmechanismfor determining if a given recipient is using
a VPWIMv2 systemor client is outside of the scope of this
specification. Various nechanisns for capabilities discovery exist
that could be applied to this problem but no standard sol ution has
yet been defi ned.

Gat eways

It woul d be possible to build a gateway |inking a set of VPIMv2
users with a set of IVMusers. This gateway would i npl enent the
semantics of the two worlds, and translate between them according to
defined policies.

For exanple, VPIMv2 nessages with a Sensitivity of Private m ght be
rejected instead of forwarded to an IVMrecipient, because it night
not inplenent the semantics of a Private nessage, while an | VM
nmessage contai ning content not supported in VPIMv2 (e.g., a PNG
imge), with a Criticality of CRITICAL, would be rejected in the

gat eway.

Such a gateway MUST fully inplement this specification and the VPIM
v2 specification [ VPl W2R2], unless it knows sonehow that the
specific originators/recipients support capabilities beyond those
required by these standards.

Security Considerations

Thi s docunent presents an optional gateway between |IVM and VPI M
systens. Gateways are inherently |ossy systens and not all
informati on can be accurately translated. This applies to both the
transcodi ng of the voice and the translation of features. Two
exanpl es of feature translation are given in 9.3, but the risk
remains that different gateways will handle the translation
differently since it is undefined in this docunment. This may lead to
unexpect ed behavi or through gateways.

In addition, gateways present an additional point of attack for those
interested in conprom sing a messaging system |If a gateway is
conmprom sed, "nonkey in the mddle" attacks, conducted fromthe
conprom sed gateway, may be difficult to detect or appear to be

aut hori zed transformations.
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11.

11.

Aside fromthe gateway issue, it is anticipated that there are no new
additional security issues beyond those identified in VPIMv2

[ VPl W2R2] and in the other RFCs referenced by this document --
especially SMIP [ DRUMSMIP], Internet Message Format [DRUMSI MF], M ME
[MME2], Critical Content [CRITICAL], and Message Context [HI NT].
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