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Status of This Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2005).
Abst r act

Thi s docunent provides details of the Voice Profile for Internet Mil
(VWPIM directory service. The service provides the email address of
the recipient that is given a tel ephone nunber. It optionally

provi des the spoken nanme of the recipient and the nmedia capabilities
of the recipient.

The VPIM directory Schema provides essential additional attributes to
recreate the voice mail user experience using standardized
directories. This user experience provides, at the tine of

addr essi ng, basic assurances that the nmessage will be delivered as

i ntended. This docunment conbines two earlier documents, one from
Anne Brown and one from Greg Vaudreuil, that define a voice nessaging
schema into a single working group subm ssion
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1. Scope

1.1. Design Goals

The VPIM directory Schema (VPIMDIR) is accessed from outside the
enterprise or service provider domain using the recipient’s tel ephone
number .

1.2. Performance Constraints

Once the identity of the VPIMdirectory server is known, the enail
address, capabilities, and spoken name confirmation information can
be retrieved. This query is expected to use LDAP [LDAP], a
connection-oriented protocol. The protocol transaction includes

mul tiple packet round-trips to execute the query and retrieval and is
considered to be the highest |atency el ement of the messaging
service. Further, retrieval of the confirmation information may
require the return of a spoken nane segnment of up to 20kbytes (5
seconds at 4kbytes/second). Over a sufficiently engineered Internet
connection, a 1250 ns response tine is believed to be achi evabl e over
the Internet at |arge.
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1.3. Scaling Constraints

A service provider’s namespace is expected to include entries for
tens of mllions of subscribers in a flat nanmespace based on the VPIM
i nter-donmai n address form tel ephone_nunber @onmai n_nane. A |large
corporation may have a hundred-thousand entries, while a |large

service provider may have tens of millions of entries in a single
domain. It is expected that there will be a single public address
validation service for a given service provider’s network. It is

believed that existing directory technol ogy, including horizonta
scalability through replication, will provide sufficient transaction
throughput within the required latency requirenents to address this
need. The only fundamental, new requirenment this application inposes
on directory servers, beyond simlar existing services, is the
ability to return the recipient’s spoken nane. Prelimnary

i nvestigation suggests that storage and retrieval of a spoken nane

wi |l not add appreciable | atency; however, it will add to the need
for storage capacity.

1.4. Reliability Constraints

DNS provi des wel | -docunent ed redundancy and | oad- bal anci ng
capabilities for the VPIMD R However, the |latency requirenents to
the end-user may not pernit client-side fail-over to a secondary
server and may require the directory server to be inplenented as a
hi gh-availability service

2. The VPIMJser Directory Schema

(I ANA- ASSI GNED- O D. 1 NAME ' vPI MJser’

SUP "top

AUXI LI ARY

MUST ( vPI MRf c822Mai | box $
vPI Mlel ephoneNunber )

MAY ( vPI MSpokenNane $
vPI MSuppor t edUABehavi ors $
vPI Msuppor t edAudi oMedi aTypes $
vPI MSupport edMessageCont ext $
vPl Mr'ext Name $
vPI MExt endedAbsenceSt atus $
vPl MVaxMessageSi ze $
vPlI MsubMai | boxes ) )

When present, the vPl MJser object contains information useful for
verifying that the dial ed tel ephone nunber corresponds to the
intended recipient. This object also provides capability information
and nail box status information useful for guiding conposition by the
sender and for setting delivery expectations at sending tine.
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2.1. vPI Mrel ephoneNunber

The attribute vPI Mrel ephoneNunber is the full E 164 formof the
t el ephone nunber [E164], including any sub-addressing portion. The
normal search will be for this attribute.

(1 ANA- ASSI GNED- O D. 2.1 NAME ' vPI Mrel ephoneNunber’
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 44{20} )

Exanpl e: A North Anerican tel ephone nunber with the sub address of 12
woul d be represented as "+12145551212+12".

Not e that vPI Mrel ephoneNunber is, by default, a multi-val ued
attribute. But if an entry has nmultiple values for this attribute,
those val ues MJUST be distinct fromeach other in the tel ephone nunber
portion. It is expected that each subnail box of a single tel ephone
number will have its own vPI MJser entry.

The vPI Mrel ephoneNunber differs fromtel ephoneNunber in [LDAP] in its
support for sub-addressing information and its use as a voice
messagi ng address. In nobst cases, these values will be the sane.

The tel ephone nunber is stored with no parenthesis, spaces, dots, or
hyphens. The leading '+ and the '+ delineating the submail box are
requi red markup.

2.2. VvPI MRfc822Mai | box

The attribute vPI MRf c822Mai |l box stores the inter-domain SMIP address
of the voice numil box associated with a given tel ephone nunber. It is
defined as a distinct attribute to distinguish it fromthe
rfc822Mai | box attribute that nmay be used for other purposes.

Al though it would be preferable to define vPI MRf c822Mi | box as a
subtype of rfc822Mailbox, it is defined here as an entirely new
attribute because some directory inplenmentations do not support sub-

typi ng.

(1 ANA- ASSI GNED- O D. 2. 2 NAME ' vPI MRf ¢822Mhi | box
EQUALI TY casel gnor el A5SMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

2.3. vPI MspokenName
The vPI MSpokenNanme attribute is an octet string and MJUST be encoded
in 32 kbit/s ADPCM exactly, as defined by [32KADPCM . VPl MSpokenNane

shal |l contain the spoken nane of the user in the voice of the user
The length of the spoken name segment MUST NOT exceed five seconds.
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Private or additional encoding types are outside the scope of this
ver si on.

(1 ANA- ASSI GNED- O D. 2. 3 NAME ' vPI MspokenNane’
EQUALI TY octet StringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40{ 20000}
SI NGLE- VALUE )

2.4. vPI MIext Name

The text nane is designed to be consistent with the unstructured
text name databases used for calling name delivery service of
caller ID

(1 ANA- ASSI GNED- O D. 2. 4 NAME ' vPI MText Nane’
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 20}
SI NGLE- VALUE )

2.5. vPI Msupport edAudi oMedi aTypes

The vPI MSupport edAudi oMedi aTypes attribute indicates the type(s) of
audi o encodi ngs that can be received at the address specified in
vPI MRf c822Mai | box.

(I ANA- ASSI GNED- O D. 2. 5 NAME ' vPI Msupport edAudi oMedi aTypes’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 26 )

This is a nulti-value attribute. The allowable values for this
attribute are the M ME audi o subtypes registered with 1 ANA.  Non-
standard and private encodi ng types nmust be indicated by prepending
the new type nanme with either "X-" or "x-"

Because ADPCM is a required format, the audi o032kadpcm val ue nust be
listed if this attribute is present.

2.6. VvPI Msupport edMessageCont ext

The nessage context provides guidance to the sender about the nessage
contexts the recipient is likely to accept. Message context provides
| ess precise informati on about a given recipient’s capabilities than
a list of media types. However, given the growing role of nedia-
conversi on gateways, the context indicator provides nore useful

gui dance to a sender in a "unified nessagi ng" environnent.
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(I ANA- ASSI GNED- O D. 2. 6 NAME ' vPI Msupport edMessageCont ext’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

This is a nmulti-value attribute. The set of valid nessage context
val ues is defined in [ CONTEXT].

2.7. vPI MExt endedAbsenceSt at us

It is conmon to have an attribute that indicates to the subscriber
whet her the recipient is accepting nmessages during his absence. This

feature -- called "extended absence" -- provides an advi sory nessage
at sending time. It is simlar in concept to "vacation notices"
common for textual emmil, but has its own cultural and operationa
nuances.

(I ANA- ASSI GNED- A D. 2. 7 NAME ' vPI MExt endedAbsencesSt at us
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 26
S| NGLE- VALUE )

The three val ues defined are:
"Off", "On", "MsgBl ocked"

"OFf" indicates that the recipient either does not support extended
absence or has not set such an indicator. "Of" is the default
condition if this attribute is not returned.

"On" indicates that the recipient has set an extended absence
i ndicator, but the mailbox is still accepting nessages for review at
an unspecified future tine.

"MsgBl ocked" indicates that the recipient has set an extended absence
i ndi cator and the mailbox is currently configured to reject incomng
messages. Messages SHOULD NOT be sent to the recipient if this value
is returned in the vPI MExt endedAbsenceStatus attri bute.

2.8. vPI Msupport edUABehavi or s

Internet nmail does not provide facilities for the sender to know

whet her the recipient supports a nunber of optional features that can
be requested or indicated in the RFC822 headers. This attribute
provides a list of the attributes, considered optional by VPIM and

ot her vendor-specific attributes, that may be supported by the
recipient. If this attribute is not supported, only those attributes
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listed as mandatory in VPIM are assuned to be supported. Undiscl osed
behavi ors may be indicated in the RFC822 nessage; however, there is
no assurance by the receiving systemof their support.

(I ANA- ASSI GNED- A D. 2. 8 NAME ’ vPI Msuppor t edUABehavi or s’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

The foll owi ng behavi ors are defi ned:

MessageDi spositionNotification
MessageSensitivity
Messagel nmport ance

The presence of the MessageDi spositionNotification value indicates
that the recipient will send an MDN in response to an MDN request.

MessageSensitivity indicates that the recipient fully supports the
sensitivity indication as defined in VPIM[VPI W2].

Messagel nportance indicates that the recipient fully supports the
i mportance indication as defined in VPIM [ VPl MW2].

These may be further extended without standardization to include
proprietary user interface functional extensions. These proprietary
ext ensi on val ues nust be prefixed with an "X-" or "x-"

2.9. vPI MVaxMessageSi ze

At the time of composition, the nessage can be checked for acceptable
| ength using the maxi num nmessage size attribute. Maxi mum nmessage
size is an attribute usually configured by policy of the receiving
system typically in units of minutes. While ESMIP provides a
mechanismto determne if a nessage is too long in bytes, it is an
unreliabl e guide for the conposer when nultiple encodings, nultiple
medi a, or variable bit-rate encodi ngs are supported.

(1 ANA- ASSI GNED- O D. 2. 9 NAME ' vPI MvaxMessageSi ze’
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
SI NGLE- VALUE )

The attribute indicates the maxi mum nmessage | ength in seconds that
the receiving mail box may receive.

Vaudr eui | St andards Track [ Page 7]



RFC 4237 Voi ce Messaging Directory Service Cct ober 2005

2.10. vPI MSubMai | boxes

This attribute indicates the presence of sub-nail boxes for the
queried tel ephone nunber. This information may be used to provide a
post-di al sub-addressing nenu to the sender

(1 ANA- ASSI GNED- O D. 2. 10 NAME ' vPI MSubMai | boxes
EQUALI TY numeri cStri nghMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 36{4} )

The al |l owabl e values include a Iist of sub-mailbox nunbers with a
numeric range of 1-9999. The user interface may use this information
to pronpt the sender to select a sub-nailbox. Spoken nanes

associ ated with each sub-mail box may be individually retrieved by
subsequent queries to the recipient’s VPIMIR service.

3. Security Considerations
The foll owing are known security issues.

1) Service provider customer information is very sensitive,
especially in this time of |ocal phone conpetition. Service
providers require maximum flexibility to protect this data.
Because of the dense nature of tel ephone nunber assignments, this
data is subject to "go fish" queries via repeated LDAP queries to
determne a conplete list of current or active messagi ng
subscribers. To reduce the value of this retrieved data, service
providers may limt disclosure of data that is useful for
tel emarketing, such as the textual nane, and may disclose only
i nformati on useful to the sender, such as the recipient’s spoken
nane, a data element that is much harder to auto-process

2) In many countries, there are privacy |laws or regul ations that
prohi bit disclosure of certain kinds of descriptive information
(e.g., text nanmes). Hence, server inplenentors are encouraged to
support DI T structural rules and nane fornms [LDAPMODELS] as these
provi de a nechani smfor adninistrators to select appropriate
namng attributes for entries. Admnistrators are encouraged to
use these nechani sns, access controls, and other adm nistrative
controls, which may be available to restrict use of attributes
containing sensitive informati on when nam ng entri es.

3) The LDAP directory service needs to be secured properly for this
i ntended use. [LDAPAUTH] describes a nunmber of considerations
that apply in this use. |In particular, this service provides
unaut henti cated, public access to directory data, and as such, it
is vulnerable to attacks that redirect the query to a rogue server
and of fer nmalicious data.
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4. | ANA Consi derati ons
Ref erence RFC 3383 "Internet Assigned Numbers Authority (I ANA)
Consi derations for the Lightweight Directory Access Protocol (LDAP)"
[ LDAPREG .

4.1. Object ldentifiers

I ANA has registered an LDAP Cbject ldentifier for use in this
techni cal specification, according to the follow ng tenpl ate:

Subj ect: Request for LDAP O D Registration

Person & emmil address to contact for further infornation:
Greg Vaudreuil (gregv@ eee.orqg)

Speci fication: RFC 4237

Aut hor/ Change Controller: |ESG

Comment s:

The assigned O D will be used as a base for identifying a nunmber of
schema el ements defined in this docunent.

4.2. (Object ldentifier Descriptors

| ANA has registered the LDAP Descriptors used in this technical
specification, as detailed in the follow ng tenplate:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (vPIM: see coment

oj ect Identifier: see coment

Person & emmil address to contact for further infornation:
G egV@ eee. org

Usage: see conment

Speci fication: RFC 4237

Aut hor/ Change Controller: |ESG

Comment s:
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The foll owi ng descriptors have been added:

NAME Type ab
vPI MJser O | ANA-ASSIGNED-O D. 1. 1
vPI MRf c822Mai | box A | ANA- ASSI GNED-A D. 2. 1
vPI Mrel ephoneNunber A | ANA- ASSI GNED-A D. 2. 2
vPI MSpokenNane A | ANA- ASSI GNED- A D. 2. 3
vPI Msuppor t edUABehavi or s A | ANA- ASSI GNED-A D. 2. 4
vPI Msupport edAudi oMedi aTypes A | ANA- ASSI GNED-A D. 2. 5
vPI Msuppor t edMessageCont ext A | ANA- ASSI GNED- O D. 2. 6
vPI Ml'ext Name A | ANA- ASSI GNED-A D. 2. 7
vPI MExt endedAbsenceSt at us A | ANA- ASSI GNED-AO D. 2. 8
vPl MMaxMessageSi ze A | ANA- ASSI GNED- O D. 2. 9
vPI MSubMai | boxes A | ANA- ASSI GNED- A D. 2. 10
Where Type Ais Attribute and Type Ois Objectd ass
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