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Abst r act
Thi s docunent defines a dial og event package for the SIP Events
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package. The dial og package all ows users to subscribe to another
user and to receive notification of the changes in state of |NVITE-

initiated dial og usages in which the subscribed-to user is involved.
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1.

I nt roducti on

The SI P Events framework [1] defines general nechanisns for
subscription to, and notification of, events within SIP networks. It
i ntroduces the notion of a package, which is a specific
"instantiation" of the events nechanismfor a well-defined set of
events. Packages have been defined for user presence [16], watcher
information [17], and message waiting indicators [18], anobngst
others. This docunent defines an event package for INVITE-initiated
di al og usages. Dialogs refer to the SIP rel ationship established
between two SIP peers [2]. Dialogs can be created by nany nethods,
al t hough RFC 3261 defines only one: the I NVITE nmethod. RFC 3265 [ 1]
defines the SUBSCRI BE and NOTI FY nmet hods, which al so create new

di al og usages. However, using this package to nodel state for non-
session dial og usages is out of the scope of this specification

A variety of applications are enabl ed through know edge of |NVITE
di al og usage state. Sone exanpl es incl ude:

Automatic Call back: In this basic Public Switched Tel ephone
Net work (PSTN) application, user A calls user B but User Bis
busy. User A would like to get a callback when user B hangs
up. Wen B hangs up, user A's phone rings. Wen A picks up,
they hear ringing, while they are being connected to B. To
implement this with SIP, a nechanismis required for Ato
receive a notification when the dialogs at B are conpl ete.

Presence- Enabl ed Conferencing: In this application, user A wi shes
to set up a conference call with users B and C. Rather than
bei ng schedul ed, the call is created automatically when A, B
and C are all available. To do this, the server providing the
application would like to know whether A, B, and C are

"online", not idle, and not in a phone call. Determnining
whether or not A, B, and C are in calls can be done in two
ways. |In the first, the server acts as a call-stateful proxy

for users A, B, and C, and therefore knows their call state.
This won't always be possible, however, and it introduces
scalability, reliability, and operational conplexities. 1In the
second way, the server subscribes to the dialog state of those
users and receives notifications as this state changes. This
enabl es the application to be provided in a distributed way;
the server need not reside in the sane donain as the users.

I M Conference Alerts: In this application, a user can receive an
I nstant Message (IM on their phone whenever soneone joins a
conference that the phone is involved in. The IMalerts are
generated by an application separate fromthe conference
server.
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In general, the dialog package allows for construction of distributed
applications, where the application requires information on dial og
state but is not co-resident with the end user on which that state
resides.

Thi s docunent al so defines two new callee capability [10] feature
par amet er s

0 "sip.byeless”, which indicates that a SIP user agent (UA) is not
capable of termnating a session itself (for exanple, in sone
announcerent or recording services, or in sone call centers) in
which the UAis no longer interested in participating;, and

0 "sip.rendering", which positively describes whether the user
agent is rendering any of the nedia it is receiving. These
feature paraneters are useful in many of the sane applications
that notivated the dial og package, such as conferencing,
presence, and the shared-line exanple described in Section 6. 2.

2. Term nol ogy

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOWMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [9] and
i ndi cate requirenment |evels for conpliant inplenentations.

3. Dialog Event Package

This section provides the details for defining a SIP Events package,
as specified in [1].

3.1. Event Package Nane

The nane of this event package is "dialog". This package nane is
carried in the Event and Al l ow Events header fields, as defined in

[1].
3.2. Event Package Paraneters

Thi s package defines four Event Package paraneters: call-id, to-tag,
fromtag, and include-session-description. |f a subscriptionto a
specific dialog is requested, the first three of these paraneters
MJUST be present, to identify the dialog that is being subscribed to.
The to-tag is matched against the local tag, the fromtag is matched
against the renote tag, and the call-id is matched agai nst the
Call-1D. The include-session-description paraneter indicates whether
the subscriber would |ike to receive the session descriptions
associated with the subscribed dial og usage or usages.
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It is also possible to subscribe to the set of dialogs created as a

result of a single INVITE sent by a UAC (user agent client). In that
case, the call-id and to-tag MJST be present. The to-tag is matched
against the local tag and the call-id is matched against the Call-ID

The ABNF for these parameters is shown below. It refers to many
constructions fromthe ABNF of RFC3261, such as EQUAL, DQUOTE, and

t oken.
call-id = "call-id" EQUAL ( token / DQUOTE callid DQUOTE )

;7 NOTE: any DQUOTEs inside callid MJST be escaped!
fromtag = "fromtag" EQUAL token
to-tag = "to-tag" EQUAL token
with-sessd = "include-session-description"
If any call-ids contain enbedded doubl e-quotes, those doubl e-quotes
MUST be escaped using the backsl ash-quoti ng nechanism Note that the
call-id paraneter nmay need to be expressed as a quoted string. This

is because the ABNF for the callid production and the word
production, which is used by callid (both from RFC 3261 [1]), allow
some characters (such as "@, "[", and ":") that are not all owed
within a token

3.3. SUBSCRI BE Bodi es

A SUBSCRI BE request for a dial og package MAY contain a body. This
body defines a filter to be applied to the subscription. Filter
docunents are not specified in this docunent, and at the tine of
witing, they are expected to be the subject of future
standardi zati on activity.

A SUBSCRI BE request for a dial og package MAY be sent wi thout a body.
This inplies the default subscription filtering policy. The default
policy is:

o |If the Event header field contained dialog identifiers, a
notification is generated every tinme there is a change in the
state of any matching dialogs for the user identified in the
request URI of the SUBSCRI BE.

o If there were no dialog identifiers in the Event header field, a
notification is generated every tinme there is any change in the
state of any dialogs for the user identified in the request UR of
the SUBSCRIBE with the foll ow ng exceptions. |f the target
(Contact) URI of a subscriber is equivalent to the renote target
URI of a specific dialog, then the dialog elenent for that dialog
is suppressed for that subscriber. (The subscriber is already a
party in the dialog directly, so these notifications are
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superfluous.) |If no dialogs remain after suppressing dial ogs, the
entire notification to that subscriber is suppressed and the
versi on nunmber in the dialog-info elenent is not incremented for
that subscriber. Inplicit filtering for one subscriber does not
affect notifications to other subscribers.

o Notifications do not normally contain full state; rather, they
only indicate the state of the dial og(s) whose state has changed.
The exceptions are a NOTIFY sent in response to a SUBSCRI BE, and a
NOTI FY that contains no dialog el enents. These NOTIFYs contain
the conplete view of dialog state.

o The notifications contain the identities of the participants in
the dialog, the target URIs, and the dialog identifiers. Session
descriptions are not included unless explicitly requested and
explicitly authorized.

3.4. Subscription Duration

Di al og state changes fairly quickly. Once established, a typica
phone call lasts a fewmnutes (this is different for other session
types, of course). However, the interval between new calls is
typically long. Cients SHOULD specify an explicit duration

There are two distinct use cases for dialog state. The first is when
a subscriber is interested in the state of a specific dialog or

di al ogs (and they are authorized to find out just the state of those

dialogs). In that case, when the dialogs termnate, so too does the

subscription. |In these cases, the value of the subscription duration
is largely irrelevant; it SHOULD be | onger than the typical duration

of a dialog. W recommend a default duration of two hours, which is

likely to cover nost dial ogs.

In another case, a subscriber is interested in the state of all
dialogs for a specific user. In these cases, a shorter interva
makes nore sense. The default is one hour for these subscriptions.

3.5. NOTIFY Bodi es

As described in RFC 3265 [1], the NOTIFY nessage will contain bodies
that describe the state of the subscribed resource. This body is in
a format listed in the Accept header field of the SUBSCRIBE, or in a
package-specific default format if the Accept header field was
omtted fromthe SUBSCRI BE

In this event package, the body of the notification contains a dialog

i nformati on docunent. This docunent describes the state of one or
nmore di al ogs associated with the subscribed resource. Al
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subscri bers and notifiers MJST support the "application/

di al og-i nfo+xm " data format described in Section 4. The subscribe
request MAY contain an Accept header field. |If no such header field
is present, it has a default value of "application/dialog-info+xm".
If the header field is present, it MJST include "application/

di al og-info+xm ", and it MAY include any other types capabl e of
representing dialog state.

O course, the notifications generated by the server MIJST be in one
of the formats specified in the Accept header field in the SUBSCRI BE
request.

3.6. Notifier Processing of SUBSCRI BE Requests

The dialog information for a user contains sensitive informtion
Therefore, all subscriptions SHOULD be authenticated and then

aut hori zed before approval. Al inplenentors of this package MJST
support the digest authentication nmechanismas a baseline. The
aut hori zation policy is at the discretion of the adm nistrator, as
al ways. However, a few recomrendati ons can be nade.

It is RECOVWENDED that, if the policy of user Bis that user Ais
allowed to call them dialog subscriptions fromuser A be all owed.
However, the information provided in the notifications does not
contain any dialog identification information, merely an indication
of whether the user is in at least one call. Specifically, they
shoul d not be able to find out any nore information than if they sent
an INVITE. (This concept of a "virtual" dialog is discussed nore in
Section 3.7.2, and an exanple of such a notification body is shown
bel ow) .

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nf o"
version="0" state="full"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" >
<st at e>confirnmed</ st at e>
</ di al og>
</ di al og-i nf o>

A user agent that registers with the address-of-record X SHOULD

aut hori ze subscriptions that come fromany entity that can
authenticate itself as X. Conplete information on the dialog state
SHOULD be sent in this case. This authorization behavior allows a
group of devices representing a single user to beconme aware of each
other’'s state. This is useful for applications such as

singl e-1ine-extension, also known as shared |ines.
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3.

3.

Note that many inplenmentations of "shared-lines" have a feature
that allows details of calls on a shared address-of-record to be
made private. This is a conpletely reasonabl e authorization
policy that could result in notifications that contain only the id
attribute of the dialog elenent and the state el ement when
shared-line privacy is requested, and notifications with nore
conpl ete informati on when shared-line privacy is not requested.

7. Notifier Generation of NOTIFY Requests

Notifications are generated for the dial og package when an | NVITE
request is sent, when a new dialog conmes into existence at a UA, or
when the state or characteristics of an existing dial og changes.
Therefore, a nodel of dialog state is needed in order to determ ne
preci sely when to send notifications, and what their content should
be. The SIP specification has a reasonably well defined |ifecycle
for dialogs. However, it is not explicitly nodelled. This
specification provides an explicit nodel of dialog state through a
finite state nachine

It is RECOVMENDED t hat NOTI FY requests only contain information on
the di al ogs whose state or participation information has changed.
However, if a notifier receives a SUBSCRI BE request, the triggered
NOTI FY SHOULD contain the state of all dialogs that the subscriber is
aut hori zed to see.

7.1. The Dialog State Machine

Model | ing of dialog state is conplicated by two factors. The first
is forking, which can cause a single INVITE to generate many dial ogs
at a UAC. The second is the differing views of state at the UAC
(user agent client) and UAS (usage agent server). W have chosen to
handl e the first issue by extending the dialog finite state machine
(FSM to include the states between transnission of the INVITE and
the creation of actual dialogs through receipt of 1xx and 2xx
responses. As a result, this specification supports the notion of
dialog state for dialogs before they are fully instanti ated.

We have al so chosen to use a single FSM for both UAC and UAS
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The FSM for dialog state is shown in Figure 3.
under st ood by considering the UAC and UAS cases separately.
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The FSMis created in the Trying state when the UAC sends an | NVITE
request. Upon receipt of a 1xx without a tag, the FSMtransitions to
the Proceeding state. Note that there is no actual dialog yet, as
defined by the SIP specification. However, there is a "half-dial og",
in the sense that two of the three conponents of the dialog ID (the
call identifier and local tag) are known. |If a 1xx with a tag is
received, the FSMtransitions to the Early state. The full dialog
identifier is now defined. Had a 2xx been received, the FSM woul d
have transitioned to the Confirned state.

If, after transitioning to the Early or Confirned states, the UAC
recei ves another 1xx or 2xx respectively with a different tag,

anot her instance of the FSMis created, initialized into the Early or
Confirmed state, respectively. The benefit of this approach is that
there will be a single FSMrepresenting the entire state of the
invitation and resulting dialog when dealing in the conmon case of no
f or ki ng.

If the UAC sends a CANCEL and then subsequently receives a 487 to its
I NVI TE transaction, all FSMs spawned fromthat INVITE transition to
the Termnated state with the event "cancelled". |If the UAC receives
a newinvitation (with a Replaces [13] header) that replaces the
current Early or Confirmed dialog, all INVITE transactions spawned
fromthe replaced invitation transition to the Terninated state with
the event "replaced". |If the INVITE transaction termnates with a
non- 2xx response for any other reason, all FSMs spawned from that
INVITE transition to the Term nated state with the event "rejected".

Once in the Confirmed state, the call is active. It can transition
to the Terminated state if the UAC sends a BYE or receives a BYE
(corresponding to the "l ocal -bye" and "renote-bye" events as
appropriate), if a md-dialog request generates a 481 or 408 response
(corresponding to the "error" event), or a md-dial og request
generates no response (corresponding to the "timeout" event).

From the perspective of the UAS, when an INVITE is received, the FSM
is created in the Trying state. If it sends a 1xx without a tag, the
FSMtransitions to the Proceeding state. If a 1xx is sent with a
tag, the FSMtransitions to the Early state, and if a 2xx is sent, it
transitions to the Confirned state. |f the UAS receives a CANCEL
request and then generates a 487 response to the INVITE (which can
occur in the Proceeding and Early states), the FSMtransitions to the

Terminated state with the event "cancelled". |f the UAS generates
any ot her non-2xx final response to the INVITE request, the FSM
transitions to the Term nated state with the event "rejected". |If

the UAS receives a newinvitation (wth a Replaces [13] header field)
that replaces the current Confirned dialog, the replaced invitation
transitions to the Term nated state with the event "replaced". Once
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3.

7

in the Confirmed state, the other transitions to the Terninated state
occur for the same reasons they do in the case of UAC

There shoul d never be a transition fromthe Trying state to the
Termi nated state with the event "cancelled", since the SIP
specification prohibits transm ssion of CANCEL until a provisiona
response is received. However, this transition is defined in the
FSMjust to unify the transitions from Trying, Proceeding, and
Early states to the Term nated state.

2. Applying the State Machi ne

The notifier MAY generate a NOTI FY request on any event transition of
the FSM  VWhether it does or not is policy dependent. However, sone
general guidelines are provided.

When the subscriber is unauthenticated, or it is authenticated but
represents a third party with no specific authorization policies, it
i s RECOMMENDED t hat subscriptions to an individual dialog or to a
specific set of dialogs be forbidden. Only subscriptions to al
dialogs (i.e., there are no dialog identifiers in the Event header
field) are permtted. |In that case, actual dialog states across al
dialogs will not be reported. Rather, a single "virtual" dialog FSM
will be used, and event transitions on that FSMw ||l be reported

If there is any dialog at the UA whose state is Confirnmed, the

virtual FSMis in the Confirmed state. |If there are no dial ogs at
the UAin the Confirned state but there is at |east one in the Early
state, the virtual FSMis in the Early or Confirned state. |If there

are no dialogs in the Confirmed or Early states but there is at |east
one in the Proceeding state, the virtual FSMis in the Proceeding,
Early, or Confirmed state. |If there are no dialogs in the Confirned,
Early, or Proceeding states but there is at |east one in the Trying
state, the virtual FSMis in the Trying, Proceeding, Early or
Confirmed state. The choice of state to use depends on whet her the
UA wi shes to | et unknown users know that their phone is ringing, as
opposed to being in an active call

It is RECOWENDED that, in the absence of any preference, Confirnmed
is used in all cases as shown in the exanple in Section 3.6.
Furthernore, it is RECOVWENDED that the notifications of changes in
the virtual FSM nmachi ne not convey any information except the state
of the FSM and its event transitions - no dialog identifiers (which
are ill-defined in this nodel in any case). The use of this virtua
FSM al l ows m nimal information to be conveyed. A subscriber cannot
know how many calls are in progress, or with whom just that there
exists acall. This is the sane infornmation they would receive if
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they sinply sent an INVITE to the user instead; a 486 (Busy Here)
response would indicate that they are on a call.

Wien the subscriber is authenticated and has authenticated itself
with the sanme address-of-record that the UA itself uses, if no
explicit authorization policy is defined, it is RECOWENDED t hat al
state transitions on dialogs that have been subscribed to be
reported, along with conplete dialog IDs. This nmeans either all of
the dialogs, if no dialog identifiers were present in the Event
header field, or the specific set of dialogs identified by the Event
header field paraneters

The notifier SHOULD generate a NOTI FY request on any change in the
characteristics associated with the dialog. Since these include
Contact URIs, Contact parameters, and session descriptions, receipt
of re-INVITEs and UPDATE requests [3] that nodify this information
MAY trigger notifications.

3.8. Subscriber Processing of NOTI FY Requests

The SI P Events framework expects packages to specify how a subscri ber
processes NOTI FY requests in package-specific ways. |n particular, a
package shoul d specify how it uses the NOTIFY requests to construct a
coherent view of the state of the subscribed resource.

Typically, the NOTIFY for the dial og package will contain informtion
about only those dial ogs whose state has changed. To construct a
coherent view of the total state of all dialogs, a subscriber to the
di al og package will need to conbine NOTI FYs received over tine.

Notifications within this package can convey partial information;
that is, they can indicate informati on about a subset of the state
associated with the subscription. This neans that an explicit

al gorithm needs to be defined in order to construct coherent and
consistent state. The details of this nechanismare specific to the
particul ar docunent type. See Section 4.3 for information on
constructing coherent information from an application/dial og-info+xn
docunent .

3.9. Handling of Forked Requests
Since dialog state is distributed across the UA for a particul ar
user, it is reasonable and useful for a SUBSCRI BE request for dialog

state to fork and to reach nultiple UAs.

As a result, a forked SUBSCRI BE request for dialog state can instal
mul tiple subscriptions. Subscribers to this package MJST be prepared
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to install subscription state for each NOTI FY generated as a result
of a single SUBSCRI BE.

3.10. Rate of Notifications

For reasons of congestion control, it is inportant that the rate of
notifications not be excessive. It is RECOWENDED that the server
not generate notifications for a single subscriber faster than once
every 1 second.

3.11. State Agents

Dialog state is ideally maintained in the user agents in which the
dial og resides. Therefore, the elenents that maintain the dialog are
the ones best suited to handl e subscriptions to it. However, in some
cases, a network agent nmay al so know the state of the dialogs held by
a user. Such state agents MAY be used with this package.

4. Dialog Information Format

Dialog information is an XM. docunent [4] that MJST be well -formed
and SHOULD be valid. Dialog information docunents MJST be based on
XM. 1.0 and MJST be encoded using UTF-8. This specification nakes
use of XM. namespaces for identifying dialog information docunents
and docunent fragnents. The namespace URI for el enments defined by
this specification is a URN [5], using the nanespace identifier
"ietf’ defined by [6] and extended by [7]. This URN is:

urn:ietf:paranms: xm:ns:dialog-info

A dial og i nformati on docunment begins with the root elenment tag
"di al og-i nfo".

4.1. Structure of Dialog Information

A dialog information docunent starts with a dialog-info el enent.
This el ement has three mandatory attributes:

0 version: This attribute allows the recipient of dialog informtion
docunents to properly order them \Versions start at 0, and
i ncrement by one for each new docunment sent to a subscri ber
Versions are scoped within a subscription. Versions MJST be
representabl e using a non-negative 32 bit integer

0 state: This attribute indicates whether the docunent contains the
full dialog information, or whether it contains only infornmation
on those dial ogs that have changed since the previ ous docunent
(partial).
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0 entity: This attribute contains a URI that identifies the user
whose dialog information is reported in the remai nder of the
docunment. This user is referred to as the "observed user".

The dial og-info el enent has a series of zero or nore dial og sub-
el ements. Each of those represents a specific dialog. An exanple:

<?xm version="1.0"?>

<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nf o"
version="0" notify-state="full"
entity="sip:alice@xanple.cont>

</ di al og-i nf o>

4.1.1. Dialog El enent

The dial og el enent reports information about a specific dialog or

"hal f-dialog". It has a single mandatory attribute: id. The id
attribute provides a single string that can be used as an identifier
for this dialog or "half-dialog". This is a different identifier

than the dialog ID defined in RFC 3261 [2], but related to it.

For a caller, the id is created when an I NVITE request is sent. Wen
a 1xx response with a tag, or a 2xx response is received, the dialog
is formally created. The id remains unchanged. However, if an

addi tional 1xx or 2xx is received, resulting in the creation of

anot her dialog (and resulting FSM, that dialog is allocated a new
id.

For a callee, the id is created when an |INVI TE outside of an existing
dialog is received. Wien a 2xx or a 1xx with a tag is sent, creating
the dialog, the id renmai ns unchanged.

The id MJST be uni que ampngst all current dialogs at a UA

There are a nunber of optional attributes that provide identification
i nformati on about the dial og:

o call-id: This attribute is a string that represents the call-id
component of the dialog identifier. (Note that single and
doubl e quotes inside a call-id nust be escaped using &quote;
for " and &apos; for ' .)

o local-tag: This attribute is a string that represents the
| ocal -tag conponent of the dialog identifier.

0 renote-tag: This attribute is a string that represents the

renote-tag conponent of the dialog identifier. The renpte tag
attribute won't be present if there is only a "half-dialog",
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resulting fromthe generation of an INVITE for which no fina
responses or provisional responses with tags has been received.

o0 direction: This attribute is either initiator or recipient, and
i ndi cates whether the observed user was the initiator of the
dialog, or the recipient of the INVITE that created it.

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nf o"
versi on="0" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" direction="initiator">

" </ di al og>
</ di al og-i nf o>

The sub-el enents of the dialog el ement provide additional information
about the dialog. Sonme of these sub-el enents provide nore detai

about the dialog itself, while the |ocal and renote sub-el enents
describe characteristics of the participants involved in the dial og.
The only nmandatory sub-elenent is the state el enent.

4.1.2. State El enent

The "state" element indicates the state of the dialog. Its value is
an enunerated type describing one of the states in the FSM above. It
has an optional event attribute that can be used to indicate the
event that caused any transition into the termnated state, and an
optional code attribute that indicates the response code associ ated
with any transition caused by a response to the original |NVITE

<state event="rejected" code="486">term nat ed</ st ate>
4.1.3. Duration El enent

The "duration" elenent contains the anmpunt of tinme, in seconds, since
the FSM was cr eat ed.

<dur ati on>145</ dur ati on>
4.1.4. Repl aces El enent
The "replaces" elenment is used to correlate a new dialog with one it
replaced as a result of an invitation with a Repl aces header fi el d.
This elenment is present in the replacenent dialog only (the newer

dialog) and contains attributes with the call-id, local-tag, and
renote-tag of the replaced dial og.
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<repl aces call-id="hg287s98s89"
| ocal -tag="6762h7" renote-tag="09278hsb"/>

4.1.5. Referred-By El enent

The "referred-by" elenment is used to correlate a new dialog with a
REFER [12] request that triggered it. The elenent is present in a
dialog that was triggered by a REFER request that contained a

Ref erred-By [11] header field and contains the (optional) display
nane attribute and the Referred-By URI as its val ue.

<referred-by di splay="Bob">si p: bob@xanpl e. conx/r ef er r ed- by>
4.1.6. Local and Rempte El ements

The "local" and "renote" el enments are sub-el enents of the dialog

el ement that contain information about the |ocal and renote
participants, respectively. They both have a nunber of optiona
sub-el ements that indicate the identity conveyed by the participant,
the target URI, the feature-tags of the target, and the
session-description of the participant.

4.1.6.1. ldentity El enent

The "identity" elenment indicates a local or remote URI, as defined in
[2] as appropriate. 1t has an optional attribute, display, that
contains the display name fromthe appropriate URI.

Note that nmultiple identities (for exanple a sip: URI and a tel
URI) could be included if they all correspond to the participant.
To avoid repeating identity information in each request, the
subscri ber can assune that the identity URIs are the same as in
previous notifications if no identity elenents are present in the
corresponding local or renote elenent. |If any identity el enents
are present in the local or renote part of a notification, the new
list of identity tags conpletely supersedes the old list in the
correspondi ng part.

<identity displ ay="Anonynous" >
si p: anonynobus@nonynous. i nval i d</identity>

4.1.6.2. Target Elenent
The "target"” contains the local or renote target URI constructed by

the user agent for this dialog, as defined in RFC 3261 [2] in a "uri"
attribute.
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It can contain a list of Contact header paraneters in param sub-

el ements (such as those defined in [10]). The param el enent contains
two required attributes, pnanme and pval. Bool ean paraneters are
represented by the explicit pval values, "true" and "fal se" (for
exanpl e, when a feature paranmeter is explicitly negated). Paraneters
that have no value at all are represented by the explicit pval value
"true". The param el erent itself has no contents. To avoid
repeating Contact information in each request, the subscriber can
assune that the target URI and paraneters are the sanme as in previous
notifications if no target elenent is present in the correspondi ng

| ocal or renote elenent. |If a target elenent is present in the |oca
or renote part of a notification, the new target tag and |ist of
paraneter tags conpletely supersedes the old target and paraneter
list in the corresponding part. Note that any quoting (including
extra angl e- bracket quoting used to quote string values in [10]) or
backsl ash escapi ng MUST be renpved before being placed in a pva
attribute. Any renmining single quotes, double quotes, and

anper sands MUST be properly XM. escaped.

<target uri="sip:alice@c33. exanple.conm >
<par am pnanme="i sf ocus" pval ="true"/>
<par am pnane="cl ass" pval ="busi ness"/ >
<param pnane="description" pval ="Alice’'s desk &anp; office"/>
<par am pname="si p. renderi ng" pval ="no"/>
</target>

4.1.6.3. Session Description El enent

The session-description el enent contains the session description used
by the observed user for its end of the dialog. This elenent should
generally NOT be included in the notifications, unless it was
explicitly requested by the subscriber. It has a single attribute,
"type", which indicates the M ME nedia type of the session
description. To avoid repeating session description information in
each request, the subscriber can assune that the session description
is the same as in previous notifications if no session description
element is present in the corresponding |ocal or renote el enent.

4.2. Sanple Notification Body

<?xm version="1.0" encodi ng="UTF-8""?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocati on="urn:ietf:paranms: xm : ns:di al og-i nf 0"
version="1" state="full">
<di al og i d="123456">
<st at e>confi r med</ st at e>
<dur ati on>274</ dur ati on>
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<l ocal >
<identity display="Alice">sip:alice@xanple.conx/identity>
<target uri="sip:alice@c33. exanple.con >
<par am pnanme="i sf ocus" pval ="true"/>
<par am pnane="cl ass" pval ="personal "/ >
</target>
</l ocal >
<r enot e>
<identity display="Bob">si p: bob@xanpl e. org</identity>
<target uri="sip: bobster @hone2l. exanpl e. org"/ >
</renot e>
</ di al og>
</ di al og-i nf o>

4.3. Constructing Coherent State

The dialog informati on subscriber maintains a table listing the
dialogs, with a row for each dialog. Each rowis indexed by an ID
that is present in the "id" attribute of the "dialog" elenent. Each
row contains the state of that dial og, as conveyed in the docunent.

The table is also associated with a version nunber. The version
number MUST be initialized with the value of the "version" attribute
fromthe "dialog-info" element in the first document received. Each
time a new docunent is received, the value of the l|ocal version
nunber is conpared to the "version" attribute in the new docunent.

If the value in the new docunent is one higher than the | ocal version
nunber, the |ocal version nunber is increased by one and t he docunent

is processed. If the value in the docunent is nore than one higher
than the | ocal version nunber, the | ocal version nunber is set to the
val ue in the new docunent and the docunment is processed. If the

docunent did not contain full state, the subscriber SHOULD generate a
refresh request (SUBSCRIBE) to trigger a full state notification. |If
the value in the docunent is less than the |ocal version, the
docunent is discarded without processing.

The processing of the dialog information docunment depends on whet her
it contains full or partial state. If it contains full state,

i ndi cated by the value of the "state" attribute in the "dial og-info"
el ement, the contents of the table are flushed and then repopul at ed
fromthe docunent. A newrowin the table is created for each

"dial og" elenment. |If the docunent contains partial state, as

i ndicated by the value of the "state" attribute in the "dial og-info"
el ement, the docunent is used to update the table. For each "dial og"
el ement in the docunent, the subscriber checks to see whether a row
exists for that dialog. This check conpares the IDin the "id"
attribute of the "dialog" element with the ID associated with the
row. |If the dialog does not exist in the table, a rowis added and
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its state is set to the information fromthat "dialog" element. |If
the dial og does exist, its state is updated to be the information
fromthat "dialog" element. |If a rowis updated or created, such

that its state is now ternminated, that entry MAY be renoved fromthe

table at any tine.

4. 4. Schemn

The following is the schema for the application/dial og-info+xm type:

<?xm version="1.0" encodi ng="UTF-8""?>
<xs: schemm

t ar get Namespace="urn: i etf: parans: xm : ns: di al og-i nf 0"

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns:tns="urn:ietf:parans: xm :ns:di al og-i nfo"
el ement For nDef aul t =" qual i fi ed"

attri but eFor nDef aul t =" unqual i fi ed" >

<l-- This inport brings in the XM | anguage

attribute xm:|ang-->
<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemaLocati on="http://ww. w3. org/ 2001/ 03/ xm . xsd"/ >

<xs: el enent nanme="di al og-i nfo">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent ref="tns:dial og" mnCccurs="0"
maxCQccur s="unbounded"/ >

<Xs:any nanmespace="##ot her" processContents="1ax"

m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>

<xs:attribute name="version" type="xs:nonNegativel nteger"

use="required"/>
<xs:attribute nanme="state" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration value="full"/>
<xs:enuneration value="partial"/>
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
<xs:attribute nanme="entity" type="xs:anyURl"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
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<xs: el enent name="di al og" >
<xs: conpl exType>
<XS:sequence>
<xs:elenment ref="tns:state" m nCccurs="1" maxCccurs="1"/>
<xs: el enent nanme="duration" type="xs:nonNegativel nteger"
m nCccurs="0" maxCccurs="1"/>
<xs: el enent name="repl aces" ni nCccurs="0" maxCccurs="1">
<xs: conpl exType>
<xs:attribute name="call-id" type="xs:string"
use="required"/>
<xs:attribute nanme="|ocal -tag" type="xs:string"
use="required"/>
<xs:attribute name="renote-tag" type="xs:string"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="referred-by" type="tns:naneaddr"
m nCccurs="0" maxCccurs="1"/>
<xs:el enent name="route-set" minCccurs="0" nmaxCccurs="1">
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="hop" type="xs:string"
m nCccurs="1" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="local" type="tns:participant”
m nCccurs="0" maxCccurs="1"/>
<xs: el enent nane="renote" type="tns:participant"
m nCccurs="0" maxCccurs="1"/>
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccurs="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="id" type="xs:string" use="required"/>
<xs:attribute nanme="call-id" type="xs:string"
use="optional "/ >
<xs:attribute name="|ocal -tag" type="xs:string"
use="optional "/ >
<xs:attribute name="renote-tag" type="xs:string"
use="optional "/ >
<xs:attribute nanme="direction" use="optional ">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration value="initiator"/>
<xs:enuneration val ue="recipient"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
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</ xs: conpl exType>
</ xs: el emrent >

<xs: conpl exType name="parti ci pant">
<XS:sequence>
<xs: el enent nanme="identity" type="tns: naneaddr"
nm nCccurs="0" maxCccurs="1"/>
<xs: el enent name="target" m nCccurs="0" maxCccurs="1">
<xs: conpl exType>
<XS:sequence>
<xs: el enent nanme="param' m nCccurs="0"
maxQccur s="unbounded" >
<xs: conpl exType>
<xs:attribute name="pnane" type="xs:string"
use="required"/>
<xs:attribute nane="pval" type="xs:string"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute name="uri" type="xs:string"
use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="sessi on-description" type="tns:sessd"
m nCccur s="0" maxCccurs="1"/>
<xs: el enent nanme="cseq" type="xs:nonNegati vel nteger"”
m nCccurs="0" maxCccurs="1"/>
<Xs:any nanespace="##ot her" processContents="1ax
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="naneaddr">
<xs: si npl eCont ent >
<xs:extension base="xs:anyURl ">
<xs:attribute name="di spl ay- nane" type="xs:string"
use="optional "/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType name="sessd">
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute name="type" type="xs:string"
use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
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</ xs: conpl exType>

<xs: el enent nanme="state">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="event" use="optional">
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="cancel | ed"/ >
<xs:enuneration val ue="rejected"/>
<xs: enuneration val ue="repl aced"/ >
<xs:enuneration val ue="I ocal - bye"/ >
<xs: enuneration val ue="renot e- bye"/ >
<xs:enuneration value="error"/>
<xs:enuneration val ue="ti meout"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="code" use="optional ">
<xs:si nmpl eType>
<xs:restriction base="xs:positivelnteger">
<xs: m nlncl usi ve val ue="100"/>
<xs: max| ncl usi ve val ue="699"/ >
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: schena>

5. Definition of New Medi a Feature Paraneters

This section defines two new nedia feature paraneters that are usefu
as input to user presence, in conferencing applications, and in
applications like the shared-1ine exanple described in Section 6. 2.
These feature parameters are especially useful in combination with
the di al og package, as they allow an authorized third party to becone
aware of these characteristics

5.1. The "sip. byel ess" Paraneter
The "sip. byel ess” nmedia feature parameter is a new bool ean paraneter,
defined in this docunent, that provides a positive indication that

the user agent setting the paraneter is unable to term nate sessions
onits own (for exanple, by sending a BYE request). For exanple,
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conti nuous announcenent services and certain recording services are
unable to determine when it would be desirable to termnate a
session, and therefore they do not have the ability to term nate
sessions at all. Also, many human call centers are configured so
that they never terninate sessions. (This is to prevent call center
agents from accidentally disconnecting the caller). (Note that per
[10], this paraneter nane nust be preceded by a "+" character when
used in a SIP Contact header field.)

Contact: <sip:recording-service@ost.exanple. net>
; aut onmat on; +si p. byel ess

5.2. The "sip.rendering" Paraneter

The "sip.rendering” nmedia feature paraneter is a new string
paraneter, defined in this docunment, that can provide a positive

i ndi cati on whet her the user agent setting the paraneter is currently
rendering any of the nmedia it is receiving in the context of a
specific session. It MJST only be used in a Contact header field in
a dialog created using the I NVITE request.

This paraneter has three | egal values: "yes", "no", and "unknown".
The val ue "yes" indicates positive know edge that the user agent is
rendering at |east one of the streans of nedia that it is receiving.
The val ue "no" indicates positive know edge that the user agent is
rendering none of the media that it is receiving. The value
"unknown" indicates that the user agent does not know whether the
medi a associated with the session is being rendered (which nmay be the
case if the user agent is acting as a 3pcc (Third Party Call Control)
[19] controller).

The "sip.rendering" paranmeter is useful in applications such as
shared appear ances, conference status nonitoring, or as an input to
user presence.

Cont act: <si p: musak-onhol d@ost . exanpl e. net >
; aut omat on; +si p. renderi ng="no"
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6. Exanples
6.1. Basic Exanple
For exanple, if a UAC sends an INVITE that |ooks, in part, like:

I NVI TE si p: bob@xanpl e. com SI P/ 2.0

Via: SIP/2.0/UDP pc33. exanpl e. cont branch=z9h&4bKnashds8
Max- Forwards: 70

To: Bob <sip: bob@xanpl e. conr

From Alice <sip:alice@xanple.conp;tag=1928301774
Call -1 D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:alice@c33. exanpl e.conp

Cont ent - Type: application/sdp

Content-Length: 142

[ SDP not shown]
The XML docunent in a notification fromAlice mght |ook like:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm:ns:di al og-i nfo"
ver si on="0"
state="full"
entity="sip:alice@xanple.con>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" direction="initiator">
<st at e>tryi ng</ st at e>
</ di al og>
</ di al og-i nf o>

If the follow ng 180 response is received:

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP pc33. exanpl e. com branch=z9hX4bKnashds8
To: Bob <sip: bob@xanpl e. conp; t ag=456887766

From Alice <sip:alice@xanple.conr;tag=1928301774
Call -1 D: a84b4c76e66710

CSeq: 314159 INVITE

Cont act: <sip: bob@ost. exanpl e. conr
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The XML docunent in a notification might |ook |ike:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
versi on="1"
state="full"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" renvote-tag="456887766"
direction="initiator">
<state>earl y</state>
</ di al og>
</ di al og-i nf o>

If it receives a second 180 with a different tag:

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP pc33. exanpl e. com branch=z9hX4bKnashds8
To: Bob <sip: bob@xanpl e. conp; t ag=hh76a

From Alice <sip:alice@xanple.conr;tag=1928301774
Cal |l -1 D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:jack@ost.exanple.conp

Thi

s results in the creation of a second dial og:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm : ns: di al og-i nfo"
ver si on="2"
state="full"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" renvote-tag="456887766"
direction="initiator">
<st ate>earl y</state>
</ di al og>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" renote-tag="hh76a"
direction="initiator">
<st ate>earl y</ st ate>
</ di al og>
</ di al og-i nf o>
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If a 200 OK response is received on the second dial og, the dialog
moves to confirned

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
versi on="3"
state="partial"
entity="sip:alice@xanple.con>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" renote-tag="hh76a"
direction="initiator">
<st at e>confir med</ st at e>
</ di al og>
</ di al og-i nf o>

32 seconds later, the other early dialog term nates because no 2xx
response has been received for it. This inplies that it was
successfully cancelled, and therefore the following notification is
sent:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
ver si on="4"
state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" renvote-tag="hh76a"
direction="initiator">
<state event="cancel |l ed" >t er m nat ed</ st at e>
</ di al og>
</ di al og-i nf o>

6.2. Enul ating a Shared-Li ne Phone System

The foll owi ng exanpl e shows how a SIP tel ephone user agent can
provide detailed state infornmation and al so enul ate a shared-1ine

t el ephone system (the phone "lies" about having a dialog while it is
mer el y of f hook) .

1 dl e:

<?xm version="1.0"?>

<di al og-i nfo xm ns="urn:ietf:parans: xm : ns:di al og-i nfo"
versi on="0" state="full"
entity="sip:alice@xanple.con>

</ di al og-i nf o>
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Sei zed:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
versi on="1" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" >
<state>tryi ng</state>
</ di al og>
</ di al og-i nf o>

Di al i ng:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nf o"
versi on="2" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774" direction="initiator">
<state>tryi ng</state>
<l ocal >
<identity display="Alice Smth">
si p: al i ce@xanpl e. com
</identity>
<target uri="sip:alice@c33.exanple.conl/>
</l ocal >
<r enot e>
<identity>sip: bob@xanple.net</identity>
</renot e>
</ di al og>
</ di al og-i nf o>

Ri ngi ng:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
versi on="3" state="partial"
entity="sip:alice@xanple.con>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774"
renot e-tag="07346y131" direction="initiator">
<state code="180">earl y</ st at e>
<r enot e>
<target uri="sip: bobster @ost2. exanpl e.net"/>
</ renot e>
</ di al og>
</ di al og-i nf o>
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Answer ed (by voicemail)

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
versi on="4" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="as7d900as8" call-i d="a84b4c76e66710"
| ocal -tag="1928301774"
renote-tag="07346y131" direction="initiator">
<state reason="cancel | ed" >t er m nat ed</ st at e>
</ di al og>
<di al og i d="zxcvbnnB" call-i d="a84b4c76e66710"
| ocal -tag="1928301774"
renot e-tag="8736347" direction="initiator">
<state code="200">confirnmed</stat e>
<r enot e>
<target uri="sip: bob-is-not-here@m exanpl e.net">
<param pnane="actor" pval ="nmsg-taker"/>
<par am pnane="aut omat on" pval ="true"/>
<par am pnane="+si p. byel ess" pval ="true"/>
</target>
</renot e>
</ di al og>
</ di al og-i nf o>
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Alice would rather talk to Bob's assistant (Cathy Jones) than to
Bob’s voicemail. She indicates this preference by pressing a key
(perhaps "0" in North Arerica or "9" in Europe). Bob’s voicenai
systemthen acts on this keypress by transferring [20] Alice s cal
to Cathy’'s AOR

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
versi on="5" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="zxcvbnnB" call-i d="a84b4c76e66710"
| ocal -tag="1928301774"
renot e-tag="8736347" direction="initiator">
<state reason="repl aced" >t er ni nat ed</ st at e>
</ di al og>
<di al og i d="sfhjsj k12" call-id="0340ii 1"
| ocal -tag="8903j 4"
renot e-tag="78cj kus" direction="receiver">
<state reason="repl aced" >confirmnmed</stat e>
<repl aces call -i d="a84b4c76e66710"
| ocal -tag="1928301774"
renot e-tag="8736347"/ >
<referred- by>
si p: bob-i s-not - here@m exanpl e. net
</referred-by>
<l ocal >
<target uri="sip:alice@c33.example.conl/>
<par am pnanme="+si p. rendering" pval ="yes"/>
</l ocal >
<r enot e>
<identity display="Cathy Jones">
si p: cj ones@xanpl e. net
</identity>
<target uri="sip:line3@ost3.exanple.net">
<param pnane="actor" pval ="attendant"/>
<par am pnane="aut omat on" pval ="fal se"/>
</target>
</ renot e>
</ di al og>
</ di al og-i nf o>
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Al'ice and Cathy talk, Cathy adds Alice to a |ocal conference:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
versi on="6" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="sfhjsj k12" call-id="0340ii 1"
| ocal -t ag="8903j 4"
renot e-tag="78cj kus" direction="receiver">
<st at e>confir med</ st at e>
<r enot e>
<target uri="sip:confid-34579@ost 3. exanpl e. net">
<par am pnane="i sf ocus" pval ="true"/>
</target>
</ renot e>
</ di al og>
</ di al og-i nf o>

Al'i ce puts Cathy on hol d:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
versi on="7" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="sfhjsj k12" call-id="0340ii 1"
| ocal -t ag="8903j 4"
renot e-tag="78cj kus" direction="receiver">
<st at e>confir med</ st at e>
<l ocal >
<target uri="sip:alice@c33.exanple.conl/>
<par am pname="+si p. renderi ng" pval ="no"/>
</target>
</l ocal >
</ di al og>
</ di al og-i nf o>
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Cat hy hangs up:

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns: di al og-i nfo"
versi on="8" state="partial"
entity="sip:alice@xanple.cont>
<di al og i d="sfhjsj k12" call-id="0340ii 1"
| ocal -t ag="8903j 4"
renot e-tag="78cj kus" direction="receiver">
<state reason="renot e-bye" >t er m nat ed</ st at e>
</ di al og>
<di al og i d="08hj h1345" >
<st at e>tryi ng</ st at e>
</ di al og>
</ di al og-i nf o>

Al'i ce hangs up:

<?xm version="1.0"?>

<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
version="9" state="full"
entity="sip:alice@xanple.cont>

</ di al og-i nf o>

6.3. Mninmal Dialog Information with Privacy

The foll owi ng exanpl e shows the sanme user agent providing mnim
information to nmaintain privacy for services |like autonmatic call back

Onhook:

<?xm version="1.0"?>

<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nf o"
version="0" state="full"
entity="sip:alice@xanple.cont>

</ di al og-i nf o>
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O f hook: (inplementation/policy choice for Alice to transition to
this "state" when "seized", when Trying, when Proceedi ng, or when
Confirnmed.)

<?xm version="1.0"?>
<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
version="1" state="full"
entity="sip:alice@xanple.con>
<dialog id="1">
<st at e>confi rmed</ st at e>
</ di al og>
</ di al og-i nf o>

Onhook: (i nplementation/policy choice for Alice to transition to this
"state"” when term nated, or when no | onger "seized")

<?xm version="1.0"?>

<di al og-i nfo xm ns="urn:ietf:parans: xm :ns:di al og-i nfo"
version="2" state="full"
entity="sip:alice@xanple.con>

</ di al og-i nf o>

7. Security Considerations

Subscriptions to dialog state can reveal sensitive information. For
this reason, Section 3.6 discusses authentication and authorization
of subscriptions, and provides guidelines on sensible authorization
policies. Al inplenentations of this package MJST support the

di gest aut henticati on nechani sm

Since the data in notifications is sensitive as well, end-to-end SIP
encrypti on mechanisns using S/M ME MAY be used to protect it. User
agents that inplenent the dialog package SHOULD al so i npl ement SIP
over TLS [15] and the sips: schene.

8. | ANA Consi derati ons
Thi s docunent registers a new M ME type, application/dialog-info+xm ;

a new XML nanespace; and two new nedia feature paraneters in the SIP
tree.
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8.1. MME Registration for application/dialog-info+txm Type
M ME nedia type nane: application
M ME subt ype nane: dial og-info+xm
Mandat ory paraneters: none

Optional parameters: Sane as charset paraneter application/xm as
specified in RFC 3023 [8].

Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [8].

Security considerations: See Section 10 of RFC 3023 [8] and Section 7
of this specification.

Interoperability considerations: none.
Publ i shed specification: This docunent.
Applications that use this nedia type: This docunent type has been
used to support SIP applications such as call return and
aut o- conf er ence.
Addi tional |nformation:
Magi ¢ Nunber: None
File Extension: .xm
Maci ntosh file type code: "TEXT"

Personal and emai|l address for further information: Jonathan
Rosenberg, <jdrosen@ drosen. net>

I nt ended usage: COVMON

Aut hor/ Change controller: The | ETF.

Rosenberg, et al. St andards Track [ Page 33]



RFC 4235 D al og Package Noverber 2005

8.2. URN Sub- Nanmespace Registration for
urn:ietf:params: xm:ns:dialog-info

This section registers a new XM. nanespace, per the guidelines in

[7].

URI: The URI for this nanmespace is
urn:ietf:params: xm :ns:dial og-info.

Regi strant Contact: The I ESG <iesg@etf.org>
XM

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht nl - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htm ; charset=i so-8859-1"/>
<title>Di alog Informati on Nanespace</title>
</ head>
<body>
<hl1>Nanmespace for Dialog | nformation</hl>
<h2>urn:ietf:parans: xm :ns:di al og-i nf o</ h2>
<p>See <a href="ftp://ftp.rfc-editor.org/in-notes/rfc4235.txt">
RFC4235</ a>. </ p>
</ body>
</htm >
END

8.3. Schemm Registration

Thi

s specification registers a schema, per the guidelines in [7].
URlI: urn:ietf:parans:xn:schema: di al og-i nfo
Regi strant Contact: The | ESG <iesg@etf.org>
XM.: The XML can be found as the sole content of Section 4.4.
8.4. Media Feature Paraneter Registration
This section registers two new nmedi a feature tags, per the procedures

defined in RFC 2506 [14]. The tags are placed into the sip tree,
which is defined in [10].
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8.4.1. Media Feature Tag sip. byel ess
Medi a feature tag name sip. byel ess

ASN. 1 Identifier 19

Sunmary of the nedia feature indicated by this tag: This feature tag
is a boolean flag. Wen set it indicates that the device is
i ncapabl e of terminating a session autononously.

Val ues appropriate for use with this feature tag: Bool ean

The feature tag is intended primarily for use in the follow ng
applications, protocols, services, or negotiation nechanisns: This
feature tag is nost useful in a comrunications application for
describing the capabilities of an application, such as an
announcenent service, recording service, conference, or call center

Exanpl es of typical use: Call centers and nedi a services.

Rel at ed standards or docunments: RFC 4235

Security Considerations: This nedia feature tag can be used in ways
that affect application behaviors or may reveal private information
For exanple, a conferencing or other application may decide to
termnate a call prematurely if this nedia feature tag is set.
Therefore, if an attacker can nodify the values of this tag, they may
be able to affect the behavior of applications. As a result of this,
applications that utilize this nmedia feature tag SHOULD provide a
means for ensuring its integrity. Simlarly, this feature tag should
only be trusted as valid when it cones fromthe user or user agent
described by the tag. As a result, protocols for conveying this
feature tag SHOULD provide a nechani smfor guaranteeing authenticity.

8.4.2. Media Feature Tag sip.rendering

Medi a feature tag nane: sip.rendering

ASN. 1 Identifier: 20

Sunmary of the nedia feature indicated by this tag: This feature tag
contains one of three string values indicating if the device is
rendering any nmedia fromthe current session ("yes"), none of the
media fromthe current session ("no"), or if this status is not
known to the device ("unknown").

Val ues appropriate for use with this feature tag: String.
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The feature tag is intended primarily for use in the follow ng

applications, protocols, services, or negotiation nechanisns: This
feature tag is nost useful in a communications application, for
describing the state of a device (such as a phone or PDA) during a
nmul ti medi a session

Exanpl es of typical use: Conferencing, telephone shared-line

Rel

enul ati on, and presence applications.

ated standards or docunents: RFC 4235

Security Considerations: This nedia feature tag can be used in ways

that affect application behaviors or may reveal private
informati on. For exanple, a conferencing or other application may
decide to termnate a call prematurely if this nmedia feature tag
is set to "no". Therefore, if an attacker can nodify the val ues
of this tag, they may be able to affect the behavi or of
applications. As a result of this, applications that utilize this
medi a feature tag SHOULD provi de a nmeans for ensuring its
integrity. Simlarly, this feature tag should only be trusted as
valid when it cones fromthe user or user agent described by the
tag. As a result, protocols for conveying this feature tag SHOULD
provi de a nechani sm for guaranteeing authenticity.
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