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1. Introduction

Public Internet-Drafts are the primary neans of structured

communi cation within the IETF. Current Internet-Draft subm ssion and
posting nmechani sns hinder efficient and tinmely comunication while
creating an unnecessary |load on the | ETF Secretariat. The |IETF Tools
team recomrends fornalization and automation of the current

mechani sms.  This docunment contains specific automation requirenents.

The | ETF Secretariat and many | ETF partici pants have | ong been
proponents of automation. This docunent attenpts to reflect their
known needs and w shes, as interpreted by the Tools team

2. Scope

The Draft Subm ssion Tool set discussed in this docunent is about
getting a single new version of an Internet-Draft froman | ETF
participant to the |ETF draft repository. A single draft version may
i nclude several formats, and dealing with those formats is in scope
for the Toolset. Definition and sources of draft neta-informtion
(to be used in Secretariat databases and el sewhere) are in scope.
Submitter authenticati on and subm ssion authorization are in scope.

Draft posting may result in various notifications sent to interested
parties. Wile this docunent recomrends a subset of notification
targets, details of notifications are out of scope.

Creation of new drafts or new draft versions as well as manipul ati on,
visualization, and interaction with the drafts already in the
repository are out of scope. Draft expiration and archiving of old
draft versions are out of scope.

The set of requirenments in this docunment is not neant to be
conmprehensive or final. Oher |ETF docunents or procedures may
require additional functionality fromthe Tool set. For exanple, it
is possible that the Toolset will be required to handl e draft source
formats other than plain text and XM
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3.

Not ati on and Term nol ogy

The following terns are to be interpreted according to their
definitions bel ow

posted draft: A draft accepted into the public IETF draft repository
and, hence, publicly available fromthe | ETF web site. Posting of
a draft does not inply any | ETF or | ESG review and endorsenent.

draft version: A neant-to-be-public snapshot of an Internet-Draft
with a nmeant-to-be-uni que version nunber. Al so known as "draft
revision".

draft format: Any draft source or presentation format, including
original and preprocessed XM., original or generated plain text as
wel | as PDF, PostScript, and HTM. fornmats.

primary draft format: The first available draft format fromthe
following list: plain text, PDF, PostScript, or XM.

WG nanmed draft: A draft for which identifier (a.k.a. filename) is
known and starts with "draft-SPECH AL-", where SPECI AL is one of
the following strings: "ietf", "iab", "iesg", "rfc-editor", or
"irtf". Abbreviated as "WON draft". Exceptions notw thstandi ng,
WG named drafts are usually controlled by | ETF working groups or
simlar |ETF-rel ated bodies (and vice versa). The handling of
such nam ng exceptions is outside of this docunent’s scope.

indi vidual draft: A draft other than a WGN draft.

submitter: A human or software agent initiating subm ssion of an

Internet-Draft version for validation or posting. |In some cases,
the Secretariat staff does the actual subm ssion, but always on
behal f of a submitter. |In sone cases (including but not limted

to malicious attacks), the submitter is not the draft author

expected subnitter: A subnmitter that is authorized by IETF rules to
post a given draft. This includes a draft author or editor
(listed in the draft text), a corresponding W5 Chair, or an |ESG
nmemnber .

aut hori zed submitter: An expected submitter authenticated by the
Tool set. Authentication is initially linited to verifying
submtter access to submitter’s email address.

i Mmedi ately: Wthout human interaction or artificial software del ays
and within a few seconds.
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The Tool set is specified using a set of normative requirements.
These requirements are English phrases ending with an "(Rnnn/s)"

i ndi cation, where "nnn" is a unique requirenment nunber, and "s" is a
single-letter code ("a", "b", or "c") specifying the inplenentation
stage for the requirenment. |Inplenmentation stages are docunented in
Section 16.

Thi s docunent specifies the interface and functionality of the

Tool set, not the details of a Tool set inplenentation. However,

i npl ementation hints or exanples are often useful. To avoid m xup
with Tool set requirenents, such hints and exanpl es are often narked
with a "Hint:" prefix. Inplenentation hints do not carry any
normative force, and a different inplenentation may be the best

choi ce.

4. Status Qo

This section summari zes the process for draft submi ssion and posting
as it exists at the tine of witing.

To get an Internet-Draft posted on the | ETF web site, an | ETF
participant emanils the draft text to the | ETF Secretariat, along with
an informal note asking the Secretariat to post the draft.

Secretariat staff reads the note, reviews the draft according to a
checklist, and then approves or rejects the subm ssion. Draft
approval triggers the correspondi ng announcenent to be sent to
appropriate IETF mailing lists. Every 4 hours, approved drafts are
automatically copied to the IETF drafts repository and becone
avai l abl e on the | ETF web site.

Col l ectively, |ETF participants submit thousands of Internet-Drafts
per year (in the year 2000, about 3,000 drafts were submitted; 2002
5k; 2004: 7k [secretariat]). About 30-50% of posted drafts are

WG naned drafts (anong sonme 2,100 drafts, there were about 380 new
and 290 updated WGN drafts posted in 2003). Wile no rejection
statistics are available, the vast nmajority of submitted drafts are
approved by the Secretariat for posting.

It usually takes the Secretariat a few nmnutes to review a given
draft. However, since the Secretariat staff does not work 24/7, does
not work in all time zones, and has other responsibilities, and since
approved drafts are posted in batches every 4 hours, it nay take from
several hours to several days to get a draft posted. Due to nuch

hi gher demand and fi xed processing capacity, postings during the |ast
weeks before | ETF face-to-face neetings take nmuch | onger, creating a

| ong queue of unprocessed drafts that are then announced nearly

si mul t aneousl y.
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To give | ETF face-to-face neeting participants tinme to revi ew

rel evant documents, the Secretariat does not accept Internet-Draft
submi ssions close to | ETF neetings (regardl ess of whether a draft is
rel evant to the upcom ng neeting or not).

Many Worki ng G oups have come up with ad hoc solutions to cope with
posting delays. For exanple, nmany draft snapshots are "tenporarily"
publ i shed on personal web sites or sent (conpletely or in part) to
the group list. Alternative neans of publication may effectively
replace official IETF interfaces, with only a few nmajor draft

revi sions ending up posted on the | ETF web site.

Informal interfaces for submitting and posting drafts discourage
aut omati on. Lack of subm ssion automation increases Secretari at

| oad, conplicates automated indexing and cross-referencing of the
drafts, and, for sone authors, leads to stale drafts not being
updat ed often enough

Beyond a short Secretariat checklist, submitted drafts are not
checked for conpliance with | ETF requirenents for archival docunents,
and submtters are not notified of any violations. As a result, the
| ESG and RFC Editor may have to spend resources (and del ay approval)
resolving violations with draft authors. Oten, these violations can
be detected automatically and woul d have been fixed by draft authors
if the authors knew about them before requesting publication of the
draft.

Techni cal | y, anybody and anything can submt a draft to the
Secretariat. There is no reliable authentication nechanismin place.
Initial subm ssions of WGN drafts require WG Chair approval, which
can be faked just |ike the subm ssion request itself. No nalicious

i mper sonati ons or fake approval s have been reported to date, however.

Lack of authentication is not perceived as a serious problem

possi bly because serious falsification are likely to be noticed
bef ore serious danage can be done. Due to the informal and manual
nature of the subnission nmechanism its massive automated abuse is
unlikely to cause anything but a short denial of draft posting
service and, hence, is probably not worth defendi ng agai nst.
However, future automation may result in a different trade-off.
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5.

Overal |l Tool set Qperation

This section provides a high-level description for the proposed
Tool set. The description is meant to show overall operation and
order; please refer to other sections for details specific to each
st ep.

A typical submtter goes through a sequence of 2-4 web pages and
associ ated actions. The nunber of pages depends on the draft
validation and neta-data extraction results. For exanple, validating
the draft without posting it requires interacting with two web pages:
Upl oad and Check. The comon case of posting a valid draft without
manual neta-data adjustnents takes three web pages (Upl oad, Check,
Recei pt) .

Here is a brief overview of pages and actions:

Upl oad page: The interface to copy a draft fromthe submtter’s
computer to the Tool set staging area (Section 6). Miltiple
formats are accepted. The draft is sent to the Check action.

Check action: Stores the draft in the Tool set staging area, extracts
draft neta-data, validates the subm ssion (Section 7). Produces
t he Check page.

Check page: Displays draft interpretation and validation results
(Section 8). A draft preview may al so be given on this page.
After reviewing the draft interpretation and validation results,
the submitter has four basic choices: (a) auto-post draft "as is"
now, (b) make manual corrections and submit the draft to
Secretariat for manual posting later; (c) cancel subm ssion; or
(d) do nothing. The automated posting option may not be avail able
for drafts with validation errors.

Aut omat ed posting: If the subnmitter decides to proceed with autonated
posting fromthe Check page, the system authenticates the
submitter and nmay al so check whether the submitter is allowed to
post the draft. |If the submitter is authorized, the draft is
i medi atel y posted, deleted fromthe staging area, and the
submitter is notified of the result via emnil and a Recei pt page
(Section 9).

Manual adjustnent and posting: If the submitter decides to adjust the
met a-data, the draft remains in the Tool set staging area, and the
Adj ust action (Section 10) presents the submtter with an Adjust
page (Section 11). Wen the submtter nmakes the adjustnments and
proceeds with manual posting, a pointer to the stored draft and
its adjusted nmeta-data is sent to the Secretariat for nanual
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processing (Section 12). The subnitter is notified of the pending
Secretariat request via email and a Recei pt page.

Cancel lation: If the submtter decides to explicitly cancel the
submi ssion, the subm ssion state (including the draft) is
i medi ately deleted fromthe Tool set staging area and an
appropri ate Recei pt page is generated wi thout further actions
(R123/a). Cancellation of posted drafts is out of this docunent
scope.

Recei pt page: Contains details of a successful or failed draft
submi ssion and infornms the subnitter of the next appropriate
step(s) related to subm ssion result.

The following informal diagramillustrates the basic subm ssion
| ogi c:

/---> Post Now
Upl oad --> Check -+----- > Adjust ---> Send to Secretari at
\---> Cancel

If the submtter does nothing while the Tool set is expecting sone
response, the abandoned submi ssion tinmes out (R124/a). The tineout
val ue depends on the subm ssion state. Hint: A tineout value of one
hour is probably |arge enough unless the Toolset is waiting for some
kind of a 3rd party confirmation (e.g., W5 Chair approval). Doing
nothing is functionally equivalent to explicitly canceling the
submi ssi on, except that explicit cancellation requires inmediate
removal of submission state while the state of submi ssions narked as
abandoned i s garbage-coll ected.

The staging area naintenance al gorithnms nust keep the area in a
consistent, correct state in the presence of denial-of-service (DoS)
attacks attenpting to overwhelmthe area with fake submi ssions in
various stages (R67/a). Hint: denial of service to legitimte users
i s acceptable under DoS attack conditions, but corruption of the
storage area i s not.

The "web pages" this text is referring to are distinct dialogs that
may be visible to the submtter under the same or different URL and
that are supported by a single or several server-side prograns.

The Tool set nmust handle nultiple submtters simnultaneously submtting
the sane draft (R72/a) and a single submitter sinultaneously

submitting two drafts (R73/a). The latter nmight happen, for exanple,
when the submitter is using several browser wi ndows to subnit severa
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drafts or is submitting drafts via email interface. The term
"simul taneousl y" neans that submi ssion processing times overlap

Hi nt: Except for the Upl oad page, pages contain a subm ssion session
identifier to provide actions with access to stored information. The
identifier is specific to the submission rather than the draft
version or the submitter. Wile the nature of the web interface
allows the session identifier to be invisible to the submtter, emai
communi cati on would need to identify the session so that the

reci pient (and Tool set) know the context.

H nt: A single action may correspond to nmultiple server-side prograns
and, vice versa, a single program may inplenent several actions.

Thi s docunent does not mandate any specific technology (e.g., Common
Gateway Interface (CE), PHP, and/or Java servlets) to inplenent
server-side support. The inplenenter experience, code reuse across
web and emmil interfaces, and other factors will determne the right
t echnol ogy choi ce.

Hint: Actions preserve and exchange state by storing it along with
the draft. Gouping all subm ssion-specific information in one
subdi rectory named using the session identifier may increase
robustness and sinplify debugging. Session creation and destruction
can then be logged in a global index.

Ways to partially or conpletely bypass the Tool set are documented in
Section 14.

It must be possible to transfer the Tool set from one nmanagenent team
to another, to incorporate work by volunteers, and to allow for
public review of the devel oped code. To neet these goals, the

Tool set source codes should be publicly avail able (R152/b) and there
should be an interface to report bugs and request enhancements
(R145/b). Devel opment should be structured to avoid lock-in to
proprietary platfornms or backends. The Tools team believes that
devel opi ng the Tool set sources under one or nore open source |icenses
foll owi ng the Open Source Definition [OSD] woul d provide an effective
way of neeting these requirenments at reasonable cost. Care should be
taken that the licenses selected allow code fromdifferent

i npl ementers to be m xed

Hint: Placing the Tool set source repository at an
open-source-friendly project managenent site |ike SourceForge. net
woul d provide the I ETF community with a decent, ready-to-use
interface to access the code, documentation, bug reports, and

di scussion foruns. Establishing and docunmenting a sinple interface
bet ween the Tool set and external software (e.g., the Secretariat
draft posting scripts) would facilitate availability checks.
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The Tool set is nmeant to be conpatible with the Secretariat’s tools
for handling drafts. Hnt: Such conmpatibility can be achi eved by
appropriately inplenenting the Tool set or, in sone cases, by

nmodi fyi ng existing Secretariat tools.

6. Upl oad Page

To upload a draft, the submitter goes to a well-known page on the

| ETF web site (Rl/b). There, the draft text can be upl oaded using an
HTML file upload form This formprovides fields to upload the plain
text format of the draft (R2/a) and all other formats all owed by | ETF
draft publication rules (R3/b). At the tinme of witing, these
formats are: XM. ([ RFC2629] and [witing-rfcs]), PDF, and PostScript.

Submitted forms are handl ed by the Check action docunmented in
Section 7.

The Upl oad page al so has a validate-only flag, indicating that an
upl oaded draft nust not be posted and may be del eted i mredi ately
after the validation (R74/b). Regardless of the validation results,
the stored draft meta-data is marked so that validation-only drafts
can be identified and deleted first by garbage collector for the
Tool set staging area (R75/b). Drafts uploaded in a validate-only
nmode cannot be posted (R76/b); they woul d need to be upl oaded agai n,
wi thout the validate-only flag, and the validation results page
shoul d explain that (R77/b). This flag is useful for tools using
online validation, especially for bulk draft processing. Hint: it
may be better to inplenent this flag as a hidden HTM. input field to
simplify the interface for human submtters.

7. Check Action

The Check action preprocesses a subm ssion, generates plain text
format (if needed, see R70), stores the submtted draft (all fornmats)
in the staging area, and then extracts neta-data and vali dates each
format (R6/a). Errors and warnings are indicated to the submtter in
the response via conputer-friendly tag(s) and human-friendly text
(R7/ a).

If any error is found, automated posting beconmes inpossible (R113/a).
This rule applies to all errors, even those that do not refer to R113
and do not explicitly prohibit automated posting. |f automated
posting is not possible, the Toolset still gives the submitter an
option of sending the draft for nanual validation and posting
(R114/a). Since each submission is treated in isolation, the
submitter also has an option of correcting the problem and
resubmtting the draft for automated posting.
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The manual validation and posting route is a Tool set bypass mechani sm
(see Section 14) not meant for fixing problens with the draft itself.
The Secretariat does not generally correct submitted drafts. |If the
draft needs tweaking to match submtter’s intent, then the draft
shoul d be corrected by the submtter and resubnitted.

It is an error to submit a draft that has neither plain text nor XM
source format (R68/a). XM source is acceptable w thout acconpanying
plain text only if the Tool set successfully generates a draft in
plain text format fromthe XM. source, as a part of the processing
step docunented bel ow (R69/b). These rules inply that PDF- or

Post Script-only drafts cannot be auto-posted. Mreover, even manua
Secretariat involvenment cannot help with posting these drafts, as the
| ETF policy is to always require a plain text format in addition to
PDF or PostScript. Furthernmore, drafts containing PDF or Post Scri pt
format nust not be auto-posted until the Tool set can validate that
their content matches the plain text fornmat (R143/a).

The draft format acceptance rul es above are nmeant to decrease the
chances that multiple posted draft formats for a single draft contain
substantially different documents. Wth experience, the rules may be
sinmplified so that, for exanple, only subm ssions containing nothing
but XML or plain text sources can be posted w thout Secretariat

i nvol venent and all other submnissions require nmanual actions to match
formats or extract neta-data.

7.1. Preprocessing

Submitting conpressed drafts is a desirable feature, especially for
submitters behind slow or content-altering |inks. Conpressed draft
formats may be accepted (R150/c). Conpressed formats, if any, nust
be deconpressed during the preprocessing step (R151/c) so that other
processors do not have to deal with conpressed formats. Hint: Wile
this specification does not docunent a list of supported conpression
standards, it is expected that such popul ar nethods as "zip" and
"gzi p" should be accepted if conpression is supported. Accepting a
collection of draft formats within a single conpressed archive may
al so be desirable.

XM. source containing XML processor <rfc? include="..."> instructions
(Pl's) is preprocessed to include references (R8/b). This step is
needed to renove external dependencies from XM. sources and to
sinplify tools processing posted XM.. This docunent refers to such
XM. processor instructions as "include PlIs".

The XML preprocessor uses public database(s) to resolve Pl references

(R85/b). The Tool set docunentation specifies what databases are used
and how Pls are mapped to database entries (R86/b). The Tool set nust
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not rely on PIs’ existence (R87/b) because some XM. sources wll be
preprocessed before the submission or will be witten w thout PIs.
Hint: Local up-to-date copies of Marshall Rose’ s reference databases
at xnl.resource.org can be used.

Both original and preprocessed XM. sources nmay be posted |ater. The
original source with include PIs may be useful to the RFC Editor and
generation of diffs (against future or past original sources). The
preprocessed source w thout include Pls beconmes the default public
XM. source of the posted draft (RLO/b). |If any of the include Pls
known to the Tool set cannot be handl ed, an error is recorded (R11/b),
and the submitter is encouraged to do the preprocessing locally,
before submitting the draft (R111/b).

Unconpressed draft formats other than XML are not preprocessed.
7.2. Processing

When no plain text format of the draft is subnmitted, but XM. sources
are available, the Tool set attenpts to generate plain text format
fromsubmtted XM. sources (R70/b)

If XML sources are avail able, the Tool set generates HTM. draft format
(R112/c). HTM generation failures should result in warnings, not
errors (R115/c). HIM generation is not nmeant to be inpl enented
until the Enhancenent Stage is reached (R130/a). |In general, HIM.
generation is desirable because HTM. drafts are usually easier to
navigate than plain text drafts due to inproved overall readability
and links. As any Enhancenent Stage feature, HTM. generation may be
dropped or drastically changed to reflect then-current | ETF consensus
and the experience of the first two inplenentation stages.

Hint: The Tool set inplenenters should not assunme that draft formats
generated by the sane tool fromthe sane source fornmat have
essentially the sanme content. The generation tool may have options
that allow authors to generate content exclusive to a specific
generated format. Such options m ght be abused.

7.3. Storage

The Check action needs to store all draft formats so that
successfully validated drafts can | ater be auto-posted at submtter
request. The action stores all submitted formats of the draft in a
staging area dedicated to the Toolset (Rl2/a). |If, after garbage
collection, the staging area is full (i.e., the total used size has
reached the configured nmaxi mum capacity), the subnmitter and the
Secretariat are notified of a fatal error (Rl3/a).
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7.4. Extraction

The Tool set extracts nmeta-data fromthe foll owi ng stored draft
formats: plain text (R131/a), XM. (R132/b), and other (R133/c). If a
nmet a-data extraction fails, the Tool set records an error (R15/a).

Met a-data extraction is necessary to validate and post the draft.
Extraction fromall formats is necessary to validate that all
met a- dat a mat ches across all formats (in addition to and before the
Tool set can validate that the contents matches as well).

Section 16 docunents a non-obvious inplenentation schedule related to
the above requirements. Wen only partial support for fornat
interpretation is available, only interpreted formats are subject to
extraction and validation requirements. |In other words, if the

Tool set does not yet support interpretation of a given format, then
the corresponding information is stored and made available "as is",
regardl ess of the actual content.

The draft interpreter extracts the followi ng neta-data from each
draft format (R16/a):

identifier: Also known as draft "filename". For exanple,
"draft-ietf-sieve-vacation-13".

versi on: A non-negative integer nunber representing draft version
nunber (al so known as draft revision nunber). For exanple, the
nunber 7 in "draft-ietf-sieve-vacation-07". The nunber is usually
rendered using two digits, padding with "0" if necessary.

name: The common part of all draft identifiers for all versions of
the same draft. In other words, a draft identifier wthout the
versi on conmponent. For exanple, "draft-ietf-sieve-vacation" in
"draft-ietf-sieve-vacation-07".

WG ID: Working Goup identifier. For exanple, "sieve" in
"draft-ietf-sieve-vacation-07" is a WoID. The Ws 1D value is
enpty for drafts that are not W5 naned drafts.

W5 flag: True for WGN drafts and false for all other drafts. For
exanple, "true" for "draft-ietf-sieve-vacation-13". This flag
only influences the further handling of initial (version 00) draft
submi ssions, as far as the current docunent is concerned.

title: A human-friendly draft title. For exanple, the title of this
docunent is "Requirements for an | ETF Draft Subm ssion Tool set™.

authors: A list of all draft authors. Each author’s nanme and emi |
address are extracted.

Rousskov I nf or mat i onal [ Page 12]



RFC 4228 I D Subm ssion Tool set: Requirenents Decenber 2005

abstract: The draft abstract text.
creation date: The draft version creation date.
expiration date: The draft version expiration date.

size: The nunber of pages and octets in the primary format of the
draft. The definition of a page depends on the format and may be
i nprecise or arbitrary for sonme formats.

Failure to extract any field results in error (R95/a).

The Tool set requires author email addresses because they are
essential for notifying co-authors that their draft has been posted.
If there are no such notifications, a submtter adding a co-author to
the draft without the co-author’s consent may not be caught for a
while. Such "surprise" co-authorships have happened in the past and
can be quite annoying. However, since the Tool set does not solicit
co-authors’ consent to post a valid draft (and such solicitation
woul d not go beyond email control verification anyway), it is not
possible to stop a malicious submtter from addi ng co-authors w thout
their know edge.

Li ke other meta-data itens above, draft creation and expiration dates
are extracted fromthe draft; their values do not depend on the
actual submission tinme (i.e., the time the Check action starts).
However, the validation procedure (see Section 7.5) may decl are any
extracted date invalid after taking into consideration current (i.e.,
submission) tine, |ETF draft expiration rules, and other factors
external to the draft.

7.5. Validation

Drafts need to be validated to catch broken submi ssions. Validation
al so hel ps educate or warn authors of problens that may becone
show- st oppers when the draft is sent for IETF Last Call and | ESG
review. |ETF standards have to follow a set of syntax and semantics
requirenents (see the "ID-NITS" docunent at

<http://ww.ietf.org/1D Checklist.htnml > Mst of those requirements
are not enforced for Internet-Drafts. However, follow ng them may

i mprove draft quality, reduce the IESG | oad, and increase the chances
of the draft being approved as an RFC

When validating a given draft, it is inportant to distinguish between
absolute requirenments and desirable draft properties. Both
categories are checked for, but violations have different effects
dependi ng on the category. The two categories are detailed in the
foll owi ng subsecti ons.
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When a valid draft is being posted and subnitter authorization or
co-author notification is perforned, validation results should be
included in the email (R81/b) so that the submitter can see neta-data
extraction and validation warnings. Note that these results cannot
include errors since only valid drafts can be posted.

7.5.1. Absolute Requirenents

Viol ating any of these requirements would prevent a draft from being
automatically posted (R17/a). The offending draft would have to be
fixed or submitted for manual posting, with an explanation as to why
the absolute requirenents need to be violated (or why the Validator
nm s-detected violations). These explanations may speed up the
Secretariat posting decision and may help the Secretariat to inprove
the Tool set inplementation

1. Al available neta-data entries nust match across all subnitted
draft formats (R18/a). For exanple, if the interpreter nanaged
to extract a draft title fromboth the plain text and the PDF
format, both titles nmust match. This requirenent prevents
acci dental subm ssion of nmismatching formats.

2. Version 00 of a Wrking Goup draft has a correspondi ng Wr ki ng
Group approval (R20/a). This approval can be rel ayed before or
after the first draft submission, by a Chair or Secretary of the
WG  See Section 7.5.4 for related requirenents.

3. The draft ID nust be correct (R22/a), including the draft version
nunber value and fornmat. Single-digit draft version nunbers nust
be left-padded with "0". Draft version nunbers nmust start with
zero and increase by one with every new version. To satisfy this
requi renent, the Tool set would have to consult the repository of
al ready posted drafts, including expired ones. |If the IETF
i nfrastructure cannot handl e version nunbers greater than 99, the
Tool set nmust reject them (R158/a).

4. An IETF IPR Statenment and other boilerplate required for drafts
according to [RFC3978] and [ RFC3979] (or successors) nust appear
in the draft text (R23/a).

5. The extracted creation date of the draft version nust be within 3
days of the actual subm ssion date (R159/a). Hint: |Inplenmenters
shoul d be careful to handl e creation dates that appear to be in
the past or in the future, due to possible tine zone differences.
Maki ng the nmost forgiving/ perm ssive assunption about the tine
zone shoul d suffice.
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6. The draft version expiration date obeys | ETF draft expiration
rul es.

7. No | ETF submi ssion bl ackout period applies. Hint: |IETF blackouts
must be enforced based on submission tinme, not possible draft
creation tine.

8. Posting the draft nust not result in any DoS attack threshold to
be crossed (R97/a). Specific thresholds are docunented in
Section 7.5. 3.

9. XM sources (if available) are valid with respect to the XM
format [ XM.] (R153/c) and XML Document Type Definition (DTD) for
| ETF drafts (R154/c). Note that during the first two
i npl ement ati on stages, the corresponding validation failures
result in warnings and not errors (see Section 7.5.2).

The XML DTD for |ETF drafts is docunented in [ RFC2629] with recent
changes available in [witing-rfcs]. Hint: Bill Fenner’'s "RFC 2629
validator" at http://rtg.ietf.org/~fenner/ietf/xm2rfc-valid/ (or its
derivative) may be useful for XML format and DID vali dation

Hnt: If the extracted neta-data differs in the subnmtted draft
formats, the Tool set should use the neta-data fromthe nost "formal"
format when popul ating the formentries for manual submission. On
the other hand, if nobst extracted entries cone froma less "formal"
format, the Tool set may choose that format instead. For exanple, XM
source can be considered nore "formal" than plain text format. The
Tool set may al so offer the subnitter an option to specify which
format should be used for populating the form It is probably a bad
idea to mix-and-match the conflicting entries extracted fromnmnultiple
formats. Instead, either one format should be chosen when popul ati ng
the formor the formshould contain several neta-data sections, one
for each format. The error nessages will contain the exact m smatch
i nformation.

Hi nt: The Tool set should accept dates without the day of the nonth,
as long as | ETF rules do not prohibit them The Tool set shoul d nake
the nmost forgiving/ perm ssive assunption about the actual day of the
mont h when val i dating day-I|ess dates.

7.5.2. Desirable Features

Violating any of the followi ng requirements does not prevent the
submitter fromauto-posting the draft (R24/a) but results in a
war ni ng (R160/a). Each warning explains the correspondi ng violation
and provides advice on how to conply (R161/b). Hint: To ease

mai nt enance and encourage 3rd party updates, detail ed explanations
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and/ or advice nmay be available as a resource separate fromthe
Tool set .

1. Al automatically testable nits in the "IDNITS" docunent at
<http://ww.ietf.org/lD Checklist.htm> (R116/b) and
automatically testabl e guidelines at
<http://wwv. ietf.org/ietf/1lid-guidelines.txt> (R157/b). The
Tool set shoul d use external tools to check these nits and
gui del i nes rather than enbed checking code (R117/a). Hint:
Henri k Levkowetz's idnits tool can be used
(http://tools.ietf.org/tools/idnits/) and other tools can be
witten or adopted.

2. New draft versions are expected (R21/b). For exanple, version 00
of an individual draft is always expected, while posting a new
version of a draft already under the | ESG revi ew shoul d generate
a war ni ng.

3. If both XML and plain text formats are subnmitted, the subnitted
pl ain text matches what can be generated based on submitted XM
(R146/b) .

4. The previous version, if any, was posted at |east 24 hours ago
(R96/b). This warning nay prevent some human errors, especially
when multiple authors may post the sane draft.

5. XM sources (if available) are valid with respect to the XM
format (R155/b) and XML DID for | ETF drafts (R156/b). These
requi renents becone absolute after the second inplenentation
phase. See Section 7.5.1 for related information.

When conparing generated and subnmitted plain text formats to satisfy
R146, a standard word-based diff is sufficient for initial Tool set

i mpl ementations (R147/b). However, a custom fuzzy matching function
can be devel oped (R148/c) to minimze fal se warnings due to, for
exanmpl e, draft text formatting differences. When differences are
detected, a conplete diff nmay be provided on a separate page
(R149/c), in addition to the warning.

Hi nt: Wen conparing generated and submitted plain text formats, the
Tool set may try several recent xm 2rfc versions for plain text
generation, to elimnate warnings due to differences anong xm 2rfc
versi ons.
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7.5.3. DoS Threshol ds

The foll owi ng table docunents DoS attack thresholds for various draft
categories. Daily limts correspond to all drafts (and all draft
formats) within the category. Qher thresholds may be introduced and
these initial thresholds may be adjusted as necessary. The
thresholds are likely to becone nore smart/dynam ¢ with experience.

DoS attack threshol ds:

o mm e e e e e e eee oo s oo s Fom e +
| category | versions/day | VB/ day
o m e e e e e e e eee— oo o e e o - R +
| drafts with the same draft nane | 3| 5|
| drafts with the same submtter | 10 | 15 |
| WeN drafts with the sane WG ID | 30 | 45
| all drafts | 400 | 200
o m e e e e e e e e e eee oo s oo s Fom e oo +

The thresholds are neant to linit destructive effects of DoS attacks
(e.g., full disks cause other tasks to fail), allow for capacity

pl anning (e.g., how nmuch storage space the Tool set needs), and limt
annoyi ng side effects of "too nany" drafts being posted (e.g., when a
person receives posting notifications about a given draft or a given
wor ki ng group). The Tool set should warn the Secretariat if tota
submi ssi ons are approaching any threshold (R134/b). Hi nt: Bandwi dth
avail abl e for subnmissions may need to be throttled (on a network
subnet basis?) to nmake reaching the daily size quota (with malicious
intent) difficult.

7.5.4. WG Approva

For version 00 of a WGN draft, the Tool set checks for an existing WG
approval (R125/a). |If (a) no approval exists, and (b) the Tool set
does not support the "waiting for WG approval" feature, the Tool set
records an error (R135/a).

If (a) no approval exists, (b) the Tool set supports the "waiting for
WG approval " feature, and (c) the draft cannot be posted even if W5
approval is received, then the Tool set records a warning that a WG
approval would be required once all errors preventing draft from
posting are fixed (R137/D).

If (a) no approval exists, (b) the Tool set supports the "waiting for
WG approval " feature, and (c) the draft can be posted if W5 approva
is received, then the Tool set explains the situation to the submtter
and asks whether an explicit approval fromthe W5 shoul d be solicited
or expected (R126/b). |If the approval should be solicited, it is
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solicited by the software or the submitter. |[|f appropriate, the
Tool set puts the submission into a "waiting for W5 approval " state
until the expected approval is available (R127/b). Oherw se, the
Tool set records a "no WG approval is expected" error (R138/Db).

The details of manual or automated solicitation for WG approval is
outside the scope of this docunent. Hint: Initially, the submtter
will be responsible for soliciting a Ws Chair approval, but this
process shoul d eventual |y be aut omat ed.

Details of the approval recording and access interfaces as well as
the mechanismto resune the subm ssion upon approval are out of this
docunent’ s scope.

8. Check Page

The Check page, created by the Check action, displays extracted draft
met a-data and validation results (R25/a). The purpose of the page is
to allow the submtter to verify whether the stored draft and
automatically extracted neta-data match the submitter’s intent and to
be informed of validation problens.

Met a-data itens specified in Section 7.4 that failed validation
checks must be marked specially (rather than silently omtted or
ignored) (R26/b). Hint: rendering those items in red, with links to
correspondi ng validation errors or warnings, may force authors to pay
attention.

Val i dati on nessages include both errors and warnings. Each
val i dation nessage refers to nornmative docunent(s) containing the
correspondi ng validation rules (R27/Db).

The Check page allows the submitter to enter external neta-data
(Section 8.1) (R28/a). |If validation was successful, an
"automatically post the draft now' button is provided (R29/a).
Regardl ess of validation results, "adjust and post manual |l y" and
"cancel " buttons are provided (R30/a).

The Check page provides a preview of the draft plain text format
(R31/a), with alink to see howthe entire draft (with all its
formats) would look if posted (R82/b). Hint: the Check page preview
shoul d be sufficiently long to |l et authors detect obvious draft

m smatch or msinterpretation errors but short enough to avoid

dom nating the page. Displaying the first Iine of the draft through
the last Iine of the abstract may be sufficient.

For draft updates, the Check page reports the tinme and the submtter
of the last update (R83/b). This information is especially usefu
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when multiple authors are working on the same draft. The page al so
provides a link to generate a diff against the |ast posted version
(R84/c).

8.1. External Meta-Data

The Check page solicits the foll owing neta-data fromthe subnitter
This informati on nust be supplied by submtter because it cannot be
extracted fromthe draft:

Submitter enmil address (R32/a). Wen submitter is not an
expected submtter (see Section 3), autonated posting is not
possible and the draft has to go through the Secretariat (R98).
Hint: A set of checkboxes next to extracted author names al ong
with a "none of the above" checkbox with an input field would

suf fice.

A list of drafts replaced by this draft (R33/c). This is usefu

to make replaced drafts invisible. This docunent does not specify
any actions necessary to actually replace an existing draft
because existing draft manipulation is out of scope, and because
security concerns and other conplications of such actions would be
better addressed by a separate specification

Primary enmil address for discussion of this draft (R71/b). Hint:
The Tool set can suggest the W nailing |list address for WGN
drafts, (subnmitting) author address for individual drafts, or even
the first email address in draft text. Ofering a fewlikely
addresses instead of relying exclusively on user input would al so
reduce the nunber of typos.

Except for the submtter enail address, external neta-data is
optional (R109/a).

If a given submitter enail address belongs to an expected submtter
(i.e., belongs to one of the categories below), the Tool set perforns
submitter authentication during a Post Now action (R19/a).

QO herwi se, an error is reported (R118/a).

The foll owi ng possible expected subnmitters are identified by the
Tool set, without any Secretariat intervention

For version 00 of a draft, any submitter (R119/a).

For version N+1 of a draft, an author of version N of the sane
draft (R120/a). This requirenment only needs to be satisfied for
drafts for which Nth version was posted using the Tool set; other
drafts may not have the nmeta-information available that is
required to reliably get a list of authors.

For a WoN draft, a Chair of the corresponding W5 (R121/Db).

For any draft, an | ESG nenber (R122/c).
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9

9

Post Now Acti on

The Post Now action checks that the draft has been successfully
val idated (R34/a), validates external neta-data (including submtter
emai | address) (R35/a), and posts the draft (R36/a). The submtter
is notified of the action progress and the final result (R37/a).

The external meta-data contains the submitter’s emnil address. As a
part of the validation procedure, the Post Now action authorizes the
submitter. The initial action inplenmentation checks that the
submitter has access to ennil sent to that address (R38/a).
Eventual Iy, the Tool set should accept client certificates signed by
| ETF, PGP-signed enamil, and/or other forns of client-side
authentication to elimnate the weak and annoyi ng email access check
(R110/c). If submtter authentication fails, the subm ssion
eventually and silently tinmes out (R39/a).

The Tool set provides both web (R99/a) and enmail (R139/b) interfaces
for confirmng email access. Hint: To check subnitter’s access to
email, the tool can email a hard-to-guess cookie or token to the
submitter’s address. To continue with the subnmission, the submtter
is requested to paste the cookie at the specified URL, go to the

t oken- hol ding URL, or respond to the enmil.

I medi ately after sending an email to the submitter, the Post Now
action generates an internedi ate Recei pt page that explains Tool set
expectations and provides the submtter with the subm ssion ID
(R100/a). That nunber allows the Secretariat to troubl eshoot stuck
submi ssions (R101/a) and can al so be used for checking subm ssion
status without Secretariat involvenent (R140/b).

I medi ately after posting the draft, the Toolset notifies all authors
(with known email addresses) of the posting (RL02/a). The
notification enail contains the information available on the
"successful posting" Receipt page described bel ow (R103/a).
If draft posting is successful, the submission state is narked as
avail abl e for deletion (RL0O5/a) so that the garbage collection
routine eventually deletes it.

1. Receipt Page

A successful Post Now action reports at |east the follow ng
information on the final Receipt page (R104/a):

o the draft IDand a link to the draft status page.

o the draft title, authors, and abstract.
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10.

11.

o the subm ssion | D

o alink to the draft subm ssion status page (when status queries
are supported, see R140).

o the submtter’'s nane and enmil| address.

The primary purpose of the Receipt page is to informall draft

aut hors that (supposedly) their draft has been posted. The secondary
purpose is to let authors create a permanent record of the event and
troubl eshoot postings. The same information should be sent to other
parties interested in the draft (e.g., to the W nmailing list), but
3rd-party notification specifics are out of this docunent’s scope.

Adj ust Action

The Adjust action generates the Adjust page (R40/a), populating it
with avail able extracted neta-data and external meta-data, as well as
validation results and a preview. Sone information nay be m ssing,
depending on draft interpretation and the success of preview
gener ati on.

Adj ust Page

The Adj ust page includes the same information as the Check page, but
allows the submtter to adjust all extracted draft neta-data (and,
natural ly, external neta-data) at will (R41/a). Such adjustment is
necessary when automated extraction failed to extract correct
informati on. To avoid any mismatch between draft and its neta-data,
adj usted drafts cannot be autonatically posted and require nanual
validation by the Secretariat (R42/a). Secretariat staff can post
drafts with adjusted nmeta-data as described in Section 14.

The Adjust page allows the subnmitter to enter an informal comment
expl ai ni ng why adjustnments are necessary and automated posting node
cannot be used (R48/a). Such comrents may be essential for the
Secretariat in their efforts to troubl eshoot the problem

The "post manual | y" and "cancel " buttons are provided (R43/a). The
fornmer is backed by the Post Manually action (Section 12).
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13.

14.

Post Manual ly Action

The Post Manual ly action sends adjusted neta-data and a draft pointer
to the Secretariat for manual validation and posting (R44/a). A
recei pt page is generated, instructing the submtter to wait (R45/a).
The Secretariat will notify the submtter once the draft is posted or
rejected. This notification is sent by the Toolset if the
Secretariat is using the Toolset to post the draft (R46/a).

Recei pt Page

The Recei pt page is generated by various actions to informthe
submitter of the current subnission status and further actions. The
contents of the page is likely to be highly dependent on the action
and state for which receipt is being generated. This section
docunents general requirenments applicable to all actions and states.

The Receipt page should give the subnitter a Uniform Resource
Identifier (URI) or another identifier that can be used by
Secretariat for manual troubl eshooting of the subm ssion (R63/a).

The identifier should be perpetual (R64/a) even though the associ ated
details are likely to be eventually lost (e.g., draft subm ssion data
and logs are deleted fromthe staging area as a part of the garbage
collection routine). Hnt: Tools should distinguish old identifiers
frominvalid ones; when a given identifier is referring to deleted
data, the tools accepting the identifier should informtheir users
that the identified subm ssion is recognized, but the related

i nformati on has expired.

The Recei pt page should give the subnitter a Secretariat
poi nt - of -contact to report subm ssion problens (R65/a).

Bypassi ng the Tool set

A buggy Tool set inplenentation or unusual circunstances may force a
submitter to submit a draft to the Secretariat for nmanual processing.
Thi s can be done by choosing the "manual posting" route supported by
the Tool set (R47/a) or, as a last resort, by emailing the draft
directly to Secretariat. 1In either case, an informal "cover letter"
has to acconpany the draft. The letter should explain why the
automat ed interface cannot be used.

When processi ng manual submi ssions, the Secretariat nay be able to
use the Tool set. A Manual Check page simlar to the default Check
page provi des authenticated Secretariat staff with editable neta-data
fields and a "force posting" action (R50/b). The forced posting
action accepts neta-data fields "as is", does not verify submtter
access to email or Ws draft authorization, and posts the draft as if

Rousskov I nf or mat i onal [ Page 22]



RFC 4228 I D Subm ssion Tool set: Requirenents Decenber 2005

15.

no validation errors were found (R51/b). The Manual Check page
shoul d still contain all the errors and warnings identical to those
seen by ordinary submtters (RL0O6/b) so that the Secretariat knows
what the Tool set is unhappy about (if anything).

Usi ng manual processing may result in significant posting del ays.
Gener at ed subni ssion receipts or notifications ought to give the
submitter an expected processing tine estimte (R53/a).

The intent of this node is to provide a way for submtters to bypass
bugs or limtations of the automated nmechanisnms in order to post an
"unusual " draft or to post a draft under "unusual" circunstances.
One exanple would be a draft that does not contain standard | ETF
boil erplate but has a special |ESG perm ssion to post the draft with
the experinmental boilerplate. Another exanple is a draft that fails
aut omated validation tests due to a validator bug.

The bypass node is also likely to be used (effectively) by the
majority of subnmitters during the Trial stage of the Tool set

i mpl ement ati on, when few subnmitters know about (or are allowed to
use) the Tool set.

Email Interface

The Tool set shoul d have an emmil interface for automated posting of
valid drafts (R55/b). While virtually every docunmented Tool set
functionality can, technically, be inplenmented behind an emi
interface, features other than posting of valid drafts are believed
to be prohibitively awkward to inplenent or use via enail.

The emai | interface accepts a draft as a set of enmmil part(s) (one
per draft format) (R56/b). For exanple, the plain text format can be
submitted in the "body" of the email nessage, while XM source fornmat
can be optionally sent as an "attachnment" of the sane email nessage
Each part can either contain the actual format data (R141/b) or a
single URL pointing to it (R142/c). |In the latter case, the Tool set
has to fetch the format data. Details of the URL-fetching option are
not documented here, but it is assuned that HTTP URLs are supported
(at least), and fetching errors are reported. This docunment does not
specify how the format of each email part is determined, but it is
assuned that M ME type and content would need to be anal yzed.

After accepting the draft, the Tool set uses the sender’s enail
address to select the subnmitter identity (R57/b), checks the

submi ssion (R58/b), and posts the draft if the check is successfu
(R59/b). The submitter should be notified of the outcone of the
draft submission via email (R60/b). Qher requirenments for the web
interface (including requirenents on subm ssion preprocessing, draft
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validation, submitter authentication, draft posting, and
notification) apply to the email interface.

Therefore, a typical successful subm ssion via email interface may
result in the follow ng exchange of messages ("T" is for "Tool set",
"S" is for "submitter", and "A" is for "all authors and submtter"):

S-->T:. the draft version

S<--T: a challenge to verify email|l access

S-->T. a response to the chall enge

A<--T: warnings and the receipt

where the nmessage containing the chall enge may include warnings as
wel | .

When draft validation fails, the following emails nmay be exchanged:
S-->T: the draft version
S<--T:. errors and receipt

Emai | parts/attachnments that are not recognized as draft formats are
not considered as draft formats. Such parts are ignored by the

Tool set (R107/b), except that a warning is generated for each
unrecogni zabl e part containing nore than whitespace (RL08/b). These
two requirenents are neant to nmake the interface robust in the
presence of emmil signatures and other parts outside of the submtter
control

Hi nt: Tool set actions can be inplenented to support email and web
interfaces without code duplication

Wil e both web and enmil interfaces allow for fast posting of valid
drafts, there are significant differences between the two interfaces.
Primary advantages of the email interface are:

off-line node: A submtter can do all the manual work required to
submit a draft while being disconnected fromthe network. The
emai|l client actually subnmits the draft when connectivity is
r egai ned.

poor connectivity: Email systens are often better suited for
aut omat ed transm ssion and re-transm ssion of emails when network
connectivity is poor due to high packet |oss ratios, transm ssion
del ays, and ot her probl ens.
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conveni ence: Some | ETFers consider enail interfaces as generally
"nore convenient".

Pri mary advantages of the web interface are:

confirmation: A submitter is given a chance to verify that autonmated
extraction of neta-data produced reasonable results. Oher usefu

confirmations are possible (e.g., "Are you sure you want to post a
version of the draft that was updated 30 seconds ago by your co-
aut hor ?").

validation: A submitter can validate the draft without posting it.

quality: Non-critical warnings may pronpt the submitter to postpone
posting to inprove draft quality.

manual adj ustments: The submitter can adjust extracted neta-data and
ease Secretariat work on nmanually posting an unusual draft.

met a-data: The submitter can specify optional external neta-data
(that cannot be extracted fromthe draft itself). For exanple, an
emai | address for draft discussion can be specified.

context help: The web interface nakes it easy to provide links to
extra information about input fields, errors, posting options,
deadl i nes, etc.

opaqueness: Files submitted via the web interface are arguably |ess
susceptible to various in-transit transformati ons and
msinterpretation than emails. Emmils are often nutated by mail
agents (e.g., automated disclainmers added by senders and extra
l'ine feeds added by recipients).

conveni ence: Some | ETFers consider web interfaces as generally "nore
conveni ent".

I mpl ement ati on St ages

This section defines the Tool set inplenentati on stages or phases.
There are three consecutive stages, marked with letters "a", "b", or
"c". Earlier-stage requirenents nmust still be satisfied in |later
stages. All requirenments need to be interpreted and evaluated in the
context of the current stage and the currently inplenmented features.
For exanple, requirement R68 applies to the first stage but refers to
XML draft format that nay not be supported until the second stage. A
correct interpretation of R68 until XM support is added is "it is an
error to subnmit a draft without a plain text formt".
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17.

Unl ess ot herwi se noted, requirenents listed in |ater stages may be
covered in earlier stages, but do not have to be. If the

i mpl ementers decide to add some functionality froma future stage,
they have to be very careful to satisfy all requirenents related to
that functionality. Unfortunately, there is no reliable, pragmatic
way to identify "all requirenments" related to a given feature.

(a) Trial Stage: Initial basic inplenentation to test nmjor concepts
and relieve the Secretariat from handling the nost conmon
submi ssion case. This stage focuses on plain text draft
submission via the web interface. The trial stage should take a
dedi cat ed professional about 45 cal endar days to finish (i.e., to
conply with all the listed requirenents).

(b) Production Stage: Support for all major features. Once this
stage is conpleted, the Secretariat should only handl e unusua
draft submissions. This stage should take about 100 cal endar days
to finish. Gradual release of inplenented features is possible
and expected. Specifically, the XM support is expected before
emai | interface support.

(c) Enhancenent Stage: A never-ending stage focusing on sophisticated
features (e.g., draft interpretation or validation) that inprove
the overall quality of the Toolset. This stage is docunented
primarily to highlight the overall direction of the Toolset; its
requirenents are often inpreci se and many are expected to change.

I npl enent ati on experience is likely to result in changes of the
Tool set requirenments. Such changes shoul d be docunented as a part of
stage evaluation activities.

Testing

Before letting the Toolset go |live, thousands of posted drafts can be
used to test the neta-data extraction algorithns. Such testing can
m nimze the nunber of drafts being sent on for manual handling
because of neta-data extraction failure.

O her Tool set features may al so be testable using posted drafts. A
sinple pair of scripts can be used to test basic functionality of the
web and email interfaces.

Hint: The IESG may require test results before accepting the initia
i mpl ementation. |If automated, the above approach can be used for
regression testing as well.
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18.

19.

Security Considerations

Renovi ng humans fromthe draft subm ssion and posting process (a.Kk.a.
aut omation) requires adding features to nake the Toolset reliable in
the presence of denial-of-service (DoS) attacks and attenpts to
corrupt the draft repository. Ildeally, the Tool set needs to resist
both premeditated malicious actions and good-intent accidents.

Thi s docunent contains specific requirements to mnimze the inpact
of DoS attacks (e.g., R97). The requirenents are designed with the
assunption that it is acceptable for the Toolset to block valid
submi ssions during a DoS attack as |ong as the Tool set maintainers
are notified and already posted drafts are not damaged.

Thi s docunent al so contains many specific requirements related to
detection of drafts violating | ETF posting rules. Those requirenents
hel p reduce the nunber of "bad" drafts posted by m stake but do not
offer reliable protection fromsubmtters with malicious intent:
Since automated tools do not truly understand drafts (and will not do
so in the foreseeable future), it is technically possible to post a
rogue draft violating | ETF posting rules. For exanple, a draft may
contain abstract text that nakes the | ETF-approved | PR statenents
foll owi ng the abstract mneani ngl ess or |egally non-bindi ng.

Stronger submitter authentication may be required to deter nalicious
submitters. The docunented authentication nechanism(i.e., read
access to one’s email) is deenmed appropriate for deploynment of the
first versions of the Tool set, under cl ose Secretariat supervision
Hint: to increase chances of detecting problens early enough, it nmay
be a good idea to automatically informa designated hunan of every
posted submission (during initial deployment of the Tool set).

Conpl i ance

A Tool set inplenentation is conpliant with this specification if it

satisfies all normative requirenents (i.e., the phrases nmarked with
"Rnnn" as defined in Section 3). Conpliance should be eval uated for
each inplementation stage as some requirenments do not apply to some
st ages.

The | ESG eval uates inplenentations and interprets requirenments as
necessary.
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Appendi x A, Conparison with Current Procedures

This section sumrari zes maj or differences between the draft
submi ssi on approach currently in use by | ETF and the proposed
Tool set, including violations of the current |ETF rules.

(0]

The Tool set all ows posting of XML and PDF draft formats. The XM
format is not currently accepted by the Secretariat, and legality
of PDF acceptance by the Secretariat has been questioned. XM
sources should be accepted to enable | ETF tools and participants
to have access to raw draft neta-data and content. They are al so
useful to the RFC Editor and, hence, it is a good idea to validate
and get them"into the system early. The latter argument applies
to PDF drafts as well, although the first Tool set versions are not
expected to interpret PDF drafts.

The Tool set may eventually generate HTM. draft formats from XM
draft sources (see R112). Currently, |ETF does not provide HTM.
draft formats -- the Secretariat does not accept HTM. sources and
no HTML is generated from accepted draft sources. Note, however,
that this docunent does not suggest that the Tool set shoul d
eventual ly accept drafts in HTM. fornat.

The Tool set defines "WGN draft" as a draft whose nanme starts with
"draft-ietf-". Al other drafts are treated as individual drafts
Currently, an | ETF WG does not have to follow a single WG draft
nam ng format. Thus, the 00 version of a draft that the W5
considers a WG draft can be posted by the Tool set without W5
consent. Affected Wss would have to deal with the consequences of
their decision not to use a common nanming format. The Tool s team
suggests that | ETF requires Wes to nane their drafts using a
single format to minimze confusion. Hopefully, there are no
humans nanmed "letf" or, at |east, none of themwants to auto-post
i ndi vi dual drafts.

For sone drafts, the Toolset verifies that the submitter is
"expected" (e.g., an author of the previous draft version or W5
Chair). Currently, the Secretariat does virtually no such
verification, but an email subm ssion interface and a human
presence in the subm ssion | oop have apparently been sufficient to
prevent nmmssive autonmated attacks. The change is needed to
prevent a sinple script fromusing the web interface to overwite
posted | ETF drafts with junk. Hopefully, the IETF will eventually
have a decent authentication schene naking the submtter checks
simpler, less rigid, and nore transparent.
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0 The Toolset will automatically notify authors of posted drafts.
Currently, neither the submtter nor any of the co-authors are
explicitly notified when the draft is posted. Notification is
meant, in part, to allow co-authors to detect cases where their
nane is put on the authors list w thout permssion. Eventually,
there will be a general |ETF nechanismto allow 3rd parties such
as ADs, chairs, or reviewers to register for notifications about
draft postings.

o0 The Tool set may eventual |y accept conpressed drafts (see R150).
Currently, the Secretariat does not accept "zip" archives due to
vi rus contami nation concerns. A proper inplenentation of the
Tool set rmust address such concerns, while the Secretariat nmay
still need to reject certain formats if they are submitted via the
manual route.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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