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| ESG Not e

The content of this RFC was at one tine considered by the | ETF, and
therefore it may resenble a current |ETF work in progress or a
publi shed | ETF work. This RFC is not a candidate for any |evel of
Internet Standard. The |IETF disclains any know edge of the fitness
of this RFC for any purpose, and in particular notes that the
decision to publish is not based on | ETF review for such things as
security, congestion control or inappropriate interaction with

depl oyed protocols. The RFC Editor has chosen to publish this
docunment at its discretion. Readers of this RFC should exercise
caution in evaluating its value for inplenmentation and depl oyment.
See RFC 3932 for nore informtion

Abst r act

The Intra-Site Automatic Tunnel Addressing Protocol (| SATAP) connects
| Pv6 hosts/routers over |Pv4 networks. | SATAP views the |Pv4 network
as a link layer for IPv6 and views other nodes on the network as

potential 1Pv6 hosts/routers. | SATAP supports an automatic tunneling
abstraction simlar to the Non-Broadcast Miltiple Access (NBVA)
nodel .
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1. Introduction

Thi s docunent specifies a sinmple mechanismcalled the Intra-Site

Aut omat i ¢ Tunnel Addressing Protocol (ISATAP) that connects | Pv6
hosts/routers over |Pv4 networks. Dual-stack (1Pv6/1Pv4) nodes use

| SATAP to automatically tunnel |Pv6 packets in IPv4, i.e., |SATAP
views the IPv4 network as a link layer for I Pv6 and vi ews other nodes
on the network as potential |1Pv6 hosts/routers.

| SATAP enabl es automatic tunneling whether global or private |Pv4d
addresses are used, and presents a Non-Broadcast Miltiple Access
(NBMA) abstraction simlar to [ RFC2491] [ RFC2492] [ RFC2529] [ RFC3056] .

The main objectives of this docunent are to: 1) describe the domain
of applicability, 2) specify addressing requirenments, 3) specify
automati c tunneling using | SATAP, 4) specify the operation of |Pv6
Nei ghbor Di scovery over | SATAP interfaces, and 5) discuss Site

Admi ni stration, Security, and | ANA consi derati ons.

2. Requirements

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [BCP14].

Thi s docunent al so uses internal conceptual variables to describe
prot ocol behavi or and external variables that an inplenentation nust
all ow systemadm nistrators to change. The specific variable nanes,
how t heir val ues change, and how their settings influence protoco
behavi or are provided in order to denonstrate protocol behavior. An
i mpl ementation is not required to have themin the exact form
described here, as long as its external behavior is consistent with
that described in this docunent.

3. Term nol ogy

The term nol ogy of [RFC2460][ RFC2461] applies to this docurment. The
followi ng additional terns are defined:

| SATAP node
A node that inplenments the specifications in this docunent.

| SATAP i nterf ace:

An | SATAP node’ s Non- Broadcast Milti-Access (NBMA) | Pv6 interface,
used for automatic tunneling of |Pv6 packets in |Pv4.
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| SATAP interface identifier:
An | Pv6 interface identifier with an enbedded | Pv4 address
constructed as specified in Section 6.1

| SATAP addr ess:
An | Pv6 uni cast address that nmatches an on-link prefix on an
| SATAP i nterface of the node, and that includes an | SATAP
interface identifier.

| ocator:
An | Pv4 address-to-interface mapping; i.e., a node's |Pv4 address
and its associated interface.

| ocat or set:
A set of locators associated with an | SATAP interface. Each
| ocator in the set belongs to the sane site.

Domai n of Applicability

The domain of applicability for this technical specification is
automatic tunneling of |1Pv6e packets in IPv4d for | SATAP nodes within
sites that observe the security considerations found in this
docunent, including host-to-router, router-to-host, and host-to-host
automatic tunneling in certain enterprise netwrks and 3GPP/ 3GPP2
wirel ess operator networks. (OQher scenarios with a sufficient trust
basis ensured by the mechani sms specified in this docunent al so fal
within this domain of applicability.)

Extensi ons to the above donain of applicability (e.g., by conbining
the nmechanisns in this docunment with those in other technica
specifications) are out of the scope of this docunent.

Node Requirenents

| SATAP nodes observe the common functionality requirenents for |Pv6
nodes found in [ NODEREQ and the requirenments for dual |P |ayer
operation found in ([MECH, Section 2). They also inplenent the
additional features specified in this docunent.

Addr essi ng Requirenents
1. | SATAP Interface ldentifiers

| SATAP interface identifiers are constructed in Mdified EU -64
format ([ RFC3513], Section 2.5.1 and Appendi x A) by concatenating the

24-bit | ANA QU (00-00-5E), the 8-bit hexadeci mal val ue OxFE, and a
32-bit 1 Pv4 address in network byte order as foll ows:
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|0 11 3|3 6|
| 0 | 6 I 3I
o e o e o e e e e e e e e e e e o m o
|000000u900000000|0101111011111110|nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn1
o

When the I Pv4 address is known to be gl obally unique, the "u" bit
(universal/local) is set to 1; otherwise, the "u" bit is set to O.
"g" is the individual/group bit, and "nf are the bits of the |IPv4
addr ess.

6.2. | SATAP Interface Address Configuration

Each | SATAP interface configures a set of |ocators consisting of |Pv4
address-to-interface mappings froma single site; i.e., an | SATAP
interface’s |ocator set MJUST NOT span nultiple sites.

When an | Pv4 address is renoved froman interface, the corresponding
| ocator SHOULD be removed fromits associated | ocator set(s). Wen a
new | Pv4 address is assigned to an interface, the correspondi ng

| ocator MAY be added to the appropriate |ocator set(s).

| SATAP interfaces form | SATAP interface identifiers fromlPv4
addresses in their |ocator set and use themto create |ink-I|oca
| SATAP addresses ([ RFC2462], Section 5. 3).

6.3. Milticast/Anycast

It is not possible to assune the general availability of wi de-area
IPv4 nmulticast, so (unlike 6over4 [ RFC2529]) | SATAP nust assune that
its underlying | Pv4 carrier network only has unicast capability.
Support for IPv6 nulticast over | SATAP interfaces is not described in
this docunent.

Simlarly, support for Reserved | Pv6 Subnet Anycast Addresses is not
described in this docunent.

7. Automatic Tunneling
| SATAP i nterfaces use the basic tunneling mechani sns specified in
([ MECH], Section 3). The follow ng sub-sections describe additiona
speci fications.

7.1. Encapsul ation
| SATAP addresses are mapped to a link-layer address by a static

conmputation; i.e., the last four octets are treated as an | Pv4
addr ess.
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7.2. Handling |CMPv4 Errors

| SATAP interfaces SHOULD process ARP failures and persistent | Cvv4
errors as link-specific information indicating that a path to a
nei ghbor may have failed ([ RFC2461], Section 7.3.3).

7.3. Decapsul ation

The specification in ([MECH, Section 3.6) is used. Additionally,
when an | SATAP node receives an | Pv4 protocol 41 datagramthat does
not belong to a configured tunnel interface, it determ nes whether
the packet’'s | Pv4 destination address and arrival interface match a
| ocator configured in an | SATAP interface’'s |ocator set.

If an | SATAP interface that configures a matching | ocator is found,
the decapsul ator MJST verify that the packet’s | Pv4 source address is
correct for the encapsul ated | Pv6 source address. The |Pv4 source
address is correct if:

- the | Pv6 source address is an | SATAP address that enbeds the
| Pv4 source address in its interface identifier, or

- the I Pv4 source address is a nenber of the Potential Router
Li st (see Section 8.1).

Packets for which the I Pv4 source address is incorrect for this
| SATAP interface are checked to determ ne whether they belong to
anot her tunnel interface.

7.4. Link-Local Addresses

| SATAP interfaces use link-1ocal addresses constructed as specified
in Section 6 of this docunent.

7.5. Nei ghbor Discovery over Tunnels

| SATAP interfaces use the specifications for neighbor discovery found
in the follow ng section of this docunent.

8. Nei ghbor Discovery for | SATAP Interfaces
| SATAP interfaces use the nei ghbor discovery mechani sns specified in

[ RFC2461]. The follow ng sub-sections describe specifications that
are al so i npl enent ed.
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Conceptual Mdel of a Host

To the Iist of Conceptual Data Structures ([ RFC2461], Section 5.1),
| SATAP interfaces add the foll ow ng:

Potential Router List (PRL)

A set of entries about potential routers; used to support router
and prefix discovery. Each entry ("PRL(i)") has an associ at ed
timer ("TIMER(i)"), and an | Pv4 address ("VAADDR(i)") that
represents a router’s advertising | SATAP interface.

Router and Prefix Discovery - Router Specification

Advertising | SATAP interfaces send Solicited Router Advertisenent
messages as specified in ([ RFC2461], Section 6.2.6) except that the
nmessages are sent directly to the soliciting node; i.e., they nght
not be received by other nodes on the |ink

Router and Prefix Discovery - Host Specification

The Host Specification in ([ RFC2461], Section 6.3) is used. The
foll owi ng sub-sections describe specifications added by | SATAP
i nterfaces.

1. Host Vari abl es

To the Iist of host variables ([RFC2461], Section 6.3.2), |SATAP
interfaces add the foll ow ng:

Prl Refreshl nterva
Tinme in seconds between successive refreshnents of the PRL after
initialization. The designated value of all ones (Oxffffffff)
represents infinity.
Defaul t: 3600 seconds

M nRouterSolicitlnterva
Mninmumtinme in seconds between successive solicitations of the
same advertising | SATAP interface. The designated val ue of all
ones (Oxffffffff) represents infinity.

2. Potential Router List Initialization

| SATAP nodes initialize an | SATAP interface’s PRL with | Pv4 addresses
di scovered via manual configuration, a DNS Fully Qualified Domain
Nanme (FQDN) [ STD13], a DHCPv4 option, a DHCPv4 vendor-specific
option, or an unspecified alternate nmethod. FQNs are established
via manual configuration or an unspecified alternate nmethod. FQDNs
are resolved into | Pv4 addresses through a static host file |ookup,
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querying the DNS service, querying a site-specific nane service, or
with an unspecified alternate method.

After initializing an | SATAP interface’s PRL, the node sets a tiner
for the interface to PrlRefreshlnterval seconds and re-initializes
the interface’s PRL as specified above when the tiner expires. Wen
an FQDN is used, and when it is resolved via a service that includes
TTLs with the | Pv4 addresses returned (e.g., DNS 'A resource records
[ STD13]), the timer SHOULD be set to the m ni mum of

Prl Refreshinterval and the mninmum TTL returned. (Zero-valued TTLs
are interpreted to nean that the PRL is re-initialized before each
Router Solicitation event; see Section 8.3.4.)

8.3.3. Processing Received Router Advertisements

To the list of checks for validating Router Advertisenent nessages
([ RFC2461], Section 6.1.1), |ISATAP interfaces add the foll ow ng:

- | P Source Address is a |ink-1ocal |SATAP address that enbeds
VAADDR(i) for sone PRL(i)

Val i d Router Advertisenents received on an | SATAP interface are
processed as specified in ([ RFC2461], Section 6.3.4).

8.3.4. Sending Router Solicitations

To the list of events after which Router Solicitation messages may be
sent ([ RFC2461], Section 6.3.7), |ISATAP interfaces add the foll ow ng:

- TIMER(i) for sone PRL(i) expires.

Since unsolicited Router Advertisements may be inconpl ete and/or
absent, | SATAP nodes MAY schedul e periodic Router Solicitation events
for certain PRL(i)s by setting the corresponding TIMER(i).

When periodic Router Solicitation events are schedul ed, the node
SHOULD set TIMER(i) so that the next event will refresh remaining
lifetimes stored for PRL(i) before they expire, including the Router
Lifetime, Valid Lifetimes received in Prefix Information Options, and
Route Lifetimes received in Route Information Options [DEFLT].
TIMER(i) MUST be set to no | ess than M nRouterSolicitlnterval seconds
where M nRouterSolicitlinterval is configurable for the node, or for a
specific PRL(i), with a conservative default value (e.g., 2 minutes).

VWhen TIMER(i) expires, the node sends Router Solicitation nessages as
specified in ([ RFC2461], Section 6.3.7) except that the nessages are
sent directly to PRL(i); i.e., they might not be received by other
routers. Wile the node continues to require periodic Router
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8. 4.

10.

Solicitation events for PRL(i), and while PRL(i) continues to act as
a router, the node resets TIMER(i) after each expiration event as
descri bed above.

Nei ghbor Unreachability Detection

Hosts SHOULD perform Nei ghbor Unreachability Detection ([RFC2461],
Section 7.3). Routers MAY perform nei ghbor unreachability detection,
but this mght not scale in all environments.

After address resolution, hosts SHOULD performan initia
reachability confirmation by sendi ng Nei ghbor Solicitati on nessages
and receiving a Neighbor Advertisement nessage. Routers MAY perform
this initial reachability confirmation, but this mght not scale in
all environnents.

Site Adm nistration Considerations

Site adm nistrators maintain a Potential Router List (PRL) of |Pv4
addresses representing advertising | SATAP interfaces of routers.

The PRL is comonly maintained as an FQDN for the | SATAP service in
the site’'s nane service (see Section 8.3.2). There are no nmandatory
rules for the selection of the FQDN, but site administrators are
encouraged to use the convention "isatap.domai nnane" (e.g.,

i sat ap. exanpl e. con)

When the site’s nane service includes TTLs with the | Pv4 addresses
returned, site adm nistrators SHOULD configure the TTLs with
conservative values to mnimze control traffic.

Security Considerations

I npl enentors should be aware that, in addition to possible attacks
agai nst | Pv6, security attacks against |Pv4 nust al so be considered.
Use of IP security at both IPv4 and | Pv6 | evels shoul d neverthel ess
be avoided, for efficiency reasons. For example, if IPv6 is running
encrypted, encryption of |IPv4 would be redundant unless traffic
analysis is felt to be a threat. |If IPv6 is running authenticated,
then authentication of IPv4 will add little. Conversely, |Pv4
security will not protect IPv6 traffic once it |eaves the | SATAP
domain. Therefore, inplementing | Pv6 security is required even if

| Pv4 security is available.

The threats associated with 1 Pv6 Nei ghbor Di scovery are described in
[ RFC3756] .
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There is a possible spoofing attack in which spurious ip-protocol-41
packets are injected into an | SATAP |ink fromoutside. Since an

| SATAP |ink spans an entire IPv4 site, restricting access to the |ink
can be achieved by restricting access to the site; i.e., by having
site border routers inplenent IPv4 ingress filtering and i p-

protocol -41 filtering.

Anot her possi bl e spoofing attack involves spurious ip-protocol-41
packets injected fromw thin an | SATAP link by a node pretending to
be a router. The Potential Router List (PRL) provides a list of |Pv4
addresses representing advertising | SATAP interfaces of routers that
hosts use in filtering decisions. Site adninistrators should ensure
that the PRL is kept up to date, and that the resolution mechani sm
(see Section 9) cannot be subvert ed.

The use of tenporary addresses [RFC3041] and Cryptographically
Gener at ed Addresses [CGA] on | SATAP interfaces is outside the scope
of this specification.

11. | ANA Consi der ati ons

The |1 ANA has specified the format for Mdified EU -64 address
construction ([ RFC3513], Appendix A) in the | ANA Et hernet Address
Bl ock. The text in Appendix A of this docunent has been offered as
an exanpl e specification. The current version of the | ANA registry
for Ether Types can be accessed at:

http://ww. i ana. or g/ assi gnnent s/ et her net - nunber s
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Appendi x A.  Mdified EU -64 Addresses in the | ANA Et hernet Address
Bl ock

Modi fi ed EUl - 64 addresses ([ RFC3513], Section 2.5.1 and Appendi x A)
in the | ANA Ethernet Address Block are formed by concatenating the
24-bit 1 ANA QUI (00-00-5E) with a 40-bit extension identifier and
inverting the "u" bit; i.e., the "u" bit is set to one (1) to

i ndi cate uni versal scope and set to zero (0) to indicate |ocal scope.

Modi fi ed EUl - 64 addresses have the foll owi ng appearance in nenory
(bits transmitted right-to-left within octets, octets transmtted
left-to-right):

0 23 63
Ul | extension identifier |
000000ug00000000 O010I1TIIO0XXXXXXXX XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX

When the first two octets of the extension identifier encode the
hexadeci mal val ue OxFFFE, the remmi nder of the extension identifier
encodes a 24-bit vendor-supplied id as foll ows:

0 23 39 63
Ul | OXFFFE | vendor-supplied id
000000ug00000000 01011110111211211271 121212T0XXXXXXXX XXXXXXXXXXXXXXXX

When the first octet of the extension identifier encodes the
hexadeci mal val ue OxFE, the remai nder of the extension identifier
encodes a 32-bit |1 Pv4 address as fol |l ows:

0 23 31 63
oul | OxFE | | Pv4 address |
000000ug00000000 010111710111111210 XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX
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