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Abst r act

Thi s docunent contains requirenents on the TCP/|I P header conpression
schene (profile) to be devel oped by the RObust Header Conpression
(ROHC) Working Group. The docunment discusses the scope of TCP

compr essi on, performance considerations, assunptions about the
surroundi ng environnent, as well as Intellectual Property Rights
concerns. The structure of this document is inherited from RFC 3096,
whi ch defines | P/ UDP/ RTP requirenents for ROHC
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1. Introduction

The goal of the ROHC WG is to devel op header conpression schenes that
performwell over links with high error rates and long link roundtrip
times. The schenes nust performwell for cellular |inks that use
technol ogi es such as Wdeband Code Division Miltiple Access (W CDWVA),
Enhanced Data rates for GSM Evol ution (EDGE), and CDMA2000. However,
the schenes shoul d al so be applicable to other |link technologies with
high | oss and long roundtrip tines.

The nmain objective for ROHC has been robust conpression of | P/ UDP/ RTP
[5], but the Wsis also chartered to devel op new header conpression
solutions for IP/TCP [1], [2]. Because TCP traffic, in contrast to
RTP, has usually been sent over reliable |links, existing schenmes for
TCP, [3] and [4], have not experienced the sane robustness probl ens
as RTP conpression. However, there are still many scenari os where
TCP header conpression will be inplenmented over less reliable |inks
[11], [212], nmking robustness an inportant objective for the new TCP
conmpression schemre. Oher, equally inmportant, objectives for ROHC
TCP conpression are: inproved conpression efficiency, enhanced
capabilities for conpression of header fields including TCP options,
and finally incorporation of TCP conpression into the ROHC franmework

[6].
2. Header Conpression Requirenents

The foll owi ng requirenments have, nore or less arbitrarily, been
divided into five groups. The first group deals with requirenents
concerning the inpact of a header conpression schene on the rest of
the Internet infrastructure. The second group defines what Kkind of
headers nust be conpressed efficiently. The third and fourth groups
concern performance requirenents and capability requirenments that
stemfromthe properties of |ink technol ogies where ROHC TCP i s
expected to be used. Finally, the fifth section discusses
Intellectual Property Rights related to ROHC TCP conpressi on

2.1. Inpact on Internet Infrastructure

1. Transparency: Wen a header is conpressed and then deconpressed,
the resulting header nust be semantically identical to the
original header. |f this cannot be achieved, the packet
contai ning the erroneous header nust be di scarded.

Justification: The header conpression process must not produce

headers that might cause problens for any current or future part
of the Internet infrastructure.
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Not e: The ROHC WG has not found a case where "semantically
identical" is not the same as "bitw se identical"”

2. Ubiquity: Must not require nodifications to existing IP (v4 or
v6) or TCP inpl enentati ons.

Justification: Ease of depl oynent.

Not e: The ROHC W5 may reconmend changes that woul d increase the
conpression efficiency for the TCP streans emtted by

i npl ementations. However, ROHC cannot assunme such
recommendations will be followed.

Note: Several TCP variants are currently in use on the Internet.
This requirenent inplies that the header conpression scheme nust
work efficiently and correctly for all expected TCP vari ants.

2.2. Supported Headers and Kinds of TCP Streans

1. 1Pv4 and I Pv6: Mist support both IPv4d and | Pv6. This neans that
all expected changes in the I P header fields nust be handl ed by
the conpressi on schene, and commonly changing fields should be
conpressed efficiently. Conpression nust still be possible when
| Pv6 Extensions are present in the header. When designing the
conpressi on scherme, the usage of Explicit Congestion Notification
(ECN) [10] should be considered as a common behavior. Therefore,
the schene nust al so conpress efficiently in the case when the
ECN bits are used.

Justification: IPv4 and IPv6 will both be around for the
foreseeabl e future, and Options/Extensions are expected to be
more conmonly used. ECN is expected to have a breakt hrough and
be w dely depl oyed, especially in conbination with TCP

2. Mbile I P. The kinds of headers used by Mbile | P{v4,v6} nust be
supported and should be conpressed efficiently. For |IPv4 these
i ncl ude headers of tunnel ed packets. For |1Pv6 they include
headers contai ning the Routing Header and the Home Address

Opt i on.

Justification: It is very likely that Mobile IP will be used by
cel lul ar devi ces.

3. Generality: Miust handle all headers fromarbitrary TCP streans.
Justification: There nmust be a generic schene that can conpress

reasonably well for any TCP traffic pattern. This does not
preclude optim zations for certain traffic patterns.
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4. |1 PSEC. The schene should be able to conpress headers contai ning
| PSEC subheaders where the NULL encryption algorithmis used.

Justification: IPSEC is expected to be used to provide necessary
end-to-end security.

Note: It is not possible to conpress the encrypted part of an ESP
header, nor the cryptographic data in an AH header.

5. TCP: Al fields supported by [4] should be handled with efficient
conpression, as should be the cases when the SYN, FIN or TCP ECN
[10] bits are set.

Justification: These bits are expected to be comonly used.

6. TCP options: The schene nust support conpression of packets with
any TCP option present, even if the option itself is not
conpressed. Further, for some comonly used options the schene
shoul d al so provi de conpression nmechanisns for the options.

Justification: Because various TCP options are comonly used,
applicability of the conpression schene would be significantly
reduced if packets with options could not be conpressed.

Note: Options that should be conpressed are:
- Sel ective Acknow edgement (SACK), [8], [9]
- Tinmestanp, [7]

2.3. Per f or mance | ssues

1. Performance/ Spectral Efficiency: The scheme nust provide | ow
rel ati ve overhead under expected operating conditions;
compression efficiency should be better than for RFC 2507 [ 4]
under equi val ent operating conditions.

Justification: Spectrumefficiency is a primry goal

Note: The relative overhead is the average header overhead
relative to the payload. Any auxiliary (e.g., control or
f eedback) channel s used by the scheme should be taken into
account when cal cul ating the header overhead.

2. Losses between conpressor and deconpressor: The schene shoul d
make sure | osses between conpressor and deconpressor do not
result in | osses of subsequent packets, or cause danmage to the
context that results in incorrect deconpression of subsequent
packet headers.

Jonsson I nf or mat i onal [ Page 4]



RFC 4163 Requi renents on ROHC TCP/IP August 2005

Justification: Even though link |ayer retransm ssion in nost
cases is expected to alnost elimnate | osses between conpressor
and deconpressor, there are still many scenarios where TCP header
conpression will be inplemented over less reliable Iinks [11],
[12]. In such cases, |oss propagation due to header conpression
could affect certain TCP nechani sns that are capable of handling
some | osses; | oss propagation could al so have a negative inpact
on the performance of TCP | oss recovery.

3. Residual errors in conpressed headers: Residual errors in
conpressed headers may result in delivery of incorrectly
deconpressed headers not only for the danaged packet itself, but
al so for subsequent packets, because errors may be saved in the
context state. For TCP, the conpression schene is not required
to implenent explicit mechanisns for residual error detection,
but the conpression schene nust not affect TCP' s end-to-end
mechani sms for error detection

Justification: For links carrying TCP traffic, the residual error
rate is expected to be insignificant. However, residual errors
may still occur, especially in the end-to-end path. Therefore,
it is crucial that TCP is not prevented from handling these.

Note: This requirenent inplies that the TCP checksum nust be
carried unnmodified in all conpressed headers.

Note: The error detection nechanismin TCP may be able to detect
residual bit errors, but the nmechanismis not designed for this
pur pose, and m ght actually provide rather weak protection
Therefore, although it is not a requirenent of the conpression
schene, it should be possible for the deconpressor to detect
residual errors and discard such packets

4. Short-lived TCP transfers: The schene shoul d provi de nechani sns
for efficient conpression of short-lived TCP transfers,
m nimzing the size of context initiation headers.

Justification: Many TCP transfers are short-lived. This may |ead
to a low gain for header conpression schenes that, for each new
packet stream requires full headers to be sent initially and

all ows small conpressed headers only after the initialization
phase.

Note: This requirenent inplies that nechanisns for building new
contexts that are based on information from previous contexts or
for concurrent packet streans to share context information should
be consi der ed.
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5a. Moderate Packet M sordering: The scheme should efficiently handle

5b.

2. 4.

nmoderate m sordering (2-3 packets) in the packet stream reaching
the conpressor.

Justification: This kind of msordering is comon.

Packet M sordering: The schene nust be able to correctly handl e
packet m sordering and preferably conpress when m sordered
packets are in the TCP stream reaching the conpressor

Justification: Msordering happens regularly in the Internet.
However, because the Internet is engineered to run TCP reasonably
wel |, excessive msordering will not be common and need not be
handl ed with optimum effi ci ency.

Processi ng del ay: The schene should not contribute significantly
to the system del ay budget.

Requirements Rel ated to Link Layer Characteristics

Unidirectional |inks: Mist be possible to inplenent (possibly
with less efficiency) without explicit feedback nessages from
deconpressor to conpressor

Justification: There are links that do not provide a feedback
channel or where feedback is not desirable for other reasons.

Li nk del ay: Must operate under all expected |ink del ay
condi tions.

Header conpressi on coexi stence: The scheme nmust fit into the ROHC
framework together with other ROHC profiles (e.g., [6]).

Not e on misordering between conpressor and deconpressor

When conpression is applied over tunnels, msordering often
cannot be conpletely avoi ded. The header conpression schene
shoul d not prohibit m sordering between conpressor and
deconpressor, as it would therefore not be applicable in many
tunnel i ng scenarios. However, in the case of tunneling, it is
usual |y possible to get misordering indications. Therefore, the
conpressi on schenme does not have to support detection of

m sordering, but can assune that such information is avail able
fromlower |ayers when m sordering occurs
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2.5. Intellectual Property Rights (IPR

The ROHC WG nust spend effort to achieve a high degree of confidence
that there are no known I PR clains that cover the final conpression
solution for TCP

Justification: Currently there is no TCP header conpression schene
avail abl e that can efficiently compress the packet headers of nodern
TCP, e.g., with SACK, ECN, etc. ROHC is expected to fill this gap by
providing a ROHC TCP schene that is applicable in the wide area
Internet, not only over error-prone radio links. 1t must thus
attenpt to be as future-proof as possible, and only unencunbered

sol utions, or solutions where the terns of any I PR are such that
there is no hindrance on inplenmentation and depl oynent, wll be
acceptable to the Internet at |arge.

3. Security Consideration

A protocol specified to neet these requirenents nust be able to
compress packets containing | PSEC headers according to the | PSEC
requirenent, 2.2.4. There may be other security aspects to consider
in such protocols. This docunent by itself, however, does not add
any security risks.

4. |1 ANA Consi derations
A protocol that neets these requirements will require the 1ANA to
assign various nunbers. This docunment by itself, however, does not
require any | ANA invol venent.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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