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Abst ract

Thi s docunent describes the "tag" Uniform Resource ldentifier (URl)
schene. Tag URIs (al so known as "tags") are designed to be uni que
across space and tinme while being tractable to humans. They are
distinct fromnost other URIs in that they have no authoritative
resol ution nmechanism A tag nmay be used purely as an entity
identifier. Furthernore, using tags has sone advantages over the
common practice of using "http" URIs as identifiers for

non- HTTP- accessi bl e resources.
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1. Introduction

Atag is a type of Uniform Resource lIdentifier (URI) [1] designed to
meet the followi ng requirements

1. ldentifiers are likely to be unique across space and tine, and
come froma practically inexhaustible supply.

2. ldentifiers are relatively convenient for humans to nint
(create), read, type, renenber etc.

3. No central registration is necessary, at |least for hol ders of
domai n nanes or enmil addresses; and there is negligible cost to
m nt each new identifier

4. The identifiers are independent of any particul ar resol ution
schene.

For exanple, the above requirenents may apply in the case of a user
who wants to place identifiers on their docunments:

a. The user wants to be reasonably sure that the identifier is
uni que. d obal uni queness is val uable because it prevents
identifiers from becon ng unintentionally anbi guous.

b. The identifiers should be tractable to the user, who should, for
exanmpl e, be able to nint newidentifiers conveniently, to
menori se them and to type theminto emails and forns.

c. The user does not want to have to comrunicate with anyone else in
order to mint identifiers for their documents.
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d. The user wants to avoid identifiers that m ght be taken to inply
the exi stence of an el ectronic resource accessible via a default
resol uti on mechani sm when no such el ectronic resource exists.

Exi sting identification schenes satisfy sone, but not all, of the
requi renents above. For exanple:

UUIDs [5], [6] are hard for humans to read.

ODs [7], [8] and Digital (nject Identifiers [9] require entities to
regi ster as naming authorities, even in cases where the entity
al ready holds a domain nane registration

URLs (in particular, "http" URLS) are sometines used as identifiers
that satisfy nost of the above requirements. Many users and

organi sati ons have already registered a domain nane, and the use of
the domain nane to nint identifiers comes at no additional cost. But
there are drawbacks to URLs-as-identifiers:

0 An attenpt nmay be made to resolve a URL-as-identifier, even though
there is no resource accessible at the "l ocation”

o0 Donmi n nanes change hands and the new assi gnee of a dommi n nane
can’t be sure that they are minting new nanes. For exanple, if
exanmple.org is assigned first to a user Smith and then to a user
Jones, there is no systematic way for Jones to tell whether Smith
has al ready used a particular identifier such as
http://exanpl e. or g/ 9999

0o Entities could rely on purl.org or a simlar service as a
(first-cone, first-served) assigner of unique URIs; but a solution
wi t hout reliance upon another entity such as the Online Conputer
Li brary Center (OCLC, which runs purl.org) may be preferable.

Lastly, nmany entities -- especially individuals -- are assignees of
emai | addresses but not dormain names. |t would be preferable to
enabl e those entities to mint unique identifiers.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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1.2. Further Information and Di scussion of this Docunent
Addi tional information about the tag URI schene -- notivation,
genesi s, and di scussion -- can be obtained from
http://ww.taguri.org.

Earlier versions of this docunment have been di scussed on uri @\v3. org.
The authors wel cone further discussion and coments.

2. Tag Syntax and Rul es
This section first specifies the syntax of tag URIs and gives
exanples. It then describes a set of rules for minting tags that is
designed to make themunique. Finally, it discusses the resolution
and conparison of tags.

2.1. Tag Syntax and Exanpl es

The general syntax of a tag URI, in ABNF [2], is:

tagURI = "tag:" taggingEntity ":" specific [ "#" fragnment ]
Wher e:

taggi ngEntity = authorityName "," date

aut horityName = DNSnanme / email Address

date = year ["-" nonth ["-" day]]

year = 4DIGT

nmonth = 2DIG T

day = 2DIG T

DNSnane = DNSconp *( "." DNSconp ) ; see RFC 1035 [ 3]

DNSconp = al phaNum [ *(al phaNum /" -") al phaNuni
emai | Address = 1*(al phaNum/"-"/"."/"_") " @ DNShane

al phaNum = DIGA T / ALPHA
specific = *( pchar [/ "/" [ "?" ) ; pchar from RFC 3986 [ 1]
fragment = *( pchar / "/" [ "?" ) ; same as RFC 3986 [1]

The conponent "taggi ngEntity" is the name space part of the URI. To
avoi d anmbiguity, the domain nane in "authorityNane" (whether an enai
address or a sinple domain nanme) MJUST be fully qualified. It is
RECOMVENDED t hat the domai n name should be in | owercase form

Al ternative formul ati ons of the sane authority nanme will be counted
as distinct and, hence, tags containing themwl|l be unequal (see
Section 2.4). For exanple, tags beginning "tag: EXAMPLE. com 2000: "
are never equal to those begi nning "tag: exanpl e. com 2000: ", even
though they refer to the same domai n nane.
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2

2

Aut hority names could, in principle, belong to any syntactically

di stinct nanespaces whose names are assigned to a unique entity at a
time. Those include, for exanple, certain |IP addresses, certain MAC
addresses, and tel ephone nunbers. However, to sinplify the tag
schene, we restrict authority nanes to dommi n nanes and enmi |
addresses. Future standards efforts may all ow use of other authority
names followi ng syntax that is disjoint fromthis syntax. To all ow
for such devel opnents, software that processes tags MJST NOT reject
them on the grounds that they are outside the syntax defined above.

The conponent "specific" is the name-space-specific part of the URI
it is astring of URI characters (see restrictions in syntax

speci fication) chosen by the minter of the URI. Note that the
"specific" conmponent allows for "query" subconponents as defined in
RFC 3986 [1]. It is RECOMVENDED that specific identifiers should be
human-friendly.

Tag URIs nay optionally end in a fragment identifier, in accordance
with the general syntax of RFC 3986 [1].

In the interests of tractability to humans, tags SHOULD NOT be ninted
wi th percent-encoded parts. However, the tag syntax does all ow
percent - encoded characters in the "pchar" elenments (defined in RFC
3986 [1]).

Exanpl es of tag URIs are

tag: ti not hy@pl . hp. com 2001: web/ ext er nal Hone

t ag: sandr o@g3. or g, 2004- 05: Sandr o

tag: my-ids.com 2001- 09- 15: Ti nKi ndber g: present ati ons: UBat h2004- 05- 19
t ag: bl ogger. com 1999: bl og- 555

tag: yan . org, 2002: i nt

Rul es for Mnting Tags

As Section 2.1 has specified, each tag includes a "tagging entity"
foll owed, optionally, by a specific identifier. The tagging entity
is designated by an "authority nane" -- a fully qualified domai n nane
or an emmil address containing a fully qualified domain nane --
followed by a date. The date is chosen to nmake the tagging entity

gl obal Iy uni que, exploiting the fact that dommi n nanes and enmi |
addresses are assigned to at nost one entity at a tinme. That entity
then ensures that it mnts unique identifiers.

The date specifies, according to the G egorian cal endar and UTC, any
particul ar day on which the authority name was assigned to the
tagging entity at 00: 00 UTC (the start of the day). The date MAY be
a past or present date on which the authority nane was assigned at

Ki ndberg & Hawke I nf or mat i onal [ Page 5]



RFC 4151 Tag URI's Cct ober 2005

that nonment. The date is specified using one of the "YYYY",
"YYYY-MM' and "YYYY- M\ DD' formats all owed by the | SO 8601 standard
[4] (see also RFC 3339 [10]). The tag specification permts no other
formats. Tagging entities MJST ascertain the date with sufficient
accuracy to avoid accidentally using a date on which the authority
nane was not, in fact, assigned (nmany conputers and nobil e devices
have poorly synchroni sed clocks). The date MJUST be reckoned from
UTC, which may differ fromthe date in the tagging entity’'s loca

ti mezone at 00:00 UTC. That distinction can generally be safely
ignored in practice, but not on the day of the authority nane's
assignnent. |In principle it would otherwi se be possible on that day
for the previous assignee and the new assignee to use the sane date
and, thus, nmint the sane tags.

In the interests of brevity, the nmonth and day default to "01". A
day val ue of "01" MAY be omtted; a nonth value of "01" MAY be
omtted unless it is followed by a day value other than "01". For

exanmpl e, "2001-07" is the date 2001-07-01 and "2000" is the date
2000-01-01. Al date fornul ations specify a nmonment (00:00 UTC) of a
singl e day, and not a period of a day or more such as "the whol e of
July 2001" or "the whole of 2000". Assignnent at that nonent is al
that is required to use a given date.

Taggi ng entities should be aware that alternative fornulations of the
sane date will be counted as distinct and, hence, tags containing
themw Il be unequal. For exanple, tags begi nning

"tag: exanpl e. com 2000: " are never equal to those beginning

"t ag: exanpl e. com 2000-01-01: ", even though they refer to the sane
date (see Section 2.4).

An entity MJST NOT nint tags under an authority nane that was
assigned to a different entity at 00: 00 UTC on the given date, and it
MUST NOT mint tags under a future date.

An entity that acquires an authority nanme imediately after a period
during which the nane was unassigned MAY nint tags as if the entity
wer e assigned the name during the unassigned period. This practice
has consi derabl e potential for error and MJUST NOT be used unless the
entity has substantial evidence that the nanme was unassi gned during
that period. The authors are currently unaware of any nechani smthat
woul d count as evidence, other than daily polling of the "whois"
registry

For exanple, Hew ett-Packard holds the domain registration for hp.com
and may mint any tags rooted at that name with a current or past date
when it held the registration. It must not mint tags, such as

"t ag: chanpi gnon. net, 2001: ", under donmmi n nanes not registered to it.
It must not mint tags dated in the future, such as
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"tag: hp.com2999:". If it obtains assignhment of

"extrenel yunlikel yt obeassi gned. org" on 2001-05-01, then it must not

m nt tags under "extrenelyunlikel ytobeassi gned. org, 2001- 04- 01" unl ess
it has evidence proving that name was continuously unassi gned between
2001- 04-01 and 2001-05-01

A tagging entity mints specific identifiers that are unique within
its context, in accordance with any internal schenme that uses only
URI characters. Tagging entities SHOULD use record-keeping
procedures to achi eve uni queness. Sone tagging entities (e.qg.,
corporations, mailing lists) consist of many people, in which case
group deci si on-maki ng SHOULD al so be used to achi eve uni queness. The
out come of such deci sion-making could be to del egate control over
parts of the nanespace. For exanple, the assignees of exanple.com
coul d del egate control over all tags with the prefixes

"tag: exanpl e.com 2004: fred: " and "tag: exanpl e.com 2004:bill:",
respectively, to the individuals with internal nanes "fred" and
"bill" on 2004-01-01

2.3. Resolution of Tags

There is no authoritative resolution nechanismfor tags. Unlike nost
other URI's, tags can only be used as identifiers, and are not
designed to support resolution. |If authoritative resolution is a
desired feature, a different URI schene should be used.

2.4. Equality of Tags

Tags are sinply strings of characters and are considered equal if and
only if they are conpletely indistinguishable in their machine
representati ons when using the sane character encoding. That is, one
can conpare tags for equality by conparing the numeric codes of their
characters, in sequence, for numeric equality. This criterion for
equality allows for sinplification of tag-handling software, which
does not have to transformtags in any way to conpare them

3. Security Considerations

Mnting a tag, by itself, is an operation internal to the tagging
entity, and has no external consequences. The consequences of using
an inproperly mnted tag (due to malice or error) in an application
depends on the application, and nust be considered in the design of
any application that uses tags.

There is a significant possibility of minting errors by people who
fail to apply the rules governing dates, or who use a shared

(organi zational) authority-nanme w thout prior organization-w de
agreenent. Tag-aware software MAY hel p catch and warn agai nst these
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errors. As stated in Section 2, however, to allow for future
expansi on, software MJST NOT reject tags which do not conformto the
syntax specified in Section 2
A malicious party could nake it appear that the sane donmai n nane or
emai | address was assigned to each of two or nore entities. Tagging
entities SHOULD use reputabl e assigning authorities and verify
assi gnnent wherever possible.
Entities SHOULD al so avoid the potential for malicious exploitation
of clock skew, by using authority names that were assigned
continuously fromwell before to well after 00:00 UTC on the date
chosen for the tagging entity -- preferably by intervals in the order
of days.

4. | ANA Consi derati ons

The 1 ANA has registered the tag URI schene as specified in this
docunment and summarised in the follow ng tenplate:

URI schene nane: tag
Status: pernmanent
URI schene syntax: see Section 2

Character encodi ng considerations: percent-encoding is allowed in
"specific’ and 'fragnent’ conponents (see Section 2)

I ntended usage: see Section 1 and Section 2.3

Applications and/or protocols that use this URI schene name: Any
applications that use URIs as identifiers w thout requiring
deref erence, such as RDF, YAM., and Atom

Interoperability considerations: none

Security considerations: see Section 3

Rel evant publications: none

Contact: Tim Kindberg (tinothy@pl.hp.conm and Sandro Hawke
(sandro@\3. or Q)

Aut hor/ Change controller: TimKi ndberg and Sandro Hawke
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