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Abst ract

A message origi nator sometinmes sends content in a formthe recipient
cannot process or would prefer not to process a formof lower quality
than is preferred. Such content needs to be converted to an
acceptable form with the same information or constrained information
(e.g., changing fromcolor to black and white). |In a store-and-
forward environment, it nay be convenient to have this conversion
performed by an intermediary. This specification integrates two
ESMIP ext ensions and three M ME content header fields, which defines
a cooperative service that permts authorized, accountable content
form conversi on by internediaries.
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1. Introduction

Internet specifications typically define cormon capabilities for a
particul ar service that are supported by all participants. This
permits the sending of basic data w thout know ng whi ch additiona
capabilities individual recipients support. However, know ng those
capabilities permits the sending of additional types of data and data
of enhanced richness. Qherw se, a nessage originator will send
content in a formthe recipient cannot process or will send nmultiple
forns of data. This specification extends the work of [ CONMSQF,
which permts a recipient to solicit alternative content fornms from
the originator. The current specification enables M ME content
conversion by internediaries, on behalf of a nessage originator and a
nmessage recipient.
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1.1. Background

M ME enabl es the distinguishing and | abeling of different types of
content [I M-, MEDTYP]. However, an emmil originator cannot know
whether a recipient is able to support (interpret) a particular data
type. To permt the basic use of MM, a mninmmset of data types
is specified as its support base. How will an originator know

whet her a recipient can support any other data types?

A mechani sm for describing M ME types is specified in [FEAT].

[ CONMSGE specifies a nechanismthat permits an originator to query a
reci pi ent about the types it supports using enail nessages for the
control exchange. This permits a recipient to propagate information
about its capabilities back to an originator. For the control
exchange, using end-to-end email messages introduces considerable

| at ency and sone unreliability.

An alternative approach is for an originator to use the "best" form
of data that it can, and to include the same types of permitted
representation information used in [CONMSG. Hopefully, the
recipient, or an internediary, can translate this into a form
supported by a linmted recipient. This specification defines such a
mechanism It defines a neans of matching nessage content formto
the capabilities of a recipient device or system by using MM
content descriptors and the optional use of an SMIP-based negoti ati on
mechani sm [ ESMIP1, ESMIP2] .

1.2. Overview

An originator describes desirable content forns in MME content
descriptors. It may give "pernission", to any internmediary or the
recipient, to convert the content to one of those forms. Separately,
an SMIP server may report the target’s content capabilities back to
the SMIP client. The client is then able to convert the nessage
content into a formthat is both supported by the target system and
acceptable to the originator.

A conversion service needs to bal ance between directions provided by
the originator, directions provided on behalf of the recipient, and
capabilities of the internediary that perforns the conversions. This
is conplicated by the need to determ ne whether the directions are
advi sory or whether they are intended to be requirenents.

Conversions specified as advisory are perforned if possible, but they
do not alter message delivery. In contrast, conversion
specifications that are treated as a requirenment will prohibit
delivery if the recipient will not be able to process the content.
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These possibilities interact to formdifferent processing scenarios,
in the event that the intermedi ary cannot satisfy the desires of both
the originator and the recipient:

Tabl e 1: FAI LURE HANDLI NG

\  RECEl VER| | |
Fo-em- - + | Advise | Require
ORI G NATOR! | | |
----------- S T gy
| Deliver | Deliver |
Advi se | original | original
| content | content |
----------- e
| Return | Return |
Require | w out | w out |
| delivery | delivery |
----------- Ty

This table reflects a policy that determnes failure handling solely
based on the direction provided by the originator. Thus, information
on behalf of the recipient is used to guide the details of

conversion, but not delivery of the nessage.

This is intended to continue the existing email practice of
delivering content that a recipient mght not be able to process.

Clearly, the above table could be nodified to reflect a different
policy. However, that would limt backward conpatibility experienced
by users.

Thi s specification provides mechani snms to support a controll ed,
transit-time mail content conversion service, through a series of
mechani sms.  These i ncl ude:

* an optional ESMIP hop-by-hop service that uses the CONPERM SMIP
servi ce extensions, issued by the originator,

* an optiona
servi ce extensions,

ESMIP hop- by-hop service that uses the CONNEG SMIP
i ssued on behal f of the recipient, and

* three M ME Content header fields (Content-Convert, Content-
Previous and * Content-Features) that specify appropriate
content header fields and record conversions that have been
per f or med.
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Figure 1: EXAMPLE RELAY ENVI RONMVENT

R + R +

| Oiginator | | Recipient |

oo + R +
| | Posti ng Del i vering/\

\/ |
Fomm e - o - + o e e e e oo - + Fomm e - o - +
| SMIP | | SMIP Rel ay | | SMIP |
| dient |---> Server | Cient |--->| Server
Fommmmm-- + Fommmmm-- Fommmmm-- + Fommmmm-- +

1.3. Notational Conventions

In examples, "C:" and "S:" indicate |lines sent by the client and
server respectively.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT" and "MAY" in
this docunment are to be interpreted as defined in "Key words for use
in RFCs to Indicate Requirenment Levels" [ KEYWORDS] .

2. Applicability

This specification defines a cooperative mechanismthat facilitates
early transformation of content. The nechani smcan be used to save
bandwi dth and to permt rendering on recipient devices that have
limted capabilities. 1In the first case, the assunption is that
conversion will produce snmaller content. |In the latter case, the
assunption is that the recipient device can render content in a form
derived fromthe original, but cannot render the original form

The nechani sm can i npose significant resource requirenents on
intermedi ari es perform ng conversions. Further, the intermediary
accepts responsibility for conversion prior to knowi ng whether it can
performthe conversion. Al so note that conversion is not possible
for content that has been digitally signed or encrypted, unless the
converting intermediary can decode and re-code the content.

3. Service Specification

This service integrates two ESMIP ext ensions and three M ME cont ent
header fields, in order to permt authorized, accountable content
formconversion by intermediaries. Internediaries are ESMIP hosts
(clients and servers) along the transm ssion path between an
originator and a recipient.
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An originator specifies preferred content-types through the Content-
Convert M ME content header field. The content header fields occur
in each M ME body-part to which they apply. That is, each MM
body-part contains its own record of conversion gui dance and history.

The originator’s preferences are raised to the |l evel of requirenent
through the ESMIP CONPERM servi ce extension. The CONPERM nechani sm
is only needed when an originator requires that conversion
limtations be enforced by the mail transfer service. |If an
acceptabl e content type cannot be delivered, then no delivery is to
take pl ace.

Target system capabilities are comrunicated in SMIP sessions through
the ESMIP CONNEG service extension. This information is used to
restrict the range of conversions that may be perfornmed, but does not
af fect delivery.

When CONPERM i s used, conversions are perforned by the first ESMIP
host that can obtain both the originator’s pernission and infornmation
about the capabilities supported by the recipient. |If a relay or
client is unable to transnmt the message to a next-hop that supports
CONPERM or to perform appropriate conversion, then it term nates
nmessage transm ssion and returns a [ DSNSMIP, DSNFMI, SYSCOD] to the
originator, with status code 5.6.3 (Conversion required but not
supported).

VWhen an SMIP relay or server performs content conversion, it records
whi ch specific conversions are made into Content-Previous and
Content - Features M ME header fields associated with each converted
M ME body- part.

If a nessage is protected by strong content authentication or privacy
techni ques, then an intermediary that converts nmessage content MJST
ensure that the results of its processing are simlarly protected.

QO herwise it MJST NOT perform conversion

Originator Action:

An originator specifies desired conversion results through
the M ME Content-Convert header field. |If the originator includes
a Content-Convert header field, then it nust also include a
Content - Feature header field, to indicate the current form of the
content. Intermediaries MAY interpret the presence of this header
field as authorization to perform conversions. Wen Content-
Convert header fields are the sole neans for guiding conversions
by internediaries, then they serve only as advisories. Failure to
sati sfy the guidance of these header fields does not affect fina
delivery.
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When posting a new nessage, the originator MAY specify
transit-service enforcement of conversion limtations by using the
ESMIP CONPERM servi ce extension. 1In each of the MM body-parts
for which conversion is authorized, conversions MJST be limted to
those specified in M ME Content-Convert header fields. |If
conversion i s needed, but an authorized conversion cannot be
performed, then the nessage will be returned to the originator.

If CONPERM i s not used, then failure to perform an authorized
conversion will not affect normal delivery handling.

Fi gure 2: CONPERM USAGE

S +
| Originator |
R +
SMIP ||
or | | CONPERM
SUBM T \/
Fommmaa - + . +
| SMIP | SMIP | SMIP Rel ay |
| dient [----------- >| Server | |
e + CONPERM  +-------- A +

Reci pi ent Acti on:
Wth the ESMIP mail transfer service, capabilities that can
be supported on behal f of the recipient SHOULD be conmmunicated to
intermedi aries by the ESMIP CONNEG servi ce extension.

Fi gure 3: CONNEG USAGE

o m e e e - +
| Recipient |
M +
Capabi lities||
\/
. + E - +
| SMIP Rel ay | CONNEG| SMIP |
| | dient |<-------- | Server |
E E + E +

I nternediary Actions:

An internediary MAY be gi ven CONPERM directi on when receiving
a nmessage, and MAY be gi ven CONNEG gui dance before sending the
message. CONPERM and CONNEG operate on a per-nessage basis and
are issued through the ESMIP MAI L- FROM request. CONNEG r esponse
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information is provided on a per-recipient basis, through the
response to ESMIP RCPT-TO

Conversion MJST be perforned by the first CONPERM
intermedi ary that obtains the CONNEG capability information. The
M ME Cont ent - Type MUST conformto the result of the converted
content, as per [MEDTYP]. When an internediary obtains different
capability information for different recipients of the same
message, it MAY either

* (Create a single, converted copy of the content that can be
supported by all of the recipients, or

* Create multiple converted copies, matching the capabilities
of subsets of the recipients. Each version is then sent
separately to an appropriate subset of the recipients, using
separate, standard SMIP sessions with separate, standard
RFC2821. Rept-To lists of addresses.

A record of conversions is placed into M Me Cont ent - Previ ous
header fields. The current formof the content is described in
M ME Cont ent - Feat ur es header fi el ds.

A special case of differential capabilities occurs when an
intermedi ary receives capability information about sone
reci pients, but no information about others. An example of this
scenari o can occur when sending a nmessage to sonme recipients
within one’s own organi zation, along with recipients |ocated
el sewhere. The internediary m ght have capability infornmation
about the local recipients, but will not have any for distant
recipients. This is treated as a variation of the handling that
is required for situations in which the perm ssible conversions
are the null set -- that is, no valid conversions are possible for
a recipient.

Rat her than sinply failing transm ssion to the recipients for
which there is no capability information, the intermediary MAY
choose to split the Iist of addressees into subsets of separate,
standard RFC2821. Rcpt-To lists and separate, standard SMIP
sessions, and then continue the transm ssion of the origina
content to those recipients via the continued use of the CONPERM
mechani sm Hence, the handling for such recipients is perforned
as if no CONNEG transaction took place.

Once an intermedi ary has perfornmed conversion, it MAY
term nate use of CONPERM However, sone relay environnents, such
as those re-directing nail to a new target device, will benefit
fromfurther conversion. |Internediaries MAY continue to use
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CONPERM or MAY re-initiate CONPERM use when they have know edge of
possi bl e variations in a target device.

NOTE: A new, transforned version of content nay have |ess
informati on than the earlier version. O course, a sequence of
transformati ons may | ose additional information at each step
Perhaps surprisingly, this can result in nore | oss than might
be necessary. For exanple, transformation x could change
content formA to content formB; then transformation y changes
Bto C However, it is possible that transformation y ni ght
have accepted form A directly and produced form D, which has
more of the original information than C

NOTE: An originator MAY validate any conversions that are made
by requesting a positive [DSNSMIP]. |If the DSN request

i ncludes the "RET" paraneter, the delivery agent SHOULD return
an exact copy of the delivered (converted) nessage content.
This will permit the originator to inspect the results of any
conversion(s).

3.1. Sending Perm ssion

A nmessage originator that permts content conversion by

i ntermedi ari es MAY use t he CONPERM ESMIP servi ce extensi on and

Cont ent - Convert M ME header fields to indicate what conversions are
permitted by internediaries. her nechanisns, by which a nessage
originator comunicates this perm ssion to the SMIP nmessage transfer
service, are outside the scope of this specification.

NOTE: This option requires that a server make an open-ended
commitnent to ensure that acceptable conversions are perforned.
In particular, it is possible that an intermediary will be
required to perform conversion, but be unable to do so. The
result will be that the internediary will be required to
perform conversion, but it will be perforned in undelivered
mai | .

VWhen an ESMIP client is authorized to participate in the CONPERM
service, it MJIST interact with the next SMIP hop server about:

* The server’s ability to enforce authorized conversions, through
ESMIP CONPERM

* The capabilities supported for the target device or system
t hrough ESMIP CONNEG
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Successful use of CONPERM does not require that conversion take place
al ong the message transfer path. Rather, it requires that conversion
take place when a next-hop server reports capabilities that can be
supported on behalf of the recipient (through CONNEG and that those
capabilities do not include support for the current representation of
the content.

NOTE: It is acceptable to have every SMIP server --
including the | ast-hop server -- support CONPERM w th none
offering CONNEG In this case, the nessage is delivered to
the recipient inits original form Any possible
conversions to be performed are left to the recipient.

Thus, the recipient is given the original formof the
content, along with an explicit list of conversions deened
acceptabl e by the originator.

An SMIP server MAY offer ESMIP CONPERM wi t hout being able to perform
conversions, if it knows conversions can be perforned al ong the
remai nder of the transfer path, or by the target device or system

3.2. Returning Capabilities

A target recipient device or system arranges announcenents of its
content formcapabilities to the SMIP service through a nmeans outside
the scope of this specification. Note that enabling a server to

i ssue CONNEG i nformati on on behal f of the recipient may require a
substanti al nmechani sm between the recipient and server. Wen an
ESMIP server knows a target’'s capabilities, it MAY offer the CONNEG
ESMIP service extension

NOTE: One aspect of that mechani sm between the recipient
and an ESMIP server offering the CONNEG ESMIP service
extension could include offering capabilities beyond those

directly supported by the recipient. |In particular, the
server -- or other internediaries between the server and the
reci pient -- could support capabilities that they can

convert to a recipient’s capability. As long as the result
is acceptable to the set specified in the rel evant Content-
Convert header fields of the message being converted, the
details of these conversions are part of the

reci pi ent/server nechanism and fall outside the scope of
the current specification.

If a next-hop ESMIP server responds that it supports CONNEG when a
message i s being processed according to the CONPERM mechani sm then
the SMIP client:

1) MJST request CONNEG i nformation
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MUST performthe requisite conversions, if possible, before
sendi ng the nessage to the next-hop SMIP server

MUST fail nessage processing, if any conversion for the nessage
fails, and MUST return a failure DSN to the originator with
status code 5.6.5 (Conversion failed).

VWhen perform ng conversions, as specified in Content-Convert M ME
header fields, the dient MJST:

1)

2)

Add a Content-Previous header field and a Content-Features
header field to each M ME body-part that has been converted,
renovi ng any existing Content-Features header fields.

Ei t her:

* Send a single copy to the next-hop SMIP server, using the
best capabilities supported by all recipients along that
pat h, or

* Separate the transfers into nultiple, standard
RFC2821. Rcpt - To and ESMIP sessions, in order to provide
the best conversions possible for subsets of the
recipients.

If the transfers are to be separated, then the current session MJST
be term nated, and new sessions conducted for each subset.

The conversions to be perfornmed are determ ned by the intersection of
three lists:

*

Conversions pernmitted by the originator
Content capabilities of the target

Conversions that can be perfornmed by the SMIP client host

Fai | ed Conver si on

| f

the result of this intersection is the null set of

representations, for an addressee, then delivery to that addressee
MUST be handl ed as a conversion failure.

| f

handling is subject to the CONPERM mechani sm and

* the next-hop SMIP host does not indicate that it can
represent the target’'s capabilities through CONNEG, but
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* does respond that it can support CONPERM then the client
SMIP MJST send the existing content, if all other SMIP
transm ssion requirements are satisfied.

If handling is not subject to the CONPERM nechani sm then
conversion failures do not affect nessage delivery.

3.3. Next-Hop Non-Support of Service

If adient is participating in the CONPERM nechani sm but the next-
hop SMIP server does not support CONPERM or CONNEG, then the SMIP
client

1) MJST term nate the session to the next-hop SMIP server, without
sendi ng the nessage

2) MJST return a DSN notification to the originator, with status
code 5.6.3 (Conversion required but not supported). [ DSNSMIP,
DSNFMT,  SYSCOD]
If a dient is participating in the CONPERM nechani sm and the next -
hop SMIP server supports CONNEG but provides no capabilities for an
i ndi vi dual RCPT-TO addressee, then the SMIP client’s processing for
that recipient MJST be either to:
1) Treat the addressee as a conversion failure, or
2) Separate the addressee fromthe address list that is processed
according to CONNEG and continue to process the addressee
accordi ng to CONPERM
4. Content Conversion Perm ssion SMIP Ext ensi on
4.1. Content Conversion Perm ssion Service Extension Definition
1) The name of the SMIP service extension is
" Cont ent - Conver si on- Per m ssi on"
2) The EHLO keyword val ue associated with this extension is
" CONPERM'

3) A paraneter using the keyword "CONPERM' is added to the MAIL-FROM
conmand.

4) The server responds with acceptance or rejection of support for
CONPERM for this nessage.
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4.2. CONPERM Paraneter to Mail-From
Par anet er :
CONPERM
Ar gunent s:
There are no argunents. Specification of permtted

conversions is located in a Content-Convert header field for each
M ME body-part in which conversion is permtted.

Q

ient Action:

If the server issued a 250- CONPERM as part of its EHLO
response for the current session, and the client is participating
in the CONPERM service for this nmessage -- such as by having
received the message with a CONPERM requirenent -- then the client
MUST i ssue the CONPERM paraneter in the MAIL-FROM |If the server
does not issue 250- CONPERM and the client is participating in the
CONPERM service for this nessage, then the client MIJST treat the
transm ssion as pernmanently rejected.

Server Action:

If the client specifies CONPERM in the MAIL-FROM but the
server does not support the CONPERM paraneter, the server MJIST
reject the MAIL-FROM conmand with a 504- CONPERM repl y.

If the client issues the CONPERM paraneter in the MAl L- FROM
then the server MUST conformto this specification. Either it
MJST rel ay the nmessage according to CONPERM or it MJST convert
the message accordi ng to CONNEG i nfornmation.

4.3. Syntax
Cont ent - Conver si on- Per mi ssi on = " CONPERM'
5. Content Negotiation SMIP Extension
5.1. Content Negotiation Service Extension Definition

1) The name of the SMIP service extension is:

" Cont ent - Negot i ati on"
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2) The EHLO keyword val ue associated with this extension is:
" CONNEG'

3) A paraneter, using the keyword "CONNEG', is added to the RCPT-TO
conmmand.

4) The server responds with a report indicating the content
capabilities that can be received on behalf of the recipient
device or system associated with the target RCPT-TO address.

5.2. CONNEG Paraneter to RCPT-TO

Par anet er :

CONNEG

Ar gunent s:

There are no argunents.

Client Action:

If a nessage is subject to CONPERM requirenents and the
server issues a 250-CONNEG as part of its EHLO response for the
current session, the client MJST i ssue the CONNEG paraneter in the
RCPT-TO request. |If the nmessage is not subject to CONPERM
requirenents, and the server issues a 250- CONNEG the client NMAY
i ssue the CONNEG paraneter with RCPT-TO

If the client issues the CONNEG paraneter with RCPT-TO then
it MJUST honor the capabilities returned in the CONNEG RCPT- TO
replies for that nessage. |In addition, it MJST convert the
message content, if the current formof the content is not
included in the capabilities listed, on behalf of the recipient.

The conversions that are performed are determined by the
intersection of the:

* Conversions permtted by the originator

* Content capabilities of the target

* Conversions that can be performed by the SMIP client host
If the result of this intersection is the null set of

representations, then the Cient processing depends upon whether
the next-hop server has offered CONPERM as well as CONNEG
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1) If the nmessage will be subject to CONPERM at the next hop,
the dient MAY transnmit the original content to the next hop
and continue CONPERM requirements

2) Oherwise, the Client MIST treat the conversion as fail ed.

If the result of the intersection is not null, the client
SHOULD convert the data to the "highest" |evel of capability of
the server. Determination of the level that is highest is left to
the discretion of the host performng the conversion

Each converted M ME body-part MJST have a Content-Previ ous
header field that indicates the previous body-part formand a
Cont ent - Feat ures header field, indicating the new body-part form

Server Action:

If the client specifies CONNEG in the RCPT-TO, but the server
does not support the CONNEG paraneter, the server MJIST reject the
RCPT- TO addressees with 504 replies.

If the server does support the CONNEG paraneter, and it knows
the capabilities of the target device or system then it MJST
provide that information through CONNEG  The server MAY provide a
broader list than is supported by the recipient if the server can
ensure that the formof content delivered can be processed by the
recipient, while still satisfying the constraints of the author’s
Cont ent - Convert specification(s).

The response to a CONNEG RCPT-TO request will be nulti-Iline
RCPT-TO replies. For successful (250) responses, at |east the
first line of the response nmust contain RCPT-TO information other
than CONNEG. ~ Additional response lines are for CONNEG To avoid
probl enms due to variations in |line buffer sizes, the tota
paranetric listing nmust be provided as a series of |ines, each
begi nning with "250- CONNEG', except for the last line, which is
"250 CONNEG'.

The contents of the capability listing MIUST conformto the
specifications in [SYN and cover the sane range of specifications
permitted in [ CONVBG .

5.3. Syntax
Cont ent - Negoti ati on = " CONNEG
Capability = { <filter> specification,

as per [SYN }
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6

M ME Cont ent - Feat ures Header Field

The Content-Features header field describes the characteristics of
the current version of the content for the M ME body-part in which
the header field occurs. There is a separate Content-Features header
field for each M Me body-part. The specification for this header
field is contained in [ FEAT].

M ME Cont ent - Convert Header Field

Content-Convert is a header field that specifies preferred

conversions for the associated content. It MAY be used w thout the
ot her nechani sns defined in this docunment. |f present, this header
field MUST be carried unnodified and delivered to the recipient. In

its absence, the content originator provides no gui dance about
content conversions, and internediaries SHOULD NOT perform content
conversi on.

In the extended ABNF notation, the Content-Convert header field is
defined as foll ows:

Convert = "Cont ent -convert™" ":"

permtted
Permitted = "ANY" / "NONE" / pernmitted-list
permtted-list = { explicit list of permtted

final forms, using <filter>
syntax in [SYN }

If the pernmitted conversions are specified as "ANY", then the
intermedi ary may perform any conversions it deemnms appropriate.

If the permtted conversions are specified as "NONE', then the

i ntermedi ary SHOULD NOT perform any conversions to this M Me body-
part, even when the target device or system does not support the
original formof the content.

If a Content-Convert header field is present, then a Content-Features
header field MJUST al so be present to describe the current formof the
Cont ent .

M ME Cont ent - Previ ous Header Field

VWhen an internediary has perfornmed conversion of the associated
content, the internediary MJST record details of the previous
representation, fromwhich the conversion was perfornmed. This
information is placed in a Content-Previous header field that is part
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9.

.1

of the M ME body-part with the converted content. There is a
separate header field for each converted M ME body-part.

When an internediary has perfornmed conversion, the internediary MJST
record details of the result of the conversion by creating or
revising the Content-Features header field for the converted M ME
body- part.

In the extended [ ABNF] notation, the Content-Previous header field is
defined as foll ows:

previous = "Cont ent - Previ ous" [CFWs] ": "
[ CFWF]
date by type

date = "Date " [CFW5] date-tine [CFWS] ";"
[ CFWE]

by = "By " [CFW5] dommin [CFWS] ;"
[ CFWE]

type = { content characteristics, using

<filter> syntax in [SYN }

The Date field specifies the date and tinme at which the indicated
representati on was converted into a newer representation.

The By field specifies the domain nanme of the internediary that
performed the conversion.

An intermediary MAY choose to derive the Content-Previous header
field, for a body-part, froman already-existing Content-Features
header field in that body-part, before that header field is replaced
with the description of the current representation.

Exanpl es
CONPERM Negoti ation

220 exanpl e. com | FAX

EHLO exanpl e. com

250- exanpl e. com

250- DSN

250 CONPERM

MAI L FROM May @one. exanpl e. com CONPERM
250 <May@one. exanpl e. con» ori gi nator ok
RCPT TO <June@one. exanpl e. conp

250- <June@omne. exanpl e. con> reci pi ent ok

WONOWLVOW
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C. DATA
S: 354 okay, send data
C. <<RFC 2822 nmessage with M ME Content- Type: Tl FF- FX
Per :
( image-file-structure=TIFF-m ni nal
dpi =400
i mage- codi ng=JBI G
si ze-x=2150/ 254
paper-si ze=l etter
with M ME body-parts including
Cont ent - Convert:
(&(i mage-file-structure=TIFF-m ni mal)
( MRC- node=0)
(col or =Bi nary)
(1 (&(dpi =204)
(dpi -xyratio=[204/98, 204/ 196]) )
(&(dpi =200)
(dpi - xyratio=[200/ 100, 1]) )
(&(dpi =400)
(dpi-xyratio=1) ) )
(] (i mage- codi ng=[ MH, MR, MVR] )
(&(i mage- codi ng=JBI §
(i mage- codi ng- constrai nt =JBlI G T85)
(JBI G stripe-size=128) ) )
(si ze-x<=2150/ 254)
(paper-size=[letter, Ad])
(ua- nedi a=stationery) )
>>
S: 250 nessage accepted
C QT
S: 221 goodbye

9.2. Exanple CONNEG Negoti ation

220 exanpl e. com | FAX

EHLO exanpl e. com

250- exanpl e. com

250- DSN

250 CONNEG

MAI L FROM <May @one. exanpl e. conp

250 <May@one. exanpl e. con> ori gi nator ok
RCPT TO <June@f ax1.j p> CONNEG

250- <June@one. exanpl e. con® reci pi ent ok
250- CONNEG ( &(i mage-fil e-structure=TI FF-m ni mal)
250- CONNEG  ( MRC- npde=0)

250- CONNEG  (col or =Bi nary)

250- CONNEG (| (&(dpi =204)

WONLLWONDONWLWLOW
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S: 250- CONNEG (dpi - xyratio=[ 204/ 98, 204/ 196]) )
S: 250- CONNEG (&(dpi =200)

S: 250- CONNEG (dpi -xyratio=[200/100,1]) ) )
S: 250- CONNEG (i mage- codi ng=[ VH, MR, MVR] )
S: 250- CONNEG  (si ze- x<=2150/ 254)
S: 250- CONNEG  (paper-size=[letter, Ad])
S: 250 CONNEG  (ua- nedi a=stationery) )
C. DATA
S: 354 okay, send data
C. <<RFC 2822 nessage with M ME Content - Type: Tl FF- FX
Per :
( imge-file-structure=TIFF-m ni nal
dpi =400

wow

9. 3.

10.
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i mage- codi ng=JBI G

si ze- x=2150/ 254

paper -si ze=l etter
)

>>
250 nessage accepted

QIT
221 goodbye

Cont ent - Pr evi ous

Cont ent - Pr evi ous:

Date Tue, 1 Jul 2001 10:52:37 +0200;
By rel ay. exanpl e. com
(&(image-file-structure=TIFF-m ni mal)
( MRC- node=0)
(col or=Bi nary)
(&( dpi =400)
(dpi -xyratio=1) )
(&(1 mage- codi ng=JBI §
(i mage- codi ng- constrai nt =JBlI G T85)
(JBI G stripe-size=128) )
(si ze-x=2150/ 254)
(paper -si ze=A4)
(ua- nedi a=stationery) )

Security Considerations

This service calls for disclosure of capabilities, on behal f of
reci pients. Mechanisns for determ ning the requestor’s and the

respondent’s authenticated identity are outside the scope of this
These nechani sns are intended to permit disclosure of
information that is safe for public distribution; hence, there is no

speci fication.

i nherent need for security neasures.
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Information that should have restricted distribution is still able to
be disclosed. Therefore, it is the responsibility of the disclosing
ESMIP server or disclosing ESMIP client to determ ne whet her

addi tional security measures should be applied to the use of this
ESMIP option

Use of the ESMIP CONNEG option pernits content transformati on by an
intermedi ary, along the mail transfer path. Wen the contents are
encrypted, the intermedi ary cannot performthe conversion, because it
is not expected to have access to the relevant secret keying
material. Wen the contents are signed, but not encrypted,
conversion will invalidate the signature. This specification

provi des for potentially unbounded conputation by internmedi ary MIAs,
dependi ng on the nature and anmount of conversion required. Further,
this conputation burden m ght provide an opportunity for denial -of -
service attacks, given that Internet mail typically permts
intermediaries to receive nessages fromall Internet sources.

Thi s specification provides for content conversion by unspecified
intermediaries. Use of this mechanismcarries significant risk

Al t hough internedi ari es al ways have the ability to perform damagi ng
transformations, use of this specification could result in nore

expl oration of that potential and, therefore, nore m sbehavior. Use
of internmediaries is discussed in [ RFC3238].

CONPERM CONNEG provi de a cooperative mechani sm rather than enabling
intermedi ary actions that were not previously possible.

I nternediari es al ready nake conversions on their own initiative.
Hence, the mechani smintroduces essentially no security concerns,

ot her than divul ging recipient preferences.
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Appendi x A. CONNEG with Direct SMIP

This Appendi x is descriptive. 1t only provides discussion of usage
i ssues pernmtted or required by the normative text

In some configurations, it is possible to have direct, email-based
interactions, where the originator’s systemconducts a direct,
interactive TCP connection with the recipient’s system This
configuration pernmits a use of the content form negotiation service
that conforns to the specification here, but permts sone
sinmplifications. This single SMIP sessi on does not have the
complexity of nmultiple, relaying sessions and therefore does not have
the requirenent for propagating perm ssions to internediaries.

The Originator’s system provi des user-level functions for the
originator, and it contains the SMIP Cient for sendi ng nessages.
Hence, the formal step of emmil "posting"” is a process that is
internal or virtual, within the Originating system The recipient’s
service contains the user-level functions for the recipient, and
contains the SMIP server for receiving nmessages. Hence, the forma
steps of emmil "delivering" and "receipt"” are internal or virtual,
within the Receiving system

Fi gure 4: DI RECT CONNEG

Originating system Recei vi ng system
o e e e e oo oo + o e e e e oo oo +
| Fommm e - + | R +
| | Oiginator | | | | Recipient | |
[ R + | R +
| | | Posting | | /\ Recei vi ng
I \/ I I N I
| + o | e + o
| SMIP | <---]---m--- |----] smre ||
| | dient |----[------- | --->] Server | |
R o e o
IR + IR +

In this case, CONPERM is not needed because the SMIP Client is part
of the originating systemand already has the necessary pernission
Simlarly, the SMIP server will be certain to know the recipient’s
capabilities, because the server is part of the receiving system

Therefore, Direct Mbde email transm ssion can achi eve content
capability and form matching by having:
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App

B. 1.

B. 2.

Toy

* Oiginating systens that conformto this specification and a
communi cati on process between originator and recipient that is
the sanme as woul d take place between a | ast-hop SMIP Rel ay and
the Delivering SMIP server to which it is connected.

* That is, the dient and Server MJST enpl oy CONNEG and the
Client MJST perform any requisite conversions.

endi x B. Using Conbinations of the Extensions

Thi s specification defines a nunber of nmechanisnms. It is not
required that they all be used together. For exanple, the difference
between listing preferred conversions -- versus specifying enforced
limtations to conversions -- is discussed in the Introduction. This
Appendi x further describes scenarios that m ght call for using fewer
than the conplete set defined in this specification. It also

sunmari zes the conditions which nandate that an internediary perform
conver si on.

This Appendi x is descriptive. It only provides discussion of usage
i ssues pernmitted or required by the normative text

The avail abl e nechani sns are:

CONPERM Par aneter to Mail - From
CONNEG par aneter to RCPT-TO

M ME Cont ent - Convert Header Field
M ME Cont ent - Previ ous Header Field
M ME Cont ent - Feat ures Header Field

ghrwNE

Speci fyi ng Suggested Conversion Constraints

Use of the M ME Content-Convert header field specifies the
originator’s preferences, should conversion be perforned. This does
not inpose any requirenents on the conversion; it is nmerely advisory.

Speci fyi ng Requi red Conversion Constraints

When the M ME Content-Convert specification is coupled with the ESMIP
CONPERM option, then the originator’s specification of preferred
conversions rises to the level of requirenment. No other conversions
are permtted, except those specified in the Content-Convert header
field.

Note that the presence of both nechani sns does not require that

conversions be performed. Rather, it constrains conversions,
shoul d they occur.
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B.3. Accepting Al Forms of Content
Al though it is unlikely that any device will always able to process
every type of existing content, sonme devices can be upgraded easily
(e.g., adding plug-in). Hence, such a device is able to process al
content effectively.
For such devices, it is better to refrain fromissuing a CONNEG
assertion. Instead, the CONPERM request shoul d be propagated to the
target device

B.4. Wen Conversion is Required
A node is required to perform conversion when

1. At least one M ME Content-Covert header field is present in the
nessage,

2. ESMIP CONPERM is in force at the node processing the nessage,
3. ESMIP CONNEG is also in force at the sane node,
4. The current content formis not cited in the CONNEG |i st,

5. At |east one content formis present, both in the Content-
Convert list and the CONNEG | ist, and

6. The internediary is able to convert fromthe current formto
one of the forns listed in both Content-Convert and CONNEG

Appendix C. M ME Content-Type Registrations
C. 1. Content-Convert

Header field nane:
Cont ent - Convert

Appl i cabl e protocol
Mai | (RFC 2822)

St at us:
Pr oposed Standard

Aut hor/ Change controller:
| ETF

Speci fication docunment(s):
RFC 4141.
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Rel ated i nformati on:
None.
C.2. Content-Previous

Header field nane:
Cont ent - Pr evi ous

Appl i cabl e protocol:
Mai | (RFC 2822)

St at us:
Proposed Standard

Aut hor/ Change controller:
| ETF

Speci fication docunent(s):
RFC 4141, Section 8

Rel ated i nformati on:
None.

Aut hors’ Addresses
Ki yoshi Toyoda
Panasoni ¢ Comuni cations Co., Ltd.
4-1-62 M noshi ma Hakat a- ku, Fukuoka 812-8531 Japan
EMai | : toyoda. ki yoshi @ p. panasoni c. com
Dave Crocker
Br andenbur g | nt er net Wr ki ng
675 Spruce Drive
Sunnyval e, CA 94086 USA

Phone: +1.408. 246. 8253
EMai | : dcrocker @bi w. net
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I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
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Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
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on the procedures with respect to rights in RFC docunents can be
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assurances of licenses to be nade available, or the result of an
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such proprietary rights by inplenenters or users of this
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copyrights, patents or patent applications, or other proprietary
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this standard. Please address the information to the IETF at ietf-
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