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Status of This Meno
This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyright Notice
Copyright (C The Internet Society (2005).

Abst r act
Thi s docunent gives exanples of nessage bodies formatted using
SIMME Specifically, it has exanples of Cryptographi c Message
Syntax (CMB) objects and S/M ME nessages (including the MM
formatting). It includes exanples of many conmon CMS formats. The

pur pose of this docunent is to help increase interoperability for
S/M ME and other protocols that rely on CMs.
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1.

I nt roducti on

The examples in this docunent show the structure and format of CMS
message bodies, as described in [CMS]. They are useful to

i mpl ementors who use protocols that rely on CM5, such as the SIM M
message format protocol. There are also exanples of sinple S/M MeE
messages [ SM Me- MsG (i ncluding the M ME headers).

Every exanple in this docunent has been checked by two different

i mpl ementors. This strongly indicates (but does not assure) that the
exanples are correct. Al CMS inplenmentors nust read the CVB
docunent carefully before inplenmenting fromit. No one should use
the exanples in this docunment as stand-al one expl anations of how to
create CM5 nessage bodi es.

Thi s docunent explicitly does not attenpt to cover nany PKI X [ PKI X]
exanpl es. Docunents with exanples of that format may be forthconing.
Al so, note that [DVCS], which covers PKI X Data Validation and
Certification Server Protocols, has exanples of formats for its

pr ot ocol

The exanpl es shown here were created and validated by many different
peopl e over a long period of time. Because of this, sonme of the
dates used in the exanples are many years in the past. This, plus
the fact that some of the certificates in the exanples have very |ong
I'i fespans, may cause problenms in sone test situations.

Constants Used in the Exanples
This section defines the data used in the rest of the docunent. The
nanes of the constants indicate their use. For exanple,
AlicePrivDSSSign is the private part of Alice’ s DSS signhing key.

- Alice is the creator of the nessage bodies in this docunent.

Bob is the recipient of the nessages.
- Carl is a CA

- Diane sonetines gets involved with these folks.

Erica al so sonetinmes gets involved

Hof f man, Ed. I nf or mat i onal [ Page 3]



RFC 4134 Exampl es of S/ M ME Messages

2.1. Content of Docunents
ExContent is the foll ow ng sentence:

This is sone sanple content.

July 2005

That is, it is the string of characters starting with "T" up to and

i ncluding the
The hex for ExContent is

5468 6973 2069 7320 736f 6d65 2073 616d
The MD5 hash of ExContent is

9898 cac8 fab7 691f f89d c207 24e7 4a04
The SHA-1 hash of ExContent is

406a ec08 5279 ba6e 1602 2d9e 0629 c022

2.2. Private Keys

The following private keys are needed to create the sanpl es.
the public keys, see the certificates in the next section.

AlicePrivDSSSi gn =
0 30 331: SEQUENCE {
4 02 1: | NTEGER 0O
7 30 299: SEQUENCE {
11 06 7: OBJECT | DENTI FI ER dsa

20 30 286: SEQUENCE {
24 02 129: I NTEGER
: 00 81 8D CD ED 83
48 28 A3 E4 47 93
53 C5 AB 84 08 4F
0C D6 F3 44 48 D1
2F E1 D9 30 C8 36
DC 5F 69 8A E4 75
9B DE A7 5E F9 FC
8B 54 F1 3F BO 07
C3 BS B3 E3 55 08
78 BD FF 9D BO 84
: BS E4 09 96 5C F3
156 02 21: I NTEGER
: 00 E2 47 A6 1A 45
B8 37 21 2B 62 8B

Hof f man, Ed. I nf or mat i onal

706c 6520 636f 6e74 656e 742e

9687 dd48

(1

(ANSI X9.57 algorithm

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

2 840

0A

94
9F
3F
37
oF
47

37
5B

B8
93

10040 4 1)

39

73
A4
BF
91

5D
76
E4

3E

48
Al
B7
08
43
88

51

DA

EC
7E
89
4C
95
A8

1B

8F

To find
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179

310
312

02 128:
04 23:

02 21:

Exanpl es

I NTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}

38
59
1A
05
8A
90
CE
7C
4A
11
81

of S/IM ME Messages

Do
6A
30
3D
42
F8
2E
6D
53
7F
4A

14
4C
O]
58
25
6D
5D
49
56
c2
60

89
76
1E
Cco
A7
EA
A3
89
B5
BD
39

32
23
50
7B
F4
9C
07
11
E2
ED
BA

AA
39
5D
A2
75
co
cb
89
F9
D1
36

}
OCTET STRING encapsul at es
| NTEGER
00 BB 44 46 D1 A5 C9
7TA D6 92 07 FO 9A 85

}
}

AlicePrivRSASi gn =

Oo~Nk~O

20

22
26
30
33

165
170

Hof f man,

30 630
02 1:
30 13:
06 9
05 0
04 608:
30 604
02 1.
02 129
02 3
02 128
Ed.

SEQUENCE {

I NTEGER O

SEQUENCE {
OBJECT | DENTI FI ER
rsaEncryption (1 2 840
(PKCS #1)

NULL

39
04

36
21
23
36
73

39

46
89

FB
02
9B
B8
4A
8A
85
44
EC
FF

07
3F

3E
35
59
6E
08

B8
BD
1A
98

2E

113549 1

}
OCTET STRING encapsul ates {
SEQUENCE ({

I NTEGER O

I NTEGER
00

39
DC
86
82

2C
AC

DF

E6

9F
8C
I NTEGER

EO
7F
7D
26
51
BB
BE
5E
F8
2D
4E

I NTEGER

00 A4

89
4E
74
D4
OF
D8
EE
BA
6C
FA
F3

03 C3

73
BO
75
D2
30
32
34
35
EA
55
57
65537

39
29
6F
80

09
56

27

3A
38

I nf or mat i onal

0D

40
B9
57

47

8D

BE

6A

53
05
58
Bl
68
13
61
70
99
74

76

2E
29
50
6F
F5
FF
EF
77
57

34

F5

34

F5

6D
FC
9E
07
F7
19
AC
02
S5F

E8

05
7F
6D
A6

6D
5C
E2
07
5E
76
2F
F8
61
74

12
97
46

F2
AF
4B
14
30

36

FE

87 76

DF A6
EC FA
44 F1

05 93
Co 81
2C 74
48 52

6C A6 86

July 2005
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301 02

368 02

435 02

502 02

568 02

Hof f man, Ed.

65:

65:

65:

64:

64:

Exampl es of S/ M ME Messages

BS
D7
cb
67
OE
5B
FE
B7
DE
1A

79
48
15
63
BF
D5
33
F1
87
O]

I NTEGER

00
FC
40
F9
66
AD

F6
ES
FA
37
21
CA

I NTEGER

00
8A
08
8B
22
4C

E8
E8
55
7F
6A
9E

I NTEGER

00
14
7F
77
53
51

97
B6
F5
38
B7
E7

I NTECGER

2C
4F
64
51
A3
E9

FO
FA
73
B3
62
83

I NTEGER

58
DF
05
AB
FB
6F

I nf or mat i onal

88
4B
2F
50
02
8D

49
09
90
CE
28
65
CB
8E
06
EC

D6
B3
A8
82
B9
98

DE
98
96
D3
DA
FA

4C
0B
E4
22
FA
AB

24
6C
D7
94
1F
02

D9
F4
6E
93
E9
5F

01
6A
60
B4
2D
6A
FF
A2
22
91

EO
50
0A
8A
3C
2D

BO
50
73
70
38
8E

FO
6A
88
48
1E
CD

5B
cb
29
E7
3E
83

Al
9C
E2
CA
21
28

4B
8B
27
oF
F4
D8
29
76
7D
44

22
6A
B4
14
D2
D1

11
F5
5D
7F
91
2F

87
90
E3
D7
20
F1

FA
21
8F
2C
6C

50
6F
88
BF
96

2E
91
31
56
39
41
E4
37
04
AB

21
9D
9B
Cc8
06

25
77
F4
F5
2A

9B
S5F
59
22
B2

A0
D3
7E
99
4D

38
B8
89
40
B8

8A
F7
47
AC
90
F3
03
BO
66
7F

4C
ES
9B
F2
BF

09
77
Cc8
A4
86

17
86
B9
Bl
C8

cb
Cc8
46
2D
67

84
B4
21
71
33

D2
36
35
2F
6F
13
0B
79
S5E
21

5F
OF
oC
93
B4

D2
61
5B
AA
5B

7F
27
F9
25
51

85
E4
8C
55
41

6A
2A
6F
EC
cb

F2
64
37
34
D7
3D
57

0A
BS
55
OE
55

02
A4
12

6C

EE
51
1E
98
16

22
F1
EC

11

AB
25
4B
21
E2

62
75
4D
6E

2D
05

1B

70
85

92
31

51
45
93
74
14

1B
El
9B

23

84
15

3B

03
FB
25
25

B2

95
1C
6E
39

2F
AF

01
93
22
FD
E8

83

B7

3D
75

44
24
E1

BC
F6
9E

95

74
E8

EE
08
5E
8F
2B
8B

27

1D
A5

6B
73
3C
AE

1B
A0
29

93
6E
48
E4
BE
BB
E4

7F
EE

July 2005
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BobPri VRSAEncrypt =

O~NR~O

20

22

30
33

165

170 02 128:

301

368

Hof f man,

30
02
30
06
05
04
30

02
02

02

02

02

Ed.

645: SEQUENCE {
1: I NTEGER 0
13:  SEQUENCE {

9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

0: NUL L

: }
608: OCTET STRING encapsul ates {

604: SEQUENCE {

1: I NTEGER O

129: I NTEGER

00
41
FB
DO
B7
65
46
85
1C
D8
5F

3: | NTEGER
| NTEGER

67
22
88
30
70
DA
Co6
S5E
9E
3D
F6

65: | NTEGER

00
BC
F5
0B
93
F3

65: | NTEGER

00
C8
19

I nf or mat i onal

A9
S5E
1D
35
08
1E
01
8B
FB
69
38

cb
83
94
CB
79
87
77
21
4E
BO
10

Do
A6
72
9B
BS
31

Do
D7
45

El
A6
01
85
3B
7B
86
31
5D
01
CF

67
79
DA
6D
09
D9
36
04
60
F1
1C

65537

48
9C
F2
E7
0A
98
DC
71
63
1B
09

(O]
75
4
DA
5B
c2

51
AB
CB

4C
6D
1C
BA
A0
D6
A9
43
FO
DF
D8

22
D6
EB
DD
FE
B9

FC
F2
66

98
89
19
TA

A9
34
B8

05
2C

9A
FO
6B
6A
F4
30
91
FC
17

87
66
FO
6B
E5

1E
58

3F
85
70
98

33
32

EO
F8

oD
A6
OF
56
FE
84

oD

58
25

3F
46
6D

22

28

39

26
66

24

18
5C
TA
6A

8F
06
8B
AD
45
74
7C
07
79

03

9A
F8
FD

B7
F7
19

35
17
14

A3
07
08
1F
70
A7

98
1D
35
77
EO
E4
30
3D
1C

19

99
8D
F1
FC
68

5B
82
5F

5F
5D
OF
41

7F
03
14
53
D1
EB

BC

A9
FC
A0
FO
4B

18
45
3E
3B
84

ED
94
E2

F2
9A
BD
5C

3B
59
48

BE

1B
ED
OE
EB
B2
59

FA
98
2C

76
52
5C
3C
23

B5
F3
10

1)

A0
91
A5

6D
BB
52
E6

83

65
A7
82
51
F4
6C

6D
1C
98

8F
8C

08
62

8E
53
2B

93
5B
22
B7

AF
FC
4F
53

FF
03
78
79
19
c1
08
14
3D
05

8D
76
55
43
AF

01
A8
F3

July 2005
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435

501

568

634
636
638

643
645

Car | Pri vDSSSi gn

0
4
7
11

20
24

Hof f man,

02

02

02

A0
30
06

31
03

30
02
30
06

30
02

Ed.

64:

65:

64:

13:
11:

Exampl es of S/ M ME Messages

8F EC
B5 47
08 84
I NTEGER
34 BA
6A 48
C3 60
62 52
20 14
DO 80
I NTEGER
00 9E
09 06
40 72
88 16
69 AF
7D 34
| NTEGER
57 18
54 DA
3D 69
1C 2A
15 F5
63 46

}
[0] {
SEQUENCE {

6A
21
60

64
EF
3B
38
99
B7

2F
A4
9C
68
03
30

67
9C
CB
7C
EE
41

30
DC
7D

co
1B
9B
84
5A
85

B3
5D
3A
A8
0A
25

D6
05
31
26
0B
F6

74
49
8F

48
2A
97
CE
57

37
D9
88
35
48
07

0A
4F
4
50
D5

F8 4D 11

01

28
5A
A9
E5
FE

9A
90
85
1A
32

D2
81
52
D5
8D

F9

57
1C
Co
09
23

FB
96
9C
1B
04

BS
D4
Cc8
E9
EE

0A

74
48
EF
88
6C

0B
06
87
43
4E

AB
EF
54
A6
B3

F4
20

D7
7B
18
48
E4

06
05

E8
E9

01
55
D7
AF

A7
29

55
1E
66
94
A7

5D
SF
9D
38
OF

BA
89
25
77
4C

50
21
A9
69
23

57
24
62

8F
7A
1E
00

Al

20
24

El
06

98
77

E7
32
3B

7C

OBJECT | DENTI FI ER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

SET {

BIT STRING 0 unused bits
' 00001000’ B (bit 3)
Spurious zero bits in bitstring.

Error:

}
}
}
}

330: SEQUENCE {

1:
299:
7

286:
129:

I NTEGER 0
SEQUENCE {

OBJECT | DENTI FIER dsa (1 2 840 10040 4 1)

(ANSI X9.57 algorithm

SEQUENCE {
| NTEGER

00 B6 49 18 3E 8A 44 Cl1 29 71 94 4C

I nf or mat i onal

July 2005
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156

179 02 128:

310
312

02

04
02

Exanpl es

01
FB
Cc8
E4
4A
0A
25
FC
B5
AD

21: | NTEGER

00
02

oC
4F
56
E1
AD
87
AF
73
8A
B8
FO

}

4
Co6
71
6D
16
8A
15
70
Al
El

DD
A4

I NTECGER

EE
55
0B
6D
CB
0B
OE
AA
79
A3
42

of S/IM ME Messages

12
4C
4B
D3
F6
BA
51
B7
AF
08

C1
BF

57
7F
2B
3E
AE
074
c9
7F
61
58
o)

c1
B3
074
E2
46
16
97
cb
8B
D4

2F
8A

9B
9D
5B
BD
45
cb
1D
46
B4
06
63

7A
OE
45
86
ED
7B
55
30
cC
6D

DF
5D

4B
ED
ocC
BF
E3
FO
5A
51
D5
25
65

79
94
Co
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

: }
22: OCTET STRING encapsul at es
20: | NTEGER
: 19 B3 38 A5 21 62 31
08 46 78 D1 3E B5 E5

}
}

Carl Pri vRSASI gn =

Oo~NR~O

20

22
26
30
33

Hof f man,

30
02
30
06

05
04
30

02
02

Ed.

630: SEQUENCE {

54
06
25
82
98
01
53
DA
E7
D6

0B
10

B6
0D
A5
B7
8C
B5
4F
42
22
@
0A

50
72

4D
EB
5D
7D

48
OE

8B
E9

34

07
EB
62

22
4E
44
16
44
EF

E5

AB
01
9C
BA
BB
93

A8

70

60

6A
46
52

9D
5D
79

63
BA

7F

113549 1

1: | NTEGER 0O
13: SEQUENCE {
9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840
: (PKCS #1)
0: NULL
: }
608: OCTET STRING encapsul ates {
604: SEQUENCE {
1: | NTEGER 0O

129: I NTEGER

00 E4 4B FF 18 B8 24 57 F4 77 FF 6E

I nf or mat i onal

1E

FC
15
7E
8B
A9

S5F

77

74
59
69

9C
73
35
48
1F
EO

B9

81
B1

95
8A
EB
50
22
B9

3E

37

3C

3C
44

5A

86
75

3E

1 1)

July 2005
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73
D3
9D
A7
A2
99
16
29
F8
38

7B
41
BD
BD
36
25
A0
CB
18
B9

I NTEGER
I NTEGER

00
EF
TA
BC
D6
4E
20
D4
EO
BA
1C

AE
38
86
29
13
OF
77
9C
90
4A
AB

I NTEGER

00
93
Bl
40
61
BB

FF
B3
48
F6
0A
A7

I NTEGER

00
OF
cb
07
01
B6

E4
BA
7D
D9
AA
c2

I NTECGER

57
44
F8
6D
2E
D8

36
00
E7
B5
46
54

I NTEGER

64
03
D8

I nf or mat i onal

Al
CD
1A

93
46
51
D7
Bl
8F
c5
82
D6
1B

71
Do
1E
8D
ED
B8
BE
DD
Cc8
3C

65537

73
5F
67
OE
9B
BD
90
87
16
ED
CB

DF
BO
BA
BF
6E
OE

69
63
D1
30
1B
7E

6C
F8
00
63
F8
26

OF
BO
B6

E4
53
36
F3
c3
A7
DF
60
F8
39
E8

09
49
0B
DC
3B
7F

68
1D
c2
03
07
AB

8F
80
EO
Co
77
95

AC
E6
88

5C
cb
17
1A
E2
4E
OE
AC
57
1D

5B
21
E7
8F
97
A8
61
ED
80
B6
F5

A0
BB
39
AE
CE
0B

18
72
27
A3
1F
73

8C
E2
8F
AD
85

55
A7
14

BC
11
TA
53
50
AB
AE
44
S5E
97

SF
2A
7D
BD
TA
F7
9B
76
47
5D
26

56
DE
El
1D
30

5F
CB
A9
03
20

04
AF
8C
44
4B

74
19
A0

33
3A
F2
EC
E2
B9
44
E9
F2
9

5B
2F
62
O]
CA
54
9A
84
(O]
02
3F

0B
E7
1C
Do
DA

F9
20
2E
AB
4C

76
42
27
E9
3B

1B
1D
2C

1A
04
76
E4
32
7D
5B
AA
76
6A

66
62
78
9
6A
06
6F
F1
19
47
A4

42
81
7B
Al
36

57
A4
AC
7F
B7

6C
01
A4
76
87

BD
80
7A

92
B3
2C

09

EF
93

F1

S5A
FE
75

FO

74
6A
6B
3B
81

52
7D
22
AD
oF

81
TA
88

B6
A9
2D
91
04

oD
AF

92
8E
2B

8A
96

94
F2

3D
B6
B8

30
ED
SF

9E
28
18
04
65

7C
76
56
92

OF
5F
A7
FO

61
F1
76

72
AF
86
E8
3F
65

29
11

D7
29
73
F8
85

37
75
1B

99
33
71
25

66
64
9A
50
56

EE
14
19
AF

7B
41

23
82
39
EC
oF
DA
A7
OE
60

9A
A0
BA
65

3B

77

4D

B6
S5A
29

89
89
85
24

24
84
E5
49

17
48
OF

July 2005
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OE 1F 7A 2A B2 6E 37 04 AB 39 45 73
BA 46 A8 OF 8D 82 5F 22 14 05 CF A2

: A3 F3 7C 83

568 02 64: I NTEGER

: 26 1E 1D 1C A1 98 2B E4 DB 38 E8 57
6E 6B 73 19 88 61 3A FA 74 4A 36 8B
47 68 5D 50 EB 26 E3 EA 7D 9B 4E 65
A9 AF 7B AB 4B 2E 76 51 3D A8 DO 11
AB A3 D6 A8 CO 27 36 1D 54 0B AA A7
D1 6D 8D FA

}

D anePri vDSSSi gn =
0 30 331: SEQUENCE {

4 02 1: | NTEGER 0O

7 30 299: SEQUENCE {

11 06 7: OBJECT | DENTI FIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm

20 30 286: SEQUENCE {

24 02 129: I NTEGER
: 00 B6 49 18 3E 8A 44 Cl1 29 71 94 4C
01 &4 12 C1 7TA 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 Q0 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
BS A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
156 02 21: I NTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: I NTEGER
: 0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
El 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA

Hof f man, Ed. I nf or mat i onal [ Page 11]
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310
312

04 23:
02 21

Exampl es of S/ M ME Messages

}

}
OCTET STRING encapsul ates {
| NTEGER
00 96 95 F9 EO C1 EO 41 2D 32 OF 8B

42 52 93 2A E6 1E OE 21 29

}
}

Di anePri vRSASI gnEncrypt =

0 30 631
4 02 1:
730 13
906 O
20 05 O
22 04 609
26 30 605:
30 02 1.
33 02 129:
165 02  3:
170 02 128:
301 02  65:
Hof f man, Ed.

SEQUENCE {
I NTEGER 0
SEQUENCE {

OBJECT | DENTI FI ER
rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

NULL

}
OCTET STRING encapsul ates {

SEQUENCE {

I NTEGER O
I NTEGER

00
EA
B1
F6
A9
F6
07

I NTE
00

D6
7C
92
7C
76

60

GER
F3

I nf or mat i onal

FD
BB
S5A
FB
9D
B7
A0
49
EE
47
1D

B8
A2
17
44
CF
28
C1
AC
FO
E5
95

65537

CD
2B
3C
FE
3A
11
84
20
D4
62
91

B8

c2
c5
OF
58
77
71
25
24
4A
BD
53

3F

62
F4

EC
0A
60
45
73
0A
5D

OE
6B

80
45
44
63

32
80
BB

4A

70
FA
20
8B
A0
BB
1E
D7
35

61
35
25
8F
24
E3
B5
F1
9E
FC
96

D1

FO
El
27
2C
F8
B7
F8
72
83
28

14
A5
96
EB
9E
B2
BC
80
B9
oC
B6

94

4C
E6
99
06
70
BF
7E

BO
F1

5B
96
BA
Bl
oC
A8
2F
2F
49
24
41

BO

25
32
24
F1
96
4A
67
EF
02

85

4B
45
62
8C
EB
A9
1E

92

91

EC
3A
82
7E
F2
4C

08

74

E7
23
52
BD
86
2E

41

19
93

60

1)

53

26
83
19

37
F3
69

BF
FC
42

80
AC
F6
OE
8E
E4

13

FF

03
42
3F
Bl
21
11
64

60
69
E2
0D

17
21
32
3F

41

July 2005
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368

435

502

569

2.3. Certificates

02

02

02

02

65:

65:

65:

64:

Exampl es of S/ M ME Messages

92 0D
D4 0B
SF 4F
52 B3
36 75
I NTEGER
00 E1
AA 02
86 C9
68 38
2C 54
A0 7E
I NTEGER
00 AF
67 A9
29 8B
2B D4
08 2D
SF AC
I NTECGER
00 B9
A2 7C
DD 94
9A 19
DD AB
89 8A
I NTEGER
01 07
DF A8
BO 73
B3 AC
65 Al
AC 6C

Al i ceDSSSi gnByCar | Nol nherit =
732: SEQUENCE {

0
4
8
10

13

17
19

Hof f man,

30
30
A0
02

02

30
06

Ed.

667:
3:

SEQUENCE {

[0] {
| NTEGER 2

}
| NTEGER 200
SEQUENCE {

8D
70
19
22
68

D2
B4
10
00
80
D2

B6
Al
FE
09
E3
12

98
52
C6
DC
1D
71

21
DE
74
69
16
BF

E7
5A
8D
4B
0A
BB

BC
99
0A
A0

5C

41
8A
1B
73
08

97
F7

39
E5

3F
1A
50
A8
B5

11
ED
56
2E
75
91

DB
FC
DF
56
B5
A9

FC
20
c3
ED
7B
61

SF
E2
o)
B3
39

77
AF
Al
7C

57
4E
7B
D2
BA

22
EF
D4
5B
Al

08
S5A
25
E9
BS

TA
Bl
BE
F7
BO

1D
E9
90
8E

06
9D
31
26
D1

73
D2
Cc8
c5
E7

50
EA
Cco
1D
AC

60
34
3F
3F
E3

FF
90
91
54

AE
82
75
32
66

43
8E
S5E
Bl
B3

1F
2C
82
27
7F

A8
7D
58
7C
74

96
94
AE
7F

72
11
79

96

41
FD
57
62

73
89
51

E9

FD
FC
45
AC
7D

23
F2
BD
00

95
4F
69
B1
1B

EC
1D
25
FC

60
E4
F8
82
S5A

30
74

44
BO
05
72

22
96
E7
E2
BO

FB
0A
20

8A
A5
EE
6C
9B

5C

06
B8

08

76
4F

16
3C
75
EO
OE

B5
E5
5D
BE
A5

01
19
2B
03

07

90
1B

July 2005

OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)

I nf or mat i onal
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28 30 18:
30 31 16:
32 30 14:
34 06 3
39 13 7:
48 30  30:
50 17  13:
65 17  13:
80 30  10:
82 31  17:
84 30  15:
86 06  3:
91 13 8:

101 30 438:
105 30 299
109 06 7
118 30 286:
122 02 129
254 02 21
277 02 128:
Hof f man, Ed.

Exampl es of S/ M ME Messages

(ANSI X9.57 al gorithm

}
SEQUENCE {
SET {

SEQUENCE {

July 2005

OBJECT | DENTI FI ER conmonNanme (2 5 4 3)

(X. 520 id-at (2 5 4))

Printabl eString ' Carl DSS

}
}

}
SEQUENCE {

UTCTi ne ' 9908170110497
UTCTi me ' 3912312359597

}
SEQUENCE {
SET {

SEQUENCE {
OBJECT | DENTI FI ER comonNane
(X.520 id-at (2 5 4))
PrintableString ' Ali ceDSS

}
}

}
SEQUENCE {
SEQUENCE

{

OBJECT | DENTI FI ER dsa (1
X9.57 al gorithm

( ANSI

SEQUENCE {

I NTEGER

00
48
53
oC
2F
DC
9B
8B
(O]
78
B5

81
28
C5
D6
El
5F
DE
54
B5
BD
E4

I NTEGER

00
B3

E2
37

I NTEGER

26
4B
CB

38
59
1A

8D
A3
AB
F3
D9
69
A7
F1
B3
FF
09

47
21

DO
6A
30

CD
E4
84
44
30
8A
5E
3F
E3
9D
96

A6
2B

14
4C
c3

ED
47
08
48
C8
E4
F9
BO
55
BO
5C

1A
62

89
76
1E

I nf or mat i onal

83
93
4F
D1
36
75
FC
07
08
84
F3

45
8B

32
23
50

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

AA
39
5D

2 840

0A
OE
94
9F
3F

9F
47

37
5B

B8
93

39
04

9E 39
D7 A8
El 73
AF A4
9B BF
0C 91
2F DD
4D 5D
39 76
F2 E4

13 C6

FB 3E
02 35
9B 59

10040

3E
OE
48
Al
B7

43
88
10
51

DA

6D
5C
E2

(2 5 4 3)

4 1)
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408 03 132:
412 02 128
543 A3 129
546 30 127:
548 30  12:
550 06 3
555 01 1
558 04 2
560 30 O
562 30 14
564 06  3:
569 01 1
572 04 4
574 03 2
578 30 31
580 06  3:

Hof f man, Ed.

Exanpl es of S/IM ME

AA
7D
3E
E9
01
95
1F
D1

}

}
BIT STRING O unused bits,

05
8A
90
CE
7C
4A
11
81

I NTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2

}
[3] {
SEQUENCE

SEQUENCE {

E3
A9
89
3D
3E
A0
1A
BF
BB
84
A5

{

3D
42
F8
2E
6D
53
7F
4A

B9
EC
28
43
24
4A
F2
66
34
FO
E2

58
25
6D
5D
49
56
c2
60

5A
AC
11
5B
7D
E3
24
14
D4
7E
F4

Messages

Co
A7
EA
A3
89
B5
BD
39

75
5E
23
6F
3D
85
AB
80
D2
41
F2

7B
F4
9C
07
11
E2
ED
BA

14
DC
D9
E5
07
D6
53
5C
96
40
83

OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X. 509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING encapsul ates {

SEQUENCE {}
}

}
SEQUENCE {

A2
75
c9
cb
89
F9
D1
36

96
BD
34
51
8D
CE
1A
62
37
FD
E5

36
CF
21
23
36
73
50
39

0B
B7
86
BF
5B
06
B8
AC
F6
46
B8

B8
4A
8A
85
44
EC
FF

A9
13
67
FA
63
80
27
65
61
A7

6E
08
3B
B3
BD
1A
98

7A
11
75
89
C8
3F
0D
FA
47
63

07
5E
76
2F
F8
61
74

encapsul at es

DD
34
75
F2
BB
E8
1E
15
B2
4E

July 2005

AF
4B
14
30
C8
36
c2

{

E3
A6
13
A2
45
23
EF
8B
4
33

OBJECT | DENTI FI ER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bhits
"11'B

}

}
SEQUENCE {

OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)

I nf or mat i onal
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: (X. 509 id-ce (2 5 29))
585 04 24: OCTET STRING encapsul ates {

587 30 22: SEQUENCE {

589 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
. } }
611 30  29: SEQUENCE {

613 06 3: OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
: (X. 509 id-ce (2 5 29))
618 04 22: OCTET STRING encapsul ates {
620 04  20: OCTET STRI NG
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

642 30 31; SEQUENCE {
644 06 3. OBJECT | DENTI FI ER subject AltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
649 04 24: OCTET STRING encapsul ates {
651 30 22: SEQUENCE {
653 81 20: [1] ' Ali ceDSS@xanpl e. con

: }

}
}
}

675 30  9:  SEQUENCE {
677 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)

(ANSI X9.57 al gorithm

: }
686 03  48: BIT STRING 0 unused bits, encapsul ates {
689 30 45: SEQUENCE {
691 02 20: | NTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
713 02  21: | NTECER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}

Al'i ceRSASI gnByCarl =
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0 30 556: SEQUENCE {
4 30 405: SEQUENCE {
8 A0 3: [0] {
10 02 1: | NTEGER 2
: }
13 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
31 30 13: SEQUENCE {
33 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
: ( PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT | DENTI FI ER conmonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: Printabl eString ' Carl RSA
: }
}
: }
66 30  30: SEQUENCE {
68 17 13: UTCTi me ' 9909190108472
83 17 13: UTCTi ne ’ 3912312359597
: }
98 30 19: SEQUENCE {
100 31 17: SET {
102 30 15: SEQUENCE {
104 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 8: PrintableString ' Ali ceRSA
: }
} }
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {
124 06 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
135 05 0: NULL
: }
137 03 141: BIT STRING 0 unused bits, encapsul ates {
141 30 137: SEQUENCE {

144 02 129: I NTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB

Hof f man, Ed. I nf or mat i onal [ Page 17]
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276

281
284
286
288

293
296
298

300
302

307
310
312

316
318

323
325
327

349
351

Hof f man,

02

A3
30
30
06

01
04
30

30
06
01

03

30
06

04
30
80

30
06

Ed.

129:
127:
12:

24:
22:
20:

Exampl es of S/ M ME Messages

DC
86
82
2C
AC
DF
E6
9F
8C

7D
26
51
BB
BE
5E
F8
2D
4E

I NTEGER

}
}
}

[3]

SEQUENCE {
SEQUENCE

{

74
D4
OF
D8
EE
BA
6C
FA
F3

75
D2
30
32
34
35
EA
55
57

65537

29
6F
80
CF
09
56
87
3A
38

OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X. 509 id-ce (2 5 29))

BOCOLEAN TRUE

OCTET STRING encapsul ates {

SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE

OCTET STRING encapsul ates {
BIT STRING 6 unused bhits

"11'B

}
}
SEQUENCE

{

OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING encapsul ates {

SEQUENCE {

[ O]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

}
SEQUENCE

{

OBJECT | DENTI FI ER

subj ect Keyl dentifier (2 5 29 14)

I nf or mat i onal

0D
AA
BE
Co6
6A
D9
40
B9
57

05
58
Bl
68
13
61
70
99
74

2E
29
50
6F
F5
FF
EF
77
57

6D 12
FC 97
9E 46
07 D9
F7 05
19 7F
AC 6D
02 A6
S5F

July 2005

DF A6
EC FA
44 F1
BO 60
05 93
Co 81
2C 74
48 52
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: (X. 509 id-ce (2 5 29))
356 04 22: OCTET STRING encapsul ates {
358 04  20: OCTET STRI NG
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

} }
380 30 31: SEQUENCE {
382 06 3: OBJECT | DENTI FI ER subj ectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
387 04 24: OCTET STRING encapsul ates {
389 30 22 SEQUENCE {
391 81 20: [1] ' Ali ceRSA@xanpl e. comi
: }
}
}
}
} }
413 30 13: SEQUENCE {
415 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
426 05 0: NULL

: }
428 03 129: BIT STRING O unused bits

: 3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F FO FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

BobRSASi gnByCar| =
0 30 551: SEQUENCE {
4 30 400: SEQUENCE {

8 A0 3 [0] {
10 02 1 | NTEGER 2
1 }
13 02 16 | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

Hof f man, Ed. I nf or mat i onal [ Page 19]
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31 30 13: SEQUENCE {
33 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT | DENTI FI ER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: Printabl eString ' Carl RSA
: }
} }
66 30  30: SEQUENCE {
68 17 13: UTCTi me ' 9909190109027
83 17 13: UTCTi me ' 3912312359597
: }
98 30 17: SEQUENCE {
100 31 15: SET {
102 30 13: SEQUENCE {
104 06 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 6: Printabl eString ' BobRSA
: }
} }
117 30 159: SEQUENCE {
120 30 13: SEQUENCE {
122 06 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
133 05 0: NULL
: }
135 03 141: BIT STRING O unused bits, encapsul ates {
139 30 137: SEQUENCE {

142 02 129: I NTECGER
: 00 A9 E1 67 98 3F 39 D5 5F F2 A0 93
41 5E A6 79 89 85 C8 35 5D 9A 91 5B
FB 1D 01 DA 19 70 26 17 OF BD A5 22
DO 35 85 6D 7A 98 66 14 41 5C CF B7
B7 08 3B 09 C9 91 B8 19 69 37 6D F9
65 1E 7B D9 A9 33 24 A3 7F 3B BB AF
46 01 86 36 34 32 CB 07 03 59 52 FC
85 8B 31 04 B8 CC 18 08 14 48 E6 4F
1C FB 5D 60 C4 EO 5C 1F 53 D3 7F 53
D8 69 01 F1 05 F8 7A 70 D1 BE 83 C6

Hof f man, Ed. I nf or mat i onal [ Page 20]



RFC 4134

274

279
281
283
285

290
293
295

297
299
304

307
309

313
315

320
322
324

346
348

353
355

377

Hof f man,

02

A3
30
30
06

01
04
30

30
06
01

04
03

30
06

04
30

30
06

04
04

30

Ed.

127
125:
12:

24:
22:
20:

22:
20:

29:

Exampl es of S/ M ME Messages

S5F 38 CF 1C 2C AA 6A A7 EB
I NTECER 65537

}
}

}
[3] {
SEQUENCE {
SEQUENCE ({
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {

July 2005

OBJECT | DENTI FI ER keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 5 unused bits
"100’ B (bit 2)
}

}
SEQUENCE ({

OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING encapsul ates {

SEQUENCE {
[ 0]

E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 AE 22 AE 9E 38 BB

}
}

}
SEQUENCE ({
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
E8 F4 B8 67 D8 B3 96 A4 2A F3
29 D3 95 5A 86 16 B4 24

}
}
SEQUENCE {

I nf or mat i onal

11 AA
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379 06 3: OBJECT | DENTI FI ER subj ect Alt Name (2 5 29 17)
: (X.509 id-ce (2 5 29))
384 04 22: OCTET STRING encapsul ates {
386 30 20: SEQUENCE {
388 81 18: [1] ' BobRSA@xanpl e. comi
' }
}
}
}
}
: }
408 30 13: SEQUENCE {
410 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
: (PKCs #1)
421 05 0: NULL
: }
423 03 129: BIT STRING O unused bits
: 7B 8E 66 C5 F1 10 3F 10 20 4C 88 71
AB 7B 40 6B 21 33 FA 4A 95 DE 9D OE
5B 6B 94 21 05 G0 F2 E1 7E 2A CD 9C
93 88 87 FB 8B B7 7E 7D 41 61 E1 E4
D6 6D F9 E2 04 55 61 45 BC 64 27 44
C0 A1 BD 59 79 D9 1D 64 3C 21 D6 45
BO 5D 68 33 92 EA AC F1 57 E5 81 7D
98 E6 35 91 A3 39 DE 77 F4 E8 1C 3B
29 DC 7F 51 07 97 F3 36 FO 50 OA DD
9B DE B6 5E 38 11 2B FB 57 EA 89 6D
AD C9 88 D8 8F CF 2B D3
}
Carl| DSSSel f =
0 30 667: SEQUENCE {
4 30 602: SEQUENCE {
8 A0 3: [0] {
10 02 1: | NTEGER 2
: }
13 02 1: | NTEGER 1
16 30 9: SEQUENCE {
18 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: (ANSI X9.57 al gorithm
: }
27 30 18: SEQUENCE {
29 31 16: SET {
31 30 14: SEQUENCE {
33 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
38 13 7: PrintableString ' Carl DSS
Hof f man, Ed. I nf or mat i onal [ Page 22]
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47 30 30:
49 17  13:
64 17 13:
79 30  18:
81 31  16:
83 30  14:
85 06  3:
90 13 7:
99 30 439:
103 30 299:
107 06 7:
116 30 286:
120 02 129
252 02 21
275 02 128:

Hof f man, Ed.

Exampl es of S/ M ME Messages

}
}

}
SEQUENCE {

UTCTi ne ' 9908162250502’
UTCTi ne ' 3912312359597

}
SEQUENCE {
SET {

SEQUENCE {

OBJECT | DENTI FI ER conmonNane

(X.520 id-at (2 5 4))

Printabl eString ' Carl DSS

}
}

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER dsa (1
X9.57 al gorithm

( ANSI

SEQUENCE {

I NTEGER

00
01
FB
c8
E4
4A
0A
25
FC
B5
AD

B6
o)
C6
71
6D
16
8A
15
70
Al
El

I NTEGER

00
02

DD
Ad

I NTEGER

oC
4F
56
El
AD
87
AF
73
8A
B8
FO

EE
55
0B
6D
CB
0B
OE
AA
79
A3
42

49
12
4C
4B
D3
F6
BA
51
B7
AF
08

C1
BF

57
7F
2B
3E
AE
74
c9
7F
61
58
o)

18
C1
B3
074
E2
46
16
97
CD
8B
D4

2F
8A

9B
9D
5B
BD
45
CD
1D
46
B4
06
63

3E
7A
OE
45
86
ED
7B
55
30
cC
6D

DF
5D

4B
ED
oC
BF
E3
FO
5A
51
D5
25
65

I nf or mat i onal

8A
79
94
Cco
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

44
CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

2 840

C1
54
06
25
82
98
01
53
DA
E7

0B
10

B6
oD
A5
B7
8C

4F
42
22

0A

29
4D
EB
5D
7D

48
OE

8B
E9

34

07
EB
62
B9
22
4E
44
16
44
EF

July 2005

(2 5 4 3)

10040

71
AB
01
9C
BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D
79
9C
63
BA

94
1E

FC
15
7E
8B
A9

5F

77

74
59
69
61
9C

35
48
1F
EO

4 1)

4C
81
B1
DA
95
8A
EB
50
22
B9

3E
37

3C

3C
44

5A
EB
86
75
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} }
406 03 133: BIT STRING O unused bits, encapsul ates {
410 02 129: | NTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0C FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 Bl 61 8F 3A 57 Bl
08 11 A4 0B 26 25 FO 52 76 81 EA 0B
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A
}
: }
542 A3  66: [3] {
544 30 64: SEQUENCE {
546 30 15: SEQUENCE {
548 06 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
553 01 1: BOOLEAN TRUE
556 04 5: OCTET STRING encapsul ates {
558 30 3: SEQUENCE {
560 01 1: BOOLEAN TRUE
: }
} }
563 30 14: SEQUENCE {
565 06 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
570 01 1 BOOLEAN TRUE
573 04 4: OCTET STRING encapsul ates {
575 03 2: BIT STRING 1 unused bits
’1100001' B
} }
579 30 29: SEQUENCE {
581 06 3: OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
586 04 22: OCTET STRING encapsul ates {

588 04 20: OCTET STRI NG
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}

Hof f man, Ed. I nf or mat i onal [ Page 24]
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}
}
}

}
SEQUENCE {

OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
BIT STRING O unused bits, encapsul ates {

SEQUENCE {
| NTEGER
6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
C9 06 37 E9 11 17 Al 13
| NTEGER
00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
}

491: SEQUENCE {

REC 4134
610 30 O
612 06 7
621 03 48
624 30  45:
626 02  20:
648 02 21

Car | RSASel f

0 30

4 30 340
8 A0 3:
10 02 1
13 02 16:
31 30 13:
33 06 9
44 05 O
46 30  18:
48 31 16
50 30  14:
52 06 3
57 13 7:
66 30 30
68 17  13:
83 17  13:

Hof f man, Ed.

SEQUENCE {

[0] {
| NTEGER 2

}
| NTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
9F F2 50 20
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
NULL

}
SEQUENCE {
SET {
SEQUENCE ({
OBJECT | DENTI FI ER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA

}
}

}

SEQUENCE {
UTCTi me ’ 990818070000Z
UTCTi me ’ 3912312359597’

}
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98 30 18: SEQUENCE {
100 31 16: SET {
102 30 14: SEQUENCE {
104 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 7: Printabl eString ' Carl RSA
: }
} }
118 30 159: SEQUENCE {
121 30 13: SEQUENCE {
123 06 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCsS #1)
134 05 0: NULL
: }
136 03 141: BIT STRING O unused bits, encapsul ates {
140 30 137: SEQUENCE {

143 02 129: I NTEGER
: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
: 38 B9 1B 3C 1D 97 C9 6A F1
275 02 3: I NTEGER 65537

}
}
: }
280 A3  66: [3] {
282 30  64: SEQUENCE {
284 30  15: SEQUENCE {
286 06  3: OBJECT | DENTI FI ER

basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

201 01 1 BOOLEAN TRUE
294 04 5: OCTET STRING encapsul ates {
206 30 3 SEQUENCE {
208 01 1. BOOLEAN TRUE
: }
} }
301 30 14 SEQUENCE {
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303 06 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
308 01 1: BOOLEAN TRUE
311 04 4: OCTET STRING encapsul ates {
313 03 2: BIT STRING 1 unused bits
1100001’ B
317 30 20: SEQUENCE {

319 06 3: OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
324 04 22: OCTET STRING encapsul ates {
326 04  20: OCTET STRI NG
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}
}
} }
348 30 13: SEQUENCE {
350 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
361 05 0: NULL

: }
363 03 129: BIT STRING 0 unused bits
: B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB 0C FO 48 OF 32 61 EE C4 04
EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 0B B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 A0 F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl DA 6A 8D 53 34 18 02

}

Di aneDSSSi gnByCarl | nherit =
0 30 440: SEQUENCE {
4 30 375: SEQUENCE {

8 A0 3 [0] {

10 02 1: | NTEGER 2
I }

13 02 2 | NTEGER 210
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17 30 9: SEQUENCE {
19 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm
: }
28 30 18: SEQUENCE {
30 31 16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
39 13 7: Printabl eString ' Carl DSS
: }
}
: }
48 30  30: SEQUENCE {
50 17 13: UTCTi me ' 990817020810Z
65 17 13: UTCTi me ' 3912312359597
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30 15: SEQUENCE {
86 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: Printabl eString ' Di aneDSS
: }
} }
101 30 147: SEQUENCE {
104 30 9: SEQUENCE {
106 06 7: OBJECT | DENTI FIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm
: }
115 03 133: BIT STRING 0 unused bits, encapsul ates {

119 02 129: I NTEGER

: 00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7Y
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC GO AA CD 2E C5 23

: }
251 A3 129: [3]
254 30 127: SEQUENCE {
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256
258

263
266
268

270
272

277
280
282

286
288

293
295
297

319
321

326
328

350
352

357

359
361

Hof f man,

30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30

04
04

30
06

04

30
81

Ed.

enve L.

24:
22:
20:

22:
20:

24:
22:
20:

Exampl es of S/ M ME Messages

SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {

July 2005

OBJECT | DENTI FI ER keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bits
"11'B
}

}
SEQUENCE {

OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING encapsul ates {

SEQUENCE {
[ 0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
COCTET STRI NG
64 30 99 7D 5C DC 45 0B 99 3A
16 BF 58 50 DD CE 2B 18

}

}
SEQUENCE {
OBJECT | DENTI FI ER subj ect Al t Nane (2
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[1] ' D aneDSS@xanpl e. com
}
}

I nf or mat i onal

52 2F

5 29 17)
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}
}
. } }
383 30 9  SEQUENCE {
385 06  7: OBJECT | DENTI FI ER dsaWt hShal (1 2 840 10040 4 3)

(ANSI X9.57 al gorithm

: }
394 03 48: BIT STRING O unused bits, encapsul ates {
397 30  45: SEQUENCE {
399 02  21: | NTEGER
: 00 A1 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
422 02  20: | NTEGER
: 28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

}
}
}

D aneRSASi gnByCar| =
0 30 556: SEQUENCE {
4 30 405: SEQUENCE {

8 A0 3: [0] {
10 02 1: | NTEGER 2
: }
13 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
31 30 13: SEQUENCE {
33 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
: (PKCsS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: Printabl eString ' Carl RSA
: }
}
: }
66 30  30: SEQUENCE {
68 17 13: UTCTi me ' 990819070000Z
83 17 13: UTCTi me ' 3912312359597
: }
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98 30 19: SEQUENCE {
100 31 17: SET {
102 30 15: SEQUENCE {
104 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 8: Printabl eString ' Di aneRSA
: }
} }
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {
124 06 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCsS #1)
135 05 0: NULL
: }
137 03 141: BIT STRING O unused bits, encapsul ates {
141 30 137: SEQUENCE {

144 02 129: I NTEGER

: 00 D6 FD B8 CO 70 C6 4C 25 EC EA CF
EA 7C BB A2 62 FA FO E6 32 3A 53 FF
Bl 92 5A 17 F4 20 E1 99 24 82 OA DO
F6 7C FB 44 CA 8B 27 06 F1 7E 26 03
A9 76 9D CF EC A0 2C 70 96 F2 83 42
F6 D4 B7 28 OA BB F8 BF 4A 4C 19 3F
07 DB A0 C1 60 1E B7 7E 67 F7 DE Bl
C3 60 49 AC 45 D7 F8 C6 EF 08 37 21
93 47 EE FO 73 35 72 BO 02 C4 F3 11
C3 5E 47 E5 OA B7 83 F1 DB 74 69 64
8B 44 1D 95 5D CD 28 C0 85

276 02 3: | NTEGER 65537

' }

}

: }
281 A3 129: [3] {
284 30 127: SEQUENCE {
286 30 12 SEQUENCE {
288 06  3: OBJECT | DENTI FI ER

basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

293 01 1: BOOLEAN TRUE

296 04 2: OCTET STRING encapsul ates {

298 30 0: SEQUENCE {}

300 30 14: SEQUENCE {

302 06 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)

(X. 509 id-ce (2 5 29))
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307 01 1: BOOLEAN TRUE
310 04 4: OCTET STRING encapsul ates {
312 03 2: BIT STRING 5 unused bits
: "111'B
} }
316 30  31: SEQUENCE {
318 06 3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
323 04 24: OCTET STRING encapsul ates {
325 30 22: SEQUENCE {
327 80 20: [ 0]
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
} }
349 30 29: SEQUENCE {
351 06 3: OBJECT | DENTI FI ER
: subj ect Keyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
356 04 22: OCTET STRING encapsul ates {
358 04  20: OCTET STRI NG
: 8C F3 CB 75 OE 8D 31 F6 D4 29 DA 44
92 75 B8 FE ED 4F 39 0C
}
: }
380 30 31: SEQUENCE {
382 06 3: OBJECT | DENTI FI ER subj ect Alt Name (2 5 29 17)
: (X.509 id-ce (2 5 29))
387 04 24: OCTET STRING encapsul ates {
389 30 22: SEQUENCE {
391 81 20: [1] ' D aneRSA@xanpl e. com
: }
}
}
}
}
: }
413 30 13: SEQUENCE {
415 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
: (PKCs #1)
426 05 0: NULL

: }
428 03 129: BIT STRING 0 unused bits
7D A6 2C B5 78 42 D6 79 F3 31 FE F6
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42 CA OF 13 07 92 09 1B EO 6F BO 91
18 F6 BF 4A FB CC 63 79 FB 81 BF DD
97 C7 90 6B CB OA 37 2B 41 6A 03 98
C5 1B 3E 32 C8 45 2B 86 01 9C 1C E2
36 EF 16 C1 1A 92 B8 BE 62 FB 53 3E
49 47 0B C4 B9 E4 2B 58 A6 06 83 FO
B2 A7 BB 85 7E D5 C6 DA CE 9C 7B 31
72 D7 A2 EA 41 AB 6A CO DD 1F B9 14
44 18 CF 84 57 66 E8 C5 E6 B8 DC 2D
B3 1F 1B 28 43 36 75 7A

2.4. CRLs

Car | DSSCRLFor Al'l =

0 30 216: SEQUENCE {
3 30 153: SEQUENCE {
6 30 9: SEQUENCE {
8 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm
: }
17 30 18: SEQUENCE {
19 31 16: SET {
21 30 14: SEQUENCE {
23 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
28 13 7: Printabl eString ' Carl DSS
: }
} }
37 17 13: UTCTi nre ' 990827070000Z
52 30 105: SEQUENCE {
54 30 19: SEQUENCE {
56 02 2: | NTEGER 200
60 17 13: UTCTi ne ' 990822070000Z
: }
75 30 19: SEQUENCE {
77 02 2: | NTEGER 201
81 17 13: UTCTi me ' 990822070000Z
: }
96 30 19: SEQUENCE {
98 02 2: I NTEGER 211
102 17 13: UTCTi nre ' 990822070000Z
: }
117 30 19: SEQUENCE {
119 02 2: | NTEGER 210
123 17 13: UTCTi ne ' 990822070000Z
: }
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138
140
144

159
161

170
173
175

197

30
02
17

30
06

03
30
02

02

19:

13:

47:
44
20:

20:
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SEQUENCE {
I NTEGER 212
UTCTi me ’ 9908240700002

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

BIT STRING O unused bits, encapsul ates {
SEQUENCE {
| NTEGER
7E 65 52 76 33 FE 34 73 17 D1 F7 96
FO A0 D4 D8 6D 5C 7D 3D
| NTEGER
02 7A 5B B7 D5 5B 18 Cl1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al
}
}
}

Car | DSSCRLFor Car| =
131: SEQUENCE {

~NOo1wo

18
20
22

27

36
51
53
55
58

73
75

Hof f man,

30
30
30
06

30
31
30
06

13

17
30

02
17

30
06

Ed.

68:
9:
7.

18:
16:
14:

3:

7

13:
20:
18:

13:

SEQUENCE {
SEQUENCE ({
OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

}
SEQUENCE {
SET {
SEQUENCE ({
OBJECT | DENTI FI ER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS
}
}

}
UTCTi e ’ 9908250700002
SEQUENCE {
SEQUENCE {
I NTEGER 1
UTCTi me ’ 990822070000Z

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
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84
87
89

112

03
30
02

02

48:
45:
21:

20:
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(ANSI X9.57 al gorithm

}
BIT STRING O unused bits, encapsul ates {
SEQUENCE {
| NTEGER

00 B3 1F C5 4F 7A 3D EC 76 D5 60 F9
DE 79 22 EC 4F BO 90 FE 97

I NTECGER

}
}
}

Car | DSSCRLEnpty =

o

2
4
6

15
17
19
21

26

35

50
52

61
64
66

88

Hof f man,

30
30
30
06

30
31
30
06

13

17
30
06

03
30
02

02

Ed.

109: SEQUENCE {
46:
9:

7:

18:
16:
14.

3:

7:
13:
48:

45:
20:

21:

5A 8B C3 84 BC 66 87 1B BF 79 82 5B
OA 5D 07 F6 BA A9 05 29

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

}
SEQUENCE {
SET {
SEQUENCE {

}

OBJECT | DENTI FI ER conmonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS

}

}
UTCTi nre ' 9908200700007

}
SEQUENCE {
OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
BIT STRING 0 unused bits, encapsul ates {
SEQUENCE ({
| NTEGER

62 3F 36 17 31 58 2E 67 50 79 F5 09
4B 8C AD D4 6B F4 64 9F

I NTEGER

}

00 B5 3B 4E Al 4C 7B FD OF C3 8D 9B
B6 FE C3 5D 6F DE 65 28 7D
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Car| RSACRLFor Al =

0 30 307: SEQUENCE {
4 30 157: SEQUENCE {
7 30 13: SEQUENCE {
9 06 9: OBJECT | DENTI FI ER
: md5wi t hRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
20 05 0: NULL
: }
22 30 18: SEQUENCE {
24 31 16: SET {
26 30 14: SEQUENCE {
28 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
33 13 7: Printabl eString ' Carl RSA
: }
} }
42 17 13: UTCTi ne ' 9908270700007
57 30 105: SEQUENCE {
59 30 33: SEQUENCE {
61 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
79 17 13: UTCTi ne ' 9908220700007
: }
94 30 33: SEQUENCE {
96 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
114 17 13: UTCTi ne ' 9908220700007
: }
129 30 33: SEQUENCE {
131 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: CD 5D 71 DO
149 17 13: UTCTi nre ' 9908240700007
: }
} }
164 30 13: SEQUENCE {
166 06 9: OBJECT | DENTI FI ER
: md5wi t hRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
177 05 0: NULL

: }
179 03 129: BIT STRING 0 unused bits
: BF B3 97 AA 53 FO 32 21 16 2B 77 92
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7A 6B BB 97 C8 DC EA F1 FA 66 16 30
OE B5 9E 5C FO 81 D4 5E B3 6E C1 88
6B 8C D4 5E C5 4D FB 47 5E 66 F3 5D
AB E5 B4 18 36 60 A8 4D 9C 3C 89 EC
6F 27 BF 35 50 71 81 C2 B9 44 5B 62
89 19 12 31 A9 7B 9A D3 CC 66 CB 11
D9 OB 10 47 77 AD 4F 22 D9 E5 7F 30
F2 5B FC 94 51 A5 58 76 3B 1F A8 46
A6 1F F6 A1 DE 55 Al ED 31 88 69 97
OF 08 D3 D4 0C 60 5B 1E

}
Car | RSACRLFor Carl =

0 30 236: SEQUENCE {
3 30 87: SEQUENCE {
5 30 13: SEQUENCE {
7 06 9: OBJECT | DENTI FI ER
: md5wi t hRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7: Printabl eString ' Carl RSA
: }
} }
40 17 13: UTCTi ne ' 9908250700007
55 30 35 SEQUENCE {
57 30 33: SEQUENCE {
59 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
77 17 13: UTCTi ne ' 9908220700007
: }
} }
92 30 13: SEQUENCE {
94 06 9: OBJECT | DENTI FI ER
: md5wi t hRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
105 05 0: NULL

: }
107 03 129: BIT STRING 0 unused bits
: 21 EF 21 D4 C1 1A 85 95 49 6B CA 45
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Car | RSACRLEnpty
199: SEQUENCE {
50:
13:

9

~NOo1rwo

18
20
22
24
26

31

40

55
57

68

70

Hof f man,

30
30
30
06
05
30
31
30
06

13

17

30
06

05

03

Ed.

18:
16:
14:

129:
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62
FA
32
D5
2F
DD
4C
22
4
25

}

DC
F8
65
E6
CE
FC
FC
30
2A
9D

D7
E5
28
23
07
DC
01
074
66
F3

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
md5wi t hRSAEncryption (1 2
(PKCS #1)

NULL

09
72
2C
95
F7
CD
6E
13
94
DE

}
SEQUENCE {

SET {
SEQUENCE {
OBJECT | DENTI FI ER conmonName (2 5 4 3)

(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA

}

}

FF
DD
9A
84
A3
73
52
55
62
70

A9
4F
1D
8D
D1
2C
57
94
CE
EE

51
ED
57
OE
6B
1E
69
05
36
00

2E
74
E5
89
85
7D
1E
6E
33
56

}
UTCTi nre ' 990820070000Z

}
SEQUENCE {
OBJECT | DENTI FI ER
md5wi t hRSAEncryption (1 2 840 113549 1 1 4)
(PKCS #1)
NULL

}
BI T STRING

A9
F3
34
37
B4
BC
88
C1
DB

C5
20
76
o)
8F
22
D1
00
95

21
45
06
DC
7B
9C
EE
75
19

0 unused

B8
86
59
20
51
40
El
00
5F

I nf or mat i onal

13
1E
25
98
89
Al
OE
64
A6

7C
0B
OE
FA
14
07
AF
EA
A7

bits

74
6E
04
17
A4
FC
F6
A5
B9

F3
7F
3D
81

44
16

39

8E
74
D5
9E
4C
DC
39
2A
c2

83
88

72
7C
74
F6
45

D9
E3
26
EE
OF
BO
63
00
2B

11
6D
09

73
85
AD
0B
25

47
F3
06
9B
FF
71

A9
63

18
65

oC
E6

12
5B
47

July 2005

840 113549 1 1 4)

EC
5F
88

14
OF
Al
08
0A

04
F4
81
AC
07
0B
AF

OE
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F6 5E 84 E7 F8 B9 5A C9 18 C2 OE B8
A0 96 BE 81 3A 80 6D C9

}
3. Trivial Exanples

This section covers exanples of small CMS types.
3.1. Contentlnfo with Data Type, BER

The object is a Contentlnfo containing a Data object in BER fornmat
that is ExContent.

0 30 NDEF: SEQUENCE {
2 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)

: (PKCS #7)
13 A0 NDEF: [0] {
15 24 NDEF: OCTET STRI NG {
17 04 4: OCTET STRING ' Thi s’
23 04 24: OCTET STRING ' is sone sanple content.’
: }
}

}
3.2. ContentInfo with Data Type, DER

The object is a Contentlnfo containing a Data object in DER format
that is ExContent.

0 30 43: SEQUENCE {
2 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)

: (PKCS #7)

13 A0 30: [0] {

15 04 28: OCTET STRING 'This is sone sanple content.’
' }

}

4. Signed-data

4.1. Basic Signed Content, DSS
A SignedData with no attribute certificates, signed by Aice using
DSS, just her certificate (not Carl’s root cert), no CRL. The

message i s ExContent, and is included in the eContent. There are no
si gned or unsigned attributes.
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15
19
23
26
28
30

37
39

50
52

82
86
90
94
96

99
103
105

114
116
118
120

125

134
136
151

166

168
170

Hof f man,

30
06

A0
30
02
31
30
06

30

A0
04

A0
30
30
A0
02

02

30
06

30
31
30
06

13

30

17

30

30

Ed.

919:

904:

30:
28:

736:
732:
667:

.Yen

18:
16:
14:

30:
13:
19:

17:
15:

Exampl es of S/ M ME Messages July 2005

SEQUENCE {
OBJECT | DENTI FI ER si gnedData (1 2 840 113549 1 7 2)
(PKCS #7)
[0] {
SEQUENCE {
I NTEGER 1
SET {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
}(OW

}
SEQUENCE {
OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
(PKCS #7)
[0] {
OCTET STRING 'This is sone sanple content.’

}

}
[0] {
SEQUENCE {
SEQUENCE {
[0] {
| NTEGER 2

}
| NTEGER 200
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS
}
}

}

SEQUENCE {
UTCTi e * 9908170110497
UTCTi me ’ 3912312359597

}
SEQUENCE {

SET {
SEQUENCE {
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172

177

187
191
195

204
208

340

363 02 128:

494 03 132: BIT STRING O unused bits,
498 02 128

Hof f man,

06

13

30
30
06

30

02

Ed.

Exampl es of S/ M ME Messages

3: OBJECT | DENTI FI ER

: commonName (2 5 4 3)

: (X.520 id-at (2 5 4))

8: PrintableString 'AliceDSS

}
}

: }
438: SEQUENCE {
299: SEQUENCE {

July 2005

7: OBJECT | DENTI FI ER
: dsa (1 2 840 10040 4 1)

286:
129:

21:

( ANS|

I NTECGER

00 81 8D
48 28 A3
53 C5 AB
0C D6 F3
2F E1 D9
DC 5F 69
9B DE A7
8B 54 F1
C3 B5 B3
78 BD FF
BS E4 09
I NTECGER

00 E2 47
B8 37 21
I NTEGER

26 38 DO
4B 59 6A
CB 1A 30
AA 05 3D
7D 8A 42
3E 90 F8
E9 CE 2E
01 7C 6D
95 4A 53
1F 11 7F
D1 81 4A

}

CD ED 83
E4 47 93
84 08 4F
44 48 D1
30 C8 36
8A E4 75
5E F9 FC
3F BO 07
E3 55 08
9D BO 84
96 5C F3

A6 1A 45
2B 62 8B

14 89 32
4C 76 23
C3 1E 50
58 C0 7B
25 A7 F4
6D EA 9C
5D A3 07
49 89 11
56 B5 E2
C2 BD ED
60 39 BA

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

AA
39
5D
A2
75
co
CD
89
F9
D1
36

X9.57 al gorithm
SEQUENCE {

0OA 9E 39
OE D7 A8
94 E1 73
9F AF A4
3F 9B BF
37 0C 91
9F 2F DD
47 4D 5D
D5 39 76
37 F2 E4
5B DB

B8 13 Co6
93 CD

39 FB 3E
04 02 35
DD 9B 59
36 B8 6E
CF 4A 08
21 8A 3B
23 85 B8
36 44 BD
73 EC 1A
50 FF 98
39

3E
OE
48

B7
08
43
88
10
51

DA

6D
5C

07
S5E
76

F8
61
74

EC
7E

4C

95
A8

1B

8F

F2

AF
4B
14
30

36

I NTECGER

encapsul ates {

5C E3 B9

5A 75 14

96

3F A9 EC AC 5E DC BD

16 89 28
12 3D 43

I nf or mat i onal

11 23 D9
5B 6F E5

34
51

0B A9 7A
B7 13 11
86 67 75
BF FA 89

DD
34
75
F2

E3
A6
13
A2
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629
632
634
636

641
644
646

648
650

655
658
660

664
666

671
673
675

697
699

704
706

Hof f man,

A3
30
06

01
04
30

30
06

01
04
03

30

04

80

30
06

04
04

Ed.

129:
127:
12:

24:

20:

22:
20:
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1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 AS E2 F4 F2 83 E5 B8

}

}
[3] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bits
"11'B
}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
COCTET STRI NG
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BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}
: }
728 30  31: SEQUENCE {

730 06 3: OBJECT | DENTI FI ER
: subj ect AltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
735 04 24: OCTET STRING encapsul ates {

737 30 22: SEQUENCE {
739 81 20: [1] ' Ali ceDSS@xanpl e. com
: }
}
}
}
| }
761 30 O SEQUENCE {

763 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
772 03 48: BIT STRING O unused bits, encapsul ates {
775 30 45 SEQUENCE {

777 02 20: I NTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: I NTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
822 31 99 SET {
824 30 97: SEQUENCE {
826 02 1: | NTEGER 1
829 30 24: SEQUENCE {
831 30 18: SEQUENCE {
833 31 16: SET {
835 30 14: SEQUENCE {
837 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
842 13 7: Printabl eString ' Carl DSS
: }
}
}
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851 02 2: I NTEGER 200
: }

855 30 7: SEQUENCE {

857 06 S5t OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
: } (aw

864 30 9; SEQUENCE {

866 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

: }
875 04 46: OCTET STRING encapsul ates {
877 30 44 SEQUENCE {

879 02 20: I NTECGER
: 09 91 FE EB D2 69 F5 18 B7 D7 CD 55
: F4 81 EA 2A 42 6A AD 03
901 02 20: I NTEGER
: 3A 07 CC C3 21 BE E1 1A 4B 7F 3E B5
0D DB BA 1C EA BC CD 89

}

4.2. Basic Signed Content, RSA

Sane as 4.1, except using RSA signhatures. A SignedData with no
attribute certificates, signed by Alice using RSA just her
certificate (not Carl’s root cert), no CRL. The nessage is
ExContent, and is included in the eContent. There are no signed or
unsi gned attri butes.

0 30 850: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER signedData (1 2 840 113549 1 7 2)

: ( PKCS #7)
15 A0 835: [ 0]
19 30 831: SEQUENCE {
23 02 1: I NTEGER 1
26 31 11: SET {
28 30 9: SEQUENCE {
30 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)

: (aw
37 05 0: NULL

: }

}
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39 30 43: SEQUENCE {

41 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

52 A0  30: [0]

54 04 28: OCTET STRING 'This is sone sanple content.’
' }
: }

84 A0 560: [0] {

88 30 556: SEQUENCE {

92 30 405: SEQUENCE {

96 A0 3: [0] {

98 02 1 | NTEGER 2
: }

101 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO

119 30 13: SEQUENCE {

121 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncr ypti on
(1 2 840 113549 1 1 5)

: (PKCS #1)
132 05 O NULL
I }
134 30  18: SEQUENCE {
136 31  16: SET {
138 30  14: SEQUENCE {

140 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))

145 13 7 Printabl eString ' Carl RSA
: }
} }
154 30  30: SEQUENCE {
156 17 13: UTCTi ne ' 9909190108477
171 17 13: UTCTi e ' 3912312359597
: }
186 30 19: SEQUENCE {
188 31 17: SET {
190 30 15: SEQUENCE {

192 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

197 13 8 PrintableString ' Ali ceRSA
: }
} }
207 30 159: SEQUENCE {
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210
212

223

225
229
232

364

369
372
374
376

381
384
386

388
390

395
398
400

404
406

Hof f man,

30
06

05

03
30
02

02

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

Ed.

141
137
129

129
127:
12:
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SEQUENCE {
OBJECT | DENTI FI ER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL

}
BIT STRING O unused bits, encapsul ates {
SEQUENCE {
| NTEGER
00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

| NTEGER 65537
}
}
}
[3]
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}
}
SEQUENCE {
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bits
"11' B
}
}
SEQUENCE {

OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
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411
413
415

437
439

444

446

468

470

475
477
479

501
503

514

516

Hof f man,

04
30
80

30
06

04

04

30

06

04
30
81

30
06

05

03

Ed.

24:
22:
20:

22:
20:

24:
22:
20:

129:
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(X. 509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
(X. 509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

}

}
SEQUENCE {

OBJECT | DENTI FI ER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING encapsul ates {

SEQUENCE {
[1] ' Ali ceRSA@xanpl e. com
}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncrypti on
(1 2 840 113549 1 1 5)
(PKCs #1)
NULL

}
BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
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648
651
654
657
659
661
663
665

670

679

697
699

706
708
710
721

723

Hof f man,

31
30
02
30
30
30
06

13

02

30
06

05
30
06
05

04

Ed.

203:
200:

38:
18:

16:
14.

16:

128:
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B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

}

}
SET {

SEQUENCE {

| NTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA

}

}

}

I NTECGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO

}
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
(aw
NULL

}
SEQUENCE {
OBJECT | DENTI FI ER
rsaEncryption (1 2
(PKCS #1)
NULL

}
OCTET STRI NG

2F
9D
D5
F5
3F
04
44
17
E9
55
E3

23
BF
7B
cb
2B
A5
D5
13
39
13
8F

82
89
B6
60
FO
B3
oF
A7
oD
D4
AF

D2
9A
D5
4E
E7
B5
07
2A
BA
68
FD

81
FE
27
E7
95

6F
EO

I nf or mat i onal

ES
94
95
02

53

6E

5F
75
Al
F6

32
24
2B
9C
07
5D

840 113549 1 1 1)

B8

8A

A7
FO
FA
E4
9E
D7
074

ocC
91
AC
00
F5
24

03
oC

58
3D
E3
86
074
EF
01
95
E8
Bl

EB

76
8D
E7
1D
14
98
62

4E

84
75

20
OF
0B
E6
4C
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}
}
}

4.3. Basic Signed Content, Detached Content

Sane as 4.1, except with no eContent. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), no CRL. The nessage is ExContent, but the
eContent is not included. There are no signed or unsigned
attributes.

0 30 887: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
15 A0 872: [0] {
19 30 868: SEQUENCE {
23 02 1: | NTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
: (aw
: }
37 30 11: SEQUENCE {
39 06 9: OBJECT | DENTI FI ER data (1 2 840 113549 1 7 1)
: (PKCS #7)
: }
50 A0 736: [0] {
54 30 732: SEQUENCE {
58 30 667: SEQUENCE {
62 A0 3: [0] {
64 02 1: | NTEGER 2
: }
67 02 2: | NTEGER 200
71 30 9: SEQUENCE {
73 06 7: OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm
: }
82 30 18: SEQUENCE {
84 31 16: SET {
86 30 14: SEQUENCE {
88 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
93 13 7: Printabl eString ' Carl DSS

}
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102 30  30:
104 17 13
119 17 13
134 30 19
136 31 17
138 30 15
140 06 3
145 13 8
155 30 438:
159 30 299:
163 06 7
172 30 286:
176 02 129
308 02 21
331 02 128:

Hof f man, Ed.
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}

}

SEQUENCE {
UTCTi me ’ 9908170110497’
UTCTi ne ’ 3912312359597’

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ' Ali ceDSS

}
}

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER
dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm

SEQUENCE {
| NTEGER
00 81 8D CD ED 83 EA OA 9E
48 28 A3 E4 47 93 DD OE D7
53 C5 AB 84 08 4F FF 94 E1
0C D6 F3 44 48 D1 FE 9F AF
2F E1 D9 30 C8 36 DE 3F 9B
DC 5F 69 8A E4 75 DO 37 0OC
9B DE A7 5E F9 FC F4 9F 2F
8B 54 F1 3F BO 07 08 47 4D
C3 B5 B3 E3 55 08 75 D5 39
78 BD FF 9D BO 84 97 37 F2
B5 E4 09 96 5C F3 7E 5B DB
| NTEGER
00 E2 47 A6 1A 45 66 B8 13
B8 37 21 2B 62 8B F7 93 CD
| NTEGER
26 38 DO 14 89 32 AA 39 FB
4B 59 6A 4C 76 23 39 04 02
CB 1A 30 C3 1E 50 5D DD 9B
AA 05 3D 58 C0 7B A2 36 B8
7D 8A 42 25 A7 F4 75 CF 4A
3E 90 F8 6D EA 9C C9 21 8A
E9 CE 2E 5D A3 07 CD 23 85
01 7C 6D 49 89 11 89 36 44
95 4A 53 56 B5 E2 F9 73 EC
1F 11 7F C2 BD ED D1 50 FF

I nf or mat i onal

July 2005

39

73
A4
BF
91

5D
76
E4

3E
35
59
6E
08
3B
B3
BD

98

3E
OE
48
Al
B7
08
43
88

51

DA

6D
5C
E2
07
SE
76
2F
F8
61
74

EC
7E
89
4C
95
A8

1B

8F

F2

AF
4B
14
30

36
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D1 81 4A 60 39 BA 36 39

} }
462 03 132: BIT STRING O unused bits, encapsul ates {
466 02 128: | NTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 DO 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8
}
: }
597 A3 129: [3] {
600 30 127: SEQUENCE {
602 30 12: SEQUENCE {
604 06 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
609 01 1: BOOLEAN TRUE
612 04 2: OCTET STRING encapsul ates {
614 30 0: SEQUENCE {}
: }
: }
616 30 14: SEQUENCE {
618 06 3: OBJECT | DENTI FI ER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
623 01 1 BOOLEAN TRUE
626 04 4: OCTET STRING encapsul ates {
628 03 2: BIT STRING 6 unused bits
: "11' B
} }
632 30 31: SEQUENCE {
634 06 3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
639 04 24: OCTET STRING encapsul ates {
641 30 22: SEQUENCE {

643 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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665
667

672
674

696
698

703
705
707

729
731

740
743
745

767

790
792
794
797
799
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04

30
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04
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30
06

03
30
02

02

31
30
02
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24:
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}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
(X. 509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[1] " Ali ceDSS@xanpl e. com
}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
BIT STRING 0 unused bits, encapsul ates {
SEQUENCE {
| NTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
| NTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
}
}
}

}
SET {
SEQUENCE {
I NTEGER 1
SEQUENCE {
SEQUENCE {

I nf or mat i onal [ Page 52]



RFC 4134 Exampl es of S/ M ME Messages July 2005

801 31  16: SET {
803 30  14: SEQUENCE {

805 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))

810 13 7 PrintableString ' Carl DSS
' }
. } }
819 02 2 | NTEGER 200
1 }
823 30 T: SEQUENCE {
825 06 5 OBJECT | DENTI FIER shal (1 3 14 3 2 26)
: } (aw
832 30 O SEQUENCE {

834 06 7 OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

: }
843 04 46: OCTET STRING encapsul ates {
845 30  44: SEQUENCE {

847 02 20: I NTEGER
: 06 FB C7 2A 24 D5 34 89 F7 8B B5 FD
: 73 24 A5 86 C8 OF 5A 6C
869 02 20: I NTECGER
: 66 69 19 BC 68 58 D1 8D Bl 9D 52 3F
DA 14 88 OD FD C9 Al B8

}
}

4. 4. Fancier Signed Content

Sane as 4.1, but includes Carl’s root cert, Carl’s CRL, sone signed
and unsigned attributes (Countersignature by Diane). A SignedData
with no attribute certificates, signed by Alice using DSS, her
certificate and Carl’s root cert, Carl’s DSS CRL. The message is
ExContent, and is included in the eContent. The signed attributes
are Content Type, Message Digest and Signing Time; the unsigned
attributes are content hint and counter signature. The nessage
includes also Alice’'s RSA certificate.
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0 30 2829: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
15 A0 2814: [0] {
19 30 2810: SEQUENCE {
23 02 1: | NTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
: (aw
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT I DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 AO 30: [0] {
52 04 28: OCTET STRING 'This is sone sanple content.’
: }
: }
82 A0 1967: [0] {
86 30 556: SEQUENCE {
90 30 405: SEQUENCE {
94 A0 3: [0] {
96 02 1: | NTEGER 2
: }
99 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
117 30 13: SEQUENCE {
119 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncr ypti on
(1 2 840 113549 1 1 5)
: (PKCsS #1)
130 05 0: NULL
: }
132 30 18: SEQUENCE {
134 31 16: SET {
136 30 14: SEQUENCE {
138 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
143 13 7: Printabl eString ' Carl RSA
: }
} }
152 30 30: SEQUENCE {
154 17 13: UTCTi me ' 9909190108477
169 17 13: UTCTi me ' 3912312359597
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: }
184 30 19: SEQUENCE {
186 31 17: SET {
188 30 15: SEQUENCE {

190 06 3: OBJECT | DENTI FI ER

: commonName (2 5 4 3)

: (X.520 id-at (2 5 4))
195 13 8: PrintableString ' Ali ceRSA

}
} }

205 30 159: SEQUENCE {
208 30 13: SEQUENCE {
210 06 9: OBJECT | DENTI FI ER

: rsaEncryption (1 2 840 113549 1 1 1)

: (PKCsS #1)
221 05 0: NULL

: }
223 03 141: BIT STRING O unused bits, encapsul ates {
227 30 137: SEQUENCE {

230 02 129: I NTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
362 02 3: I NTECER 65537

}
}
1 }
367 A3 129: [3] {
370 30 127: SEQUENCE {
372 30  12: SEQUENCE {
374 06 3 OBJECT | DENTI FI ER

basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

379 01 1: BOOLEAN TRUE

382 04 2: OCTET STRING encapsul ates {
384 30 0: SEQUENCE {}

386 30 14 SEQUENCE {
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388

393
396
398

402
404

409
411
413

435
437

442

444

466

468

473
475
477

499
501
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01
04
03
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04
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04
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04
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20:
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OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bits
"11' B
}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
(X. 509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[1] ' Ali ceRSA@xanpl e. com
}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncrypti on
(1 2 840 113549 1 1 5)
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: (PKCS #1)
512 05 O NULL
1 }
514 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

2 }
646 30 667: SEQUENCE {
650 30 602: SEQUENCE {
654 A0 3 [0] {
656 02 1 | NTEGER 2
: }
659 02 1 | NTEGER 1
662 30 O SEQUENCE {
664 06 7 OBJECT | DENTI FI ER

dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

1 }
673 30  18: SEQUENCE {
675 31  16: SET {
677 30 14 SEQUENCE {

679 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

684 13 7 Printabl eString ' Carl DSS
' }
} }
693 30  30: SEQUENCE {
695 17 13: UTCTi ne ' 9908162250507
710 17 13: UTCTi ne ' 3912312359597
: }
725 30 18: SEQUENCE {
727 31 16: SET {
729 30 14: SEQUENCE ({

731 06 3: OBJECT | DENTI FI ER

: commonNanme (2 5 4 3)

: (X.520 id-at (2 5 4))
736 13 7: Printabl eString ' Carl DSS
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}
} }

745 30 439: SEQUENCE {
749 30 299: SEQUENCE {
753 06 7 OBJECT | DENTI FI ER

: dsa (1 2 840 10040 4 1)

: (ANSI X9.57 algorithm
762 30 286: SEQUENCE {

766 02 129: I NTEGER
: 00 B6 49 18 3E 8A 44 Cl1 29 71 94 4C
01 &4 12 C1 7TA 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 Q0 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
BS A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
898 02 21: I NTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
921 02 128: I NTEGER
: 0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
El 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA

}

1052 03 133: BIT STRING O unused bits
1056 02 129: I NTEGER

: 00 99 87 74 27 03 66 A0 B1 CO AD DC

2C 75 BB E1 6C 44 9C DA 21 6D 4D 47

6D Bl 62 09 E9 D8 AE 1E F2 3A B4 94

Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25

4E B9 60 96 19 24 01 F3 62 0C FE 75

CO FB CE D8 68 00 E3 FD D5 70 4F DF

23 96 19 06 94 F4 Bl 61 8F 3A 57 Bl

08 11 A4 OB 26 25 FO 52 76 81 EA OB

encapsul ates {
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1188
1190
1192
1194

1199
1202
1204
1206

1209
1211

1216
1219
1221

1225
1227

1232
1234

1256
1258

1267
1270
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A3
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06

01
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01
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01
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}
[3] {

62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}

SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {
BOOLEAN TRUE
}
}

}
SEQUENCE {

OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 1 unused bits
1100001’ B
}

}
SEQUENCE {

}
}

OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

BIT STRING O unused bits, encapsul ates {
SEQUENCE {
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1272

1294

1317
1321
1325
1327

1330
1334
1336

1345
1347
1349
1351

1356

1365
1367
1382

1397
1399
1401
1403

1408

1418
1422
1426
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I NTEGER

6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B

C9 06 37 E9 11 17 A1 13
I NTEGER

00 8F 34 69 2A 8B B1 3C 03 79 94 32

4D 12 1F CE 89 FB 46 B2 3B

}
}

}
SEQUENCE {
SEQUENCE {
[0] {
| NTEGER 2

}
| NTEGER 200
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS
}
}

}

SEQUENCE {
UTCTi me ’ 9908170110497
UTCTi me ’ 3912312359597

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'AliceDSS
}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
dsa (1 2 840 10040 4 1)
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1435 30 286:
1439 02 129:

1571 02  21:

1594 02 128:

1725 03 132:
1729 02 128:

1860 A3 129:
1863 30 127:

Hof f man, Ed.

(ANSI  X9.
SEQUENCE {
| NTEGER
00 81 8D
48 28 A3
53 C5 AB
0C D6 F3
2F E1 D9
DC 5F 69
9B DE A7
8B 54 F1
C3 B5 B3
78 BD FF
B5 E4 09
| NTEGER
00 E2 47
B8 37 21
| NTEGER
26 38 DO
4B 59 6A
CB 1A 30
AA 05 3D
7D 8A 42
3E 90 F8
E9 CE 2E
01 7C 6D
95 4A 53
1F 11 7F
DI 81 4A

}

BIT STRING 0
| NTEGER
5C E3 B9
3F A9 EC
16 89 28
12 3D 43
1B 3E 24
A5 AO 4A
7E 1A F2
08 BF 66
F1 BB 34
32 84 FO
F2 A5 E2
}

}
[3] {
SEQUENCE {

I nf or mat i onal
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57 al gorithm

CD ED 83 EA OA
E4 47 93 DD OE
84 08 4F FF 94
44 48 D1 FE 9F
30 C8 36 DE 3F
8A E4 75 DO 37
S5E F9 FC F4 9F
3F BO 07 08 47
E3 55 08 75 D5
9D BO 84 97 37
96 5C F3 7E 5B

A6 1A 45 66 B8
2B 62 8B F7 93

14 89 32 AA 39
4C 76 23 39 04
C3 1E 50 5D DD
58 C0 7B A2 36
25 A7 F4 75 CF
6D EA 9C C9 21
5D A3 07 CD 23
49 89 11 89 36
56 B5 E2 F9 73
C2 BD ED D1 50
60 39 BA 36 39

unused bits

5A 75 14 96 0B
AC 5E DC BD B7
11 23 D9 34 86
5B 6F E5 51 BF
7D 3D 07 8D 5B
E3 85 D6 CE 06
24 AB 53 1A B8
14 80 5C 62 AC
D4 D2 96 37 F6
7E 41 40 FD 46
F4 F2 83 E5 B8

9E
D7
El
AF
9B
oC
2F

39
F2

13

FB
02
9B
B8
4A
8A
85
44
EC
FF

A9
13
67
FA
63
80
27
65
61
A7

July

39
A8
73
A4
BF
91

5D
76
E4

3E
35
59

08
3B
B8
BD
1A
98

encapsul

TA
11
75
89
c8
3F
oD
FA
47
63

3E
OE
48
Al
B7
08
43
88
10
51

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

2005

EC
7E
89
4C
95
A8

1B

8F

F2

AF
4B
14
30

36

ates {

34

F2
BB
E8
1E
15
B2
4E

E3
AG
13

45
23
EF
8B

33
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1865
1867

1872
1875
1877

1879
1881

1886
1889
1891

1895
1897

1902
1904
1906

1928
1930

1935

1937

1959

1961

1966
1968
1970

Hof f man,

30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04

04

30

06

04
30
81

Ed.

enve L.

A

24:
22:
20:

22:
20:

24:

20:
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SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bits
"11' B
}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT | DENTI FI ER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING encapsul ates {

SEQUENCE {
[1] ' Ali ceDSS@xanpl e. com
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1992
1994

2003
2006
2008

2030

2053
2056
2059
2062
2064

2073
2075
2077
2079

2084

2093
2108
2110
2112
2116

2131

Hof f man,

30
06

03
30

02

Al
30
30
30
06

30
31
30
06

13

17
30
30
02
17

30

Ed.

48:
45:
20:

21:

219:
216:
153

18:
16:
14:

13:
105:
19:
13:

19:
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}
}
}
}
}
}
SEQUENCE {

OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
BIT STRING O unused bits, encapsul ates {
SEQUENCE {
| NTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
| NTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
}
}
}
}
[1] {
SEQUENCE {
SEQUENCE ({
SEQUENCE {

OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
SEQUENCE {

SET

{

SEQUENCE {

}

OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

Printabl eString ' Carl DSS

}

}
UTCTi me ’ 9908270700002
SEQUENCE {
SEQUENCE {
I NTEGER 200
UTCTi me ’ 9908220700007’

}
SEQUENCE {

I nf or mat i onal

[ Page 63]



RFC 4134

2133
2137

2152
2154
2158

2173
2175
2179

2194
2196
2200

2215
2217

2226
2229
2231

2253

2275
2279
2283
2286
2288
2290
2292
2294

2299

Hof f man,

02
17

30
02
17

30
02
17
30

02
17

30
06

03
30
02

02

31
02
30
30
30
06

13

Ed.

19:
13:
19:
13:
19:

13:

47:
44
20:

20:

554:
550:

24
18:
16:
14.
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I NTEGER 201
UTCTi me ' 990822070000Z

}
SEQUENCE {
| NTEGER 211
UTCTi me ' 9908220700002

}
SEQUENCE {
I NTEGER 210
UTCTi me ’ 990822070000Z

}
SEQUENCE {
I NTEGER 212
UTCTi me ’ 990824070000Z
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

July 2005

}
BIT STRING O unused bits, encapsul ates {

SEQUENCE {
| NTEGER

7E 65 52 76 33 FE 34 73 17 D1 F7 96

F9 AO D4 D8 6D 5C 7D 3D
I NTEGER

02 7TA 5B B7 D5 5B 18 C1 CF 87 EF 7E

DA 24 F3 2A 83 9C 35 Al

}
}
}
}
SET {
SEQUENCE {
| NTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS
}
}
}

I nf or mat i onal
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2308
2312
2314

2321
2323
2325

2336

2338

2349

2351

2362
2364

2379
2381

2392
2394

2416
2418

2427
2429
2431

2453

Hof f man,

02
30
06

A0
30
06

31

06

30

06

31
17

30
06

31
04

30
06

04
30
02

02

Ed.

22:
20:

46:
44:
20:
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I NTEGER 200

}
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
(aw

}
[ 0]
SEQUENCE {
OBJECT | DENTI FI ER
content Type (1 2 840 113549 1 9 3)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OBJECT | DENTI FI ER
data (1 2 840 113549 1 7 1)
(PKCS #7)

}
SEQUENCE {
OBJECT | DENTI FI ER
signingTine (1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1 9))
SET {
UTCTi ne ' 0305141539007

}

}
SEQUENCE ({
OBJECT | DENTI FI ER
messageDi gest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OCTET STRI NG
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 C0 22 96 87 DD 48

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

}
OCTET STRING encapsul ates {
SEQUENCE {
| NTEGER
3B A5 EO 4A DB 6D 58 EO 19 D1 00 1C
4F 44 9A 57 7A 71 66 68
| NTEGER
1A 11 98 D6 1F 1F AF 34 81 01 DE BE
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8B DC B6 A8 6A 91 69 13

}
1 }
2475 Al 354 [1] {
2479 30  62: SEQUENCE {

2481 06 11: OBJECT | DENTI FI ER
: i d- aa- cont ent Hi nt
(1 2 840 113549 1 9 16 2 4)
(S/M ME Aut henticated Attributes
: (1 2 840 113549 1 9 16 2))
2494 31  47: SET {

2496 30  45: SEQUENCE {
2498 0C  32: UTF8Stri ng

: "Content Hints Description Buffer’
2532 06 9: OBJECT | DENTI FI ER

: data (1 2 840 113549 1 7 1)

(PKCS #7)
}
} }

2543 30 286: SEQUENCE {

2547 06 9: OBJECT | DENTI FI ER
: countersignature (1 2 840 113549 1 9 6)
: (PKCS #9 (1 2 840 113549 1 9))
2558 31 271: SET {

2562 30 267: SEQUENCE {
2566 02 1: | NTEGER 1
2569 30  38: SEQUENCE {
2571 30 18: SEQUENCE {
2573 31  16: SET {
2575 30 14: SEQUENCE {
2577 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
2582 13 7: Printabl eString ' Carl RSA
' }
}
: }
2591 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
: }
2609 30 7: SEQUENCE {
2611 06 5: OBJECT | DENTI FI ER
: shal (1 3 14 3 2 26)
} (aw
2618 A0  67: [0] {
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2620
2622

2633
2635

2650
2652

2663
2665

2687
2689

2700

2702
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30
06

31
17

30
06

31
04

30
06

05

04

Ed.

22:
20:

128:

Exampl es of S/ M ME Messages

SEQUENCE {

}
SEQUENCE {

OBJECT | DENTI FI ER
si gni ngTi ne
(1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1

SET {

July

UTCTi nre ' 0305141539007

}

OBJECT | DENTI FI ER
messageDi gest
(1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1

SET {

}

OCTET STRI NG
02 5F 49 4E 39 98 50 85
1F 7B 9E 69 AA FB D8 33

}

}
SEQUENCE {

OBJECT | DENTI FI ER
rsaEncryption
(1 2 840 113549
(PKCsS #1)

NULL

}

OCTET

6D
1F
BC
7F
76
10
18
A9
E8
DA
6C

AA
2B
8B
93
AE
F7
DO
E2
37
D3
33

STRI NG

20
54
1C
6E
3E
02
cC
71
6F
84
O]

I nf or mat i onal

24
10
60
3D
58
F1
2B
95
5A
40
ED

ED
65
B5
89
1F
8B
co
DO
3D
68
67

7A
F4

14
9B
5B
91

S5F
3F

EE

8B

BB

A9
4E

56
43

A5
9B
03
E3
BC

AD
1F

9A
BF

B3 66 D3

11 1)

5E
B1
9E
6B
7C
9A

5F
62

87
2C
49
F4
30
BB

74

F5

78
F2
F6
19
93

6F
80
3B

2005

8A

75
74
2B
7D
4E

65
82
1B
oD
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}
4.5. Al RSA Signed Message

Sane as 4.2, but includes Carl’'s RSA root cert (but no CRL). A
SignedData with no attribute certificates, signed by Aice using RSA
her certificate and Carl’s root cert, no CRL. The nessage is
ExContent, and is included in the eContent. There are no signed or
unsi gned attri butes.

0 30 NDEF: SEQUENCE {
2 06 9:  OBJECT | DENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
13 A0 NDEF: [ 0]
15 30 NDEF: SEQUENCE {
17 02 1 | NTEGER 1
20 31 11: SET {
22 30 9: SEQUENCE {
24 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
: (aw
31 05 0: NULL
33 30 NDEF: SEQUENCE {
35 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
46 A0 NDEF: [0] {
48 24 NDEF: OCTET STRI NG {
50 04 4: OCTET STRING ' Thi s’
56 04 24: OCTET STRING ' is sone sanple content.’
: }
}
: }
88 A0 NDEF: [0] {
90 30 491: SEQUENCE {
94 30 340: SEQUENCE {
98 A0 3: [0] {
100 02 1: | NTEGER 2
: }
103 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
121 30 13: SEQUENCE {
123 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncrypti on
(1 2 840 113549 1 1 5)
: (PKCS #1)
134 05 0: NULL
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136
138
140
142

147

156
158
173

188
190

192
194

199

208
211
213
224
226

230
233

365

Hof f man,

30
31

06

13

30
17
17

30
31

06

13

30
30
06
05
03

30
02

02

Ed.

18:
16:
14:

159:
13:

141:
137:
129:

3
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}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA
}
}

}

SEQUENCE {
UTCTi me ’ 990818070000Z
UTCTi me ’ 3912312359597

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA
}
}

}
SEQUENCE ({
SEQUENCE {
OBJECT | DENTI FI ER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL

}
BIT STRING O unused bits, encapsul ates {

SEQUENCE {

| NTEGER
00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 Bl ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 A0 C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1

| NTEGER 65537

}
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370
372
374
376

381
384
386
388

391
393

398
401
403

407
409

414
416

438
440

451

453

Hof f man,

A3

30
06

01
04
30
01

30
06

01
04
03

30
06

04
04

30
06

05

03

Ed.

66:
64:
15:

22:
20:

129:
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}
[3]
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {
BOOLEAN TRUE
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 1 unused bits
1100001’ B
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncrypti on
(1 2 840 113549 1 1 5)
(PKCs #1)
NULL

}
BIT STRING O unused bits

B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB 0C FO 48 OF 32 61 EE C4 04
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EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 0B B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 A0 F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl1 DA 6A 8D 53 34 18 02

: }
585 30 556: SEQUENCE {
589 30 405: SEQUENCE {
593 A0 3: [0] {
595 02 1 | NTEGER 2
1 }
598 02  16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
616 30  13: SEQUENCE {

618 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncrypti on
(1 2 840 113549 1 1 5)

: (PKCS #1)
629 05 0: NULL
: }
631 30 18: SEQUENCE {
633 31 16: SET {
635 30 14: SEQUENCE {

637 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

642 13 7 Printabl eString ' Carl RSA
' }
} }
651 30  30: SEQUENCE {
653 17 13 UTCTi e ' 990919010847Z
668 17 13 UTCTi ne * 3912312359597
1 }
683 30 19 SEQUENCE {
685 31 17 SET {
687 30 15 SEQUENCE {

689 06 3: OBJECT | DENTI FI ER

: commonName (2 5 4 3)

: (X.520 id-at (2 5 4))
694 13 8: PrintableString 'Ali ceRSA

}
}
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: }
704 30 159: SEQUENCE {
707 30 13: SEQUENCE {
709 06 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
720 05 0: NULL
: }
722 03 141: BIT STRING O unused bits, encapsul ates {
726 30 137: SEQUENCE {

729 02 129: I NTEGER

: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

861 02 3 | NTEGER 65537

' }

}

1 }
866 A3 129: [3] {
869 30 127: SEQUENCE {
871 30  12: SEQUENCE {
873 06  3: OBJECT | DENTI FI ER

basi cConstraints (2 5 29 19)
(X. 509 id-ce (2 5 29))

878 01 1: BOOLEAN TRUE
881 04 2: OCTET STRING encapsul ates {
883 30 0: SEQUENCE {}
. } }
885 30 14: SEQUENCE {
887 06 3: OBJECT | DENTI FI ER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
892 01 1: BOOLEAN TRUE
895 04 4: OCTET STRING encapsul ates {
897 03 2: BIT STRING 6 unused bits
: "11' B
}
: }
901 30 31: SEQUENCE {
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908
910
912

934
936

941

943

965

967

972
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OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}
}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG

77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect AltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[1] ' Ali ceRSA@xanpl e. com
}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalw t hRSAEncr ypti on
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL

}
BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
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1147
1150
1153
1156
1158
1160
1162
1164

1169

1178

1196
1198

1205
1207
1209
1220

1222
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14:
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7D 49 D3 94 6B 22 36
2F 64 ED D3 3D D2 A7
B4 DB 9F 67 E4 BD 9F
F9 EE 63 6A D8 3F 4B
76 AE EB 9B DB 49 BO

}
}
SET {

SEQUENCE {

| NTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA

}

}

}

I NTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO

}
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
(aw
NULL

}
SEQUENCE {
OBJECT | DENTI FI ER
rsaEncryption (1 2
(PKCS #1)
NULL

}
OCTET STRI NG

2F
9D
D5
F5
3F
04
44
17
E9
55
E3

23
BF
7B
CD
2B
A5
D5
13
39
13
8F

82
89
B6
60
FO
B3
9F
A7
oD
D4
AF

D2
9A
D5
4E
E7
BS
07
2A
BA
68
FD

F3
81
FE
27

E7

95

6F
EO
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09
E5
94
95
02

53
9D
6E

5F
75
Al
F6
67
32
24
2B
9C
07
5D
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74 73 B8 4A EC
42 C5 E8 37 8A
F9 FE 74 EF EA
25 09 B5 D8 1A

22

840 113549 1 1 1)

B8

8A

A7
FO
FA
E4
9E
D7
74

oC
91

00
F5
24

03
oC

58
3D

86
74
EF
01
95
E8
Bl

EB

76
8D
E7
1D
14
98
62

4E

84
75
16
20
OF
0B
E6
4C
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4.6. Miltiple Signers

Simlar to 4.1, but the nmessage is also signed by Diane. Two
signerinfos (one for Alice, one for Diane) with no attribute
certificates, each signed using DSS, Alice’'s and Diane’'s certificate
(not Carl’s root cert), no CRL. The nessage is ExContent, and is
included in the eContent. There are no signed or unsigned
attributes.

0 30 1463: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER si gnedData (1 2 840 113549 1 7 2)

: (PKCS #7)

15 A0 1448: [0] {

19 30 1444: SEQUENCE {

23 02 1: | NTEGER 1

26 31 9: SET {

28 30 7 SEQUENCE {

30 06 5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
: (aw
: }

37 30 43: SEQUENCE {

39 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

50 A0  30: [0] {

52 04 28: OCTET STRING 'This is some sample content.’
: }
: }

82 A0 1180: [0] {

86 30 440: SEQUENCE {

90 30 375: SEQUENCE {

94 A0 3: [0] {

96 02 1: | NTEGER 2
: }

99 02 2: I NTEGER 210

103 30 9: SEQUENCE {

105 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm

: }

114 30 18: SEQUENCE {

116 31 16: SET {

Hof f man, Ed. I nf or mat i onal [ Page 75]



RFC 4134 Exampl es of S/ M ME Messages July 2005

118 30 14: SEQUENCE {
120 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))

125 13 7; Printabl eString ' Carl DSS
' }
} }
134 30  30: SEQUENCE {
136 17 13: UTCTi ne ' 990817020810Z
151 17 13: UTCTi ne ’ 3912312359597
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {

172 06 3: OBJECT | DENTI FI ER

: commonNanme (2 5 4 3)

: (X.520 id-at (2 5 4))
177 13 8: Printabl eString ' D aneDSS

}
. } }
187 30 147: SEQUENCE {
190 30 9 SEQUENCE {

192 06 7: OBJECT | DENTI FI ER
: dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm

201 03 133: BIT STRING O unused bits, encapsul ates {
205 02 129: | NTEGER
: 00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF A1 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E G5 23

}

: }
337 A3 129: [3] {
340 30 127: SEQUENCE {
342 30 12: SEQUENCE {
344 06 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)

Hof f man, Ed. I nf or mat i onal [ Page 76]



RFC 4134

349
352
354

356
358

363
366
368

372
374

379
381
383

405
407

412

414

436

438

443
445
447

Hof f man,

01
04
30

30
06

01
04
03

30
06

04

80

30
06

04

04

30

06

04
30
81

Ed.
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24:
22:
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(X. 509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 6 unused bits
"11' B
}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[1] ' D aneDSS@xanpl e. com
}
}
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}
. } }
469 30 9 SEQUENCE {

471 06 7 OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

: }
480 03 48: BIT STRING O unused bits, encapsul ates {
483 30  45: SEQUENCE {

485 02 21: I NTEGER
: 00 A1 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
508 02 20: I NTECGER
: 28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

}
} }
530 30 732: SEQUENCE {
534 30 667: SEQUENCE {
538 A0 3: [0] {
540 02 1 | NTEGER 2
: }
543 02 2: I NTEGER 200
547 30 9: SEQUENCE {
549 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm
: }
558 30 18: SEQUENCE {
560 31 16: SET {
562 30 14: SEQUENCE {
564 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
569 13 7: Printabl eString ' Carl DSS
: }
} }
578 30  30: SEQUENCE {
580 17 13: UTCTi ne * 9908170110497
595 17 13: UTCTi me ' 3912312359597
: }
610 30 19: SEQUENCE {
612 31 17: SET {
614 30 15: SEQUENCE {
616 06 3: OBJECT | DENTI FI ER
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621

631
635
639

648
652

784

807 02 128:

938 03 132:
942 02 128:
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30
30
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30
02
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286:
129

21:
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}

July 2005

commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Ali ceDSS

}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
dsa (1 2 840 10040 4 1)

( ANSI

SEQUENCE {

BIT

I NTEGER

00 81 8D
48 28 A3
53 C5 AB
0C D6 F3
2F E1 D9
DC 5F 69
9B DE A7
8B 54 F1
C3 B5 B3
78 BD FF
BS E4 09
I NTEGER

00 E2 47
B8 37 21
I NTEGER

26 38 DO
4B 59 6A
CB 1A 30
AA 05 3D
7D 8A 42
3E 90 F8
E9 CE 2E
01 7C 6D
95 4A 53
1F 11 7F
D1 81 4A

}

STRING O
I NTEGER
5C E3 B9

CD
E4
84
44
30
8A
5E
3F
E3
9D
96

ED
47
08
48
C8
E4
F9
BO
55
BO
5C

83
93
4F
D1
36
75
FC
07
08
84
F3

A6
2B

1A
62

45
8B

14
4C
a3
58
25
6D
5D
49
56
c2
60

89
76
1E
Cco
A7
EA
A3
89
BS
BD
39

32
23
50
7B
F4
9C
07
11
E2
ED
BA

unused bits,

5A 75 14

EA
DD
FF
FE
DE
Do
F4
08
75
97
7E

66
F7

AA
39
5D
A2
75
9
CcD
89
F9
D1
36

96

3F A9 EC AC 5E DC BD

16 89 28
12 3D 43
1B 3E 24

I nf or mat i onal

11 23 D9
5B 6F E5
7D 3D 07

34
51
8D

X9.57 al gorithm

0A
OE
94
oF
3F
37
9F
47
D5
37
5B

9E
D7
El
AF

39
A8
73
A4

0oC
2F
4D
39
F2

91

5D
76
E4

B8
93

13

39
04
DD
36
CF
21
23
36
73
50
39

FB
02
9B
B8
4A
8A
85

3E
35
59

08
3B
B8

EC
FF

1A
98

encapsul

0B A9 7A
B7 13 11
86 67 75
BF FA 89
5B 63 C8

3E
OE
48
Al

EC
7E
89

08
43
88
10
51

95
A8

1B

DA 8F

6D
5C
E2
07
S5E
76
2F

F2

AF
4B
14
30

61
74

36

ates {

DD E3
34 A6
75 13
F2 A2
BB 45
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A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: }
1073 A3 129: [3] {
1076 30 127: SEQUENCE {
1078 30 12: SEQUENCE {
1080 06 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
1085 01 1: BOOLEAN TRUE
1088 04 2: OCTET STRING, encapsul ates {
1090 30 0: SEQUENCE {}
. }}
1092 30 14: SEQUENCE {
1094 06 3: OBJECT | DENTI FI ER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
1099 01 1: BOOLEAN TRUE
1102 04 4: OCTET STRING encapsul ates {
1104 03 2: BIT STRING 6 unused bits
: "11' B
}}
1108 30  31: SEQUENCE {
1110 06 3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
1115 04 24: OCTET STRING encapsul ates {
1117 30 22: SEQUENCE {
1119 80 20: [ 0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}}
1141 30 29: SEQUENCE {
1143 06 3: OBJECT | DENTI FI ER
: subj ect Keyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
1148 04 22: OCTET STRING encapsul ates {

1150 04 20: OCTET STRI NG
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
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1172
1174

1179
1181
1183

1205
1207

1216
1219
1221

1243

1266
1269
1271
1274
1276
1278
1280
1282

1287

1296

Hof f man,

30
06

04
30
81

30
06

03
30
02

02

31
30

30
30
31
06

13

02

Ed.

24:
22:
20:

48:
45:
20:

21:

198:
97:

24:
18:
16:
14:
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13 01 E2 FD E3 97 FE CD
}

}
SEQUENCE {
OBJECT | DENTI FI ER

subj ect AltName (2 5 29 17)

(X. 509 id-ce (2 5 29))

OCTET STRING encapsul ates {

SEQUENCE {

July 2005

[1] ' Ali ceDSS@xanpl e. com

}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER

dsaWthShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm

}
BIT STRING O unused bits, encapsul ates {

SEQUENCE {
| NTEGER

55 0C A4 19 1F 42 2B 89 71 22 33 8D

83 6A B5 3D 67 6B BF 45
I NTEGER

00 9F 61 53 52 54 0B 5C B2 DD DA E7

76 1D E2 10 52 5B 43 5E BD

}
}
}
}
SET {
SEQUENCE {
| NTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS
}
}
}
| NTEGER 200

I nf or mat i onal
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: }

1300 30 7 SEQUENCE {

1302 06 5 OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
: } (aw

1309 30 O SEQUENCE {

1311 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
1320 04 46: OCTET STRING encapsul ates {
1322 30 44 SEQUENCE {

1324 02 20: I NTEGER
: 48 24 DE 8B 85 F2 16 AF EC 82 61 A9
: 54 DO 2D 04 Al CC 5A 4F
1346 02 20: I NTEGER
: 17 ED D5 77 02 EE 75 13 D8 10 BD 3D
97 17 20 88 BB FD 7B 81

}
} }
1368 30 97: SEQUENCE {
1370 02 1 | NTEGER 1
1373 30 24: SEQUENCE {
1375 30 18: SEQUENCE {
1377 31 16: SET {
1379 30 14: SEQUENCE {
1381 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
1386 13 7: Printabl eString ' Carl DSS
: }
} }
1395 02 2: I NTEGER 210
: }
1399 30 7: SEQUENCE {
1401 06 5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
: } (aw
1408 30 9: SEQUENCE {

1410 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
1419 04 46: OCTET STRING encapsul ates {
1421 30 44 SEQUENCE {
1423 02  20: | NTEGER
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15 FF 81 4D 8C AD 80 4E 9B 35 58 04
: 37 6E 63 6E E9 5B 83 FA
1445 02 20: I NTEGER
: 06 7E 58 4E 2B 31 84 41 ED 49 79 38
3E 77 D2 A6 8C 75 08 21

}
}

4.7. Signing Using SK

Sane as 4.1, but the signature uses the SKI instead of the

i ssuer/serial nunber in the cert. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), identified by the SKI, no CRL. The nessage is
ExContent, and is included in the eContent. There are no signed or
unsi gned attri butes.

0 30 915: SEQUENCE {
4 06 9:  OBJECT | DENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)

15 A0 900: [0] {

19 30 896: SEQUENCE {

23 02 1: | NTEGER 3

26 31 9: SET {

28 30 7 SEQUENCE {

30 06 5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
: (aw
: }

37 30 43: SEQUENCE {

39 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

50 A0  30: [0] {

52 04 28: OCTET STRING 'This is sonme sanple content.
: }
: }

82 A0 736: [0] {

86 30 732: SEQUENCE {

90 30 667: SEQUENCE {

94 A0 3: [0] {

96 02 1: | NTEGER 2
: }

99 02 2: I NTEGER 200
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103
105

114
116
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120

125

134
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151

166
168

170
172

177

187
191
195

204
208
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30
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SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl DSS

}
}

}

SEQUENCE {
UTCTi me ' 9908170110497’
UTCTi e ' 3912312359597’

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ' Ali ceDSS

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
dsa (1 2 840 10040 4 1)
(ANSI X9.57 al gorithm
SEQUENCE {
| NTEGER
00 81 8D CD ED 83 EA OA 9E 39 3E 2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB
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363 02 128:
494 03 132:
498 02 128:
629 A3 129:
632 30 127:
634 30 12
636 06  3:
641 01 1
644 04 2
646 30 O
648 30 14
650 06  3:
655 01  1:
658 04 4

Hof f man, Ed.
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00 E2 47
B8 37 21
I NTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}

38
59
1A
05
8A
90
CE
7C
4A
11
81

Do
6A
30
3D
42
F8
2E
6D
53
7F
4A

BIT STRING 0
I NTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2

}

}
[3]

SEQUENCE {

E3
A9
89
3D
3E
A0
1A
BF
BB
84
A5

B9
EC
28
43
24
4A
F2
66
34
FO
E2

SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29

(X. 509 id-ce (2 5 29))

A6
2B

14
4C
a3
58
25
6D
5D
49
56
c2
60

unused bi

5A
AC
11
5B
7D
E3
24
14
D4
7E
F4

1A
62

89
76
1E
Co
A7
EA
A3
89
B5
BD
39

75
5E
23
6F
3D
85
AB
80
D2
41
F2

BOOLEAN TRUE
OCTET STRING encapsul ates {

SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE
OCTET STRING encapsul ates {

I nf or mat i onal

45
8B

32
23
50
7B
F4
9C
07
11
E2
ED
BA

14
DC
D9
E5
07
D6
53
5C
96
40
83

66
F7

39
5D

75

89
F9
D1
36

96
BD
34
51
8D

1A
62
37
FD
E5

B8
93

39
04
DD
36
CF
21
23
36
73
50
39

13

FB
02
9B
B8
4A
8A
85
44
EC
FF

July

C6

3E
35
59

08
3B
B8
BD
1A
98

encapsul

0B
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
C8
3F
0D
FA
47
63

19)

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

2005

8F

F2

AF
4B
14
30

36

ates {

34
75
F2
BB
E8
1E
15
B2
4E

E3
A6
13

45
23
EF
8B

33
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660

664
666

671
673
675

697
699

704
706

728
730

735
737
739

761

763

772
775
777
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BIT STRING 6 unused bits
"11'B
}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
OCTET STRI NG
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING encapsul ates {
SEQUENCE {
[1] " Ali ceDSS@xanpl e. com
}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

}
BIT STRING O unused bits, encapsul ates {
SEQUENCE {
| NTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
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: 83 6A B5S 3D 67 6B BF 45
799 02 21: I NTECGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
822 31  95: SET {
824 30 93: SEQUENCE {
826 02 1 | NTEGER 3
829 80  20: [0]
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
: 13 01 E2 FD E3 97 FE CD
851 30 7: SEQUENCE {
853 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
' } (aw
860 30 9: SEQUENCE {
862 06 7: OBJECT I DENTI FIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm
: }
871 04 46: OCTET STRING encapsul ates {
873 30  44: SEQUENCE {

875 02 20: I NTEGER
: 6D 8E 5A CD 28 A0 1F D9 86 AD 7A E9
: DF AC D7 BE EC BE 3F F8
897 02 20: I NTEGER
: 7C 8A 06 1E FC A4 41 35 7E F7 24 14
FD 3D CO 56 B7 05 27 D5

}
}

4.8. S/IMME multipart/signed Message

A full S/IM M nmessage, including MM that includes the body part
from4.3 and the body containing the content of the nmessage.

M Me-Version: 1.0

To: User 2@xanpl es. com

From aliceDss@xanpl es.com

Subj ect: Exanple 4.8

Message-1d: <020906002550300. 249@xanpl es. cone
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Date: Fri, 06 Sep 2002 00:25:21 -0300

Cont ent - Type: rmul ti part/signed;
m cal g=SHAL,
boundary="----= NextBoundry __ Fri, 06 _Sep 2002 _00: 25: 21";
prot ocol ="appl i cati on/ pkcs7-si gnature"

This is a nulti-part nessage in M ME fornmat.
—————— = Next Boundry____Fri,_06_Sep_2002_00: 25: 21

This is sone sanple content.

—————— = NextBoundry_  Fri, 06_Sep_ 2002 _00: 25:21

Cont ent - Type: application/pkcs7-signature; name=sm nme. p7s
Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: attachment; fil ename=sm ne. p7s

M | DdwYJKoZI hvcNAQe Col | DaDCCA2 QCAQEX CTAHBgUr DgMCG ALBgkghki GOw0BBwGgggL
gM | C3DCCApugAW BAgl CAMgWCQYHKo0ZI zj gEAz ASNRAWDY YDVQQDEWA DYXJ s RENTNVB4XDT
k5MDgx Nz AxMTAOOVo XDTVBMT | zMT| zNTk 1OVowEz ERMAS GALUEAXM Qv pY2VEULMwgg&M
| | BKwYHKoZI zj gEATCCARACg YEAQY3N7YPqCp45PsJ| KKPkR5PdDt eoDux TxauECE/ / | OFz
SHAMLY NESNH+N6+koYkv4dkwy DbeP5u/ t 0zc X2nK5HXQNwy RCIWb3qde+f zOny/ dQ6i LVPE
/ sAcl RO1di MPDt bPj VGh11Tl 2EMRAVT +ds| SXN/ Lk URu15AMAKPN+Vs CFQDI R6 YaRWA4ES
baj 7931 Sti i/ eTzQKBgCY40BSIMj05+z5t 2Ut Zakx2l zkEAj Vc8ssaMWeUF3dnilni zaoFP
Vj Aebl 2uAHr 32KQ WhIHXPSghe Sz6Q+G3gnMkhi j t 2FOnOLI 2j B80j hbgv MAF8bUMJEYk 2
RL34yJVKUlal4vl z7BphNnhn8Rf 8K97dFQ 5hOowt GBSmA5uUj YSA4GEAAKBgFzj uVplFJYLgXr

d4z+p7Kxe3L23ExEOphaJKBEj 2TSGZ3V1ExI 9Qlt v5VE +onyohs+JH09B41bY8i 7RaWjSu
OF1s4C&gDf ol 34a8i Sr Uxgq4Jwle7w / ZhSAXGKs Zf oVi / GZTNNTSI j f 2YUeyx DKESH5BQP1Gp
2NOM Kl 4vTyg+Wlo4 GBMHBWDAYDVROTAQH BAI wADAOBg NVHBBAF 8 EBAMCBs AwHWYDVRO)]

BBgwFoAUCEQtgi 5vh95K03Xj PSC3QyuT8R8WHQYDVROOBBYEFL5s0bPj wf f t QBCkzhVB4v3
j I/ 7TNVB8 GA1Ud EQQYMBaBFEFsaVWNI RFNTQGVA YWLwb GUU'Y29t MAK GBy q GSVA 4 BANDMAAWL Q
I UVQykGROCKAI x1 j ONg2q1PWdr vOUCFQCE YVNSVAL cst 3a53Yd4hBSWONev TFj MCECAQEWG
DASMRAWDG YDVQRDEWA DYXJ s RFNTAg! Ay DAHBgUr DgMCG AJBgcghkj OQAQDBCAWLAI UM G
f 6gkgp9Z0Xt RAG mleB/ BxUCFGFFIgwYRt 1WYcl OQoG aowgGz VI

—————— = NextBoundry_ __ Fri, 06 _Sep_2002_00: 25: 21- -
4.9. S/M M application/pkcs7-m me Signhed Message
A full S/M ME nessage, including the MME parts.

M ME-Version: 1.0

To: User2@xanpl es. com

From aliceDss@xanpl es.com

Subj ect: Exanple 4.9

Message-1d: <021031164540300. 304@xanpl es. conr

Date: Thu, 31 COct 2002 16:45:14 -0300

Cont ent - Type: application/pkcs7-m nme; smi ne-type=si gned- dat a;
nane=sm nme. p7m
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Cont ent - Transf er - Encodi ng: base64
Content-Di sposition: attachment; fil ename=sm nme. p7m

M | DnQYJKoZI hveNAQcCol | Di j CCA4YCAQEXCTAHBgUr DgMCG At Bgkghki GOwWOBBwWGgl AQ
eDQUad zI d zI HN\vbWJgc2Ft cGxl | G\NvbnRI bnQuol | C4DCCAt wwggKbo AMCAQ CAgDI VA
k GBy  GSM44BAMME] EQVIAA GAT UEAX MHQ2 Fy bERT Uz Ae FWO5OT A4MTcWMTEWNDI aFw0z OTEy M
zEy Mz USNTI aMBVk ETAPBgNVBAMI CEFsaVWNl RFNTM | Bt j CCASs GBy qGSMA4BAEwWggEe AoGB
Al G\Nze2D6gqeOT7CSCi j 5EeT3Q7XqA7sUSBW hAhP/ 5ThcOh+DNbzREj R/ p+vpKGIL+HZMvp
23j +bv7dMBF9pi uRLODcMKQ VmB6NnXvn89J8v3UQoi 1 TxP7AHCEANXY] Dw7W 41Ul ddUsdh
DEeL3/ nbCEl zf y5FEbt eQII | zzf | vbAhUAdkemEk VmuBPG20+4Ny Er Yov3k80Cg YAMONAUI

TKQOF s+bdl LWAGMIi M6BAI 1XPLLG DDH Bd3Zt Z4s2qBT1YwHui Nr huB699i ki | p/ R1z0ol

Xks+kPht 6pzJl Yo7dhTpzi 5dowf Nl 4WALz ABf GLJi RGINKS9+M VS| NW eL5c+waYTYf EX/

Cve3RUP+YdM_RgUpgOho20QOBhAACgYBc47] adRSWCHI 63eM geysXt y9t x MRNKYW SgRI 9
kOhmd1dRVMSPUNbb+VRv/ qJ8qgl bPi ROPQeNVW2PI uOW oEr j hdbOBoA/ 6CN+Gvl kqlMauCcNH
u8l v2YUgFxi r GX6FYvxuz TUOpY39ntFHss QyhPB+QUDIRqdj Tj PypelL08oPl uKOBgTB/ MAWG
Al Ud EWEB/ wQCVAAWDG YDVROPAQH BAQDAgbAVB8 GAL1Ud | wQYMBaAFHBEPOI ub4f eSt N14z0
gvEM k/ Ef MBOGAL1UdDgQNBBS+bKGz48H37UNWpMATAeL945f +2 TAf BgNVHREEGDAW RRBb G
| | ZURTUOBI eGFt cGxl LmM\vbTAJBgcghkj OOAQDAz AAMCOCFFUMpBKf Q uJcSl zj YNgt T1na
79FAhUAN2FTU QLXLLd2ud2Hel QU t DXr 0x YzBhAgEBVBgwE] EQVAA GALUEAX MHQ2FybERT
UM CAMgwBWYFKw4 DAhowCQYHKoZI zj gEAWMQUMOWCFD1cSWBLI UFzeXl e3YI 5SKSBer / sAhQ
nCq7s/ CTFHOE] gASeUj bMox5g6A==

4.10. SignedbData with Attributes
A SignedData nessage with the following list of signedAttri butes:

-unknown O D

-contentHi nts

-sm neCapablilties
-securitylLabel

- Cont ent Ref er ence

-sm neEncr ypt KeyPr ef erence
-m Expansi onHi st ory

- Equi val ent Label

0 30 2047: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
15 A0 2032:  [0]
19 30 2028: SEQUENCE {
23 02 1 I NTEGER 1
26 31 9 SET {
28 30 T SEQUENCE {
30 06  5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
(aw
I }
37 30 43: SEQUENCE {
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39 06 9: OBJECT I DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

50 AO 30: [0]

52 04 28: OCTET STRING 'This is sone sanple content.’
: }
: }

82 A0 736: [0]

86 30 732: SEQUENCE ({

90 30 667: SEQUENCE {

94 A0 3: [0] {

96 02 1: | NTEGER 2
: }

99 02 2: I NTEGER 200

103 30 9: SEQUENCE ({

105 06 7: OBJECT | DENTI FI ER

dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
114 30 18: SEQUENCE {
116 31 16: SET {
118 30 14: SEQUENCE {

120 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))

125 13 7: Printabl eString ' Carl DSS'
; }
. } }

134 30  30: SEQUENCE {

136 17  13: UTCTi me * 9908170110492

151 17  13: UTCTi e * 3912312359597
; }

166 30  19: SEQUENCE {

168 31 17: SET {

170 30  15: SEQUENCE {

172 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13 8 PrintableString ' AliceDSS
: }
} }
187 30 438; SEQUENCE {
191 30 299: SEQUENCE {

195 06 7: OBJECT | DENTI FI ER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm
204 30 286: SEQUENCE {
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208 02 129: I NTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E 2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 DO 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: BS E4 09 96 5C F3 7E 5B DB
340 02 21: I NTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: I NTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 G6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

494 03 132: BIT STRING 0 unused bits
498 02 128: | NTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6

16 89 28 11 23 D9 34 86 67 75 75 13

12 3D 43 5B 6F E5 51 BF FA 89 F2 A2

1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45

A5 A0 4A E3 85 D6 CE 06 80 3F E8 23

7E 1A F2 24 AB 53 1A B8 27 0D 1E EF

08 BF 66 14 80 5C 62 AC 65 FA 15 8B

F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4

32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 BS

}

encapsul ates {

1 }
629 A3 120: [3] {
632 30 127: SEQUENCE {
634 30  12: SEQUENCE {
636 06  3: OBJECT | DENTI FI ER
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basi cConstraints (2 5 29 19)
(X. 509 id-ce (2 5 29))

641 01 1: BOOLEAN TRUE
644 04 2: OCTET STRING, encapsul ates {
646 30 0: SEQUENCE {}
. } }
648 30 14: SEQUENCE {
650 06 3: OBJECT | DENTI FI ER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
655 01 1: BOOLEAN TRUE
658 04 4: OCTET STRING encapsul ates {
660 03 2: BIT STRING 6 unused bits
: "11' B
} }
664 30  31: SEQUENCE {
666 06 3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
671 04 24: OCTET STRING encapsul ates {
673 30 22: SEQUENCE {
675 80 20: [ 0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
} }
697 30 29: SEQUENCE {
699 06 3: OBJECT | DENTI FI ER
: subj ect Keyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
704 04 22: OCTET STRING encapsul ates {
706 04  20: OCTET STRI NG
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
} }
728 30 31: SEQUENCE {
730 06 3: OBJECT | DENTI FI ER
: subj ect AltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
735 04 24: OCTET STRING encapsul ates {
737 30 22: SEQUENCE {

739 81 20: [1] ' Ali ceDSS@xanpl e. com
: }
}
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}
}
. } }
761 30 O SEQUENCE {

763 06 7 OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
772 03 48: BIT STRING O unused bits, encapsul ates {
775 30  45: SEQUENCE {

777 02 20: I NTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: I NTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
822 31 1225: SET {
826 30 1221: SEQUENCE {
830 02 1: | NTEGER 1
833 30 24: SEQUENCE {
835 30 18: SEQUENCE {
837 31 16: SET {
839 30 14: SEQUENCE {
841 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
846 13 7: Printabl eString ' Carl DSS
: }
} }
855 02 2: | NTEGER 200
: }
859 30 7: SEQUENCE {
861 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
: } (aw
868 A0 11109: [0] {
872 30  24: SEQUENCE {
874 06 9: OBJECT | DENTI FI ER
: content Type (1 2 840 113549 1 9 3)
: (PKCS #9 (1 2 840 113549 1 9))
885 31 11: SET {
887 06 9: OBJECT | DENTI FI ER
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data (1 2 840 113549 1 7 1)

(PKCS #7)
. } }
898 30  35: SEQUENCE {

900 06 9: OBJECT | DENTI FI ER
: messageDi gest (1 2 840 113549 1 9 4)
: (PKCS #9 (1 2 840 113549 1 9))
911 31  22: SET {
913 04  20: OCTET STRI NG
: 40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 C0 22 96 87 DD 48

} }
935 30 56: SEQUENCE {
937 06 3: OBJECT IDENTIFIER "1 2 5555
942 31 49: SET {
944 04 47: OCTET STRI NG
: "This is a test General ASN Attri but’
e, nunmber 1.’
}
: }
993 30 62: SEQUENCE {

995 06 11: OBJECT | DENTI FI ER
: i d- aa- cont ent Hi nt
(1 2 840 113549 1 9 16 2 4)
(S/M ME Aut henticated Attributes
: (1 2 840 113549 1 9 16 2))
1008 31  47: SET {

1010 30  45: SEQUENCE {
1012 0C  32: UTF8Stri ng

: "Content Hints Description Buffer’
1046 06 9: OBJECT | DENTI FI ER

: data (1 2 840 113549 1 7 1)

(PKCS #7)
}
} }

1057 30 74: SEQUENCE {

1059 06 9: OBJECT | DENTI FI ER
: sM MECapabi lities
(1 2 840 113549 1 9 15)
(PKCs #9
: (1 2 840 113549 1 9))
1070 31  61: SET {

1072 30 59: SEQUENCE {
1074 30 7: SEQUENCE {
1076 06 5: OBJECT IDENTIFIER "1 2 3 4 5 €
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: }
1083 30 48: SEQUENCE {
1085 06 6: OBJECT IDENTIFIER 1 2 3 45 6 77
1093 04 38: OCTET STRI NG
: "Smine Capabilities paraneters buffe
lr 2)
}
}
} }
1133 30 109: SEQUENCE {

1135 06 11: OBJECT | DENTI FI ER
: i d-aa-securitylLabel
(1 2 840 113549 1 9 16 2 2)
(S/M ME Aut henticated Attributes
: (1 2 840 113549 1 9 16 2))
1148 31  94: SET {

1150 31  92: SET {
1152 02 1: | NTEGER 1
1155 06 7: OBJECT IDENTIFIER '1 2 3456 7 &
1164 13 27: Printabl eString
: "THIS I S A PRI VACY MARK TEST’
1193 31  49: SET {
1195 30 47: SEQUENCE {
1197 80 8: [0]
: 2A 03 04 05 06 07 86 78
1207 A1 35: [1] {
1209 13 33: Printabl eString
: "THIS IS A TEST SECURI TY-"'
" CATECCRY. ’
}
}
}
}
} }
1244 30 111: SEQUENCE {

1246 06 11: OBJECT | DENTI FI ER
: i d- aa- cont ent Ref er ence
(1 2 840 113549 1 9 16 2 10)
(S/IM ME Aut henticated Attributes
: (1 2 840 113549 1 9 16 2))
1259 31 96: SET {

1261 30 94: SEQUENCE {
1263 06 5: OBJECT IDENTIFIER'1 2 3 4 5 6
1270 04 43: OCTET STRI NG
: "Content Reference Content ldentifie’
r Buffer’
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1372
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115:
11:

100:

90:
11:

22:
20:

13:

17:
15:

12:
10:
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OCTET STRI NG
" Content Reference Signature Value B
“uffer’
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
i d- aa- encr ypKeyPr ef
(1 2 840 113549 1 9 16 2 11)
(S/IM ME Aut henticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
[ 0]
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
countryNane (2 5 4 6)
(X.520 id-at (2 5 4))
Printabl eString ' US

}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zati onNane (2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString 'US Gover nnent’
}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zat i onal Uni t Nanme
(2 54 11)
(X.520 id-at (2 5 4))
PrintableString ' VDA Site’
}
}
SET {
SEQUENCE {

OBJECT | DENTI FI ER
organi zat i onal Uni t Name
(2 54 11)
(X.520 id-at (2 5 4))
PrintableString ' VDA

}
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: }
1448 31 18: SET {
1450 30 16: SEQUENCE {
1452 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
1457 13 9: Printabl eString ' Dai sy RSA
: }
} }
1468 02 4: I NTEGER 173360179
' }
} }
1474 30 252: SEQUENCE {
1477 06 11: OBJECT | DENTI FI ER
: i d- aa- m ExpandHi story
(1 2 840 113549 1 9 16 2 3)
(S/IM ME Aut henticated Attributes
: (1 2 840 113549 1 9 16 2))
1490 31 236: SET {
1493 30 233: SEQUENCE {
1496 30 230: SEQUENCE {
1499 04 7: OCTET STRI NG ' 5738299’
1508 18 15: General i zedTi me ' 199903111044337
1525 A1 201: [1] {
1528 30 198: SEQUENCE {
1531 A4 97: [4] {
1533 30 95: SEQUENCE {
1535 31  11: SET {
1537 30 9: SEQUENCE {
1539 06 3: OBJECT | DENTI FI ER
: countryNane (2 5 4 6)
: (X.520 id-at (2 5 4))
1544 13 2: PrintableString 'US
' }
: }
1548 31 22: SET {
1550 30 20: SEQUENCE {
1552 06 3: OBJECT | DENTI FI ER
: organi zat i onNane
(2 5 4 10)
: (X.520 id-at (2 5 4))
1557 13 13: Printabl eString
: "US Gover nnent’
}
: }
1572 31 17: SET {
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1574 30 15: SEQUENCE {
1576 06 3: OBJECT | DENTI FI ER
: organi zat i onal Uni t Namre
(2 54 11)
: (X.520 id-at (2 5 4))
1581 13 8: Printabl eString
: "VDA Site’
}
: }
1591 31 12: SET {
1593 30 10: SEQUENCE {
1595 06 3: OBJECT | DENTI FI ER
: organi zat i onal Uni t Name
(2 54 11)
: (X.520 id-at (2 5 4))
1600 13 3: PrintableString ' VDA
: }
: }
1605 31  23: SET {
1607 30 21: SEQUENCE {

1609 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
1614 13 14: Printabl eString
: " Bugs Bunny DSA

}
}

: }
1630 A  97: [4] {
1632 30 95: SEQUENCE {
1634 31 11: SET {
1636 30 9: SEQUENCE {
1638 06 3: OBJECT | DENTI FI ER

: countryNane (2 5 4 6)

: (X.520 id-at (2 5 4))
1643 13 2: PrintableString 'US

: }

: }
1647 31 22: SET {
1649 30 20: SEQUENCE {
1651 06 3: OBJECT | DENTI FI ER

: organi zat i onNane

(2 54 10)

: (X.520 id-at (2 5 4))
1656 13 13: Printabl eString

: "US Gover nnent’

}
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: }
1671 31 17: SET {
1673 30 15: SEQUENCE {
1675 06 3: OBJECT | DENTI FI ER
: organi zat i onal Uni t Nanme
(2 54 11)
: (X.520 id-at (2 5 4))
1680 13 8: PrintableString
: "VDA Site
}
: }
1690 31 12: SET {
1692 30 10: SEQUENCE {
1694 06 3: OBJECT | DENTI FI ER
: organi zat i onal Uni t Namre
(2 54 11)
: (X.520 id-at (2 5 4))
1699 13 3: Printabl eString ' VDA
: }
: }
1704 31  23: SET {
1706 30 21: SEQUENCE {
1708 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1713 13 14: PrintableString
: " El mer Fudd DSA
}
}
}
}
}
}
}
}
} }
1729 30 258: SEQUENCE {

1733 06 11: OBJECT | DENTI FI ER
: i d- aa- equi val ent Label s
(1 2 840 113549 1 9 16 2 9)
(S/IM ME Aut henticated Attributes
: (1 2 840 113549 1 9 16 2))
1746 31 242: SET {

1749 30 2309: SEQUENCE {

1752 31 114: SET {

1754 02 1: I NTEGER 1

1757 06 7 OBJECT IDENTIFIER "1 2 3 456 7 9
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1766 13 38: PrintableString
: "EQUI VALENT THIS IS A PRI VACY MARK T’
: " EST’
1806 31 60: SET {
1808 30  58: SEQUENCE {
1810 80 8: [0]
: 2A 03 04 05 06 07 86 78
1820 A1 46: [1] {
1822 13 44 Printabl eString
: "EQUI VALENT THIS I S A TEST SECURI TY-"’
" CATECCRY. '
}
}
}
: }
1868 31 121: SET {
1870 02 1: | NTEGER 1
1873 06 7: OBJECT | DENTI FI ER
: 123456710
1882 13 45: PrintableString
: "EQUI VALENT THIS I S A SECOND PRI VACY’
: " MARK TEST
1929 31 60: SET {
1931 30 58: SEQUENCE {
1933 80 8: [ 0]
: 2A 03 04 05 06 07 86 78
1943 A1 46: [1] {
1945 13 44 Printabl eString
: "EQUI VALENT THIS IS A TEST SECURI TY-’
" CATEGORY. '
}
}
}
}
}
}
} }
1991 30 9: SEQUENCE {

1993 06 7 OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm

: }
2002 04 47: OCTET STRING encapsul ates {
2004 30  45: SEQUENCE {

2006 02 21: I NTEGER
: 00 BC 33 37 65 C4 F7 70 5C 17 49 13
AA 4C 85 CA BB 52 91 48 59
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2029

02

20:

Exampl es of S/ M ME Messages

I NTEGER

July 2005

63 96 A2 14 8B CF 57 DE BO 48 5F 6C

64 DD 84 04 49 5F 1C CA

}
}

4.11. SignedData with Certificates Only

CA Si gnedDat a message with no content or signature,

Alices’s and Carl’'s certificates.

0 30 1672: SEQUENCE {

containing only

4 06 9:  OBJECT | DENTI FI ER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
15 A0 1657: [0] {
19 30 1653: SEQUENCE {
23 02 1 | NTEGER 1
26 31 0: SET {}
28 30 11: SEQUENCE {
30 06 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
: }
41 A0 1407: [0] {
45 30 667: SEQUENCE {
49 30 602: SEQUENCE {
53 A0 3: [0] {
55 02 1: | NTEGER 2
: }
58 02 1 | NTEGER 1
61 30 9: SEQUENCE {
63 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm
: }
72 30 18: SEQUENCE {
74 31 16: SET {
76 30 14: SEQUENCE {
78 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
83 13 7: Printabl eString ' Carl DSS
: }
}
Hof f man, Ed. I nf or mat i onal
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: }

92 30  30: SEQUENCE {

94 17  13: UTCTi me ’ 9908162250502

109 17 13 UTCTi me ’ 3912312359597
: }

124 30  18: SEQUENCE {

126 31  16: SET {

128 30 14 SEQUENCE {

130 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))

135 13 7; Printabl eString ' Carl DSS
: }

144 30 439: SEQUENCE {

148 30 299: SEQUENCE {

152 06 7: OBJECT | DENTI FI ER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm
161 30 286: SEQUENCE {
165 02 129: | NTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 &4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 C0 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
297 02  21: | NTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
320 02 128: | NTEGER
: 0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA
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}

: }
451 03 133: BIT STRING O unused bits, encapsul ates {
455 02 129: | NTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D Bl 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0OC FE 75
Q0 FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}
: }
587 A3  66: [3] {
589 30 64: SEQUENCE {
591 30 15: SEQUENCE {
593 06 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
598 01 1: BOOLEAN TRUE
601 04 5: OCTET STRING encapsul ates {
603 30 3: SEQUENCE {
605 01 1: BOOLEAN TRUE
: }
} }
608 30 14: SEQUENCE {
610 06 3: OBJECT | DENTI FI ER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
615 01 1 BOOLEAN TRUE
618 04 4: OCTET STRING encapsul ates {
620 03 2: BIT STRING 1 unused bits
: 1100001’ B
} }
624 30 29: SEQUENCE {
626 06 3: OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
631 04 22: OCTET STRING encapsul ates {

633 04 20: OCTET STRI NG
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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}
}
}
. } }
655 30 O SEQUENCE {

657 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
666 03 48: BIT STRING O unused bits, encapsul ates {
669 30  45: SEQUENCE {

671 02 20: I NTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 A1 13
693 02 21: I NTEGER
: 00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
716 30 732: SEQUENCE {
720 30 667: SEQUENCE {
724 A0 3: [0] {
726 02 1: | NTEGER 2
: }
729 02 2: | NTEGER 200
733 30 9: SEQUENCE {
735 06 7 OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 al gorithm
: }
744 30 18: SEQUENCE {
746 31 16: SET {
748 30 14: SEQUENCE {
750 06 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
755 13 7: Printabl eString ' Carl DSS
: }
} }
764 30 30; SEQUENCE {
766 17 13: UTCTi ne ’ 9908170110497
781 17 13: UTCTi me ’ 3912312359597
: }
796 30 19: SEQUENCE {
798 31 17: SET {
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800 30 15: SEQUENCE {
802 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))

807 13 8; PrintableString 'AliceDSS
' }

817 30 438: SEQUENCE {

821 30 299: SEQUENCE {

825 06 7 OBJECT | DENTI FI ER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 al gorithm
834 30 286: SEQUENCE {
838 02 129: | NTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
970 02  21: | NTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
993 02 128: | NTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 C0 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

1124 03 132: BIT STRING 0 unused bits, encapsul ates {
1128 02 128: | NTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6

16 89 28 11 23 D9 34 86 67 75 75 13
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12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 Do CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: }
1259 A3 129: [3] {
1262 30 127: SEQUENCE {
1264 30 12: SEQUENCE {
1266 06 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
1271 01 1 BOOLEAN TRUE
1274 04 2: OCTET STRING, encapsul ates {
1276 30 0: SEQUENCE {}
1278 30 14: SEQUENCE {
1280 06 3: OBJECT | DENTI FI ER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
1285 01 1: BOOLEAN TRUE
1288 04 4: OCTET STRING encapsul ates {
1290 03 2: BIT STRING 6 unused bits
: "11' B
} }
1294 30  31: SEQUENCE {
1296 06 3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
1301 04 24: OCTET STRING encapsul ates {
1303 30 22: SEQUENCE {
1305 80 20: [ 0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
} }
1327 30 29: SEQUENCE {
1329 06 3: OBJECT | DENTI FI ER
: subj ect Keyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
1334 04 22: OCTET STRING encapsul ates {
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1336 04 20: OCTET STRI NG
: BE 6C A1 B3 ES C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

} }
1358 30  31: SEQUENCE {

1360 06 3: OBJECT | DENTI FI ER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
1365 04 24: OCTET STRING encapsul ates {

1367 30 22: SEQUENCE {
1369 81 20: [1] ' Ali ceDSS@xanpl e. com
: }
}
}
}
} }
1391 30 9 SEQUENCE {

1393 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
1402 03 48: BIT STRING O unused bits, encapsul ates {
1405 30  45: SEQUENCE {

1407 02 20: I NTECGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
1429 02 21: I NTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}
: }
1452 A1 219: [ 1]
1455 30 216: SEQUENCE {
1458 30 153: SEQUENCE {
1461 30 9: SEQUENCE {
1463 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm
: }
1472 30 18: SEQUENCE {
1474 31 16: SET {
1476 30 14: SEQUENCE {

1478 06 3: OBJECT | DENTI FI ER
: commonNarme (2 5 4 3)
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(X. 520 id-at (2 5 4))

1483 13 7; Printabl eString ' Carl DSS

; }
} }

1492 17  13: UTCTi e ’ 9908270700002

1507 30 105: SEQUENCE {

1509 30  19: SEQUENCE {

1511 02  2: I NTEGER 200

1515 17  13: UTCTi me ’ 9908220700002
: }

1530 30  19: SEQUENCE {

1532 02 2: I NTEGER 201

1536 17  13: UTCTi me ’ 9908220700002
; }

1551 30  19: SEQUENCE {

1553 02  2: I NTEGER 211

1557 17  13: UTCTi ne ' 9908220700002
: }

1572 30  19: SEQUENCE {

1574 02 2: I NTEGER 210

1578 17  13: UTCTi e ’ 9908220700002
: }

1593 30  19: SEQUENCE {

1595 02  2: I NTEGER 212

1599 17  13: UTCTi me ’ 9908240700002
; }

}

: }

1614 30 O SEQUENCE {

1616 06 7: OBJECT | DENTI FI ER
: dsaWthShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm

: }
1625 03 47: BIT STRING O unused bits, encapsul ates {
1628 30 44: SEQUENCE {

1630 02 20: I NTEGER
: 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 AO D4 D8 6D 5C 7D 3D
1652 02 20: I NTEGER
: 02 7TA 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

}
}

: }
1674 31 O SET {}
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}
}
5. Envel oped-data
5.1. Basic Encrypted Content, TripleDES and RSA
An Envel opedData from Alice to Bob of ExContent using Tripl eDES for
encrypting and RSA for key nmanagenent. Does not have an
Origi nat or | nf o.
0 30 286: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER
: envel opedData (1 2 840 113549 1 7 3)
: (PKCS #7)
15 A0 271: [0] {
19 30 267: SEQUENCE {
23 02 1: | NTEGER 0O
26 31 192: SET {
29 30 189: SEQUENCE {
32 02 1: | NTEGER 0O
35 30 38: SEQUENCE {
37 30 18: SEQUENCE {
39 31 16: SET {
41 30 14: SEQUENCE {
43 06 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
: (X.520 id-at (2 5 4))
48 13 7: Printabl eString ' Carl RSA
: }
}
: }
57 02 16: | NTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO
: }
75 30 13: SEQUENCE {
77 06 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
88 05 0: NULL
: }
90 04 128: OCTET STRI NG
: 0B 71 OD E6 71 88 88 98 B6 96 Cl 8F
70 FD A2 27 DE DA E1 EF 24 6C A4 33
DF AC EO E9 9D A2 D3 2C 7A CD 80 B8
99 9E E6 5F Bl 41 B3 72 16 83 E7 FA
2A 00 8B C7 73 35 78 26 D6 C7 CF 8C
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0C 56 DB A5 76 9D 08 38 OE F3 F9 D4
91 43 58 78 DC 49 B6 EC EE 6C 68 33
A3 21 1D FO 28 78 1F F7 5D F6 07 73
4D DF AD 69 31 20 4B 48 A9 75 22 6E
36 79 15 63 8F CC EB 9D A3 28 Al D1
2C 57 F4 DA 1A 2C 75 1F

} }
221 30  67: SEQUENCE {
223 06 0: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: ( PKCS #7)
234 30  20: SEQUENCE {

236 06 8: OBJECT | DENTI FI ER
: des- EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAl gorithm
: (1 2 840 113549 3))
246 04 8: OCTET STRI NG
: 2D 68 C5 E9 47 06 51 35

1 }
256 80  32: [0]

: OE C8 92 7F C6 7D 3F 8D CB AD 8E OE
C5 49 3A EB 47 2E D6 55 DE 09 21 4E
48 EA 4E 27 Bl 6E 57 25

}
}
}
}

5.2. Basic Encrypted Content, RC2/128 and RSA

Same as 5.1, except using RC2/128 for encryption and RSA for key
managenment. An Envel opedData from Alice to Bob of ExContent using
RC2/ 40 for encrypting and RSA for key managenent. Does not have an
Oiginatorlinfo or any attributes.

0 30 291: SEQUENCE {
4 06 9: OBJECT | DENTI FI ER
: envel opedData (1 2 840 113549 1 7 3)

: ( PKCS #7)
15 A0 276:  [0] {
19 30 272: SEQUENCE {
23 02 1: I NTEGER 0
26 31 192: SET {
29 30 1809: SEQUENCE {
32 02 1: I NTEGER 0
35 30 38: SEQUENCE {
37 30 18: SEQUENCE {
39 31  16: SET {
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41
43

48

57

75
77
88
90

221
223

234
236

246
248
251

261

Hof f man,

30
06

13

02

30

05

04

30
06

30
06

30
02
04

80

Ed.

16:

128:

32:

Exampl es of S/ M ME Messages July 2005
SEQUENCE {
OBJECT | DENTI FI ER
commonNanme (2 5 4 3)
(X.520 id-at (2 5 4))
Printabl eString ' Carl RSA
}
}
}
| NTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO
}
SEQUENCE {

OBJECT | DENTI FI ER

rsaEncryption (1 2
(PKCS #1)
NULL

}
OCTET STRI NG

85
DE
FB
4A
44
77
D4
7E
56
8B
5F

}
}
SEQUENCE

42
DA
9
ED
39
AA
DC
96
6D
cC
69

{

BE
c1
9C
98
89
F9
10
FF
A6
1B
67

E3
D3
DB
9D
37
D4
E9
12
1D
4A
91

0B
09
FO
15
3C
97

6E
EB
E5
A9

2E
B8

39
6F
A4
3F
87
AB
14
50

E5
27

26
74

00
84

36
EE

840 113549 1 1 1)

OF
2B
A0
01
4A
21

A0
B7
06

09
25
8A
1A
61
3F
9C
BA
Al
61

SF
2E
0B

82
ED
B9

24

1C
6B
0B
3F
47
81
F8
cr

71
9D
FO
27
20

OF
SF
64

OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
(PKCS #7)

SEQUENCE {

OBJECT | DENTI FI ER rc2CBC (1 2 840 113549 3 2)

( RSADS|

}
}
[0]

06 53 OA 7B 8D 5C 1
8B 59 D6 45 8C 1A 1

(1 2 840 113549 3))
SEQUENCE {
| NTEGER 58
OCTET STRI NG
E8 70 81 E2 EF C5 15 57

I nf or mat i onal

6
A

0
0

D CC D5
C E6

1E

encrypti onAl gorithm

76 D6
F3 DE
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43 56 00 9B 40 8C 38 5D
}
}
}
}

5.3. S/IM ME application/pkcs7-ninme Encrypted Message

A full S/M ME nessage, including MM, that includes the body part
fromb5. 1.

M ME-Version: 1.0
Message-1d: <00103112005203. 00349@nyenily.ig. conr
Date: Tue, 31 Cct 2000 12:00: 52 -0600 (Central Standard Ti ne)
From Userl
To: User?2
Subj ect: Exanple 5.3
Cont ent - Type: application/pkcs7-m ne;

nane=smi me. p7m

sm me-t ype=envel oped- dat a
Cont ent - Tr ansf er - Encodi ng: base64
Content-Disposition: attachnent; filename=sm ne. p7m

M | BHgYJKoZI hvcNAQc Dol | BDz CCAQs CAQAX gc Awgb0CAQAW] j ASVRAWDg Y DVQRDEWI DY XJ
sU NBAhBGNGv HgABW BHTbi 7 NXXHQVA0GCSqGSI b3DQEBAQUABI GAC3ENSNG i Ji 2l sGPcP
2i J97a4e8kbKQz36z9622i 0yx6zYCANZ7nX7FBs 31 Wj+f 6KgCLx3MLe CoV 8+NMDFbbpXadC
DgC8/ nUKUNYeNxJt uzubGgzoyEd8Ch4H dd9gdzTd+t aTEgSOi pdSJuNnkVY4/ M652) KKHR
LFf 02hosdR8wQwYJKoZI hvc NAQec BMBQGCCqGSI h3DQVHBAgt aMXpRWZRNYAgDsi Sf 829P43
Lr YAOxUk660cull XeCSFOSOpQI7FuVyU=

6. Digested-data
A DigestedbData from Alice to Bob of ExContent using SHA- 1.

0 30 94: SEQUENCE ({
2 06 9: OBJECT | DENTI FI ER di gestedData (1 2 840 113549 1 7 5)

: (PKCS #7)

13 A0 81: [0] {

15 30  79: SEQUENCE {

17 02 1. I NTEGER 0

20 30  7: SEQUENCE {

22 06 5 OBJECT | DENTI FIER shal (1 3 14 3 2 26)
: }(OW

29 30  43: SEQUENCE {

31 06 O OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

42 A0 30: [0] {

Hof f man, Ed. I nf or mat i onal [ Page 112]



RFC 4134 Exampl es of S/ M ME Messages July 2005

44 04 28: OCTET STRING 'This is sonme sanple content.
: }
: }

74 04  20: OCTET STRI NG

40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48
}
}
}

7. Encrypted-data
7.1. Sinple EncryptedData
An EncryptedData from Alice to Bob of ExContent with no attri butes.
0 30 87: SEQUENCE {

2 06 9: OBJECT | DENTI FI ER
encryptedData (1 2 840 113549 1 7 6)

: (PKCS #7)

13 A0 74:  [0] {

15 30 72 SEQUENCE {

17 02 1: I NTEGER 0

20 30 67 SEQUENCE {

22 06 O OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

33 30 20: SEQUENCE {

35 06 8: OBJECT | DENTI FI ER
: des- EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAl gorithm
: (1 2 840 113549 3))
45 04 8: OCTET STRI NG
: B3 6B 6B FB 62 31 08 4E

2 }
55 80  32: [0]
: FA FC ED DB 3F 18 17 1D 38 89 11 EA
34 D6 20 DB F4 C3 D9 58 15 EF 93 3B
9A F5 D7 04 F6 B5 70 E2
}
}
}
}

The Tripl eDES key is:

73 7c 79 1f 25 ea dO e0 46 29 25 43 52 f7 dc 62
91 e5 cb 26 91 7a da 32
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7.2. EncryptedData with Unprotected Attributes

An EncryptedData from Alice to Bob of ExContent w th unprotected
attri butes.

0 30 149: SEQUENCE {
3 06 9: OBJECT | DENTI FI ER
encryptedData (1 2 840 113549 1 7 6)

: (PKCS #7)

14 A0 135:  [0] {

17 30 132: SEQUENCE {

20 02 1: | NTEGER 2

23 30 67 SEQUENCE {

25 06 O OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

36 30 20: SEQUENCE {

38 06 8: OBJECT | DENTI FI ER
: des- EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAl gorithm
: (1 2 840 113549 3))
48 04 8: OCTET STRI NG
: 07 27 20 85 90 9E BO 7E

: }
58 80  32: [ 0]

: D2 20 8F 67 48 8A CB 41 E4 22 68 5D
BE 77 05 52 26 ED E3 01 BD 00 91 58
A7 35 6E BC 4B A2 07 33

: }
92 Al 58: [1] {
94 30 56: SEQUENCE {
96 06 3: OBJECT IDENTIFIER '1 2 5555
101 31 49: SET {
103 04 A47: OCTET STRI NG
: "This is a test General ASN Attri but’
‘e, number 1.’
}
}
}
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8. Security Considerations

Because this docunment shows exanples of S/M ME and CMS messages, this
docunent also inherits all of the security considerations from
[ SM ME-MBGE and [ CvE] .

The Perl
A malicious attacker could nodify the Perl script in this docunent.
Be sure to read the Perl code carefully before executing it.

9. References

script in Appendix A wites to the user’s local hard drive.
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A. Binaries of the Exanples

This section contains the binaries of the exanples shown in the rest
of the document. The binaries are stored in a nodified Base64
format. There is a Perl programthat, when run over the contents of
this docunment, will extract the follow ng binaries and wite them out
to disk. The programrequires Perl.

A 1. How t he Binari es and Extractor Wrks

The programin the next section |looks for lines that begin with a '|’
character (or sonme whitespace followed by a '|’'), ignoring all other
lines. If the line begins with '|’, the second character tells what
kind of line it is:

Aline that begins with |* is a comrent
A line that begins with |> gives the nane of a newfile to start
Aline that begins with |[<tells to end the file (and checks the
file name for sanity)
A line that begins with |anythingelse is a Base64 |ine
The programwites out a series of files, so you should run this in
an enpty directory. The programw ||l overwite files (if it can),
but won’t delete other files already in the directory.
Run this programwi th this docunent as the standard input, such as:
.lextractsanple.pl <draft-ietf-sm ne-exanpl es
If you want to extract without the program copy all the lines
between the "|>" and "|<" markers, renove any page breaks, and renove
the "|" in the first colum of each line. The result is a valid
Base64 bl ob that can be processed by any Base64 decoder.
A. 2. Example Extraction Program
#!/ usr/ bi n/ perl
# CM5 Sanpl es extraction program v 1.1

# CGet all the input as an array of |ines
@lIn =(); while (<STDIN>) { push(@lIn, $) }

$Baseb64Chars = ' ABCDEFGH JKLMNOPQRSTUWWKYZabcdef ghi j kI mopqr’
" st uvwxyz0123456789+/ =’ ;
$Li neCount = 0; $CurrFile ="";

foreach $Line (@l I1n) {
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sub

sub

sub

$Li neCount ++; # Keep the line counter for error nessages
$Line =~ s/™Ms*//; # Get rid of |eading whitespace
chonmp($Line); # Get rid of CR or CRLF at the end of the line
i f(substr($Line, 0, 1) ne '|’) { next } # Not a special line
el sif(substr($Line, 1, 1) eq '*') { next } # It is a coment
el sif(substr($Line, 1, 1) eq '>")

{ &StartNewFil e(substr($Line, 2)) } # Start a newfile
el sif(substr($Line, 1, 1) eq '<')

{ &EndCurrFile(substr($Line, 2)) } # End the current file
el se { &DoBase64(substr($Line, 1)) } # It is a line of Base64

StartNewFil e {
$TheNewFile = shift(@);
if($CurrFile ne ') { die "Was about to start a new file at
"l'ine $LineCount, but the old file, $CurrFile, was open\n" }
open( QUT, ">$TheNewFile") or
die "Could not open $TheNewFile for witing: $'\n";
bi nnrode(QUT); # This is needed for Wndows, is a noop on Unix
$CurrFile = $TheNewFi | e;
$LeftOver = 0; # Amount left from previ ous Base64 character
$NextPos = 0; # Bit position to start the next Base64 character
# (bits are nunbered 01234567)
$QutString = ''; # Holds the text going out to the file

EndCurrFile {

$Fil eToEnd = shift(@);

if($CurrFile ne $FileToEnd) { die "Was about to close " .
"$Fi | eToEnd at |ine $LineCount, but that name didn’'t match "
"the name of the currently open file, $CurrFile\n" }

print OUT $Qut String;

cl ose(QUT);

$CurrFile = ' ;

DoBase64 {
$Theln = shift(@);
if($CurrFile eq '’) { die "Got sone Base64 at |ine $Li neCount, "
"but appear to not be witing to any particular file.\n" }
@hars = split(//, $Theln); # Mike an array of the characters
foreach $Thi sChar (@hars) {
# $ThisVal is the position in the string and the Base64 val ue
$Thi sVal = i ndex($Base64Chars, $ThisChar);
if($Thisval == -1) { die "At line $LineCount, found the "
"character $ThisChar, which is not a Base64 character\n" }
if($ThisvVal ==64) { last } # It is a "=", so we're done
if ($NextPos == 0 )
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# Don't output anything, just fill the left of $LeftOver
$Left Over = $ThisVal * 4;
$Next Pos = 6;
} elsif ($NextPos == 2) {
# Add $ThisVal to $LeftOver, output, and reset
$Qut String .= chr($Left Over + $ThisVval);
$Left Over = O;
$Next Pos = 0;
} elsif ($NextPos == 4) {
# Add upper 4 bits of $ThisVal to $LeftOver and out put
$Upper4 = ($ThisVal & 60);
$Qut String .= chr($Left Over + ($Upper4/4));
$Left Over = (($ThisVval - $Upper4d) * 64);
$Next Pos = 2;
} elsif ($NextPos == 6) {
# Add upper 2 bits of $ThisVal to $LeftOver and out put
$Upper2 = ($ThisVal & 48);
$Qut String .= chr($Left Over + ($Upper2/16));
$Left Over = (($Thisval - $Upper2) * 16);
$Next Pos = 4;
} else { die "\$NextPos has an illegal value: $NextPos." }

}

B. Exanples in O der of Appearance
From Section 2.1

***ExCont ent . bi n***

| * Section 2.1

| >ExCont ent . bi n

| VGhpcyBpcyBzb21l | HNhbXBsZSBj b250ZWs0Lg==
| <ExCont ent . bi n

From Section 2.2
*** Al i cePri vDSSSi gn. pri ***

| * Exanple AlicePrivDSSSign. pri

| >Al'i cePri vDSSSi gn. pri

| M 1 BSWM BADCCASs GBy q GSMA4BAEWggEe AoGBAI GN\ze2D6gqeOT7CSCi j 5EeT3Q7 XqA7s U8
| W hAhP/ 5ThcOh+DNbzREj R/ p+vpKGIL+HZMWg23j +bv7dM3F9pi uR10DcMKQ VImB6NnXvn8
| 938v3UQoi 1TxP7AHCEdNXY]j Dw7Wz 41Ul ddUsdhDEeL3/ nbCEl zf y5FEbt eQII | zzf | vbAh
| UAdkenGkVmuBP&0+4Ny Er Yov3k80Cg YAMONAU TKgOf s+bdl LWApMIi MbBAI 1XPLLG DD
| H Bd3Zt Z4s2qBT1YwHui Nr huB699i ki | p/ R1z0ol Xks+kPht 6pzJl Yo7dhTpzi 5dowf NI 4
| WALz ABf GLJi RGINKS9+M VS| NW eL5c+waYTYf EX/ Cve3RUP+YdM.RgUpgOho2 OQOXAhUA
| uUORaXJRgcuOP561pl HBJqFi T8=
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| <Al'i cePri vDSSSi gn. pri
***Al'i cePri vRSASI gn. pri ***

| * Exanpl e AlicePrivRSASI gn. pri

| >Al i cePri vRSASI gn. pri

| M | Cdgl BADANBgk ghki GOWOBAQEFAASCAMAWYgJcAgEAAOGBACCIczm\2PX161 d20X9Cs A
| W U4PeD7er 3H3HASkNBS5t Et +rmhi bUOm+gWen8l +z6gl EPM C+sVCeRkTxLLvYMs/ GaG8H
| 2bBgr L7uNAI qE/ X3BQW3166NVbZYf 8Zf 8mB5vhs60dAcO+sbSx0ny36VTq5mXcCpkhSj E
| 7zVzhXdFdf AgMBAAECg YAAPAPDI0d2NDRspoaleUkBSy6K0shi ssf XSAl gi 5H3NvJ11uj N
| FZBgJzFHNWRNI c1nY860nlaslLzduHO40Ovygt 9Dz TYbghb1W/q2EHZE9ct OV7+MBv/ Ke
| @DCz0F00+38Y6i dj eweVf TLyvehwYi f QRmXskbr 4saw+yRRKt / | QIBAPbWACI hTF8Kc P8n
| / O UGqd5Q+1hZbGQPgoCr Sbmwx VwgEd+TeCi hTl 8pMks2] Zi GGPNI Gv7RVMencr cqYLd
| ECQQRDo3r ARIQnNSAI EB3or onFD1d3dhpEWrawhVl nNd9VhbEpM c4t / 03B/ 9aSqu3T9PClq
| 2j i RKoZbbBTor kye+o4vAkEAl 0zwh5sXf +4bgxsUt gt gkF+G& 1Hht 6B/ 9eSI 41nb+R6b0y
| I 3CCII 1yKxJZi 6PVI Tt/ oel LLI URY] dZNR56vN8QIALPAKW qgzYUi 6t BuT/ pszSHTyOTx
| hERI ZHPXKY9+RozsFd7kUbOUsyyZLWWVI ey Tqo2l f PnkNZOERO+G+6 YMCgWI AW j ZoVA4hG
| gr A7y 730vOnGt4t Col +/ bkBS9u4oi JI VOLJIZ7Qq1CTyr 9AcewhJcV/ +wLpl Za4MB3i xpXu
| b41f KA==

| <Al'i cePri vRSASI gn. pri

***BobPri VRSAENcrypt. pri ***

| * Exanpl e BobPri vRSAEncrypt. pri

| >BobPr i VRSAENcr ypt . pri

| M I ChQ BADANBgkghki GOwWOBAQEFAASCAMAWYgJc AgEAA0GBAKNhZ5g/ OdVf 8qCTQVENeY
| mFyDVdnpFb+x0B2hl wlhcPvaUi ODWFbXqYZhRBXM+3t wg7CcmRuBl pN235ZR572akz JKN

| O7uvRgGEN] Qyywe DW/L8hYsxBLj MGAgUSOZPHPt dYMIgXB9T039T2CGk B8QX4enDRvoPGXz
| j PHCygaqf r AgMBAAECG YBnz Unhg2PnM bZf 8i g5xt 8KYCGHbzt pwdl | Pl caw+LNd4Ogngw
| y+e6al at d8br UXI weQqg9P5F4Kmy9Bnah5j WM RO5PxZbMHGA9y pkdB8MVKCi xGhel XFDY A
| OHPf D6bRSe TPWF1h5HEUYHDO9s Bvf +i U708As mAX2EANYh9s DGQIBANDDI sheopkYdo+N
| vKZ11my/ 11 1FUox29XLE6/ BG1 E+XKpVC5va3W t +Pw7PAhDk7Vb/ s7q/ W El 2Kv8zHCue
| UCQRDQUF wel r db7bW0DAcj Xg/ JY1PeC PNTqBI Fy2bKKBI f 4hAr 84/ saj BO+EORIKS EI LVH
| I dxJAf KKI Cnwd Ai EYH2 PAKAOUNTJ SChXdNdVUN5qSOBbKI ocSHsel VnDYDubl 6nA7xhnmgU
| 5i Uj i EzuUJi Ei UacUgFJI aV/ 4j bGsnl 3vQyLeFAKEANi +zN5r 70wZdV+EJBgRd2ZCWBg Vf

| JAZAcpw6i | Whw+dYhKI Frii oNRobQ+g4wdhpr wivKSDI ETuk Pj 3d9NDAI BWJ AVxhnlgr St a
| vCunr nVNgc BU+B1O8Bi R4y PWhLMe RSy FRVJ QA7HCp8J1 DV6abXd8v PFf XuCOVWN7r Ov TKF8
| YOZB9gANVAs GA1UdDz EEAM AEA==

| <BobPri vRSAENncrypt. pri

***Car| Pri vDSSSi gn. pri ***

| * Exanpl e Carl PrivDSSSi gn. pri

| >Car | Pri vDSSSi gn. pri

| M 1 BSgl BADCCASs GBy g GSMA4 BAEWg g Ee Ao GBAL ZJ GD6 KRIVEpc ZRMAC QSwXp5y 1RNgXx 6 B+8
| ZMs W6 UCQbr Ad Sxy HFLX0XAUCVdNPza5G3T40ZI hl J9uhW/Shb2Ru3d9pj Su36KCoq6Fnu5
| UAFI k4vr JRVRI 1Xcj 1MOEKI Q HC3zTBU dr egKoi t aGvi 8wCi CeLcF+5r eEl 1&0pLdbpAh
| UA3cEv31P0OCz Rgdz4CpL+KXZi 5ENUCgYAM/| ebS73at gdgqdDdPVX+d7bxhDet GMXxWCyt b
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| DIJHOPWI Sacr hbT69v/ 7ht 7kr YTyt y65F4wasj CKAnESHC8f N8Bz Zt Usdc96vDskdW H1TO
| RNVpzqn9GUR+pCGhac SQuKeWR1S9TI kRj H4a401gGIf gpwO+64HXWE R ZVKb CgQMNhQZ
| szi | I WxUOV/ uT4l Rnj RPr Xl cg==

| <Carl Pri vDSSSi gn. pri

***Carl| Pri vVRSASI gn. pri ***

| * Examnpl e Carl Pri vRSASI gn. pri

| >Car | Pri vRSASI gn. pri

| M | Cdgl BADANBgkghki GOwWOBAQEFAASCAMAWYgJc AGEAAOGBACRL/ xi 4JFf 0d/ Quc3uTcV
| y8MkqSknl j 2EFGOMIROySzj q+Cnb1RHhd68nYsK4Y5p73X] RpT70QALej soj ax7eJj 1J
| ij+f mBWPUEGr uX3VI mXaFgDFvg6uRFvvXvSnKcuC3axE6aqTl CkO+Bj WFde8nbEShFgOL
| kbPB2Xy W x AgMBAAECg YEAr nPkWL9bZI r J18bvOF9TI SovYv7eKZp6hnt2531i eHU9c6C8
| KQrzj 73Dycn2+Lr VES5vDI 3r KavCAhW/OD72ngPdUBk @69wgd5Df YZuab3Te6j vunl dg7Xx
| aE8VWWNIXgk Bb4gEf DGW/t dXe6Su05t | OCRzt f GBgcq8vo9SY/ pl ECQQD 3wngVgt CUp7E
| TZO0zsEnv3ueBf Si ZOLFI ugs54Rx71 hgzt kD2v9yuHdChr QRxWrEKbj vOVNo2n2Ul KbunDn
| BLAKEASA oGH/ 5V9B8ZokPumvdcssgpl F2ZI nNf dHCJI 6k ur HoWro UH2 TADowOr f 4i SUCQB
| ghsHHyBM 81 7We2wn6r cwJAVzZs| 4wEdnmy 214k RADAgOKv QyGpDx SE+Cc A4l +MI6QX X6
| LI bbVj wK1E6XaRpx| JLkb4d4VLOAcESK/ S2FQM QI AZKEPr FVVOG7 ONYXs XA82w5qcZHYCv
| 8UFI 2Bq2i BSgLHr Fdt QPDh96Kr JuNwSr OUVzukaoD42CXy | UBc+i o/ N8gwJ AJh4dHKGYK+
| ThOOhXbnt zGYhhOvp0Sj aLR2hdUCs md+p9n051 qa97q0sudl E9qNARg6PWIMANNN1UC6gN
| OV2N+g==

| <Carl Pri vRSASI gn. pri

***Dj anePri vDSSSi gn. pri ***

| * Exampl e Di anePri vDSSSi gn. pri

| >Di anePri vDSSSi gn. pri

| M 1 BSW BADCCASs GBy q GSMA4 BAEWY g Ee Ao GBAL ZJ GD6 KRVEpP ¢ ZRVAC QSwWXp5y 1RNgx 6B+8
| ZMsW6 UCQhr AdSxyHFLXOXAUCVdnPza5G3T40Zl hl J9QuhW/Shb2Ru3d9pj Su36KCoq6Fnu5
| UAFI k4vr JRVRI 1Xcj 1MOEKI F HC3zTBU/ dr egKoi t aGvi 8WCi CeLcF+5r eEl 1G0pLdbpAh
| UA3cEv31PCOCz Rgdz4CpL+KXZi 5ENUCgYAM?I ebS73at gdgqdDdPVX+d7bxhDet GMxWCyt b
| DIHOpW Sacr hbT69v/ 7ht 7kr YTyt y65F4wasj CKAnESHC8f N8Bz Zt Usdc96vDskdW HLTO
| RSNVpzqn9GUR+pChac SCuKeWE01S9TI kRj H4a401gG&If gpwO+H64HXWQE R| ZVKb CgQXAhUA
| I pX54MHgQSOy D4t CUpMy5h40 Sk=

| <Di anePri vDSSSi gn. pri

***Di anePri VRSASI gnEncrypt. pri***

| * Exanpl e Di anePri vRSASi gnEncrypt. pri

| >Di anePri vRSASI gnEncrypt. pri

| M | Cdwi BADANBgk qhki GOWOBAQEFAASCANEWGgJ dAgEAA0GBANDOUNMBWXKW 7Or P6ny7om
| L68OYYd P/ sZzJaF/ (g4zkkggr @nz7RMyLIwbxf i YDgXadz+ygLHCWB0oNCIt S3KAQ7+L9K
| TBk/ BOugwMAet 35n996xwW2BJr EXX+MovCDchkOf u8HMLcr ACx PMRWL5H5Qq3g/ Hbdd ki 0

| Qdl V3NKMCFAgMBAAECg YA9v c3CDNEUWDVNV2A] BCvFazW | kU / A 9kzwPOy WAIMJI SQUKW
| 2/ 5Ygl / rsYy91All 0Dp3RSSeDOUGIMOs | RFXROOy gKkur Bf So4Q Y7WBLx7d9i H FSAKW

| GALOVBD | k99RKMp65SdgZj j 85] WK9gPWMIJKTS5MPXBZFTu5a2QQJBAPOAPOr Rl LCRYBNB

| kg2NRDI3Hf +W 0Q 1At wy Rqv6ZCUBr DVX08ZhVChkJGuvQv2Ur M 2Kh8j | RF AHIPNnVoc7
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| UCQQDhOucRWaucpUi FqoCt Frt Tp2CEU+WPI bJEI 1WezFleWindWj4AESuOi Yy3bHi 4CxU
| gAplut FM huwDgB+0r uRAKEAr 7a82yJzQHst LVngaGz/ O Sj vOd++Upi / 4K39TI Xl cl C

| Or 1AngVI vFSW.8I L4l LeHt aHns/ / EwKVf r BJcqQIBALmMYQF wi UB9z Yl oBonxSi i Ba6i yJ

| 2aUz3ZTGEBM Wl JR5AAr mhncc+3pHSf L+GaD3asdCHulr H pgpvxi Ypx22ECQAEHI Zdf em
| Co/ VpcB9+03vfi sTRO/ QuRvbBzdM Evj 9YRTAGKLOsacyz9z98r Me4GRWhFj k5sONOf ¢/ N
| xaxsv+U=

| <Di anePri vRSASI gnEncrypt. pri

From Section 2.3
*** Al i ceDSSSi gnByCar | Nol nherit.cer***

| * Exanpl e Al'i ceDSSSi gnByCarl Nol nherit. cer

| >Al i ceDSSSi gnByCar | Nol nherit. cer

| M | C3DCCApugAW BAgl CAMgWCQYHKoZI zj gEAz ASMRAWDg Y DVQQRDEWD DYXJ s RFNT VB4 XDT
| k5SMDgx Nz AxMTAOOVoXDTMVBMT| zMT| zNTk 10VowEz ERMAS GALUEAXM QWkpY2VEULMwg&2
| M | BKWYHKoZI zj gEATCCARACGYEAQ Y3N7YPqCp45PsJ| KKPkR5PdADt eoDuxTxauECE/ /1 O
| FzSHAMLY NESNH+n6+koYkv4dkwy DbeP5u/ t 0z ¢ X2mK5HXQNwWy RCIW3gde+f zOny/ d(6i L
| VPE/ sAcl RO1di MPDt bPj VCh11Tl 2EMRAVT +ds| SXN/ Lk URu15AMAKPN+WOs CFQDI R6YaRW
| a4E8baj 793l Sti i/ eTzQKBgCY40BSIMyo5+z5t 2Ut Zakx 2l zkEA] Vc8ssaMWeUF3dnilni

| zaoFPVj Ae6l 2uAHr 32KQ Wh9HXPSgheSz6Q+G3gnMkhi j t 2FOnOLI 2j B80j hbgv MAF8bU
| MIEYK2RL34yJVKUlal4vl z7BphNh8Rf 8K97dF(Q 5hOwt GBSmASUj YSAAGEAAKBgFzj uVpl
| FIYLgXr d4z+p7Kxe3L23ExEOphaJKBE] 2TS&Z3V1EX| 9QLt v5VE +onyohs+JHO9B41bY8
| i 7TRaWISUOF1s4CGgDY ol 34a8i Sr Uxq4Jwoe7wi / ZhSAXGKsZf oVi / GZNNTSI j f 2YUeyx DKE
| 8H5BQP1Gp2NOM Kl 4v Ty g+Wlo4GBMHEWDAYDVROTAQH BAI wADAOBg NVHQB BAf 8EBAMCBS
| AwHwWYDVROj BBgwFoAUC EQ+gi 5vh95K03Xj PSC8QyuT8R8WHQYDVROOBBYEFL5s0bPj wf f t
| @BCkzhMB4v3j | / 7NVB8GALUdEQQYMBaBFEFsaVWNI RFNTQGVA YWLwh GUu' Y29t MAk GBy qGSM
| 44BANMDVAAWL QL UVQykGRICKAI x1 j ONg2q1PWir vOUCFQCE YVNSVAL cst 3a53Yd4hBSWNe
| vQ==

| <Al i ceDSSSi gnByCar | Nol nherit. cer

*** Al i ceRSASI gnByCar | . cer***

| * Exanpl e Ali ceRSASi gnByCarl . cer

| >Al i ceRSASI gnByCar |l . cer

| M | CLDCCAZWAW BAgl QRj Rr x4AAVr wR024ux BCzs DANBgk ghki GOWOBAQUFADASNRAWDY
| YDVQQRDEWIDYXJ s Ul NBVB4XDTk5NMDk x OTAXMDgONLoXDTMbMT| zMT1 zNTk 1OVowEz ERVABG
| ALUEAXM QW& pY2VSUOEwgZ8WDQYJKoZI hvc NAQEBBQADg YOAM GJA0GBAOCI czmN2PX16
| d20X90s AW U4PeD7er 3H3HA SkNBS5t Et +mhi bUOm+qWCn8l +z6gl EPM C+sVCeRKTXLLVY
| Ms/ GaGBH2bBgr L7uNAl gE/ X3BQM3166NVbZYf 8Zf 8nB5vhs60dAc O+shSx0ny36VTqg5nX
| cCpkhSj E7zVzhXdFdf AgMBAAG gYEW z AVBgNVHRVBAF 8EA] AAMAAGALUd DWEB/ WQEAWM G
| WwDAf BgNVHSMVEGDAW)BTp4J Anr Hggepr TTPICNO4i r p44uz AdBgNVHUAEFgQUA9K00bdM o
| 9j zkWdzuwBoDr j / 1 AwHwYDVRORBBgwWF0 EUQW p Y2VSUOFAZXhhbXBs ZS5) b20wDQYJ KoZI
| hve NAQEFBQADg YEAPNBHgEj MELi Pyl Fxa042GFOEf oCxj U3MyqOPzH1IW Lz Pbr McWAkgqg
| VBgE4| r adwFHW9ceb0Q7pY9Jkt 8ZnbnhVN Oui Vdf UnTl Gsi NnRzuEr sL2Tt 0z3SpOLF
| 6DeKt Nuf Z+S9n/ n+dQ q+e5j at g/ SyUJt dgadq7r nBt JsCl =

| <Al i ceRSASi gnByCarl . cer
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***BobRSASI gnByCarl . cer***

| * Exampl e BobRSASI gnByCarl . cer

| >BobRSASI gnByCar |l . cer

| M I CIzCCAZCgAWM BAgl QR Rr x4AAVr wR024uzV1x0DANBgk ghki GOw0BAQUFADASMVRAWDY
| YDVQRDEWIDYXJs Ul NBMB4XDTk5NMDkx OTAX MDkwM oXDTMBMT | z M1 zNTk 1OVowETEPMAOG
| ALUEAXMEQMIi U NBM Gf MAOGCSqGS| b3DQEBAQUAAAGNADCBI QKBgQCp4WeYPznVX/ Kgk0
| Fepnmihcg1XZgRW sdAdoZcCYXD72! | t ALlhWLenGYUQVz Pt 7cl OwnJkbgZaTdt +WJee9np
| MySj f zu7r 0YBhj YOMssHALIl S/ | W.MQS4zBgl FEj nTxz 7 XWDE4Fwf USN/ U9hpAf EF+HpwOb
| 6DxI 84zxwsqngnéw DAQABo38wW TAVMBgNVHRMBAF 8EA] AAMA4 GALUd DWEB/ WQEAW FI DAf
| BgNVHSMVEGDAW)BTp4JAnr Hggepr TTPICNO4i r p44uz AdBgNVHQUAEFgQUEPS4Z9i zI gQq8x
| GgKdOVW YW COAMHQYDVRORBBYWHI ESQBi Ul NBQGVAYWLwh GUU'Y29t MAOGCSqGSI b3DQEB
| BQRUAAAGBAHUOZs XXED8Q Eyl cat 7QGshM pKl d6dDi t r | CEFwPLhf i r NnJO h/ uLt 359QW
| Hh5NZt +el EVWFFv GOnRMChv VI 52R1k PCHWRbBdaDOS6qz x V+WBF Zj mNZG Gd5390gcOync
| f LEH / M28FAK3Zvet | 44ESv7V+qJba3Ji Nl PzyvT

| <BobRSASI gnByCarl . cer

***Car| DSSSel f.cer***

| * Examnpl e Carl DSSSel f. cer

| >Car | DSSSel f . cer

| M I Cnz CCAl gqgAW BAgl BATAJBgcghkj COAQDIVBI x EDAOBgNVBAMIBONhc mx EULMaHhce NOT
| kwODE2M | IMDUWMMCNVEKXM MkM MLOTUSW ASVRAWDG YDVQQRDEWDDYXJSRFNTM | Bt zCC
| ASs GBy qGSMA4BAEWggEe Ao CBAL ZJ GDE6KRVEpPC ZRMAC QSwXp5y 1RNgx 6B+8ZMs w6 UCQhr Ad

| SxyHFLXx0XAUCVdnPza5G3T40ZIl hl J9uhW/Shb2Ru3d9pj Su36KCoq6Fnu5UAFI k4vr JRVR
| I 1Xcj 1MOEKI Q HC3zTBU dr eqKoi t aGvi 8wCi CeLcF+5r eEl 1G0pLdbpAhUA3cEv31POCz

| Rgdz4CpL+KXZi 5ENUCgYAM/| ebS73at gdqdDdPVX+d7bxhDet GATxWCyt bDIHOpW Sacr h

| bT69v/ 7ht 7kr YTyt y65F4wasj CKAnESHC8f N8Bz Zt Usdc96vDskdW HLTORSNVpzqn9GUR
| +pGhacSOuKeWE01S9TI kRj H4a401g&f gpwO+64HXwWs R| ZVKb CgOBh QACg YEAMYd0J wiNm
| oLHAr dwsdbvhbESc?2i Ft TUdt sW J6di uHvI 6t JSx0456nBFQAJTJt CVOUWCWGES@B82I M n

| XA+87YaADj / dWwT98j | hk@ PSxYY86V7EI EaQLJi XwnaB6gt i DZUg50a6¢r KnUl M_gi f N
| G61 Ni Zr Xj Rg5hD+LxVZNgHqj § BAMAS GAL Ud EWEB/ wQFMAVBAF 8wDg YDVROPAQH BAQDAg

| GAVBOGALUd Dg QABBRWRD6 CLm+H3kr TdeMBI Lx DK5PxHz AJBgcghkj OQAQDAz AAMCOCFGUp

| BE56Whnj +b49K8k GN+k RF6ETAhUAj zRpKouxPANSI DINEh/ O ft Gsj s=

| <Car| DSSSel f . cer

***Car| RSASel f.cer***

| * Examnpl e Carl RSASel f. cer

| >Car | RSASel f. cer

| M 1 B6z2 CCAVSgAW BAgl QR Rr x4AAVr wR024un/ JQ DANBgk ghki GOw0BAQUFADASMVRAWDg
| YDVQRDEWIDYXJs Ul NBMB4 XDTk5MDgx ODA3MDAWMVIFOXDTMVBMT | z M1 zNTk 1OVowE] EQVA4G
| ALUEAXVHQ2FybFJITQTCBnz ANBgkghki GCOWOBAQEFAACB] QAWg YKCg YEASEV/ GLgkV/ R3/ 2
| 5ze5NxXLwz GoKSci PYQUb(Qz RE6BLOCr 4KdvVEeF3r ydi wr hj mvdeNG Ps5ADV6Oyi Nr Ht

| 41 Di MgnKP5+2J Y+4Tqu5f dW\ZdoWbMM-Dg5EW-9e9Kepy4Ldr ETpgpOUKQ74GN\bI V17yds
| TyEWAdURs 8HZf Jav ECAWEAAaNCVEAWDWYDVRO TAQH BAUWAWEB/ z ACBg NVH@BBAf 8EBAMC
| AYYWHQYDVROOBBYEFONgk CeseCB6nt NMBkI 3Ti Kunj i 7MAOGCSqGSI b3DQEBBQUAA4GBAL
| ee1ATT7Snk/ 4m) FS5M2wz WSA8Y Ye 7EBOWSXS3/ D2RZf gr D7TRj 941ZAN6cH f AAEnFQre/ d
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| P+MLuGd pJs85p6cVIqg2l dbabDullUULnUkBdvg5uTHS+Ws SUGD1FGChf co+8l Nr sDdvr e
| Z019v6WIoUQNNdzb71 DsHaao1TNBgC
| <Car | RSASel f . cer

***Di aneDSSSi gnByCar |l | nherit.cer***

| * Exanpl e Di aneDSSSi gnByCarl I nherit. cer

| >Di aneDSSSi gnByCar |l | nherit. cer

| M | BuDCCAXegAW BAgl CANI wCQYHKoZI zj gEAz ASMRAWDg Y DVQQRDEWD DYXJ s RFNT VB4 XDT
| k5SMDgx Nz Ay MDgx MFoXDTMVBMT| zMT| zNTk 10OVowEz ERVAB GALUEAXM RG hbnVEULMAgZMy
| CQYHKoZI zj gEAQUBhQACY YEAOAAXeCzuf oFTLI 5hCA+hmLFSG pZgHWEI V2CW/ K7y pEdo
| pSCeq9BSLVD b9Rt evmTgJDhPLTyzdHDT3HL8! / yPTOLNnngpc3vj Ek2Bj | 80k5Wr'f i 5Sd+
| /1 xFcl t +Po90Td1Gei K+j v/ M2j kpoznl nOPpVenXWbaBZ8z AqsOux SQ g YEwf zAMBgNVHR
| MBAf 8EA] AAMAAGALUd DWVEB/ WQEAW GADAF Bg NVHSVEGDAW) BRWRD6 CLm+H3kr TdeMBl LxD
| KSPxHz AdBgNVHQUAEFgQUZDCZf VzcRQUZA | vFr 9YUN3 OKx gwHWYDVRORBBgWFOEURG hbm
| VEULINAZXhhbXBsZS5) b20WCQYHKoZI zj gEAMMNVADAL AhUAORY 4Fwd+Xai MDLZVIKSL4yys
| uVBCFChLEEVYOhydVTUUGIGyPznft WT

| <Di aneDSSSi gnByCar | | nherit. cer

***Di aneRSASI gnByCar | . cer ***

| * Exanpl e Di aneRSASi gnByCarl . cer

| >Di aneRSASi gnByCar| . cer

| M | CLDCCAZWJAW BAgl QRj Rr x4AAVr wR024u1Zowk DANBgk ghki GOw0BAQUFADASNVRAWDY
| YDVQRDEWdDYXJs Ul NBVMB4XDTk 5NMDgx OTA3NDAWMFOXDTMBMT| z MT | zNTk 10OVowEz ERMABG
| ALUEAXM RG hbrmvSUOEwg Z8wDQYJKoZI hvc NAQEBBQADg YOAM GJ Ao GBANbQuMBWxkw 70
| rP6ny70onmL680Yyd P/ sZJaF/ (g4zkkggr @@nz7RMgLIwbxf i YDgXadz+ygLHCWB0oNC9t S3
| KAq7+L9KTBk/ BOugwWAet 35n996xw2BJr EXX+MovCDchkOf u8HMLcr ACXx PMRWL5H5Qq3g/
| HodG ki 0Qdl V3NKMCFAgMBAAG g YEW z AMBgNVHRIVBAT 8EA] AAVA4 GALUd DWEB/ WQEAW F
| 4DAf BgNVHSMVEGDAW)BTp4JAnr Hggepr TTPICNO4i r p44uz AdBgNVHQUAEFgQU PPLAQGNM
| bUKdpEKNWA/ u1POQmvHWYDVRORBBgWFOEURG hbmVSUOFAZXhhbXBs ZS5) b20wDQYJ KoZI
| hve NAQEFBQADg YEAS aYst XhClnnzM 72QsoPEwe SCRvgb7CRGPa/ SvvMY3n7gb/ dl 8eQa8
| sKNyt BagOYxRs+MshFK4YBnBzi Nu8WWRqSuL5i +1M+SUcLxLnkKLli mBoPwsqge7hX7Vxtr O
| nHsxct ei 6kG asDdH7kURBj PhFdnB MXmuNwt sx 8bKEMRd Xo=

| <Di aneRSASi gnByCar| . cer

From Section 2.4
***Car| DSSCRLFor Al | . cr| ***

| * Exanpl e Carl DSSCRLFor Al | . crl

| >Car | DSSCRLFor Al'l . crl

| M HYM GZMAk GBy q GSMA4BAMME] EQVAA GAT UEAX VHQ2 Fy bERTUx ¢ NOTkwODI 3 VD WiVDAWY
| BoMBMCAgDI FwO50TA4M | wiNz AwmvDBa VBMCAg DI FWO5C0TA4M | wNz AWvDBa VBMCAg DTFwWO5
| OTA4M | wiNz AMVDBaVBMCAg DSFWO5CTA4M | wiNz AwivDBa MBMCAg DUFWO5OTA4N QaiNz AMVD
| BaMAk GBy qGSM44 BAMDLWAWLAI Uf mvSdj P+NHMXOf eWaDU2GLcf TOCFAJ6WIf VWK Bz 4f v
| ft ok8yqDnDWh

| <Car| DSSCRLFor Al'l . crl

Hof f man, Ed. I nf or mat i onal [ Page 123]



RFC 4134 Exampl es of S/ M ME Messages July 2005

***Car | DSSCRLFor Carl . cr| ***

| * Exanpl e Carl DSSCRLFor Carl . crl

| >Car | DSSCRLFor Carl . crl

| M GDVEQWCQYHKo0ZI zj gEAz ASVMRAWDY YDVQQRDEWD DYXJ s RENTFWO50TA4M UM\z AwivDBa VB
| QvEgl BARC NOTKkwCDI y Moe WIVDAWMY AJ Bgc ghkj OQAQDAz AAMCOCFQCz H8VPej 3sdt Vg+d55
| 1 uxPsJD+l Wi UNovDhLxnmhxu/ eYJbCl OH9r qpBSk=

| <Car | DSSCRLFor Carl . crl

***Car | DSSCRLEnpty. cr| ***

| * Exanpl e Carl| DSSCRLEnpty. crl

| >Car | DSSCRLEnmpt y. crl

| M30wLj AJBgcghkj OOAQDIVBI x EDAOCBg NVBAMTBONhc mx EULMXDTk 5 MDgy MDA3 MDAWMVFOWCQ
| YHKoZI zj gEAWMNADAL AhRi Pz YXWguZ1B59Q Lj K3Ua/ Rknwi VALU7 TqFMe/ OPw42bt v7D
| XW eZSh9

| <Car | DSSCRLEmpt y. crl

***Car| RSACRLFor Al | . cr| ***

| * Exampl e Carl RSACRLFor Al | . crl

| >Car | RSACRLFor Al'l . crl

| M | BMzCBNnTANBgkghki GOw0BAQQFADASVRAWDY YDVQQDEWIDYXJsU NBFWO5OTA4M cwiNz
| AmMvDBaMGkw Q QR Rr x4AAVr wR024ux BCz s Bc NOTkwODI y MDc WIVDAWW Ah AhBGNGY HgABW
| vBHTbi 7Vnj CQFRWO50TA4M | wiNz AWVDBaMCECEEYOa8e AAFa8EdNuLs1dcd AXDTk5NMDgy ND
| ASMDAWMFOWDQYJKoZI hvc NAQEEBQADg YEAV 70Xql PwM EVWK3eSemu71 8j c6vHEZhYwDr Vie
| XPCB1F6zbsd a4z UXsVN+0deZvNdg+WGDZggE2c Pl nsbye/ NVBxgcK5RFt i i RkSval 7mt

| PMZssR2Qs QR3et TyLZ5X8w8I v8l FG WHY7H6hGph/ 20d5Voe0xi GrXDwj T1AXgWk4=

| <Car | RSACRLFor Al 'l . crl

***Car | RSACRLFor Carl .cr| ***

| * Exanpl e Carl RSACRLFor Carl . crl

| >Car | RSACRLFor Carl . crl

| M Hs MFewDQYJKoZI hv e NAQEEBQAWE] EQVA4 GALUEAX MHQ2 Fy bFJ TQRc NOTkwODI 1 MDcwivD
| AW Aj MCECEEYOa8e AAFa8EdNuLp/ y UCAXDTk5MDgy M A3 MDAWMVFowWDQYJKoZIl hvec NAQEE
| BQADg YEAI e8h1MEahZVJa8pFYt zXCf +pUS62UcY+vj | ct 1P7XR04/ Nl MrJoLJodV+XVJg
| bgleYj | YSNDonme7psM.84HI6PRa4VMY / nBf zcz XMsHn3csHHFTPwBbI JXaR45Y98SI j DH
| EIMUBWAQAKI bxCpml GLON] PCK2NHI Z3z 3nDuAFY=

| <Car| RSACRLFor Carl . crl

*** Car | RSACRLEnpty. cr| ***

| * Examnpl e Carl RSACRLEnpty. crl

| >Car | RSACRLEnpty. crl

| M HHVDI wDQYJKoZI hvec NAQEEBQAWE] EQVIA4 GALUEAX VHQR Fy bFJ TQRc NOTkwODI wivDe wivD
| AWy ANBgkghki GOWOBAQQFAAOBgQCpX SAE3x087UR7ATzI EWGHgt uf 4Nt X/ Q0dgZZIQUE
| PYgJdi | E3XxNwgnPoXgQs 3l Ky0j 3t Ri RSky3JzFAe8I pxAoQ¥ 8RHy FDwul 0e7hDq/ 2FnSt oa
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| / BAHUAZOgl mv YLCKLDbI R f pge50UUl Cg72XoTn+LI ayRj CDri gl r 6BOCoBt yQ==
| <Car | RSACRLEnmpt y. crl

Rest of the sections
***x3 1. bin***

| * Exanmple 3.1.bin

| >3.1.bin

| M AGCSqGSI h3DQEHAaCAJ I AEBFRoaXMEGCBpcyBzb21l | HNhbXBsZSBj b250ZW50LgAAAA
| AAAA==

***3.2. bin***

| * Exanple 3.2.bin

| >3. 2. bin

| MCs GCSqGSI h3DQEHAaAeBBxUad z1 A zI HNvbWUgc2Ft cGxl | G\vbnR bnQu
| <3.2.bin

**x4.1. bin***

* Exanple 4.1.bin

>4.1.bin

M | Dl wyJKoZl hveNAQcCol | Di DCCA4QCAQEX CTAHBgUr DgMCG Ar Bgkghki GOw0BBwWGgHg
Q@ VGhpcyBpcyBzb21l | HNnbXBsZSBj b250ZWs0LqCCAuUAWggLcM | CnB ADAGECAgI Ay DAJ
Bgcghkj OOAQDMBI x EDACBgNVBAMI BONh ¢ mx EUL MatHh ¢ NOT k wODE3 MDEX MDQEWh ¢ NIV kX M
MKM MLOTUSW ATMREWDWYDVQQDEWhBbA j ZURTUz CCAbYwggEr Bgcghkj OOAQBM | BHgKB
gQCBj c3t g+oKnj k+wkgoo+RHk90016g07 FPFg4Q T/ +U4XNI f gzWBORI Of 6f r 6Shi S/ h2T
DI Nt 4/ m7+3TNxf aYr KddA3SDJEI | Zvepl75/ PSf L91Dgl t UBT+wWBWhHTV2| w801 s +NVCHXV
| OXYQxHi 9/ 52whJc38uRRG/ XkCZZc835b2wW VAQIHphpFZr gTxt qPuDchK2KL95PNA0GAJj

| j QFI kyqj n7PnBZS11 qTHYj OQRCNVzyyxownwx 5QXd2bWeLNggUOWVB70j adbgevf YpClaf O
| dc9KCF5LPpD4beqcy SGKCBYUBCc4uXaMHz SOFUCBWAXXt SYKRi TZEvfj I | UpTVr Xi +XPsGm
| E2HxF/ wr 3t OVD/ mHTCOYFKYDNn6N k Dg YQAA0 GAXOO5WAUUI gupet 3j Pénsr F7cvbcTETSm
| FOkoESPZNI ZndXUTEj 1DV2/ | Ub/ 6i f Ki Gz4kf TOHj Vt j yLt FpaBK44XW gaAP+gj f hr yJK
| t TG gnDR7vCLONFI BcYgx! +hW.8bsO1NKWY ZhR7LEMOTW kFA/ UanY04z8gXi 9PKD5bi |

| g YEwf z AMBgNVHRVBASF 8EA] AAVA4 GAL Ud DWEB/ WQEAW GMDAF BgNVHSVEGDAW) BRWVRD6CL m
| +H3kr TdeMBI Lx DK5Px Hz AdBgNVHQEFgQUV myhs +PB9+1Dc KTOEWH / e OX/ s OWHWYDVROR
| BBgwFo EUQW p Y2VEULNAZXhhbXBs ZS5] b20wCQYHKoZI zj g EAWMMNADAL AhRVDKQZHOI ri X
| Ei Md2Dar U9Z2u/ RQ VAI9hULJUCLyy3dr ndh3i EFJbQL69MAMVWYQ BATAYNMBI x EDACBgNV
| BAMIBONhc mx EULMCAgDI MAc GBSs OAWM alVAk GBy GSMA4BANEL | AsAhQIKT 7r Omm1GLf XzV
| X0geogqQmt Awl UOgf Mwy G+4RpLf z61Ddu6HOg82z Yk =

| <4.1.bin
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*x%4.2 bjnt**

| * Example 4.2.bin

| >4. 2. bin

| M 1 DUgYJKoZl hvcNAQe Col | DQz CCAz 8 CAQEX Cz AJ BgUr DgMCCGgUAMCs GCSqGS| h3DQEHAa
| AeBBxUad zI @ zI HN\vbWJgc2Ft cGxl | G\vbnRI bnQuol | CVMDCCAI wwggGVoAMCAQ CEEYO
| a8e AAFa8EdNuLs QQs 7AnWDQYJKoZI hvc NAQEFBQAWE] EQVAA GALUEAXMHQRFybFJITQT Ae Fw
| 05CTASMIkwMTIrA4NDdaFw0z OTEy Mz Ey Mz USNTI aVBVK ETAPBgNVBAMICEFsaVWNl Ul NBM G
| MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQDgi XMVbj dj 19ei Hdj | / Tr AFu10D3g+3q9x9x3
| UpDQUUbRLf poYmLNJvql gp/ Jf s+0JRDz CAvr FQnkZE8Sy 72DLPx mhv BOmwYKy +7] QlahP1
| 9WUFk99euj WRWH GX/ Jgeb4bOgHQHDvr G0sdJ8t +I UuZl 3AqZI UoxB1c4VIRXXwW DAQ
| ABo4 GBVHBWDAYDVROTACQH BAI wADAOBgNVH@BBAF 8 EBAMCBs AwWHWYDVROj BBgwFoAUGe CQ
| J6x41 Hqa00zyQ dO q6eOLswWHQYDVROOBBYEFHf St NG3TI qKo85Fnc7sPKA64/ 9QVB8GAL
| UWWEQQYMBaBFEFsaWN U NBQGV4AYWLwbGUu Y29t MAOGCSqGSI b3 DQEBBQUAA4 GBADSWR6h
| zBNY] 8pRcW ONnhdBH6AS YINz Myj j 8x9Vsi 8z26zHFnpl KoFgahQla2ncBR1L/ XHMOECBW
| PSZLf GZnbz| VTf 9Lol XX1JO5Rr | j Z0c7hK7C9k7dMR0qdCxeg3i r Thn2f kvZ/ 5/ nTv6évnu
| Y2r YPOs| CbXYGnau65vbSbAi MYHLM HI AgEBMCYWEj] EQVA4GALUEAX VHQZ2FYbFITQQ QR
| Rr x4AAVr wR024uxBCz s DAJ BgUr DgMCGg UAMAOGCSGSI h3DQEBAQUABI GALY OC0V M X7gM
| WOt Onb+JnoH dc SRPAPQLXu21f 6UoYqs48SE9c1gTi eV9s8AhNnZ1Pyvw59QCZ6f 1x40WBK
| V&t ef ZMy Ak 7+cgRNW B8VTJPr CAROPFX OnKpWIK+QDI RQL6TkNus5unJ4MeJj mVRPUaG Q
| B9ei sWMd4+v/ eDVXcc=

| <4.2.bin

s%%4. 3 binse

| * Exampl e 4.3.bin

| >4.3.bin

| M I DdwYJKoZl hvcNAQe Col | DaDCCA2 QCAQEX CTAHBgUr DgMCG ALBgk ghki GOwOBBwWGggg
| LgM | C3DCCApugAW BAgl CAMgWCQYHKoZI zj gEAz ASNRAWDY YDVQQDEWD DYXJ s RENTMB4 X
| DTk5MDgx Nz Ax MTAOOVoXDTMVBMT| zMTI zNTk 1 OVowEz ERVASGALUEAXM QWkp Y2VEULMwgg
| G2M | BKWYHKoZI zj gEATCCARACgYEAQY3N7YPqCp45PsJI KKPkR5PdDt eoDux TxauECE/ /
| I OFzSHAMLY NESNH+n6+koYkv4dkwy DbeP5u/ t 0z c X2nmK5HXQNwy RCIWh3qde+f zOny/ dQ6
| i LVPE/ sAcl RO1di MPDt bPj VOh11Tl 2EMR4vVT +ds| SXN Lk URuU15AMAKPN+Ws CFQDI R6Ya
| RMa4E8baj 793l Sti i / eTzQKBgCY40BSIMyo5+z5t 2Ut Zakx2l zkEAj Vc8ssaMWeUF3dmil
| ni zaoFPVj Ae6l 2uGAHr 32KQ Wh9HXPSgheSz6Q+G3gnikhi j t 2FOnCLI 2j B80j hbgvVAF8
| bBUMIEYK2RL34yJVKUlal4vl z7BphNh8Rf 8KO7dFQ 5hOwt GBSmASuUj Y5A4CGEAAKBgFzj uVv
| pPLFIYLgXr d4z+p7Kxe3L23ExEOphaJKBEj 2TSGZ3V1Ex| 9QLt v5VGE +onyohs+JHO9B41b
| Y8i 7TRaWgSuOF1s4&D/ ol 34a8i Sr Uxq4Jwle7w / ZhSAXGKsZf oVi / GTNNTSI j f 2YUeyxD
| KEBHSBQP1Gp2NOM Kl 4v Ty g+Wio4 GBMHBWDAYDVROTAQH BAI wADACBg NVH@BBAf 8EBAMC
| Bs AnHwYDVROj BBgwFoAUC EQ+gi 5vh95K03Xj] PSC8QyuT8 R8WHQYDVROOBBYEFL5s0bPj wf
| ft @BCkzhB4v3j | / 7NVB8GALUdEQQYMBaBFEFsaWNl RFNTQGVAYWLwbGUuY29t MAKGBY G
| SMA4BANMDVAAWL Q UVQy kGRICK4I x1 j ONg2q1PWIr vOUCFQCF YVNSVAL cst 3a53Yd4hBSWD
| NevTFj MGECAQEWGDASMRAWDg YDVQRDEWADYXJ s RFNTAg! Ay DAHBgUr DgMCG AJBgcqhkj O
| CAQ@BCAWLAI UBvVHKI TVNI n3i 7X9cy Sl hs gPWnWCFGZp Gox 0VNGNs Z1SP9o Ui A39y a4

| <4.3.bin

Hof f man, Ed. I nf or mat i onal [ Page 126]



RFC 4134 Exampl es of S/ M ME Messages July 2005

*%%4. 4 bintE*

| * Example 4.4.bin

| >4. 4. bin

| M I LDQYJKoZl hveNAQcCol | K/ j CCCvoCAQEX CTAHBgUr DgMCG Ar Bgkghki GOwOBBWGgHg
| @VGhpcyBpcyBzb21l | HNhbXBsZSBj b250ZWs0LqCCB68wggl sM | Bl aADAgQECAhBGNGYH
| gABWBHTbi 7EEL OMVIAO GCSqGSI b3 DQEBBQUAMBI x EDAOBg NVBAMIBONh ¢ mx SUOEwHhc NOT
| kwOTE5 MDEWOD@BWACNMz kXM MM MLOTUSW ATNMVREWDWYDVQQDEWhBbA j ZVITQTCBnz AN
| Bgkghki GOWOBAQEFAACB] QAWg YKCg YEA4I | zOY3Y9f Xoh3Y5f 06wBbt Tg94Pt 6vcf cd1KQ
| OFLN0S36aGIt TSh6p YKF y X7PqCU@BwWgL6X UI5GRPESu9gyz8Zobwf ZsGCsvu40CWO TOf cF
| BZPf Xr o1Vt | h/ xI / yYHmGzghO0Bw76xt LHSf Lf pVOr nZdwKnSFKMI'v NXOFd0V18 CAWEAAa
| OBgTB/ MAWGAL Ud EWEBR/ wQCMAAWDG YDVROPAQH BAQDAgbANMB8 GAL Udl wQYMBaAFOngk Ces
| eCB6nt NMBkI 3Ti Kunj i 7MBOGAL1UdDgQWBBR30r TRt Oy Ki qPORZ307 Dy gQuP/ UDAf BgNVHR
| EEGCDAWIRRBbA j ZVITQUBI eGFt cGxl Lmi\vbTANBgkghki GOwWOBAQUFAAOBg QA+c Ee 0 SMWT
| W/ KUXFr Tj YYXQR+gLGNTczKo4/ M Vbl vIMBusxxZqSCqBYCGoTi W p3AUdS/ 1x5vRDul j Om
| S3xnmZucyFU3/ S6JV19SdQUay | 2dHO4 Suw ZO3TPAKNQs XoN4q0259n5L2f +f 507+r 57n\g
| 2D9LIQML2Bp2r uub20mM j CCApswggJaoAMCAQ CAQEWCQYHKoZI zj gEAz ASMRAWDG YDVQ
| QDEWADYXJs RFNTVBAXDTKS5MDgXN | yNTALMFoXDTVBMT|T zMTT zNTk 1OVowE] EQVAAGALUE
| AxMHQ@FybERTUz CCAbcwggEr Bgcghkj OOAQBM | BHgKBgQC2SRg+i k TBKXGUTAHEES F6ec
| t UTasegf vGTLMA Ak GewHUs chx SBdFwWFAI XZz82uRt 0+KGSI SCf boVl UoWBkbt 3f aYOrt +
| i ggKuhZ7uVABSJIOL6YyUVUZdV3Il 9TDhCpUPxwt 80wVP3a3qi gl r War 4vMAoj ni 3Bf ua3hCN
| Rt KS3W6Q VAN3BL99Tzgs0YHc+AqS/ i | 2YuRDVAOGADOS XmDu92r YHan@T1V/ ne28Y®Br
| R k8Vgsr WwRzqgVi UmK4W+vb/ +4be5K2E8r cuuReM& | wi nZx Ehw Hz f Ac2bVOXXPer w
| 7JHVPROWIEeTVac6p/ R Ef qUI WAE] ri nl ht NUvUyJEYX+GUKNYBi X4KcDvuuB18ELEY2VS
| mavoDg YUAAO GBAJ mHd Ce DZg CxwK3c LHW AW EnNohbULHbbFi CenYr h7yOr SUsaQQept xTg
| CUybQ Trl gl hkk Af Ni DP51wPv(2GgA4/ 3VCE/ f 1 5YZBpTOsWEPA exCBGkCy Yl 8FJ2geol
| Yg2VKuaGunKyplCDC60onz RupTYmal40YOYQ i 8VWI'YB600I wQDAPBgNVHRVBAf 8EBTADAQ
| H MA4GALUdDWEB/ wQEAW Bhj AdBgNVHQAEFgQUCEQ+gi 5vh95K03Xj PSC8QyuT8R3WCQYH
| Kozl zj gEAWMMNADAL AhRr gf BCel p54/ mtPSvJBj f pERehEWM VAI 80aSqLs TwDeZQyTRI f zo
| N7Rr 1 7M | C3DCCApugAW BAgl CAMgWCQYHKoZI zj gEAZz ASNRAWDgG YDVQQDEWA DYXJ s RENT
| MB4XDTk5MDgx Nz AXx MTAOOVOXDTNMBMT| zMT1 zNTk 1OVowEz ERMAS GALUEAXM QW pY2VEUL
| MMggG2M | BKWYHKoZI zj gEATCCARA CgYEAQY3N7 YPqCp45PsJI KKPkR5PADt eoDux TxauE
| CE/ /'] OFzSHAMLY NESNH+N6+koYkv4dkwy DbeP5u/ t 0zcX2mK5HXQNwy RCIWh3gde+f zOny
| / dQ6i LVPE/ sAcl RO1di MPDt bPj VQh11TlI 2EMRAVT +ds| SXN Lk URu15AMAKPN+WO's CFQDI

| R6YaRWA4E8baj 793l Sti i/ eTzQKBgCY40BSIMj05+z5t 2Ut Zakx2l zkEAj Vc8ssaMMve UF
| 3dmLni zaoFPVj Ae6l 2uGAHr 32KQ Wh9HXPSgheSz6Q+G3gnMkhi j t 2FOnCOLI 2j B80j hbgv
| MAF8bUmMIEYk2RL34yJVKUlal4vl z7BphNh8Rf 8K97dFQ 5hOwt GBSmASuj Y5A4 GEAAKBgF
| zj uVpP1FIYLgXr d4z+p7Kxe3L23ExEOphaJKBEj 2TSGZ3V1EX| 9QLt v5VE +onyohs+JH09
| B41bY8i 7RaWjSuCF1s4&gDY ol 34a8i Sr Uxq4Iwoe7w / ZhSAXCKsZf oVi / GINNTSI j f 2YU
| eyx DKESH5BQP1Gp2NOM Kl 4v Ty g+Wlo4GBVHBWDAYDVRO TAQH BAI wADAOBgNVH@BBAF 8E
| BAMCBs AwHWYDVROj BBgwFoAUCEQ+gi 5vh95K03X] PSC8Qy uT8R8WHQYDVROOBBYEFL5s0b
| Pj wfftQ@CkzhMB4v3j |/ 7NVB8GALUJEQQYMBaBFEFsaVWNI RFNTQGVA YWLwh GUu Y29t MAK G
| BygGSMA4BANDMAAWL Q UVQy kGRICKA4I x| j ONg2q1PWir vOUCFQCE YVNSVAL cst 3a53Yd4h
| BSWDNevaGB2z CB2DCBmMTAJBgcghkj COAQDIVBI x EDACBgNVBAMIBONhc mx EULMXDTk 5MDgy
| Nz ASMDAWMFowa TATAg! Ay Bc NOTkwODI y MDc WiVDAWMY ATAgI Ay Re NOTkwODI y MDe WiVDAWWY
| ATAgl AOXcNOTkwODI y MDcwWIVDAWW ATAg! AOhc NOTkwODI y MDcWIVDAWW ATAg! A1BcNOTkw
| ODI 0VDecWVDAWW AJBgc ghkj OQAQDAY BAMOWCFHS! UnYz/ | RzF9H3I ving1Nht XHO9AhQCel
| u31VsYwe+H737aJPMyg5wloTGCAI owggl mAgEBVBgWE] EQVIAA GALUEAX VHQ2 FYybERTUWM C
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| AMgwBWYFKw4DAhqgXTAYBgk ghki GwOBCQWK CwYJKoZI hvc NAQe BMBWGCSqGS| b3DQEJBT
| EPFwOwWVE A1 MTQx NT M6 VDBaMCMGECSq GSI b3 DQEJBDEVBBRAauwW UnnbbhYCLZ4GKcAi | of d
| SDAJBgcghkj OOAQDBCAWLAI UO6XgSt t t WOAZOQAC TOSaV3px Zng CFBoRMINYf H680g(QHevo
| vet ghgkVkToYI BY] A+Bgsghki GOWOBCRACBDEYMCOM ENvbNnRI bnQySA udHWRGVzY3Jp
| cHRpb24gnVmzny Bgk ghki GOwOBBwWEWggEeBgkghki GOWOBCQYXggEPM | BOWM BATANVB
| I xEDACBgNVBAMIBONhcnmk SUOECEEYOa8e AAFa8EdNuLs Qs 7 AnBWYFKwADAhqgQz AcBgkq
| hki GOWOBCQUx Dx c NVDMMNTEOMT Uz OTAWW Aj Bgk ghki GOwOBCQQx FgQUAI 9JTj myUl W Zt

| OKH3ueaar 72DMMDQYJ KoZl hve NAQEBBQAEQYBLt qi Ak 7Xr upVEH3XUf K1QQzf TOn7 EseHS8
| i xxgt duLA55J8i t/ k249i RTJ42v09n12rj 5YH5u7vHwWGM@wWLXi 1u025q7k7QY0OMw yZ
| Gor dI GFGWHANGVONROHB10b4LoN29aPcvHLF/ CgBva04RAaFOWML 10w s MBPt Zz9Dvw==
| <4.4.bin

*%%4. 5 bjnt**

| * Example 4.5.bin

| >4.5. bin

| M AGCSqGSI b3DQEHAqCAM ACAQEX Cz AJBgUr DgMCGgUAM AGCSqGSI b3DQEHAaCAJ | AEBF
| RoaXMEGCBpcyBzb21l | HNhbXBsZSBj b250ZW50LgAAAAAAAKCAM | B6z CCAVSgAW BAgl Q
| R Rr x4AAVr wR024un/ JQ DANBgkghki GOw0BAQUFADASMRAWDG YDVQQDEWIDYXJsU NBVB
| 4XDTk5MDgx ODA3NDAWMVFOXDTNMBMT| zMT1 zNTk 1OVowE] EQVA4 GALUEAX MVHQR2FybFJTQTCB
| nzANBgk ghki GOWOBAQEFAACB] QAWY YKCgYEASEV/ GLgkV/ R3/ 25ze5Nx XLwz GoKSci PYQU
| bQzRE6BLOOr 4KdvVEeF3r ydi wr hj mvdeNd Ps5ADVEOyi Nr Ht 41 Di MgnKP5+2JY+4Tqub
| f dWAZd oW MM-Dg5EW9e9Kepy4Ldr ETpapOUKQ74GNbl V17yds Ty EWAAURs 8HZf Jav ECAW
| EAAaNCVEAWDWYDVROTAQH BAUWAWEB/ z AOBgNVH@B BAf 8 EBAMCAY YWHQYDVROOBBYEFONg
| kCeseCB6nt NMBKI 3Ti Kunj i 7MAOGCSqGS| b3DQEBBQUAAAGBALeel1ATT7Snk/ 4mIFS5M2w
| zZWSA8y Ye7EBONSXS3/ D2RZf gr D7Rj 941ZAN6cHt f AMEnFQr7e/ dP+M_uGd pJs85p6¢cVIqg2
| I dbabDullLUULnUkBdvq5uTH5+Ws SU6D1FGChf co+8l Nr sDdvr eZ019v6WIoUQANdzb71 Ds
| HHao1TNBgCM | CLDCCAZWIAW BAgl QRj Rr x4AAVr wR024ux BCz s DANBgk ghki GOWOBAQUF
| ADASMRAWDg YDVQQDEWIDYXJs U NBVMB4AXDTk 5MDkx OTAX MDgONLoXDTVBMT| zMT1 zNTk 10V
| owEz ERVAB GALUEAXM QW pY2VSUOEwgZ8wDQYJKoZI hve NAQEBBQADg YOAM GJAoGBACC]
| czm\2PX161 d20X90s AW U4PeD7er 3H3HdSkNBS5t Et +mhi bUOm+gWCn8I +z6gl EPM Ct+sV
| CeRKTxLLVYMs/ GaGBH2bBgr L7uNAl gE/ X3BQAMT3166NVbZYf 8Zf 8nB5vhs60dAc O+sbSx0
| ny36VTq5mXcCpkhSj E7zVzhXdFdf AgMBAAG gYEwWF z AVBgNVHRVBAF 8EA] AAMAAGA1 Ud Dw
| EB/ wWQEAW GADAf BgNVHSMEGDAWIBTp4J Anr Hggepr TTPICNO4i r p44uz AdBgNVHQAEFgQU
| d9KO0ObdM oqj zkWizuw8oDr j / 1AwHWYDVRORBBgW0 EUQM p Y2VSUOFAZXhhbXBsZS5j b2
| OWDQYJKoZI hvcNAQEFBQADg YEAPNBHQEj MELi Pyl Fxa042GFOEf 0Cxj U3MyqOPzHIWLzP
| br McWAkggqgWBqE4l r adwFHUW 9ceb0Q7pY9Jkt 8ZmbnMhVIV Oui Vdf UnTl Gsi NnRzuEr sL2
| Tt 0z3SpOLF6DeKt Nuf Z+S9n/ n+dQ g+e5j at g/ SyUJt dgadq7r ndt JsCl AADGByz CByAl B
| ATAMVBI x EDAOBgNVBAMTBONhc nk SUOECEEY0a8eAAFa8EdNuL s QQs 7 AWCQYFKwA DAhoFAD
| ANBgkghki GOWOBAQEFAASBgC8j gt LzCV+4DFj r Tp2/ i ZgB5XXEKT3TONV7t t X+ KCKr OPE
| hPXNYE4nI f bPAI Z2dT8r 8CF UAnen9ceNFgS| s7Xn2TLwJ Q' nl ETVnwf FUy T6zgEdDxcTpy
| gVnSvkASUUC+k5Dbr ChpyeDG Y51 UT1GhvOAf Xor Fi TOOPr / 3g1V3HAAAAAAAA

| <4.5.bin
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*%%4. 6. b n***

| * Exampl e 4.6.bin

| >4. 6. bin

| M I Ft wyJKoZl hvecNAQe Col | FqDCCBaQCAQEX CTAHBgUr DgMCG Ar Bgkghki GOw0BBwGgHg
| @VGhpcyBpcyBzb21l | HNhbXBsZSBj b250ZWs0LqCCBIwwggGAM | BA6ADAGECAG! AOj AJ
| Bgcghkj OOAQDIVBI x EDAOBg NVBAMIBONhc nx EUL MatHh ¢ NOTk wODE3 VDI wODEWWh c NV kx M
| MkM MLOTUSW ATMREWDWYDVQQDEWh EaWFuZURTUz CBkz AJBgc ghkj OOAQBA4GFAAKBgQCg
| ABd4LC5+gVMILEl D6GhUWVI a2l mocy8SJIbYl y8r vkKkR2i | | J6r OFI t UP9v1Gl6+ZQAk OE8
| t PLNOCNPccvy X/ | 9MrWeed ze+MSTYGM zSTI bt +LI J378) EVyWB4+j 2hN3UZ61 r 60 8za
| OSnj CeW Q+l VyddbpoFnzMCqz S7FI 6 0BgTB/ MAWGAL Ud EWEB/ wQCMAAWDG YDVROPAQH/ BA
| QDAgbAMBBGALUdI wQYNMBaAFHBEPoI ub4f eSt N14z0gv EM k/ Ef MBOGA1 Ud Dg QUBBRKMI| 9
| XNxFC5k6Ui 8W 1hQ3c4r GDAf BgNVHREEGDAWI RREaWFUZURTUOBI eGFt cGxl Lm\NvbTAJBg
| cghkj OQAQDAz AAMCOCFQChGrgXDj 5dql z0t | UzHkvj LKy5Xw UKEs QRV] SHI 1VNRQYKbI /
| Gd+1bt MmggLcM | CnB ADAgECAg! Ay DAJBgcghkj CQAQDIVBI x EDAOBgNVBAMIBONhc mx EUL
| MaHhc NOTkwODE3MDEX MDQBWhCc NV kXM MkM MLOTUSW ATMREWDWYDVQQDEWhBbG j ZURT
| Uz CCAbYwggEr Bgcghkj OOAQBM | BHgKBgQCBj ¢3t g+oKnj k+wkgoo+RHk90016907 FPFg4
| Q@ T/ +UAXNI f gzVBORI Of 6f r 6Shi S/ h2TDI Nt 4/ ni7+3TNxf aYr kKAdA3DJEI | Zvepl75/ PSf
| L91Dgl t UBT+wWBWhHTV2] w8OLs +NVCHXVOXYQxHi 9/ 52whJc38uRRG/ XkCzZZc835b2w VAO
| JHphpFZr gTxt qPuDchK2KL95PNA0GA] | j QFI kyqj n7PnBZS1l gTHY] OQQCNVzyyxownwx5Q
| Xd2bWeLNggU9VWBT70j a4dbgevf YpClaf 0dc9KCF5LPpD4beqcy SCKABYUBc4uXaMHz SOFuC
| 8BWAXXt SYKRI TZEvf | I | UpTVr Xi +XPs GvE2HxF/ wr 3t OVD/ nHTCOYFKYDBENj k DgYQAA0GA
| XOOBWAUUI gupet 3j Pénsr F7cvbc TETSnFokoESPZNI ZndXUTEj) 1DVW2/ | Ub/ 6i f Ki Gz4kf T
| OH Vtj yLt FpaBK44XWegaAP+gj f hr yJKt TG gnDR7vCLINFI Be Ygx| +hW.8bsO1NKWN/ Zh
| RTLEMoTWF kFA/ UanY04z8qgXi 9PKD5bi j gYEwW z AMBgNVHRIVBAF 8EA] AAMA4 GA1 Ud DWEB/ w
| QEAWM GaDAF Bg NVHSMVEGDAW BRWRD6 CLm+H3kr TdeMB1 Lx DK5Px Hz AdBgNVHUAEFgQUv Y h
| s+PB9+1Dc KTOEWHI / e OX/ s OwHWYDVRORBBgwo EUQW p Y2VEULNAZXhhbXBs ZS5] b20wCQ
| YHKoZI zj gEAWMMNADAL AhRVDKQZHOI ri XEi Md2Dar U9Z2u/ RQ VAI9hUL1JUCLyy3dr ndh3i
| EFJ bQ169MYHGVGECAQEWGDASVRAWDY Y DVQQRDEWI DYXJ S RFNTAg! Ay DAHBgUr DgMCG AJBg
| cqhkj OOAQDBCAWLAI USCTei 4XyFq/ sgm3pVNAL BRHWKBCFBf t 1 Xc C7nUT2BCOPZcXI |1 7
| / XuBMGECAQEWGDASMRAWDg YDVQQDEWI DYXJ s RFNTAgI A0j AHBgUr DgMCG AJBgcghkj COA
| QDBCAWLAI UFf +BTYyt gE6bNVgEN25j bul bg/ oCFAZ+WE4r MYRB7U 50D530gaMigh

| <4.6.bin

*EXA T, bin*r*

* Exanple 4.7.bin

>4.7.bin

M | DI AYJKoZI hveNAQcCol | DhTCCA4ECAQWK CTAHBgUr DgMCG Ar Bgkghki GOw0OBBwWGgHg
QVGhpcyBpcyBzb21l | HNhbXBsZSBj b250ZWs0LqCCAuAWggLCcM | Cm6 ADAGECAG! Ay DAJ
Bgcghkj OCOAQDIVBI x EDACBg NVBAMI BONhc mx EUL MaHh ¢ NOTk wODE3 VDEX MDQBEWhC NVE kX M
MM MLOTU5W ATVREWDWYDVQQDEWhBbG j ZURTUz CCAbYwggEr Bgcghkj OOAQBM | BHgKB
gQCBj c3t g+oKnj k+wkgoo+RHk90016g07FPFg4Q T/ +U4XNI f gzWBORI Of 6f r 6Shi S/ h2T
DI Nt 4/ ni7+3TNxf aYr kddA3DJEI | Zvepl75/ PSf L91Dgl t UST+wBwhHTV2l w8 OLs +NVCHXV
OXYQxHi 9/ 52whJc38uRRG/ XkCZZc835b2w VAQIHphpFZr gTxt qPuDchK2KL95PNA0GAJj

| ] QFI kyqgj n7PnBZS1I gTHY] OQRCNVzyyxownwx 5QXd2bWeLNggUIWWB7 0] adbgevf YpClaf O
| dcOKCF5LPpD4beqecy SGKABYUGc4uXaMHz SOFUCBWAXXt SYKRI TZEVf j I | UpTVr Xi +XPsGm
| E2HXF/ wr 3t OVDY mHTCOYFKYDnBNj k Dg YQAA0GAXOOBWAUUl gupet 3j Pénsr F7cvbc TETSm
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| FOKOESPZNI ZndXUTEj 1DV2/ | Ub/ 6i f Ki Gz4kf TOH Vtj yLt FpaBK44XW gaAP+gj f hr yJK
| t TG gnDR7vCLIFI BcYgxl +hW.8bs01NKWN ZhR7LEMb TWE KFA/ UanY04z8qgXi 9PKD5bi |

| g YEwf z AMBgNVHRVBASF 8EA] AAVA4 GAL Ud DWEB/ WQEAW GMDAF BgNVHSVEGDAW) BRWRD6CL M
| +H3kr TdeMBI Lx DK5PxHz AdBgNVHQAEFgQUvnyhs+PB9+1DcKTOEWH / e OX/ s OWHWYDVROR
| BBgwFo EUQW p Y2VEULNAZXhhbXBsZS5] b20wCQYHKoZI zj g EAWMNADAL AhRVDKQZHOI ri X
| Ei Md2Dar U9Z2u/ RQ VAI9hULJUCLyy3dr ndh3i EFJbQL69MMNWXgl BAAAUW Iy hs+PB9+1D
| cKTOEWHI / eOX/ s OwBWYFKw4DAhowCQYHKoZI zj gEAWQY MCOCFQCIW2t 7Wi DEgBI 8Tf 1xF
| gXj RFXgwl uCwoDOgr s3nphLl yc9UGZpzwgw7 c=

| <4.7.bin

5x%4.8. enf **x

| * Exanple 4.8.enm

| >4. 8. em

| TU NRSIWZXJzaWouQO AxLj AKVGEB6! FVzZXI y QGVAYWL WO GVzLm\vbQoGe Bt O Bhbd j ZU
| RzcOBI eGFt cGxl cy5j b20KU3Vi anVj dDogRXhhbXBsZSAOLj gKTW/zc2FnZS1JZDogPDAy
| MOkwWNj AwM ULNDMMMCAY NDI AZXhhb XBs ZXMuY29t PgpEYXRl G BGerks| DA21 FNI ¢ CAy VD
| Ayl DAWG | 13 | xI COwvz AM ApDb250ZW60LVR5¢c GUBI G11bHRpc GFydCOzaWluZWr G Ag
| 1 CBt aWNhbGcOUOhBMIsKI CAgl GIvdWbk YXJI5PSI t LSOt PVOQZXh0QrB1bnmRyeVIf X19Gecm
| ksXzA2X1IN cF8yMDAYy XzAWG | 1G | xI j sKI CAgl HByb3RvY29sPSJhcHBsaVWAhdd vbi 9w
| a2NzNy1zaWduYXRlcni CgpUad zI G zI GEgbXVsdGkt cGFydCBt ZXNzYWdl | G ul ELJTU
| UgZnmdybWFOLgoKL SO0t LSOt PV9QZXhOQmD1bnRyeVIf X19Gcnks Xz A2X1N ¢ F8y MDAy Xz Aw
| G 11G I xCgpUad zI A zI HN\vbWJgc2Ft cGxl | GNvbnRl bnQuGi 0t LSOt LT1f TnV4dEIJvdW
| 5kenl f X19f RnIpLF8WNI 9TZXBf M AwM 8wivDoy NToy MpDb250ZWs0LVR5¢c GU6I GRwe Gxp
| Y2FOaWBuL3Br Y3AMBLXNpZ25hdHWy ZTsgbnFt ZT1zbW t ZS5WN3MKQ@9udGvudClUcnfFuc?2
| Zl ci 1FbmNvZd uZzogYnFzZTYOCKNvbnRl bn@ RG zc@zaXRpb2461 GFOdGF aGll bnQr
| | G&ZpbGvuYWLI PXNt aWLl LnA3cwoKTU JRGR3WpLb1pJaHzj TkFRYONvSU EYURDQOEy UU
| NBUUWW4QLRBSEJnVXJEZO1DR2pBTEJna3Foa2l HOXcwkJ3R2dnZ0xnTU JQwoz RENDQXB1
| ZOF3SUJBZ0I DQULNdONRWUhLb1pJenpnRUF6 QVNNUK F3RGIZRFZRUURFA2 REVWhKc 1J GTI

| RNQ RYRFRr NULEZ3hCek F4Ck 1UQTBPVM YRFRNNULUSXpNVE! 6Tl Rr MJOW3dFek VSTUE4
| ROEXVUVBeE1J UWVd4cFky VKVVMUL13Z2dHWK1JSUJLd1I | S29aSXpqZ0UKQVRDQOFSNENNWI
| VBZ1kzTj dZUHFDc DQLUHNKSUt LUG SNVBKRHRI bOR1eFR4YXVFQOUv L2x PRNnp TSDRNMXZO
| RVYNOSCt uNi t r b1l r dgo0ZG 3eURi ZVALdS90MHpj WDJt Sz VI WFFOd 31 SQOpXY] NxZGUr Zn
| owbnkvZFE2aUxWUEWv cOFj SVI WWMRp TVBEdGI Qal ZRaDEXVGM CKVNU) R2Zi t kcOl TWE4v
| T& VUnUXNUFt V1hQTi t XOXNDRI FEaVI 2WAFSV2EORThi YW3ZzNJU3RpaS9l VHpRS0JInQl
| KOMEJTSk1xbzUKK301dDIVdFpha3gy SXpr RUFqVmvAc 3NN TULNZVWGWVR Rt MAbpenfFv Rl BW
| akFlI NkkydUcOSHI z Mkt RaVduOUhYUFNnaGVTej ZRKOczc QouTW o0aWOMZPbk9MbDIqQ

| gwarmhi Z3ZNQUY4YI Vit SkVZaz J STDMDeUpWS1Ux YTEOdmx 6 NOJwaE50OFJ mOEs 5N2 RGUS81
| aDB3dEdCC Nt QTV1al k 1QTRHRUFBS0JnRnpqdVZwMJZKWUX x WHIkNHor ¢ DdLeGUz TDI zRX
| hFMHBo YUpLQkVgM RTRlozVj FFeEK5UTFOdj VWRy 8KK29ueVWocyt KSDASQ Qx Yl k4aTdS
| YWVdnU3VPR] FzNEANRCOVSTMDYThpU3JVeHEOSncwZTd3aS9aaFNBWEdLc1pnbl1ZplL0c3Tk
| 5UUWps amyy WVl e Xh ESOU4 SDVCUVAX R3AY TkONLOt s NHZUeWer Vz RvNEdCTUg4d0RBWURW
| U BUQVFI LOJBSXdBREFPQTdOVKhROEJBZj hFCkJBTUNCc 0F3SHAdZRFZSM3 CQrd 3RO BVW
| NFUSt naTV2aDk 1Sz Az\WGp QUOMAUXI 1VDhSOHdI UVI EVI | wTOJ CWUVGTDVzb2J Qandnmzn(K
| UTNDa3poTUI 0dj NgbC83Tk 1COEdBMVK RVFRWJ1CYUJGRUZZz YVdObFJGTI RRR1YOW/cxd2
| IHVXVZM | OTUFr ROJ5¢cUd TTTQOQK FNRApNQUF3TFFIVWZReW HUj | DSz RseEl gTO5nMhEX
| UFdk cn YWVUNGUUNMAYZOULZBd GNz dDNhNTNZZDRoQ NXMESI dl RGak 1HRUNBUUV3 CKAEQV
| NNUK F3RGIZRFZRUURFd2REW/hKc 1J GTI RBZ0I Be URBSEJnVXJEZO1DR2pBSkJnY3Foa2pP
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| TOFRREJDNHdMQUI VTS9Ot R2Y2Z2sKZ3A5W BYdFJIkR2|l t SmVCLOJ4VUNGROZGSnF3VWJ0MW
| dZYOl PUMOHaWFvd3FHel ZJCgot LSOt LS09X05!1 eHRCb3VuzZHI5X19f X0ZyaSxf MDZf U2Vw
| Xz1 wivDJf MDAG6M UBM Et LQo=

| <4.8. en

55549, enf ¥+

| * Example 4.9.em

| >4.9. em

| TU NRSIWZXJzaWouO AxLj AKVEB6! FVzZXI y QGVAYWL WO GVzLm\vbQoGe Bt O Bhbd j ZU

| Rzc0BI eGFt cGxl cy5] b20KU3Vi anVj dDogRXhhbXBsZSAOLj kKTWzc2FnZS1JZDogPDAy

| MI'Az MTI'E2 NDUO MDMMMICA z MDRAZXhhb XBs ZXMuY29t PgpEYXRI G BUaHUs | Divk| E9j dCAy MD
| Ayl DE2G QLG EOI COwvz AW ApDb250ZWs0LVR5¢c GU6I GFwe GxpY2F0aVOuL3Br Y3MBLWLp

| bWU71 HNt aWLI LXR5¢c GU9c 2l nbmvk LWRhdGE7Ci Agl CBuYWLI PXNt aWLl LnA3bQoDb250ZW
| 50LVRy YWbzZmVy LUVuY29kaWsnQO Bi YXNI Nj QKQR9udGVudClEaXNwbh3Npdd vbj ogYXRO

| YWNobW/udDsgZm sZWshbWJ9c21pbWlucDdt CgpNSUl EbVFZSkt vV odmNOQVFj Qr9JSU
| Rpak NDQTRZQOFRRXhDVEFI QndVek Rn TUNHak FOQndr cWhr aUc 5dz BCOndHZ01 BUWEUXBY
| CrFHoHPJ R2x6SUhCdmI XWWj MkZ0YOd4bEl HTnZi bl JsYnbRdW8J SUMDRENDQXR3d2dnS2

| IvQULDQVFIQOFNREI NQW HONI x RLNNNDQKQk FNd 0VgRVFNQTRHQTFVRUF4 TUNRMK Z5 YK VS

| VFV6QWGdz ALTIRBNELUY3dNVEV3TkRs YUZ3MHpPVEVS5 TXpFeUL6VTVOVGXhTUINe ApFVE

| FQQnMIOVKkJIBTVRDRUZz YVdOhFJGTI RNSU Cd GpDQOFTc0dCe XFHUOOONEJ BRXdnZ0VI QVOH
| &KFIJRO56ZTIENMIXZUOUNONTQ2I qG VFZVQz UTdYcUE3c1W4V3JoQMMWQLzVUaGMvaCt ETm
| I6UKkVgUi 9OWK3ZWSOdKTCt | WK1NZz1 zai ti dj dk TTNGOXBpdVI xMER] TW RaVYKbTk2bl h2

| bj 95Sj h2MLVPb2kx VHNQNOFI QOVK Tl hZak R3N1d6NDFVSWRk VTVkaERFZUwz L 251 QOVsem
| ZENUZFYNRI UUpsbHp6Zmx2YgpBaFVBNG: | budr Vil 1Q BHWBr NE5S5RXJZb3YzazgwRdZ

| QMPTkFVaVRLcW9ntyt i Z&xMW1dwTWRp TTVCQUKkX WFBMTEdqRERI bEJkC NadFoOczJxQ

| xWKdI dW Ccmh1Q Y50W r SWewL 11 xej BvSvhr cyt r UGhONnB6Skl ZbzdkaFRwenk1Z2(93

| Zk5INFcOTHpBQTZHMUJoKaVIHSK5r Uzkr TW W2x OV3RI TDV) K3dhWRZZKVYLON2ZTNSWV
| Ar WARNTFINnVXBnT2JvMKORT0JoQUFDZ1l CYz@BbGFk U NXQzZsNgozZU0OvcW5c1h0eTl 0

| eELSTkt ZV2l TZ1JJONwaGLK MARSTVNQVUSI Yi t WUnYvcUo4cU i UG SOVBRZUSXM BJdT

| BXbFcnmpoZGIPCkJv(QS82Q04r R3ZJa3Ex TWF1QNCSHU4 SXYyW/VnRnhpckd YNkZZdnh1

| el RVMHBZMzI t Rkhzc1F5aFBCK1FVRD ScWRqVG Qe XBl TDAKOE QHVLTOJINVEI vTUF3RO

| EXVARFAOVCL3dRQI1BOXdEZ1l EVI | WWEFRSCO CQVFEQW i QU1 COEdBMVWK SXdRWJLCYUFG
| SEJFUERJId Qi N&ZI U3SROMIR6MEd2RULy ay 9FZk 1 CVEdBMYWK RGIRVOJ CUyt | SOd6NDhI Mz

| dVTndwT TRUQW/MOTQLZi t 6 VEFmQnd Ovk h SRUVHREFXCnd SUKJi R2xgW VSVFUMQnX| ROZ0

| YOd4bExt TnZi VEFKQMj c\War ak 9PQVFEQXpBQULDVENGR! VNcEJr ZI FpdUpj WOl 6al | OcX
| RUMMKYTc 5Rk FoVUFuMZUVW% RTFhMIGQy dWQy SGVJ UVVsdERYc|j B4WKp CaEFnRUJNQd 3

| RWhFUULBNEdBMYWVFQXhNSFEyY Rnl i RVJUVXdJ QupBTWI3OndZRkt 3NERBaGI3QLFZSEt vV

| I 6andFOXdRAULDdONGRDF] ULc2TEl VRnpl WoxI MLI INVNLUOJI ci 9z QMRbUNXN3Mr QLRG
| CKhPRWHNQVNE VWi TXBANWE2QT09Cg==

| <4.9.em

***4.10. bi n***
| * Exanpl e 4.10.bin
| >4.10. bin

| M I H wyJKoZl hvcNAQe Col | HBDCCB+WCAQEX CTAHBgUr DgMCG Ar Bgk ghki GOwOBBwGgHg
| @VGhpcyBpcyBzb21l | HNhbXBsZSBj b250ZWs0LqCCAuAWMggLCM | Cm6 ADAGECAG! Ay DAJ
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| Bgcghkj OOAQDIVBI x EDAOBg NVBAMIBONhc nx EUL MatHh ¢ NOTk wODE3 VDEX MDQBWh e NV kx M

| MkM MLOTUSW ATVREWDWYDVQQDEWhBbA j ZURTUz CCAbYwggEr Bgcghkj OOA@BM | BHgKB
| gQCBj ¢3t g+oKnj k+wkgoo+RHk90016gO7FPFg4Q T/ +U4XNI f gzWBORI Of 6f r 6Shi S/ h2T
| DI Nt 4/ nv+3TNxf aYr kddA3DJEI | Zvepl75/ PSf L91Dgl t UBT+wWBwWhHTV2I w8 OLs +NVCHXV
| OXYQxH 9/ 52whJc38UuRRGY Xk CZZc835b2wW VAQIHphpFZr gTxt qPuDchK2KL95PNA0GAJ |

| ] QFI kyqj n7PnBZS1I gTHY] OQRCNVzyyxownwx 5QXd2bWeLNggUIWWB7 0] adbgevf YpClaf O
| dcOKCF5LPpD4Abeqecy SGKOBYUBc4uXaMHz SOFUCBWAXXt SYKRI TZEvf j I | UpTVr Xi +XPsGm
| E2HxF/ wr 3t OVDY mHTCOYFKYDnBNj k Dg YQAA0GAXOOBWAUUI gupet 3j Pénsr F7cvbc TETSm
| FOkoESPZNI ZndXUTEj 1DV2/ | Ub/ 6i f Ki Gz4kf TOH Vt j yLt FpaBK44XW.gaAP+gj f hr yJK
| t TG gnDR7vCLINFI BeYgx! +hWL8bs01NKWN ZhR7LEMbTW kKFA/ UanY04z8qgXi 9PKD5bi |

| 9 YEwf z AMBgNVHRVBAF 8EA] AAMAL GAL Ud DWEB/ WQEAWM GADAF Bg NVHSVEGDAW) BRWRDECLm
| +H3kr TdeMBI Lx DK5PxHz AdBgNVHQAEFgQUvnyhs+PB9+1DcKTCEWH / e OX/ s OWHWYDVROR
| BBgwFo EUQW p Y2VEULNAZXhhbXBs ZS5] b20wCQYHKoZ!I zj gEAWMNADAL AhRVDKQZHOI ri X
| Ei MA2Dar U9Z2u/ RQ VAJ9hULJUCLyy3dr ndh3i EFIbQL69MYI Ey TCCBMUCAQEWGDASNMRAW
| Dg YDVQRDEWIDYXJs RFNTAgI Ay DAHBgUr DgMCG CCBF8WGAYJ KoZI hv c NAQKk DMQs GCSqGS

| b3DQEHATA] Bgkghki GOWOBCQX FgQUQG sCFI5und\WAI 2eBi nAl paH3UgwOAYDKgs z MTEE
| L1IRoaXMgaXMgYSBOZXNOI Edl brmvy YWhWgQVNO EFOdHIpYnVOZSwgbnVt Yy | DEUMDAGCy
| 9GSl b3DQEJ EAI EMS8WL Qg Q29udGVudCBI aWs0cyBEZXN cm wdd vbi BCAWZnZXI GCSqG
| SI b3DQEHATBKBgk ghki GOWOBC@Bx PTA7 MAc GBSo DBAUGVDAGBI 0 DBAUGT QQMJU21pbWigQ
| FWYWIpbd 0aW/zIl HBhent ZXR cnMgYnVnZmVy | DI wb QYLKoZI hve NAQKQAgl xXj FCAgEB
| BgcqgAwWQFBgcl Ext USEl Tl El TI EEgUFJJ VK FDWEBNQVJ LI FRFULQxMIAvgAggAWQFBge GeK
| Ej EyFUSEI TI El TI EEgVEVTVCBTRUNVUKI UW51 DQVRFRO9 SWs4wbwYLKoZI hv e NAQK QAgox
| YDBeBgUqAWQFBgQr @Q29udGVudCBSZWZI cnivuY2UgQR9udGvudCBIZGVudd maWyl EJ1Zm
| ZI cgQLQ@udGVUdCBSZWZI cmiVuY2UgU2I nbnF0dXJI | FZhbHVI | EJ1Zn¥I cj BzBgsghki G
| 9WOBCRACCz FkoG wW EL MAk GA1UEBhMCVWIMK Fj AUBgNVBAOTDVWWTI EdvdnVybrill bnQxET
| APBgNVBAs TCFZEQSBTaXRI MQmvCg YDVQQL EWNWREEX Ej AQBgNVBAMICURhaXNsI FITQQ E
| G VEMzCB/ AYLKoZI hvc NAGk QAgvk gewwgekwge YEBz U3Mz gy OTk YDz E5 OTk wivk Ex MTAOND
| MzWGBy TCBx qRhMF8x Cz AJBgNVBAYTAI VTVRYWFAYDVQKEWLVUy BHb3ZI cnbt ZWs0 MREW
| DWYDVQQLEWhWVREEgU2| 0ZTEMVIAO GA1 UECX MDVK RBMRc WFQYDVQQRDEWS CdWiz | EJ1bnb51 E
| RTQaRhIMF8x Cz AJBgNVBAYTAl VTVRYWFAYDVQQKEWL VUy BHb3ZI cnbt ZWs0 MREWDWYDVQQL
| EWhVREEgU2I 0ZTEMVIA0 GA1 UECX MDVK RBMRc WQYDVQQDEWSFhGLI ¢i BGIWRk | ERTQTCCAQ
| 1 GCyqGSI b3DQEJEAI IMYHy M Hv MXI CAQEGBY 0 DBAUGBWK TIk VRVU WQUX FTI QgVEhJ Uy BJ

| UyBBI FBSSVZBQLkgTUFSSy BURVNUMIwwOo Al Kg MEBQYHNhni hLhMs RVFVSVZBTEVOVCBUSE
| I TI El TI EEgVEVTVCBTRUNVUKI UW51 DQVRFRO9SW54xeQ BAQYHKgMVEBQYHChM RVFVSVZB
| TEVOVCBUSE! Tl El TI EEgUOVDTO5EI FBSSVZBQLk gTUFSSY BURVNUMI'WWO0 Al Kg MEBQYHhN
| i h(LhMs RVFVSVZBTEVOVCBUSEI Tl El TI EEgQVEVTVCBTRUNVUKI UWS1 DQVRFRO9 SWE4WCQYH
| KoZl zj gEAWQv MCOCFQC8Mzdl x PdwXBdJEBpMhcq7UpFI WQI UY5ai Fl vPVI6WSF9s ZN2EBE
| I f HVb=

| <4.10. bin

***4 11, bin***

| * Exanple 4.11.bin

| >4.11. bin

| M1 G AYJKoZl hvecNAQe Col | GeTCCBnUCAQEXADALBgkghki G3w0BBwWGgggV/ M | Cnz CCAl
| ggAW BAgl BATAJBgcghkj OQAQDVBI x EDACBg NVBAMTBONNc nx EULMaHhc NOTkwCODE2M | 1
| MDUMWHhCNMZkXxM MKM MLOTUSW ASMRAWDG YDVQQDEWA DYXJsRFNTM | Bt z CCASs GBy qGSM
| 44BAEWggEe A0GBALZJ CD6 KRVEpc ZRVAC QSwWXp5Yy 1RNgx 6 B+8ZMs w6 UCQbr Ad Sxy HFLX 0 XA
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| UCVdnPza5G3T40ZI hl J9uhW/Shb2Ru3d9pj Su36KCoq6FnuSUAFI k4vr JRVRI 1Xcj 1MOEK
| 1 @ HC3zTBU dr eqKoi t aGvi 8WCi CeLcF+5r eEl 1&0pLdbpAhUA3cEv31POCzRgdz4CpL+K
| XZi 5ENUCgYAM?| ebS73at gdqdDdPVX+d7bxhDet GATxWCyt bDIHOpW Sacr hbT69v/ 7ht 7
| kr YTyt y65F4wasj CKdnESHC8f N8Bz Zt Usdc96vDskdW H1TOR5NVpzqn9GUR+pChac SQuK
| eWE01S9TI kRj H4a401g&f gpwO+64HXWs Rj ZVKb Cg OBh QACY YEAMYdO0JwWNnoLHAr dwsdb
| vhbESc2i Ft TUdt sW J6di uHvl 6t JSx0456nBFQAITIt CVOUWCWGSB821 M nXA+87YaAD

| / dVwWT98j | hk@ PSxYY86V7ElI EaQLJi XwUnaB6gt i DZUg50a6cr KnUl M_qi f NG6I Ni Zr Xj R
| g5hD+LxVZNgHgj Q BAMABGAL Ud EWEB/ wQFMVANMBAF 8wDg YDVROPAQH BAQDAgGGEVBOGALUd
| DgQMBBRWRDG6CL m+H3kr TdeMB| Lx DK5Px Hz AJBgcghkj OOAQDAz AAMCOCFGUp8ES6WANj +b
| 49K8k G\+k RF6ETAhUA] zRpKouxPANSI DINEh/ O ft Gsj swggLcM | Cm6 ADAGECAg! Ay DAJ

| Bgcghkj OOAQDIVBI x EDACBg NVBAMIBONh ¢ nx EUL MatHh ¢ NOTk wODE3 MDEX MDQEWAC NV KX M

| MkM MLOTUSW ATNMREWDWYDVQQDEWhBbG j ZURTUz CCAbYwggEr Bgcghkj OOAQBM | BHgKB
| gQCBj c3t g+oKnj k+wkgoo+RHk90016gO7FPFg4Q T/ +U4XNI f gzWBORI Of 6f r 6Shi S/ h2T
| DI Nt 4/ ni7+3TNxf aYr kddA3DJEI | Zvepl75/ PSf L91Dgl t UBT+wWBwhHTV2I w8 OLs +NVCHXV
| OXYQxHi 9/ 52whJc38uRRG/ XkCZZc835b2w VAQIHphpFZr gTxt qPuDchK2KL95PNA0GAJj

| ] QFI kyqgj n7PnBZS1I gTHY] OQRCNVzyyxownwx 5QXd2bWeLNggUIWWB7 0] a4bgevf YpClaf O
| dcOKCF5LPpD4beqecy SGKABYUGc4uXaMz SOFUCBWAXXt SYKRI TZEvVf j I | UpTVr Xi +XPsGm
| E2HXF/ wr 3t OVDY mHTCOYFKYDnBNj k Dg YQAA0GAXOOBWAUUl gupet 3j Pénsr F7cvbc TETSm
| FOkoESPZNI ZndXUTEj 1DV2/ | Ub/ 6i f Ki Gz4kf TOHj Vt j yLt FpaBK44XW gaAP+gj f hr yJK
| t TG gnDR7vCLINFI BcYgx| +hW.8bs01NKWN ZhR7LEMo TWE kFA/ UanY04z8qgXi 9PKD5bi |

| g YEwf z AMBgNVHRVBAF 8EA] AAMAAGA1 Ud DWEB/ WQEAWM GADAF Bg NVHSVEGDAW) BRWRDECL m
| +H3kr TdeMBI Lx DK5Px Hz AdBgNVHQA EFgQUv my hs +PB9+1Dc KTOEWHi / e OX/ s OwHWYDVROR
| BBgwFoEUQWpY2VEULNAZXhhbXBsZS5] b20wCQYHKoZI zj g EAWMMNVADAL AhRVDKQZHOI ri X
| Ei MA2Dar U9Z2u/ RQ VAJ9hULJUCLlyy3dr ndh3i EFJbQL690YHbM HYM GZMAk GBy qGSMi4
| BAMAE] EQVIAA GAL UEAX MHQR Fy bERTUx ¢ NOTkwCODI 3 VDe WivDAWW BpMBMCAgDI FWO50TA4M

| 1 wiNz AmvDBaVBMCAg DI FWO50TA4M | wiNz AmMvDBaVBMCAgDTFWO50TA4M | wiNz AmvDBalVBMC
| AgDSFWO50TA4M | wiNz AwivDBaMBMCAg DUFWO5OTA4M QaiNz AwivDBaMAk GBy q GSMA 4 BANMDL w
| AWLAI Uf nVSdj P+NHMXOf eWwraDU2GLcf TOCFAJ6W f VWK Bz 4f v t ok 8y qDnDWhMQA=

| <4.11. bin

*x%5 1 bjnr**

| * Example 5.1.bin

| >5. 1. bin

| M 1 BHgYJKoZl hvcNAQe Dol | BDz CCAQs CAQAXgc AwgbO0CAQAW] j ASMRAWDG YDVQQDEWADYX
| IsUl NBAhBGNGv HgABW BHTbi 7 NXXHQVAO GCSqGSI b3DQEBAQUABI GAC3ENSNG i Ji 2] sGP
| cP2i J97a4e8kbKQz3629622i 0yx6zYCANZ7nX7FBs 3| Wy+f 6KgCLx3MLe CbV 8+NMDFbbpX
| adCDgC8/ nUKUNYeNxJt uzubGgzoyEd8Ch4H dd9gdz Td+t aTEgS0i pdSJuNnkVY4/ M652j
| KKHRLFf 02hosdR8wQAYJIKoZI hve NAQe BMBQGCCqGS| h3DQVHBAgt aMXpRWZRNYAgDsi Sf 8
| Z9P43Lr YAOxUk660cull XeCSFOSOp QI 7FuVy U=

| <5.1.bin
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*%%5 2 pjpr**

| * Example 5.2.bin

| >5. 2. bin

| M 1 BZQYJKoZIl hvecNAQc Dol | BVj CCAVI CAQ xggEAM GOAgEAMCYWE] EQVA4 GALUEAX MHQ2
| FybFITQQ QR Rr x4AAVr wR024uz V1x0DANBgk ghki GOWOBAQEFAASBYJ Qrioj G 7241 P+C
| Vy pBmiNFOCDoEp87kht gyf f 2NASngD3RxPx+8hbLQ 9i 3YcMacap+ai Okyqgj Mal TO3VUCOX
| BOGv+HYI 3HBZnT aFzxoq+YOXAW 5x| Ger ZwTQc9j 6AYl KAgXvnzt RSSBTBj | zyt ndV7zg
| +TG nGVYNQBNwWA 7 Ewoj 4 CAQQWDQRL TWFpbExpc3RSQz I WEAYLKoZI hvc NAQKk QAwe CATOEGH
| cUr 5M83/ g9HNJIVHs Q6 X56VewYb+OF oj TBIBgkghki GOWOBBWEWGG Yl KoZl hve NAwW wDgl C
| AKAECIWEOhkuKIl WhgCBeKNXxhoj uej 3or g9Lt 7n+wWChnky5V50v Spo YRF RRyw==

| <5.2.bin

***5. 3 em * k *

| * Exanple 5.3.enm

| >5. 3. em

| TU NRSIWZXJzaWouO AxLj AKTW/zc2FnZS1JZDogPDAWMIAz MTEy MDALM AzLj Awmvz Q6QG
| Ft eVt awk5Lm nLm\vbT4KRGFOZTogVHVI LCAz MSBPY3QM AWMCAXM owivDo1M At MDYw
| MCAO@VudHIhbCBTdGFuZGFy ZCBUaWLI KQpGenBt O BVe2Vy MQPpUbzog VXN ¢j | KU3Vi am
| Vj dDogRXhhbXBsZSA1Lj MKQ29udGVudClUeXBl O BhcHBsaWNhd@ vbi 9wa2NzNy 1t aWl|
| OmoJbnFt ZT1zbW t ZS5WN207Cgl zbW t ZS10eXBl PW/udnisb3Bl ZC1k YXRhCkNvbnRI bn
| @ VHIhbnNmizXI t RABj b2Rpbnt 6l GIhc2U2NApDb250ZWs0LURpc3Bvc2l 0aWbuQ BhdHRh
| Y2ht ZW500y BmaWk| bnft ZT1zbW t ZS5WN20KCk1JSUJI Z11 KS29aSWh2YO5BUVNEDOI J Qk
| R6QONBUXNDQVFBeCGdj QXdnYj BDQVFBdOpqQVNNUKk F3RGIZRFZRUURFA2REW/hKc 1Vs Tkl K
| QMCRO5HdkhnQUIXdkJ1 VG pNO5 YWEhRTUEWRONTc Ud TSW z RFFFQk FRVUFCSUd BQz NF T

| VUROI pSnky b HNHUGNQVIM KOTdhNGU4awpi S1F6MzZ6Zz ZaMrkweXg2el | DNGLaN21YNOZC
| czNJIV2cr Zj ZLZONMe DNNMAVDYI d40Ct NREZi YnBYYWRDRGAPOCOUVWY VTI | | TnhKCnRl1en
| Vi R2d6b3l FZDhDaDRI L2Rk OMkel RKK3RhVEVNnUz Bpc GRTSnVObhnt WATQv TTY1M1pLSOhS
| TEZmVDJob3NkUj h3UXdZSkt vWwkk KaHzj TkKFRYOJNQ FHQONXRLNJI Y] NEUULI QKFndGFNVH
| BSd1pSTI | BZORzaVNnOFo5UDQz THIZNE94VWS 2Nj Bj d TFs WGVDUOZPUOOWTWpKNOZ1Vnl V
| PQOK

| <5. 3. em

***6. 0. bin***

| * Exanple 6.0.bin

| >6. 0. bin

| MFAGCSqGS| b3 DQEHBaBRVES CAQAWBWY FKw4 DAhowKwYJ KoZI hv e NAQe BoB4 EHFRoaXMgaX
| Myc29t ZSBz YWIwbGUgY29udGVudCAEFEBQ7AhSebpuFgl t ngYpwCKWh9 11

| <6.0.bin
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*xx7. 1. bin***

| * Exanmple 7.1.bin

| >7.1.bin

| MFc GCSqGSI b3 DQEHBqBKVEg CAQAWQWYJ Ko ZI hv c NAQe BMBQGCCqGSI b3DQVHBAI za2v 7Y
| El ToAg+vzt 2z8YFx04i RHgNNYg2/ TD2VgV75M/ nv XXBPalcO =

| <7.1.bin

¥rRx7 2. binF*F

| * Exanple 7.2.bin

| >7.2.bin

| M GvBgkghki GOwOBBwaggYcwg YQCAQ wQwYJKoZl hve NAQe BMBQGCCqGSI b3DQVHBAgHIy
| CFkJ6wf 0Ag0i CPZ0i KyOHkI mhdvncFU bt 4w&AJFYpzVuvEui BzChG A4BgMygz Mk MQQv
| VGhpcyBpcyBhl HR ¢c3QgR2VuZXJIhbCBBUO4gQXROcm i dXR LCBudWLi ZXI gMs4=

| <7.2.bin
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