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Abst r act
Thi s docunent describes how to i nvoke transcodi ng services using
Session Initiation Protocol (SIP) and third party call control. This
way of invocation nmeets the requirements for SIP regarding
transcodi ng services invocation to support deaf, hard of hearing and
speech-i nmpaired individuals.

Tabl e of Contents

INtroducti ON .. ...

1.
2. General OverVi W .. ... e
3. Third Party Call Control Flows .......... ... ... ...

3.1 Termnol O0gy . ..o e
3.2. Callee’ s Invocation ......... ... i
3.3. Caller’s Invocation ........ ... .. e
3.4. Receiving the Original Stream.......... ... .. ... .. . .. ...
3.5. Transcoding Services in Parallel ......... ... ... ... ......... 10
3.6. Miultiple Transcoding Services in Series ................... 14
4. Security Considerati ONS ... ...t e e 16
5. Normative References .......... . e 17
6. Informative References ........ . . . . . . . .. 17

Camarillo, et al. I nf or mati onal [ Page 1]



RFC 4117 3pcc Transcoding in SIP June 2005

1. Introduction

The framework for transcoding with SIP [4] describes how two SIP [1]
UAs (User Agents) can discover inconpatibilities that prevent them
fromestablishing a session (e.g., |lack of support for a commopn codec
or common nedia type). When such inconpatibilities are found, the
UAs need to invoke transcodi ng services to successfully establish the
session. 3pcc (third party call control) [2] is one way to perform
such invocation

2. General Overview

In the 3pcc nodel for transcoding invocation, a transcodi ng server
that provides a particular transcoding service (e.g., speech-to-text)
is identified by a URI. A UA that wi shes to invoke that service
sends an I NVITE request to that URI establishing a nunber of nedia
streans. The way the transcoder mani pul ates and nmanages the contents
of those nedia streanms (e.g., the text received over the text stream
is transformed into speech and sent over the audio strean) is service
speci fic.

Al the call flows in this document use SDP. The sane call flows
could be used with another session description protocol that provides
simlar session description capabilities.

3. Third Party Call Control Flows

Gven two UAs (A and B) and a transcoding server (T), the invocation
of a transcoding service consists of establishing two sessions; AT
and T-B. How these sessions are established depends on which party,
the caller (A) or the callee (B), invokes the transcodi ng services.
Section 3.2 deals with callee invocation and Section 3.3 deals with
caller invocation.

In all our 3pcc flows we have followed the general principle that a
200 (OK) response fromthe transcoding service has to be received
before contacting the callee. This tries to ensure that the

transcoding service will be available when the callee accepts the
sessi on.
Still, the transcodi ng service does not know the exact type of

transcoding it will be performng until the callee accepts the
session. So, there is always the chance of failing to provide
transcodi ng services after the callee has accepted the session. A
systemwi th nore stringent requirenments could use preconditions to
avoid this situation. Wen preconditions are used, the callee is not
alerted until everything is ready for the session
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3.1. Term nol ogy
Al the flows in this docunent follow the nam ng conventi on bel ow

SDP A: A session description generated by A. It contains, anobng
other things, the transport address/es (|IP address and
port nunber) where A wants to receive nedia for each
particul ar stream

SDP B: A session description generated by B. It contains, anobng
other things, the transport address/es where B wants to
receive nmedia for each particular stream

SDP A+B: A session description that contains, among other things,
the transport address/es where A wants to receive nedia
and the transport address/es where B wants to receive
nedi a.

SDP TA: A session description generated by T and intended for A
It contains, anong other things, the transport address/es
where T wants to receive media fromA.

SDP TB: A session description generated by T and intended for B
It contains, anong other things, the transport address/es
where T wants to receive nmedia fromB.

SDP TA+TB: A session description generated by T that contains, anong
other things, the transport address/es where T wants to
receive nedia fromA and the transport address/es where T
wants to receive nedia from B.

3.2. Callee s Invocation

In this scenario, B receives an INVITE fromA, and B decides to
introduce T in the session. Figure 1 shows the call flow for this
scenari o.

In Figure 1, A can both hear and speak, and B is a deaf user with a
speech inmpairment. A proposes to establish a session that consists
of an audio stream(1l). B wants to send and receive only text, so it
i nvokes a transcoding service T that will perform both speech-to-text
and text-to-speech conversions (2). The session descriptions of
Figure 1 are partially shown bel ow
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Figure 1: Callee’s Invocation of a Transcodi ng Service

(1) INVITE SDP A

mraudi o 20000 RTP/ AVP 0
c=IN | P4 A exanpl e.com

(2) INVITE SDP A+B

mraudi o 20000 RTP/ AVP 0
c=IN I P4 A exanpl e.com
n=t ext 40000 RTP/ AVP 96
c=I N | P4 B. exanpl e. com
a=rtpnap: 96 t 140/ 1000

(3) 200 OK SDP TA+TB
mraudi o 30000 RTP/ AVP 0
c=IN I P4 T. exanpl e. com
met ext 30002 RTP/ AVP 96
c=IN | P4 T. exanpl e. com
a=rtpmap: 96 t 140/ 1000
(5) 200 OK SDP TA

mraudi o 30000 RTP/ AVP O
c=IN | P4 T. exanpl e.com
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Four media streans (i.e., two bi-directional streans) have been
established at this point:

1. Audio fromA to T.exanple.com 30000
2. Text fromT to B.exanple.com 40000
3. Text fromB to T.exanple.com 30002
4. Audio fromT to A exanple.com 20000

When either A or B decides to ternminate the session, it sends a BYE
i ndicating that the session is over

If the first INVITE (1) received by Bis enpty (no session
description), the call flowis slightly different. Figure 2 shows
t he nessages invol ved.

B may have different reasons for invoking T before knowing A's
session description. B may want to hide its lack of native
capabilities, and therefore wants to return a session description
with all the codecs that B supports, plus all the codecs that T
supports. O T may provide recording services (besides transcoding),
and B wants T to record the conversation, regardl ess of whether
transcodi ng i s needed.

This scenario (Figure 2) is a bit nore complex than the previous one.
In INVITE (2), B still does not have SDP A, so it cannot provide T
with that information. Wen B finally receives SDP Ain (6), it has
tosend it to T. B sends an enpty INVITEto T (7) and gets a 200 K
with SDP TA+TB (8). In general, this SDP TA+TB can be different than
the one sent in (3). That is why B needs to send the updated SDP TA
to Ain (9). A then sends a possibly updated SDP A (10) and B sends
it toTin (12). On the other hand, if T happens to return the sane
SDP TA+TB in (8) as in (3), B can skip nessages (9), (10), and (11).
So, inplenentors of transcoding services are encouraged to return the
same session description in (8) as in (3) in this type of scenario.
The session descriptions of this flow are shown bel ow
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Figure 2: Callee’'s invocation after initial INVITE without SDP
(2) INVITE SDP A+B

mraudi o 20000 RTP/ AVP 0
c=IN1P4 0.0.0.0

met ext 40000 RTP/ AVP 96
c=I N | P4 B. exanpl e. com
a=rtpnmap: 96 t 140/ 1000

(3) 200 OK SDP TA+TB

mraudi o 30000 RTP/ AVP 0
c=IN I P4 T. exanpl e. com
met ext 30002 RTP/ AVP 96
c=IN | P4 T. exanpl e.com
a=rtpmap: 96 t 140/ 1000
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(5) 200 OK SDP TA

mraudi o 30000 RTP/ AVP 0
c=IN | P4 T. exanpl e.com

(6) ACK SDP A

mraudi o 20000 RTP/ AVP O
c=IN | P4 A exanpl e.com

(8) 200 OK SDP TA+TB

mraudi o 30004 RTP/ AVP 0O
c=IN | P4 T. exanpl e. com
met ext 30006 RTP/ AVP 96
c=IN | P4 T. exanpl e. com
a=rtpnmap: 96 t 140/ 1000

(9) INVITE SDP TA

mraudi o 30004 RTP/ AVP 0
c=IN | P4 T. exanpl e.com

(10) 200 OK SDP A

mraudi o 20002 RTP/ AVP O
c=IN | P4 A exanpl e.com

(12) ACK SDP A+B

mraudi o 20002 RTP/ AVP 0
c=IN | P4 A exanpl e.com
met ext 40000 RTP/ AVP 96
c=I N | P4 B. exanpl e. com
a=rtpnmap: 96 t 140/ 1000
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Four media streans (i.e., two bi-directional streans) have been
established at this point:

1. Audio fromA to T.exanpl e.com 30004

2. Text fromT to B.exanple.com 40000

3. Text fromB to T.exanple.com 30006

4. Audio fromT to A exanpl e.com 20002
3.3. Caller’s Invocation

In this scenario, A wishes to establish a session with B using a
transcodi ng service. A uses 3pcc to set up the session between T and
B. The call flow we provide here is slightly different than the ones
in[2]. In[2], the controller establishes a session between two
user agents, which are the ones deciding the characteristics of the
streams. Here, A wants to establish a session between T and B, but A
wants to deci de how many and whi ch types of streans are established
That is why A sends its session description in the first INVITE (1)
to T, as opposed to the nedia-less initial |INVITE recommended by [2].
Figure 3 shows the call flow for this scenario.

We do not include the session descriptions of this flow, since they
are very simlar to those in Figure 2. In this flow, if T returns
the sanme SDP TA+TB in (8) as in (2), nessages (9), (10), and (11) can
be ski pped.

3.4. Receiving the Original Stream

Sonetimes, as pointed out in the requirements for SIP in support of
deaf, hard of hearing, and speech-inpaired individuals [5], a user
wants to receive both the original stream(e.g., audio) and the
transcoded stream (e.g., the output of the speech-to-text
conversion). There are various possible solutions for this problem
One sol ution consists of using the SDP group attribute with Fl ow
Identification (FID) semantics [3]. FID allows requesting that a
streamis sent to two different transport addresses in parallel, as
shown bel ow
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Figure 3: Caller’s invocation of a transcodi ng service

a=group:FID 1 2

mraudi o 20000 RTP/ AVP 0O
c=IN I P4 A exanpl e.com
a=md: 1

mraudi o 30000 RTP/ AVP 0
c=IN | P4 T. exanpl e.com
a=md: 2

The problemwith this solution is that the najority of the SIP user
agents do not support FID. Moreover, only a small fraction of the
few UAs that support FID, also support sending sinmultaneous copies of

the sane nedia streamat the sane tinme. |In addition,
copies of the streamto use the sanme codec.
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Therefore, we recommend that T (instead of a user agent) replicates
the media stream The transcoder T receiving the followi ng session
description perforns speech-to-text and text-to-speech conversions
between the first audio streamand the text stream |In addition, T
copies the first audio streamto the second audi o stream and sends it
to A

mraudi o 40000 RTP/ AVP O
c=I N | P4 B. exanpl e. com
mraudi o 20000 RTP/ AVP 0O
c=IN | P4 A exanpl e. com
a=recvonly

met ext 20002 RTP/ AVP 96
c=IN | P4 A exanpl e. com
a=rtpmap: 96 t 140/ 1000

3.5. Transcoding Services in Parall el

Transcodi ng services sonetimes consist of human relays (e.g., a
person perform ng speech-to-text and text-to-speech conversions for a
session). If the same person is involved in both conversions (i.e.,
fromAto Band fromB to A, he or she has access to all of the
conversation. |In order to provide sone degree of privacy, sonetines
two different persons are allocated to do the job (i.e., one person
handl es A->B and the other B->A). This type of disposition is also
useful for automated transcodi ng services, where one machi ne converts
text to synthetic speech (text-to-speech) and another performs voice
recognition (speech-to-text).

The scenari o descri bed above involves four different sessions: A-T1,
T1-B, B-T2 and T2-A. Figure 4 shows the call flow where A invokes T1
and T2.

Note this exanple uses unidirectional nedia streans (i.e., sendonly
or recvonly) to clearly identify which transcoder handles nmedia in
which direction. Nevertheless, nothing precludes the use of
bidirectional streanms in this scenario. They could be used, for
exanpl e, by a human relay to ask for clarifications (e.g., | did not
get that, could you repeat, please?) to the party he or she is

recei ving media from
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(1) I NVI TE SDP AT1

met ext 20000 RTP/ AVP 96
c=IN | P4 A exanpl e. com
a=rtpnmap: 96 t 140/ 1000
a=sendonly

mraudi o 20000 RTP/ AVP 0O
c=INIP4 0.0.0.0
a=recvonly

(2) INVITE SDP AT2

(3) 200

(5) 200

met ext 20002 RTP/ AVP 96
c=IN | P4 A exanpl e. com
a=rtpmap: 96 t 140/ 1000
a=recvonly

mFaudi o 20000 RTP/ AVP O
c=IN1P4 0.0.0.0
a=sendonly

OK SDP T1A+T1B

met ext 30000 RTP/ AVP 96
c=IN I P4 T1. exanpl e. com
a=rtpmap: 96 t 140/ 1000
a=recvonly

mraudi o 30002 RTP/ AVP 0
c=IN | P4 T1. exanpl e. com
a=sendonl y

OK SDP T2A+T2B

nrt ext 40000 RTP/ AVP 96
c=IN | P4 T2. exanpl e. com
a=rtpnmap: 96 t 140/ 1000
a=sendonly

mFaudi o 40002 RTP/ AVP 0O
c=IN | P4 T2. exanpl e. com
a=recvonly

(7) INVITE SDP T1B+T2B

Camaril |l o,

mraudi o 30002 RTP/ AVP 0
c=IN | P4 T1. exanpl e. com
a=sendonl y
mraudi o 40002 RTP/ AVP 0
c=IN | P4 T2. exanpl e. com
a=recvonly

et al. I nf or mat i onal
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Figure 4: Transcoding services in parallel
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(8) 200 OK SDP BT1+BT2

mraudi o 50000 RTP/ AVP 0
c=I N | P4 B. exanpl e. com
a=recvonly
mraudi o 50002 RTP/ AVP 0
c=I N | P4 B. exanpl e. com
a=sendonl y

(11) 200 OK SDP T1A+T1B

met ext 30000 RTP/ AVP 96
c=IN I P4 T1. exanpl e. com
a=rtpmap: 96 t 140/ 1000
a=recvonly

mraudi o 30002 RTP/ AVP O
c=IN | P4 T1. exanpl e. com
a=sendonly

(12) 200 OK SDP T2A+T2B

met ext 40000 RTP/ AVP 96
c=IN | P4 T2. exanpl e. com
a=rtpmap: 96 t 140/ 1000
a=sendonly

mraudi 0 40002 RTP/ AVP 0
c=IN | P4 T2. exanpl e. com
a=recvonly

Since Tl have returned the same SDP in (11) as in (3),
returned the sane SDP in (12) as in (5), nessages (13),
can be ski pped.

(16) ACK SDP AT1+BT1

met ext 20000 RTP/ AVP 96
c=IN I P4 A exanpl e.com
a=rtpmap: 96 t 140/ 1000
a=sendonl y

mraudi o 50000 RTP/ AVP 0O
c=I N | P4 B. exanpl e. com
a=recvonly
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(17) ACK SDP AT2+BT2

met ext 20002 RTP/ AVP 96
c=IN | P4 A exanpl e. com
a=rtpnmap: 96 t 140/ 1000
a=recvonly

mraudi o 50002 RTP/ AVP 0
c=I N | P4 B. exanpl e. com
a=sendonl y

Four nedia streans have been established at this point:

1. Text fromA to T1.exanple.com 30000

2. Audio fromT1l to B.exanpl e. com 50000

3. Audio fromB to T2.exanpl e.com 40002

4. Text from T2 to A exanpl e.com 20002
Note that B, the user agent server, needs to support two nedia
streans: sendonly and recvonly. At present, sonme user agents,
al t hough they support a single sendrecv nedia stream do not support
a different media line per direction. |Inplenenters are encouraged to
build support for this feature.

3.6. Miltiple Transcoding Services in Series

In a distributed environment, a conpl ex transcodi ng service (e.qg.,
English text to Spanish speech) is often provided by several servers
For exanple, one server perfornms English text to Spanish text
translation, and its output is fed into a server that performs text-

t o- speech conversion. The flowin Figure 5 shows how A i nvokes T1
and T2.
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A T1 T2

<--=(1) INVITE SDP A----- >
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|
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Figure 5: Transcoding services in serial
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4.

Security Considerations

RFC 3725 [2] discusses security considerations which relate to the
use of third party call control in SIP. These considerations apply
to this docunent, since it describes howto use third party cal
control to invoke transcoding service

In particular, RFC 3725 states that end-to-end nedia security is
based on the exchange of keying material within SDP and depends on
the controller behaving properly. That is, the controller should not
try to disable the security nmechani sns offered by the other parties.
As aresult, it is trivially possible for the controller to insert
itself as an internediary on the nedi a exchange, if it should so
desire.

In this docunent, the controller is the UA invoking the transcoder,
and there is a nmedia session established using third party cal

control between the renote UA and the transcoder. Consequently, the
attack described in RFC 3725 does not constitute a threat because the
controller is the UA invoking the transcoding service and it has
access to the nedia anyway by definition. So, it seens unlikely that
a UA would attenpt to |aunch an attack against its own session by

di sabling security between the transcoder and the renote UA

Regardi ng end-to-end nedia security fromthe UAs’ point of view the
transcoder needs access to the nmedia in order to performits
function. So, by definition, the transcoder behaves as a man in the
m ddle. UAs that do not want a particular transcoder to have access
to all the nedia exchanged between them can use a different
transcoder for each direction. |In addition, UAs can use different
transcoders for different media types.
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Thi s docunent is subject to the rights, licenses and restrictions
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made any i ndependent effort to identify any such rights. [Information
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