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Abstract
This meno describes the use of the Advanced Encryption Standard (AES)
in Gl ois/Counter Mode (GCM as an | Psec Encapsul ating Security
Payl oad (ESP) nechanismto provide confidentiality and data origin
aut hentication. This nethod can be efficiently inplenmented in
hardware for speeds of 10 gigabits per second and above, and is al so
wel |l -suited to software inplenentations.
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1. Introduction

Thi s docunent describes the use of AES in GCM node (AES-GCM as an

| Psec ESP nmechani sm for confidentiality and data origin

aut hentication. W refer to this nethod as AES-GCM ESP. This
mechanismis not only efficient and secure, but it also enables

hi gh- speed i npl ementations in hardware. Thus, AES-GCM ESP all ows

| Psec connections that can nake effective use of energing 10-gi gabit
and 40-gi gabit network devices.

Counter node (CTR) has energed as the preferred encrypti on nethod for
hi gh- speed i npl enmentations. Unlike conventional encryption nodes
such as Cipher Bl ock Chaining (CBC) and C pher Bl ock Chai ni ng Message
Aut hentication Code (CBC-MAC), CTR can be efficiently inplenented at
hi gh data rates because it can be pipelined. The ESP CTR protocol
descri bes how this nmode can be used with | Psec ESP [ RFC3686] .

Unfortunately, CTR provides no data origin authentication, and thus
the ESP CTR standard requires the use of a data origin authentication
algorithmin conjunction with CTR  This requirenent is problematic,
because none of the standard data origin authentication algorithns
can be efficiently inplenented for high data rates. GCM solves this
probl em because under the hood, it conbines CIR node with a secure,
paral l el i zabl e, and efficient authentication mechani sm

Thi s docunent does not cover inplenentation details of GCM Those
details can be found in [GCM, along with test vectors.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Viega & MG ew St andards Track [ Page 2]



RFC 4106 GCM ESP June 2005

2. AES-GCM

GCM is a block cipher node of operation providing both
confidentiality and data origin authentication. The GCM

aut henti cated encryption operation has four inputs: a secret key, an
initialization vector (1V), a plaintext, and an input for additional
authenticated data (AAD). It has two outputs, a ciphertext whose
length is identical to the plaintext, and an authentication tag. In
the follow ng, we describe howthe IV, plaintext, and AAD are forned
fromthe ESP fields, and how the ESP packet is forned fromthe

ci phertext and authentication tag.

ESP al so defines an V. For clarity, we refer to the AESSGCCM IV as a
nonce in the context of AES-GCM ESP. The same nonce and key
combi nati on MJUST NOT be used nore than once.

Because reusi ng an nonce/ key conbi nati on destroys the security

guar ant ees of AES-GCM npde, it can be difficult to use this node
securely when using statically configured keys. For safety’s sake,

i mpl ement ati ons MJUST use an automated key managenment system such as
the Internet Key Exchange (I KE) [ RFC2409], to ensure that this
requirenent is net.

3. ESP Payl oad Data

The ESP Payl oad Data is conprised of an eight-octet initialization
vector (I1V), followed by the ciphertext. The payload field, as
defined in [ RFC2406], is structured as shown in Figure 1, along with
the I CV associated with the payl oad.

0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Initialization Vector |
(8 octets)

T T o T e i ol s S SR S S S e e s it eI SR R T S R S

I I
+- +
I _ _ I
~ C phertext (variable) ~
| |
B T S i T s i i e e SEI S
Fi gure 1: ESP Payl oad Encrypted with AES- GCM
3.1. Initialization Vector (1V)
The AES-GCMESP |V field MIUST be eight octets. For a given key, the

IV MJUST NOT repeat. The nost natural way to inplenment this is with a
counter, but anything that guarantees uni queness can be used, such as
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a linear feedback shift register (LFSR). Note that the encrypter can
use any |V generation nethod that meets the uni queness requirenent,
wi t hout coordinating with the decrypter.

3.2. G phertext

The plaintext input to AES-GCMis formed by concatenating the

pl ai nt ext data described by the Next Header field with the Paddi ng,
the Pad Length, and the Next Header field. The C phertext field
consists of the ciphertext output fromthe AES-GCM al gorithm The
| ength of the ciphertext is identical to that of the plaintext.

I mpl ement ations that do not seek to hide the Iength of the plaintext
SHOULD use the m ni mum anount of padding required, which will be Iess
than four octets.

4, Nonce For mat

The nonce passed to the GCM AES encryption al gorithm has the
foll owi ng | ayout:

0 1 2 3

01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| Sal t |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Initialization Vector |

B S T i s T S S S R S i ik Tk I I N R S S S i e
Fi gure 2: Nonce For nat
The conponents of the nonce are as foll ows:

Sal t
The salt field is a four-octet value that is assigned at the
begi nning of the security association, and then remai ns constant
for the life of the security association. The salt SHOULD be
unpredictable (i.e., chosen at randonm before it is selected, but
need not be secret. W describe howto set the salt for a
Security Association established via the Internet Key Exchange in
Section 8. 1.

Initialization Vector
The IV field is described in Section 3. 1.
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5. AAD Construction

The authentication of data integrity and data origin for the SPI and
(Ext ended) Sequence Nunber fields is provided wi thout encryption.
This is done by including those fields in the AES-GCM Addi ti onal

Aut henticated Data (AAD) field. Two fornmats of the AAD are defi ned:
one for 32-bit sequence nunbers, and one for 64-bit extended sequence
nunbers. The format with 32-bit sequence nunmbers is shown in Figure
3, and the format with 64-bit extended sequence nunbers is shown in
Fi gure 4.

0 1 2 3

01234567890123456789012345678901
T i i I T T o s S O o o il S S S
| SPI |
I i S T i i S e e S i e o
| 32-bit Sequence Nunber |
O e i o R i i I R S e o

Figure 3: AAD Format with 32-bit Sequence Nunber

0 1 2 3

01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| SPI |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 64-bit Extended Sequence Number |
I I

i i i T i I S i e s o o i i
Figure 4: AAD Format with 64-bit Extended Sequence Number
6. Integrity Check Value (ICV)

The 1 CV consists solely of the AES-GCM Aut hentication Tag.

| mpl enent ati ons MJUST support a full-length 16-octet |ICV, and MAY
support 8 or 12 octet ICVs, and MUST NOT support other ICV | engths.
Al t hough ESP does not require that an | CV be present, AES-GCM ESP
intentionally does not allow a zero-length ICV. This is because GCM
provides no integrity protection whatsoever when used with a zero-

| ength Authentication Tag.
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7. Packet Expansion

The 1V adds an additiona
adds an additional 8, 12,
of packet expansion,
SPI, Sequence Nunber, Paddi ng,
the minimal anobunt of padding is

or

8. | KE Conventi ons

GCM ESP

ei ght octets to the packet,
16 octets.
other than the 10-13 octets taken up by the ESP
Pad Length, and Next Header fields (if

June 2005

and the ICV
These are the only sources

used).

Thi s section describes the conventions used to generate keying

material and salt val ues, for
attributes needed to negotiate a
ESP are al so defi ned.

8.1. Keying Material

use with AES- GCM ESP,
I nternet Key Exchange (I KE) [ RFC2409] protocol

usi ng the
The identifiers and
security association using AES- GCCM

and Salt Val ues

| KE makes use of a pseudo-random function (PRF) to derive keying

mat eri al
arbitrary size, called KEYMAT.
out put string without

The PRF is used iteratively to derive keying materi al
Keyi ng materi al
regard to boundari es.

of
is extracted fromthe

The size of the KEYMAT for the AES- GCM ESP MUST be four octets |onger

than is needed for the associ ated AES key.

used as foll ows:

AES-GCM ESP with a 128 bit key
The KEYMAT requested for each
16 octets are the 128-bit AES
are used as the salt value in

AES-GCM ESP with a 192 bit key
The KEYMAT requested for each
24 octets are the 192-bit AES
are used as the salt value in

AES-GCM ESP with a 256 bit key
The KEYMAT requested for each
32 octets are the 256-bit AES
are used as the salt value in

8. 2. Phase 1 ldentifier

The keying material is

AES- GCM key is 20 octets. The first
key, and the remmining four octets
t he nonce.

AES-GCM key is 28 octets. The first
key, and the renaining four octets
t he nonce.

AES GCM key is 36 octets. The first
key, and the renmaining four octets
t he nonce.

Thi s docunent does not specify the conventions for using AES-GCM for

| KE Phase 1 negoti ations.

Identifier needs to be assigned.

Viega & MG ew

St andards Track

For AES-GCM to be used in this manner, a
separate specification is needed,

and an Encryption Al gorithm
| mpl enent ati ons SHOULD use an | KE

[ Page 6]



RFC 4106 GCM ESP June 2005

Phase 1 cipher that is at |east as strong as AES-GCM The use of AES
CBC [ RFC3602] with the sane key size used by AES-GCM ESP i s
RECOMVENDED.

8.3. Phase 2 ldentifier

For | KE Phase 2 negotiations, | ANA has assigned three ESP Transform
ldentifiers for AES-GCM with an eight-byte explicit IV

18 for AESSGCCMwith an 8 octet [|CV;
19 for AESSGCCMwith a 12 octet | CV; and
20 for AESS-CCMwith a 16 octet | CV.

8.4. Key Length Attribute

Because the AES supports three key lengths, the Key Length attribute
MUST be specified in the | KE Phase 2 exchange [ RFC2407]. The Key
Length attribute MJUST have a val ue of 128, 192, or 256.

9. Test Vectors

Appendi x B of [GCM provides test vectors that will assist
i mpl ementers with AES- GCM node.

10. Security Considerations

GCM i s provably secure agai nst adversaries that can adaptively choose
pl ai ntexts, ciphertexts, ICVs, and the AAD field, under standard
crypt ographi ¢ assunptions (roughly, that the output of the underlying
ci pher, under a randomy chosen key, is indistinguishable froma
random y selected output). Essentially, this neans that, if used
within its intended paraneters, a break of GCMinplies a break of the
underlying bl ock cipher. The proof of security for GCMis avail able

in [GM.

The nost inportant security consideration is that the IV never repeat
for a given key. 1In part, this is handl ed by disallow ng the use of
AES- GCM when using statically configured keys, as discussed in
Section 2.

When |KE is used to establish fresh keys between two peer entities,
separate keys are established for the two traffic flows. |If a
different mechanismis used to establish fresh keys (one that
establishes only a single key to encrypt packets), then there is a
hi gh probability that the peers will select the sane 1V values for
sonme packets. Thus, to avoid counter block collisions, ESP

Viega & MG ew St andards Track [ Page 7]



RFC 4106 GCM ESP June 2005

11.

12.

i npl ementations that pernmit use of the sane key for encrypting and
decrypting packets with the sane peer MJST ensure that the two peers
assign different salt values to the security association (SA).

The other consideration is that, as with any encrypti on node, the
security of all data protected under a given security association
decreases slightly with each nmessage.

To protect against this problem inplenentations MIST generate a
fresh key before encrypting 2764 bl ocks of data with a given key.
Note that it is inpossible to reach this limt when using 32-bit
Sequence Nunbers.

Note that, for each message, GCM calls the bl ock cipher once for each
full 16-octet block in the payl oad, once for any remaining octets in
the payl oad, and one additional tine for conputing the ICV.

Clearly, smaller ICV values are nmore likely to be subject to forgery
attacks. Inplementations SHOULD use as |large a size as reasonabl e.

Desi gn Rational e

Thi s specification was designed to be as simlar to the AES-CCM ESP
[ CCM ESP] and AES- CTR ESP [ RFC3686] nechani sns as reasonable, while
pronoting sinple, efficient inplenentations in both hardware and
software. We re-use the design and inplementation experience from
those st andards.

The nmajor difference with CCMis that the CCM ESP nechani sm requires
an 11-octet nonce, whereas the GCM ESP nmechani smrequires using a
12-octet nonce. CGCMis specially optimzed to handle the 12-octet
nonce case efficiently. Nonces of other |engths would cause
unnecessary, additional complexity and del ays, particularly in
hardware inplenentations. The additional octet of nonce is used to
i ncrease the size of the salt.

| ANA Consi der ati ons

I ANA has assigned three ESP Transformldentifiers for AES-GCMwith an
eight-byte explicit 1V:

18 for AESSGCCMwith an 8 octet |CV;
19 for AESSGCCMwith a 12 octet | CV; and
20 for AESSGCCMwith a 16 octet | CV.
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