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Abst r act

Thi s docunment proposes a nechanismfor finding a URI associated with
a solicitation class keyword, which is defined in RFC 3865, the No
Soliciting SMIP Service Extension. Solicitation class keywords are
sinmpl e | abel s consisting of a domain nanme that has been reversed,
such as "org.exanple.adv". These solicitation class keywords are
inserted in selected header fields or used in the ESMIP service
extension, including a new "No-Solicit:" header, which can contain
one or nmore solicitation class keywords inserted by the sender

Thi s docunent specifies an application based on the Dynanic

Del egation Discovery System (DDDS) described in RFC 3401 and rel ated
docunents. An algorithmis specified to associate a solicitation
class keyword with a URI which contains further information about the
meani ng and usage of that solicitation class keyword. For exanple,
the registrant of the "exanple.org" domain could use this nechani sm
to create a URI which contains detailed information about the

"org. exanpl e.adv" solicitation class keyword.
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1. Solicitation O ass Keywords

[ RFC3865] defines the concept of a "solicitation class keyword",
which is an arbitrary string or |abel which can be associated with an
electronic mai|l nmessage and transported by the ESMIP nail service as
defined in [ RFC2821] and rel ated docunents. Solicitation class
keywords are formatted |i ke domai n nanmes, but reversed. For exanple,
the zone administrator of "exanple.coni mght specify a particular
solicitation class keyword such as "com exanpl e. adv" that could be
inserted in a "No-Solicit:" header by the nessage sender or in a
trace field by a nmessage transfer agent (MIA). This solicitation
class keyword is inserted by the sender of the nessage, who may al so
insert a variety of other solicitation class keywords as defined by
the sender or by other parties.

[ RFC3865] explicitly places discovery of the neaning of a
solicitation class keywrd as outside of the scope of the basic ESMIP
service extension. For the purposes of nessage transport, these
solicitation class keywords are opaque. However, if RFC 3865 becones
wi dely used, a mail nessage might contain a | arge nunber of
solicitation class keywords. The "No-Solicit:" header has keywords
inserted by the sender of the nessage, which mght include the
sender’s own keywords, as well as those nandated by regul atory
authorities or recomrended by voluntary industry associ ations.

Li kewi se, the "received:" trace fields mght contain a | arge numnber
of keywords produced by nessage transfer agents, filtering software,
forwardi ng software in the nmessage user agent (MJA), or any other
systemin the chain of delivery.

As the number of keywords enployed grows, it will be inmportant to
find a method for discovering the neani ng behind the various
solicitation class keywords. This docunent specifies such a
mechani sm associating a solicitation class keyword with a URl which
contains further information by using the DNS NAPTR Resource Record,
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which is defined in [RFC3403]. An explicit design goal is to keep
the system as sinple as possible. Approaches such as defining an
XM.- based structure that woul d contain specific neta-data about the
solicitation class keyword or other approaches that define the format
of the explanation were ruled out. Instead, the goal is to sinply to
associate a solicitation class keyword with a URI, which in turn
contai ns an expl anation of the keyword.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119].

2. The No-Solicit NAPTR Application

The DDDS franmework of [ RFC3401] and rel ated docunents provides a
powerful set of mechanisns that can yield sophisticated applications
such as ENUM as specified in [RFC3761]. There is a sinplification of
the DDDS framework called the Straightforward- NAPTR ( S- NAPTR)
application as specified in [RFC3958]. Unfortunately, S-NAPTR does
not permt the use of the "U' flag for termi nal |ookups and does not
support the regular expression field of the NAPTR RR  Since a
replacenent field in a NAPTR record nust contain only a domai n nane,
and our goal is to find a URI, this docunent does not use the S NAPTR
mechani sm

Thi s docunent uses the NAPTR RR to do a single | ookup from

solicitation class keyword to URI. The character "." is first
substituted for any instances of the character ":" and then the
solicitation class keyword is reversed, using the character "." as

the delimter. This becomes the domain nane | ookup key. For
exanpl e, "org.exanpl e: ADV* becones "ADV. exanpl e. org"

Not e On Donmin Names: RFC3865 states that a solicitation class
keyword consists of a valid donmain nanme followed by the ":"
character and by additional valid characters. Several points are
important to renmenber for inplementors. Since domain nanes are case
insensitive and the ":" character is translated to the "."

character, for purposes of this DDDS application, the follow ng
solicitation class keywords are syntactically equival ent:

"com exanpl e: ADV', "com Exanpl e: adv", and "com exanpl e: ADV".

In addition, it is inportant to renenber that the resulting string
must meet other DNS validity checks. In particular, domain |abels
are limted to 63 characters in length and the total |ength of the
resulting string nust be |ess than 253 characters. Any non- ASCl |
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characters nust be encoded using the Internationalized Dormai n Nanes
(IDN) specifications in [RFC3490] and rel ated docunents. Note that
non- ASCI | characters may be encoded after the ":" character as well.

The fields of the NAPTR RR are used as fol | ows:

0 The "ORDER' and "PREFERENCE" fields are to be processed as
specified in [RFC3403]: if nultiple records are returned, the
one(s) with the | owest "ORDER' val ue that have a matching
"SERVICE" field MJUST be used. O those with the | onest ORDER
val ue, those with the | owest "PREFERENCE' SHOULD be used.

0 The "FLAGS" field MJUST contain the character "U'
o The "SERVICES" field MJST contain only the string "no-solicit".

0 The "REGEXP" field MJUST contain a valid URI as further specified
in this section.

0 The "REPLACEMENT" field MJST be enpty.

The "REGEXP" field is defined in [ RFC3402] as consisting of a

"deli mcharacter”, a POSI X Extended Regul ar Expression, another
"deli mcharacter", a replacenent value, and a fina
"delimcharacter”. For this application the follow ng rules apply:

o The "delimcharacter”™ MAY be any valid character as defined in
section 3.2 of [RFC3402].

0 The extended regul ar expressi on MIST be enpty.

o The repl acenent value MJST contain a valid URI as specified in
[ RFC3986] .

0 The replacenent value SHOULD contain a URI limted to the "ftp",
"http", and "https" schenes as specified in [ RFC3986] and
[ RFC2660] .

0o The docunent that is retrieved at the URI SHOULD conformto

[ HTML- 4. 01], including the Accessibility CGuidelines contained
t her ei n.
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3. Example

In this example, a set of NAPTR records are added to the
"exanpl e. con’ zone and can be retrieved using "dig" or other DNS
utilities:

[ carl @xanpl e. con] % di g 2795. exanpl e. com naptr

; <<>> DiG 9.2.3 <<>> 2795, exanpl e. com naptr
;7 global options: printcnd
;; Got answer:
;- >>HEADER<<- opcode: QUERY,
status: NCERROR, id: 43494
7 flags: qr aa rd ra; QUERY: 1, ANSWER 5,
AUTHORI TY: 2, ADDI TI ONAL: 1

;7 QUESTI ON SECTI ON:
; 2795. exanpl e. com I'N NAPTR

;7 ANSWER SECTI ON:
2795. exampl e. com 86400 I'N
NAPTR 1 1 "U' "iam+invalid"
"I'lhttp://invalid. exanpl e.confcontact. htm !'"
2795. exanmpl e. com 86400 I'N
NAPTR 1 1 "U' "sip+invalid"
"I'lhttp://invalid. exanpl e.com contact. htm I'"
2795. exampl e. com 86400 I'N
NAPTR 1 2 "U' "no-solicit"
"I'lhttp://infinite.exanple.comkeywordinfo.htm!"
2795. exanmpl e. com 86400 I'N
NAPTR 2 1 "U' "no-solicit"
"I'lhttp://infinite.exanple.comkeywordinfo.htm!"
2795. exampl e. com 86400 I'N
NAPTR 1 1 "U' "no-solicit"
"I'lhttp://infinite.exanple.comkeywordinfo.htm!"
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A sinple utility witten in PERL accepts a | ookup key and returns a
URI using the specifications in this docunent. This exanple is
non- nor mati ve:

#!/ usr/ bi n/ perl
# TH S SAMPLE CODE |'S NOT NORMATI VE

# This program accepts a solicitation class keyword and
# returns a URI on success. It dies quietly on failure.
use strict;

# http://ww. net-dns. org/
use Net:: DNS;

# reverse the |l abel to create a domai n nane
$ARGV[ O] =~ tr/:/.] ;
my $target = join( ".", reverse( split( /\./, $ARGV[O] ) ) );

# create a resol ver
my $res = Net::DNS:: Resol ver->new,

# find all naptr records
ny $query = $res->query( "S$target”, "NAPTR' ) || exit ;

# Do your DNSSEC checks here, throw away all invalid RRs

# get the answers, strip out non-nmatching services,
# sort by order, preference
ny @r =
sort {
# sort records numerically by order, preference
$a- >order <=> $b->order
|| $a->preference <=> $b->preference

grep { $ ->service =~ /no-solicit/ } $query->answer;

# print the first qualifying record, strip out the

# regexp markers

ny $op = substr( nmy $answer = $rr[0]->regexp , 0, 1)
|| exit ;

print split ( $op, $answer ) ; exit ;
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Runni ng the sanple code gives the follow ng results:

[carl @xanpl e.conf % | ynx -source ‘./discover.pl com exanple.2795
<! DOCTYPE HTML PUBLIC "-//WBC//DTD HTML 4.01 Transitional//EN'>
<htm >
<head>
<title>About Qur Solicitation Cass Keyword</title>
</ head>
<body>
<center>
<a href="nonkey. np3" >
<i ng al t="bouncy nonkey | ogo"
src="i mages/ nonkey_ fpo.gif" border="0" />
<br />
</ a>
<br />
About com exanpl e. 2795: <br />
It has been determ ned that the content of this
mai | message<br />
conforns to the spirit of RFC 2795.
Congr at ul ati ons?
</center>
</ body>
</htm >

4. DDDS Application Specification
The followi ng definitions apply to this application

0 Application Unique String: The application unique string is a
Solicitation Cl ass Keyword as defined in [ RFC3865].

o First Well Known Rule: The character "." is substituted for the
character ":" and then the Solicitation Cass Keyword is reversed
in order to produce a valid domain nane. For exanple,

"com exanpl e: adv" woul d beconme "adv. exanpl e. cont'.

o Valid Databases: The DNS _is_the database.

Expected Qutput: A URI.

o The "SERVICE" field MJST contain the string "no-solicit", the
"FLAGS" field MJST contain the string "U', the "REPLACEMENT" field
MUST be enpty, and the "REGEXP' field MJUST be formatted as
specified in Section 2.

(]

Wl dcards are appropriate for this application, allowing multiple
solicitation class keywords that share a conmon prefix to all point
to the same URI. Note that the NAPTR Resource Record is known as a
"subtypi ng" RR, which neans that additional selectors are avail able
within the RRto "w nnow down" the choices. This means nore records
are returned than are actually needed, resulting in nore traffic.
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But, this also neans that wildcards nmay have uni ntended effects of
multiple types of NAPTR resource records are used. |nplenentors and
zone adm nistrators shoul d exercise care in the use of such w | dcards
in this application
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6. Security Considerations
Thi s docunent specifies an application which depends on the Domain

Nane Systemto associate a solicitation class keyword with a URI
Four security considerations are raised by this application

1. If the domain name | ookup has been conprom sed, the application
may return a URI with incorrect guidance on the use of a
particular solicitation class keyword. |In particular, if the

application returns a URI with the "https:" schene, and the DNS
Security Extensions as defined in [ RFC4033] and rel ated docunents
are not used, the user would have an unwarranted ill usion of
authenticity making the possibility of active attacks a serious
concern. Even if both DNS Security Extensions and the "https:"
schene are used, the client will need to take additional steps to
ensure that the two different digital signature validation
contexts are being adm nistered by the sanme domai n owner

2. RFC 3865 bases solicitation class keywords on domai n nanes.
However, it does not define whoma user should trust. A sender
or an internediate MIA could insert a solicitation class keyword
in a message and then use the application defined in this
docunent to nislead the nessage recipient. For exanple, a
mal i ci ous direct marketer might insert a keyword such as
"org.exanple.certified. message"” and use a URI to sonehow i ndicate
that the message (wongly) has sonme official status. As with any
URI, users mnust take further steps that are outside the scope of
this specification to determ ne what and whomto believe.

3. Donain names are not persistent identifiers. As with any
application that uses domain names, including the Wrld Wde Wb,
if a domain name or a URl is enbedded in an el ectronic mai
message, there is a possibility that in the future the domain
nane will be controlled by a different zone adm nistrator and
t hat
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8.

8.

use of the application described in this document will yield
different and possibly inconsistent results over tine.

4. A malicious sender could insert a |arge nunber of solicitation
cl ass keywords or inproperly formatted solicitation keywords,
thus perfornming a Denial of Service attack on the recipient’s
resources through the use of an excessive nunber of DNS | ookups.
If such a nessage is sent to many recipients, this can result in
a Denial of Service attack on the provider at a particular UR
(e.g., a large nunber of requests attenpting to access a URl such
as "http://exanple.net/index.htm"). Inproperly formatted
solicitation class keywords, particularly those with a non-
exi stent top level or second level domain, could result in a
Deni al of Service attack on DNS registry providers or the DNS
root servers

| ANA Consi der ati ons

There is no central registry maintained by the | ANA of val ues that
m ght appear in the "SERVICE" field of a NAPTR resource record.
Thus, no direct | ANA actions are required.

However, the | ANA does naintain an Application Service Tag Registry,
which is used to support the S-NAPTR DDDS application defined in

[ RFC3958]. The I ANA is advised that the "no-solicit" value for the
SERVICE field is in use per this docunment and thus shoul d not be used
in the Application Service Tag Registry for other applications.
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