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Abst r act
Thi s docunent di scourages the practice of enbedding references to
uni que, globally-routable |P addresses in Internet hosts, describes
some of the resulting problems, and considers selected alternatives.
This docunent is intended to clarify best current practices in this
regard.
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1.

I nt roducti on

Sone vendors of consumer el ectronics and network gear have
unfortunately chosen to enbed, or "hard-code", globally-routable
Internet Protocol addresses within their products’ firmvare. These
enbedded | P addresses are typically individual server |IP addresses or
| P subnet prefixes. Thus, they are sonetinmes used as service
identifiers, to which unsolicted requests are directed, or as subnet
identifiers, specifying sets of Internet addresses that the given
product sonmehow treats specially.

One recent exanple was the enbedding of the globally-routable IP
address of a Network Time Protocol server in the firmwvare of hundreds
of thousands of Internet hosts that are now in operation worl dw de.
The hosts are primarily, but are not necessarily, limted to | ow cost
routers and m ddl eboxes for personal or residential use. I|n another
case, | P address prefixes that had once been reserved by the Internet
Assi gned Nunbers Authority (1 ANA) were enbedded in a router product
so that it can automatically discard packets that appear to have
invalid source | P addresses.

Such "hard-codi ng" of globally-routable |IP addresses as identifiers
within the host’s firmvare presents significant problens to the
operation of the Internet and to the managenent of its address space.

Cstensibly, this practice arose as an attenpt to sinplify IP host
configuration by pre-loading hosts with | P addresses. Products that
rely on such enbedded I P addresses initially may appear to be
convenient to the product’s designer and to its operator or user, but
this dubious benefit conmes at the expense of others in the Internet
conmuni ty.

Thi s docunent denounces the practice of enbedding references to

uni que, globally-routable I P addresses in Internet hosts, describes
sone of the resulting problens, and considers selected alternatives.
It also rem nds the Internet comunity of the epheneral nature of

uni que, globally-routable I P addresses; the assignment and use of IP
addresses as identifiers is tenporary and therefore should not be
used in fixed configurations.

Pr obl ens

The enbeddi ng of | P addresses in products has caused an increasing
nunber of Internet hosts to rely on a single central |nternet
service. This can result in a service outage when the aggregate
wor kl oad overwhel ns that service. Wen fixed addresses are enbedded

Pl onka Best Current Practice [ Page 2]



RFC 4085 Enbeddi ng | P Addresses Consi dered Har nf ul June 2005

in an ever-increasing nunber of client IP hosts, this practice runs
directly counter to the design intent of hierarchically deployed
services that woul d ot herw se be robust sol utions.

The reliability, scalability, and perfornmance of many I|nternet
services require that the pool of users not access a service using
its IP address directly. Instead, they typically rely on a | evel of
indirection provided by the Domain Name System RFC 2219 [6]. When
appropriately utilized, the DNS pernmits the service operator to
reconfigure the resources for maintenance and to perform/l oad

bal anci ng, without the participation of the users and wi thout a
requirenent for configuration changes in the client hosts. For

i nstance, one common | oad- bal anci ng techni que enpl oys nultiple DNS
records with the same nane; the set of answers that is returned is
rotated in a round-robin fashion in successive queries. Upon

recei ving such a response to a query, resolvers typically will try
the answers in order, until one succeeds, thus enabling the operator
to distribute the user request |oad across a set of servers with
discrete | P addresses that generally remai n unknown to the user

Enmbeddi ng gl obal | y-uni que | P addresses taints the |IP address bl ocks
in which they reside, |essening the useful ness and nobility of those
| P address bl ocks and increasing the cost of operation. Unsolicited
traffic may continue to be delivered to the enbedded address wel |
after the I P address or block has been reassigned and no | onger hosts
the service for which that traffic was intended. Circa 1997, the

aut hors of RFC 2101 [7] made this observation:

Due to dynam c address allocation and increasingly frequent

net wor k renunbering, tenporal uniqueness of |Pv4 addresses is no
| onger gl obally guaranteed, which puts their use as identifiers
into severe question

When | P addresses are enbedded in the configuration of nany Internet
hosts, the I P address bl ocks becone encunbered by their historica
use. This may interfere with the ability of the Internet Assigned
Nunbers Authority (1 ANA) and the Internet Registry (IR) hierarchy to
usefully reallocate | P address blocks. Likewise, to facilitate IP
address reuse, RFC 2050 [1], encourages Internet Service Providers
(ISPs) to treat address assignnents as "l oans"

Because consuners are not necessarily experienced in the operation of
Internet hosts, they cannot be relied upon to fix problens, if and
when they arise. Therefore, a significant responsibility lies with
the manufacturer or vendor of an Internet host to avoid enbedding IP
addresses in ways that cause the aforenentioned problens.
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3. Recommendati ons

I nternet host and router designers, including network product

manuf acturers, should not assune that their products will be depl oyed
and used in only the single global Internet that they happen to
observe today. A nyriad of private or future internetworks in which
these products will be used may not all ow those hosts to establish
comruni cations with arbitrary hosts on the global Internet. Since
the product failure nodes resulting froman unknown future

i nternetwork environnent cannot be fully explored, one should avoid
assunptions regarding the longevity of our current Internet.

The foll owi ng recommendati ons are presented as best practice today.
3.1. Disable Unused Features

Vendors shoul d, by default, disable unnecessary features in their
products. This is especially true of features that generate
unsolicited Internet traffic. 1In this way, these hosts will be
conservative regarding the unsolicited Internet traffic they produce.
For instance, one of the nost common uses of enbedded | P addresses
has been the hard-codi ng of addresses of well known public Sinple

Net work Tine Protocol (SNTP RFC 2030 [8]) servers in products.
However, only a small fraction of users will benefit fromthese
products having sone notion of the current date and tine.

3. 2. Provi de User Interface for |IP Features

Vendors shoul d provide an operator interface for every feature that
generates unsolicited Internet traffic. A prine exanple is this:

the Domai n Nane System resol ver should have an interface enabling the
operator to either explicitly set the choice of servers or enable a
standard automated configuration protocol such as DHCP, defined by
RFC 2132 [9]. These features should originally be disabled within
the operator interface, and subsequently enabling these features
should alert the operator that the feature exists. This will make it
more likely that the product’s owner or operator can participate in
probl em determ nati on and mitigati on when probl ens ari se.

RFC 2606 [2] defines the | ANA-reserved "exanpl e.cont, "exanple.net",
and "exanpl e.org" dommins for use in exanple configurations and
docunentation. These are candi date exanples to be used in user
i nterface docunentation

3.3. Use Domain Nanes as Service ldentifiers

I nternet hosts should use the Domain Nane Systemto determine the IP
addresses associated with the Internet services they require.
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When using domain nanes as service identifiers in the configurations
of deployed Internet hosts, designers and vendors are encouraged to
i ntroduce service nanes. These names should be within a domain that
they either control or are permtted to utilize by an agreenment with
its operator (such as for public services provided by the Internet
community). This is commonly done by introducing a service-specific
prefix to the domai n nane.

For instance, a vendor nanmed "Exanple, Inc." with the domain
"exanpl e. com m ght configure its product to find its SNTP server by
the nane "sntp-server.config.exanple.coni' or even by a nane that is
specific to the product and version, such as "sntp-
server.vl. w dget.config. exanple.com'. Here the "config.exanple.con
nanespace i s dedicated to that vendor’s product configuration, with
subdomai ns i ntroduced as deemed necessary. Such speci al - pur pose
domai n nanes enabl e ongoi ng mai nt enance and reconfiguration of the
services for their client hosts and can aid in the ongoing

measur enent of service usage throughout the product’s lifetine.

An alternative to inventing vendor-specific domai n nanm ng conventions
for a product’s service identifiers is to utilize SRV resource
records (RRs), defined by RFC 2782 [10]. SRV records are a generic
type of RR that uses a service-specific prefix in conbination with a
base domain nanme. For exanple, an SRV-cogni zant SNTP client m ght

di scover Exanple, Inc.’s suggested NTP server by perform ng an SRV-
type query to | ookup for "_ntp._udp. exanple.coni.

However, note that sinply hard-coding DNS nane service identifiers
rather than | P addresses is not a panacea. Entries in the donain
nane space are al so epheneral and can change owners for various
reasons, including acquisitions and litigation. As such, devel opers
and vendors should explore a product’s potential failure nodes
resulting fromthe |loss of admnistrative control of a given domain
for whatever reason.

3.4. Use Special -Purpose, Reserved |P Addresses \Wen Avail abl e

Def aul t configurations, docunentation, and exanple configurations for
Internet hosts should use Internet addresses that reside within
speci al bl ocks that have been reserved for these purposes, rather
than uni que, globally-routable |P addresses. For |Pv4, RFC 3330 [ 3]
states that the 192.0.2.0/24 bl ock has been assigned for use in
docunent ati on and exanpl e code. The |Pv6 gl obal unicast address
prefix 2001: DB8::/32 has been simlarly reserved for documentation
pur poses RFC 3849 [4]. Private Internet Addresses, as defined by RFC
1918 [ 5], should not be used for such purposes.
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3.5. Discover and Utilize Local Services

Servi ce providers and enterprise network operators should advertise
the identities of suitable |ocal services, such as NTP. Very often
these services exist, but the advertisement and autonated
configuration of their use is mssing. For instance, the DHCP
protocol, as defined by RFC 2132 [9], enables one to configure a
server to answer client queries for service identifiers. Wen |oca
services, including NTP, are avail able but not pervasively advertised
usi ng such common protocols, designers are nore likely to deploy ad
hoc initialization nmechani sns that unnecessarily rely on centra
services

3.6. Avoid Mentioning the | P Addresses of Services

Qperators who provide public services on the global Internet, such as
those in the NTP conmunity, should deprecate the explicit
advertisenent of the | P addresses of public services. These
addresses are epheneral. As such, their widespread citation in
public service indexes interferes with the ability to reconfigure the
servi ce when necessary to address unexpected, increased traffic and
the af orenmenti oned probl ens.

4. Security Considerations

Enmbeddi ng or "hard-coding" | P addresses within a host’s configuration
often neans that a host-based trust nodel is being enployed, and that
the Internet host with the given address is trusted in sonme way. Due
to the epheneral roles of globally-routable | P addresses, the
practice of enbedding themwi thin products’ firmvare or default
configurations presents a security risk in which unknown parties may
be trusted inadvertently.

I nternet host designers may be tenpted to inplenent sone sort of
renote control nechanismw thin a product, by which its Internet host
configuration can be changed without reliance on, interaction wth,
or even the know edge of, its operator or user. This raises security
issues of its own. |If such a scheme is inplenented, its presence
shoul d be fully disclosed to the custoner, operator, and user, so
that an inforned decision can be nade, perhaps in accordance wth

| ocal security or privacy policy. Furthernore, the significant
possibility of nalicious parties exploiting such a renote contro
mechani sm may conpl etely negate any potential benefit of the renote
control scheme. Therefore, renote control nechani snms shoul d be

di sabl ed by default, to be subsequently enabl ed and di sabl ed by the
user.
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5.

7.

7.

7.

Concl usi on

VWhen | arge nunbers of honbgeneous Internet hosts are deployed, it is

particularly inmportant that both their designers and other nenbers of

the Internet comunity diligently assess host inplementation quality
and reconfigurability.

I mpl enentors of host services should avoid any kind of use of unique

gl obal l y-routabl e I P addresses within a fixed configuration part of

the service inplenentation. |If there is a requirenent for pre-
configured state, then care should be taken to use an appropriate
service identifier and to use standard nmechani sns for dynamically
resolving the identifier into an | P address. Al so, any such
identifiers should be alterable in the field through a conventi onal
command and control interface for the service.
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Appendi x A, Background

In May 2003, the University of Wsconsin discovered that a network
product vendor naned Net Gear had nanufactured and shi pped over
700,000 routers with firmvare contai ning a hard-coded reference to
the I P address of one of the University's NIP servers:
128.105. 39. 11, which was al so known as "ntpl.cs.w sc.edu", a public
stratum 2 NTP server.

Due to that enbedded fixed configuration and an unrel ated bug in the
SNTP client, the affected products occasionally exhibit a failure
nmode i n which each flawed router produces one query per second
destined for the I P address 128.105.39.11, and hence produces a | arge
scale flood of Internet traffic from hundreds of thousands of source
addresses, destined for the University’'s network, resulting in
significant operational problens.

These flawed routers are widely depl oyed throughout the gl oba
Internet and are likely to remain in use for years to come. As such
the University of Wsconsin, with the cooperation of NetGear, wll
build a new anycast tinme service that ains to mtigate the damage
caused by the m sbehavior of these flawed routers.

A technical report regarding the details of this situation is
avail able on the world wi de web: Flawed Routers Flood University of
W sconsin Internet Tine Server [11].
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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