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Abst r act

As the Internet has evol ved, nmany types of arrangenents have been
advertised and sold as "Internet connectivity". Because these may
differ significantly in the capabilities they offer, the range of
options, and the lack of any standard term nol ogy, the effort to

di stingui sh between these services has caused consi derabl e consuner
confusion. This docunment provides a list of terns and definitions
that may be hel pful to providers, consuners, and, potentially,
regulators in clarifying the type and character of services being
of f er ed.
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1. Introduction
1.1. The Problem and the Requirenent

Different | SPs and other providers offer a wide variety of products
that are identified as "Internet” or "lInternet access". These
products offer different types of functionality and, as a result,
some may be appropriate for certain users and uses and not others.
For exanple, a service that offers only access to the Wb (in this
context, the portion of the Internet that is accessible via the HITP
and HTTPS protocols) may be appropriate for soneone who is
exclusively interested in browsing and in Wb-based enmai | services.
It will not be appropriate for someone who needs to download files or
use email nore frequently. And it is likely to be even |ess
appropriate for someone who needs to operate servers for other users,
who needs virtual private network (VPN) capabilities or other secured
access to a renote office, or who needs to synchronize mail for

of fline use.

Recent and rapidly evolving changes to the Internet’s emai

environment have led to additional restrictions on sending and
retrieving email. These restrictions, nost of them devel oped as part
of well intentioned attenpts to prevent or fight unsolicited mail,
may be inposed i ndependently of the service types described bel ow and
are di scussed separately in Section 3.

Thi s docunent describes only the functions provided or permtted by

the service provider. It does not and cannot specify the functions
that pass through and are supported by various user-provided
equi prent .

The terms SHOULD, MJST, or MAY are capitalized in this docunment, as
defined in [1].

1.2. Adoption and a Non-pejorative Term nol ogy

The definitions proposed here are of little value if service

provi ders and vendors are not willing to adopt them The terns
proposed are intended not to be pejorative, despite the belief of
sonme nenbers of the IETF community that sonme of these connectivity
nodel s are sinply "broken" or "not really an Internet service". The
mention of a particular service or nodel in this document does not
i mply any endorsenent of it, only recognition of sonething that

exi sts or mght exist in the marketplace. Thus, the Best Current
Practice described in this docunent is about term nology and
informati on that should be supplied to the user and not about the
types of service that should be offered.
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2. Ceneral Term nol ogy

This section lists the primary IP service terms. It is hoped that
service providers will adopt these terns, to better define the
services to potential users or custonmers. The terns refer to the
intent of the provider (I1SP), as expressed in either technica
measures or terns and conditions of service. It may be possible to
wor k around particular inplenmentations of these characteristic
connectivity types, but that freedomis generally not the intent of
the provider and is unlikely to be supported if the workarounds stop
wor Ki ng.

The service ternms are listed in order of ascending capability, to
reach "full Internet connectivity".

o0 Web connectivity.

This service provides connectivity to the Wb, i.e., to services
supported through a "Wb browser" (such as Firefox, |nternet

Expl orer, Mzilla, Netscape, Lynx, or Opera), particularly those
services using the HTTP or HTTPS protocols. Oher services are
generally not supported. |In particular, there may be no access to
POP3 or I MAP4 emmil, encrypted tunnels or other VPN nechanisns.

The addresses used may be private and/or not globally reachabl e.
They are generally dynam c (see the discussion of dynanic
addresses in Section 3 for further discussion of this term nol ogy
and its inplications) and relatively short-lived (hours or days
rat her than nonths or years). These addresses are often announced
as "dynamic" to those who keep lists of dial-up or dynanic
addresses. The provider may inpose a filtering Web proxy on the
connections; that proxy may change and redirect URLS to other
sites than the one originally specified by the user or enbedded
I'ink.

o Client connectivity only, w thout a public address.

This service provides access to the Internet w thout support for
servers or nost peer-to-peer functions. The IP address assigned
to the custoner is dynamic and is characteristically assigned from
non- publi ¢ address space. Servers and peer-to-peer functions are
generally not supported by the network address translation (NAT)
systens that are required by the use of private addresses. (The
nmore preci se categorization of types of NATs given in [2] are
somewhat orthogonal to this docunent, but they may be provided as
additional terns, as described in Section 4.)
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Filtering Web proxies are conmon with this type of service, and
the provider SHOULD i ndi cate whet her or not one is present.

o Client only, public address.

Thi s service provides access to the Internet w thout support for
servers or nost peer-to-peer functions. The |IP address assignhed
to the customer is in the public address space. It is usually
nom nal |l y dynam c or otherw se subject to change, but it nay not
change for nonths at a tinme. Mst VPN and simlar connections
will work with this service. The provider may prohibit the use of
server functions by either |egal (contractual) restrictions or by
filtering incom ng connection attenpts.

Filtering Web proxies are uncommon with this type of service, and
the provider SHOULD indicate if one is present.

o Firewall ed Internet Connectivity.

Thi s service provides access to the Internet and supports nost
servers and nost peer-to-peer functions, with one or (usually)
nmore static public addresses. It is simlar to "Full Internet
Connectivity", below, and all of the qualifications and
restrictions described there apply. However, this service places
a provider-managed "firewal | " between the customer and the public
Internet, typically at custoner request and at extra cost conpared
to non-firewall ed services. Typically by contractual arrangenents
with the customer, this nay result in blocking of sone services.

O her services nay be intercepted by proxies, content-filtering
arrangenents, or application gateways. The provider SHOULD
speci fy which services are bl ocked and which are intercepted or
altered in other ways.

In nost areas, this service arrangenent is offered as an add-on,
extra-cost, option with what woul d otherwi se be Full Internet
Connectivity. It is distinguished fromthe nodels above by the
fact that any filtering or blocking services are ultimtely
performed at customer request, rather than being inposed as
service restrictions.

o Full Internet Connectivity.

This service provides the user full Internet connectivity, with

one or nmore static public addresses. Dynami c addresses that are
| ong-1ived enough to nmake operating servers practical wthout

hi ghly dynami c DNS entries are possible, provided that they are

not characterized as "dynamc" to third parties.
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3.

Filtering Web proxies, interception proxies, NAT, and ot her
provi der-inposed restrictions on inbound or outbound ports and
traffic are inconpatible with this type of service. Servers on a

connected customer LAN are typically considered nornal. The only
conpatible restrictions are bandwidth Iimtations and prohibitions
agai nst network abuse or illegal activities.

Filtering or Security |Issues and Term nol ogy

As nmentioned in the Introduction, the effort to control or limt

obj ectionable network traffic has led to additional restrictions on
t he behavi or and capabilities of internet services. Such

obj ectionable traffic may include unsolicited mail of various types
(including "spanf), worns, viruses, and their inpact, and in some
cases, specific content.

In general, significant restrictions are nost likely to be
encountered with Web connectivity and non-public-address services,
but some current recommendations would apply restrictions at all

|l evels. Some of these mail restrictions nay prevent sendi ng outgoing
mai | (except through servers operated by the ISP for that purpose),
may prevent use of return addresses of the user’s choice, and may
even prevent access to nmil repositories (other than those supplied
by the provider) by renote-access protocols such as POP3 or | MAP4
Because users may have legitimate reasons to access renmote file
services, renote mail subnission servers (or, at least, to use their
preferred ermail addresses frommnultiple locations), and to access
renote nmail repositories (again, a near-requirenent if a single
address is to be used), it is inportant that providers disclose the
services they are nmaking available and the filters and conditions
they are inposing.

Several key issues in email filtering are of particul ar inportance.

o Dynam ¢ Addresses.
A nunmber of systens, including several "blacklist" systens, are
based on the assunption that nmpst undesired enail originates from

systens with dynanmi c addresses, especially dialup and hone
broadband systens. Consequently, they attenpt to prevent the

addresses from being used to send nmail, or perform sone other
servi ces, except through provider systens designated for that
pur pose.

Different techniques are used to identify systens with dynamc
addresses, including provider advertising of such addresses to
bl ackl i st operators, heuristics that utilize certain address
ranges, and inspection of reverse-mappi ng donain nanmes to see if
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they contain telltale strings such as "dsl" or "dial". |In sone
cases, the absence of a reverse-mappi ng DNS address is taken as an
indication that the address is "dynam c". (Prohibition on

connecti ons based on the absence of a reverse-nmappi ng DNS record
was a techni que devel oped for FTP servers nany years ago; it was
found to have fairly high rates of failure, both prohibiting
legitimate connection attenpts and failing to prevent illegitinmate
ones). Service providers SHOULD describe what they are doing in
this area for both incom ng and outgoing nmessage traffic, and
users should be aware that, if an address is advertised as

"dynamc", it may be inpossible to use it to send nmail to an
arbitrary systemeven if Full Internet Connectivity is otherw se
provi ded.

0 Non-public addresses and NATSs.

The NAT systens that are used to map between private and public
address spaces may support connections to distant mail systens for
out bound and i nbound nmail, but terns of service often prohibit the
use of systens not supplied by the connectivity provider and
prohibit the operation of "servers" (typically not precisely
defined) on the client connection

0 Qutbound port filtering fromthe provider

Anot her common techni que invol ves bl ocki ng connections to servers
outside the provider’s control by blocking TCP "ports" that are
commonly used for nessaging functions. Different providers have
different theories about this. Sone prohibit their custonmers from
accessing external SMIP servers for nmessage subm ssion, but they
permit the use of the mail subm ssion protocol ([3]) with sender
authentication. GQhers try to block all outgoing nmessagi ng-

rel ated protocols, including remote mail retrieval protocols;
however, this is |less common with public-address services than

those that are dependent on private addresses and NATs. |If this
type of filtering is present, especially with "Client only, public
address" and "Full Internet Connectivity" services, the provider

MUST indicate that fact (see also Section 4).

Still others may divert (reroute) outbound email traffic to their
own servers, on the theory that this elimnates the need for
reconfiguring portable nachines as they connect froma different
network | ocation. Again, such diversion MJST be discl osed,
especially since it can have significant security and privacy

i nplications.
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More generally, filters that block sone or all nail being sent to
(or submitted to) renote systens (other than via provider-
supported servers), or that attenpt to divert that traffic to
their own servers, are, as discussed above, becom ng commopn and
SHOULD be di scl osed.

4. Additional Term nol ogy

These additional terms, while not as basic to understanding a service
offering as the ones identified above, are listed as additiona
informati on that a service provider nmight choose to provide to

conpl enent those general definitions. A potential custoner m ght use
those that are relevant to construct a list of specific questions to
ask, for exanple.

o Version support.

Does the service include | Pv4 support only, both IPv4 and | Pv6
support, or |Pv6 support only?

0 Aut hentication support.
Whi ch technical nechanisn(s) are used by the service to establish
and possibly authenticate connections? Exanples might include
unaut henti cated DHCP, PPP, RADIUS, or HTTP interception

0 VPNs and Tunnel s.
Is I PSec bl ocked or permtted? Are other tunneling techniques at
the I P layer or below, such as L2TP, pernitted? |s there any
attenpt to block applications-layer tunnel nechani sns such as SSH?

o Multicast support

Does the user nmachine have access to multicast packets and
services?

0 DNS support.

Are users required to utilize DNS servers provided by the service
provider, or are DNS queries permtted to reach arbitrary servers?

o | P-related services
Are | CVP messages to and fromend user sites generally bl ocked or

permtted? Are specific functions such as ping and traceroute
bl ocked and, if so, at what point in the network?
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0 Roami ng support.

Does the service intentionally include support for IP roam ng and,
if so, howis this defined? For "broadband" connections, is sone
di al up arrangenent provided for either backup or customer travel?
If present, does that arrangement have full access to nmmil boxes,
et c.

0 Applications services provided.

Are emai| services and/or Wb hosting provided as part of the
service, and on what basis? An email services listing should
identify whether POP3, | MAP4, or Web access are provided and in
what conbi nati ons, and what types of authentication and privacy
services are supported or required for each.

0 Use and Bl ocki ng of Qutbound Applications Services.

Does the service block use of SMIP or mail submi ssion to other
than its own servers or intercept such subm ssions and route them
to its servers? Do its servers restrict the user to use of its
domai n nanes on outbound enmail? (For enmil specifically, also see
Section 3 above.) |s the FTP PASV command supported or bl ocked?
Are bl ocks or intercepts inposed on other file sharing or file
transfer mechani sms, on conferencing applications, or on private
appl i cations services?

More generally, the provider should identify any actions of the
service to block, restrict, or alter the destination of, the
out bound use (i.e., the use of services not supplied by the
provider or on the provider’s network) of applications services.

o Bl ocki ng of Inbound Applications Services.

In addition to issues raised by dynami c or private address space
(when present), does the service take any ot her neasures that
specifically restrict the connections that can be made to

equi prent operated by the custonmer? Specifically, are inbound
SMIP, HTTP or HTTPS, FTP, or various peer-to-peer or other
connections (possibly including applications not specifically
recogni zed by the provider) prohibited and, if so, which ones?

0 Application Content Filtering.
The service should declare whether it provides filtering or

protection agai nst worns or denial of service attacks against its
custoners, virus and spamfiltering for its mail services (if
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any), non-di scretionary or "parental control" filtering of
content, and so on.

o Wretapping and i nterception

The service SHOULD i ndicate whether traffic passing through it is
subject to lawmful intercept, and whether the provider will make a
proactive attenpt to informthe user of such an intercept when
such notice is legal. Analogous questions can be asked for
traffic data that is stored for possible use by | aw enforcenent.

5. Security Considerations

Thi s docunent is about term nology, not protocols, so it does not
rai se any particular security issues. However, if the type of

term nology that is proposed is widely adopted, it nmay becone easier
to identify security-related expectations of particular hosts, LANs,
and types of connecti ons.
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