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1. I nt roducti on

Whenever a new protocol is devel oped or existing protocols are

nodi fied, threats to their security should be evaluated. To address
security in the NSI'S working group, a nunber of steps have been

t aken:

NSI'S Anal ysis Activities (see [RSVP-SEC] and [ SI G ANAL])
Security Threats for NSIS

NSI'S Requirements (see [ RFC3726])

NSI' S Framework (see [ RFC4080])

NSI'S Protocol Suite (see G MPS [G MPS], NAT/Firewall NSLP
[ NATFW NSLP] and QoS NSLP [ QOS-NSLP])

Thi s docunent identifies the basic security threats that need to be

addressed during the design of the NSIS protocol suite. Even if the
base protocol is secure, certain extensions nmay cause problens when

used in a particular environnent.

Thi s docunent cannot provide detailed threats for all possible NSIS
Signaling Layer Protocols (NSLPs). QoS [QOS-NSLP], NAT/Firewall

[ NATFW NSLP], and ot her NSLP docunents need to provide a description
of their trust nodels and a threat assessnment for their specific
application domain. This docunent ainms to provide sone help for the
subsequent design of the NSIS protocol suite. |I|nvestigations of
security threats in a specific architecture or context are outside
the scope of this docunent.

We use the NSIS terns defined in [RFC3726] and in [ RFC4080].
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Communi cati ons Mbdel s

The NSIS suite of protocols is envisioned to support various
signaling applications that need to install and/or nanipul ate state
at nodes along the data flow path through the network. As such, the
NSI'S protocol suite involves the comunication between different
entities.

This section offers term nol ogy for common conmuni cati on nodel s t hat
are relevant to securing the NSIS protocol suite.

An abstract network topology with its adm nistrative donains is shown
in Figure 1, and in Figure 2 the relationship between NSIS entities

along the path is shown. For illustrative reasons, only end-to-end
NSIS signaling is depicted, yet it mght be used in other variations
as well. Signaling can start at any place and mght ternmnate at any

other place within the network. Depending on the trust relationship
between NSIS entities and the traversed network parts, different
security problemnms arise

The notion of trust and trust relationship used in this docunment is
informal and can best be captured by the definition provided in
Section 1.1 of [RFC3756]. For conpleteness we include the definition
of a trust relationship, which denotes a mutual a priori relationship
bet ween the invol ved organi zations or parties wherein the parties
believe that the other parties will behave correctly even in the
future.

An inportant observation for NSISis that a certain degree of trust
has to be placed into internmediate NSIS nodes al ong the path between
an NSIS Initiator and an NSI'S Responder, specifically so that they
perform message processing and take the necessary actions. A

compl ete lack of trust between any of the participating entities wll
cause NSIS signaling to fail.

Note that it is not possible to describe a trust nodel conpletely

wi t hout considering the details and behavior of the NTLP, the NSLP
(e.g., QS NSLP), and the depl oynment environnment. For exanpl e,
securing the communi cati on between an end host (which acts as the
NSIS Initiator) and the first NSI'S node (which nmight be in the
attached network or even a nunmber of networks away) is inpacted by
the trust relationshi ps between these entities. |n a corporate
networ k environnent, a stronger degree of trust typically exists than
in an unmanaged networ k.

Figure 1 introduces conveni ent abbreviations for network parts with
simlar properties: first-peer, |ast-peer, intra-donmain, or
i nt er-donai n.
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Figure 1: Comuni cation patterns in NSIS
First-Peer/Last-Peer Commruni cation

The end-to-end conmuni cati on scenario depicted in Figure 1

i ncl udes the communi cation between the end hosts and their nearest
NSI'S hops. "First-peer communications" refers to the peer-to-peer
i nteracti on between a signaling nessage originator, the NSI S
Initiator (NI), and the first NSIS-aware entity al ong the path.
This "first-peer conmmuni cations" conmonly comes with specific
security requirenments that are especially inportant for addressing
security issues between the end host (and a user) and the network
it is attached to.

To illustrate this, in roam ng environnents, it is difficult to
assune the existence of a pre-established security association
directly available for NSIS peers involved in first-peer
conmmuni cati ons, because these peers cannot be assunmed to have any
pre-existing relationship with each other. 1In contrast, in
enterprise networks usually there is a fairly strong
(pre-established) trust relationship between the peers.
Enterprise network administrators usually have sone degree of
freedomto select the appropriate security protection and to
enforce it. The choice of selecting a security nechanismis
therefore often influenced by the infrastructure already
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avai | abl e, and per-sessi on negotiation of security nechanisns is
often not required (although, in contrast, it is required in a
roam ng environnent).

Last - Peer communi cation is a variation of First-Peer comrunication
in which the roles are reversed.

I ntra-Domai n Comruni cati on

After verification of the NSIS signaling nessage at the border of
an administrative domain, an NSIS signaling nessage traverses the
network within the same administrative domain to which the first
peer belongs. It mght not be necessary to repeat the

aut hori zati on procedure of the NSIS initiator again at every NSI S
node within this domain. Key managenent within the adm nistrative
domai n m ght al so be sinpler.

Security protection is still required to prevent threats by
non- NSI S nodes in this network.

I nt er-Domai n Comruni cati on

I nter-Domai n comunication deals with the interaction between
adm ni strative donmains. For some NSLPs (for exanple, QS NSLP),
this interaction is likely to take place between nei ghboring
domai ns, whereas in other NSLPs (such as the NAT/Firewal | NSLP)
the core network is usually not involved.

If signaling nessages are conveyed transparently in the core
network (i.e., if they are neither intercepted nor processed in
the core network), then the signaling nmessage conmuni cations
effectively takes place between access networks. This mght place
a burden on authorization handling and on the key nmanagenent
infrastructure required between these access networks, which m ght
not know of each other in advance.

To refine the above differentiati on based on the network parts that
NSI' S signaling may traverse, we subsequently consider relationships
between involved entities. Because a nunber of NSIS nodes m ght
actively participate in a specific protocol exchange, a | arger nunber
of possible relationships need to be anal yzed than in other
protocols. Figure 2 illustrates possible relationships between the
entities involved in the NSI'S protocol suite.
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Figure 2: Possible NSIS Rel ati onshi ps
End-t o- M ddl e Conmuni cati ons:

The scenario in which one NSIS entity involved is an end-entity
(I'nitiator or Responder) and the other entity is any internediate
hop other than the i mmedi ately adj acent peer is typically called
the end-to-niddle scenario (see Figure 2). A notivation for
including this scenario can, for exanple, be found in SIP

[ RFC3261] .

An exanpl e of end-to-mddle interaction nmight be an explicit

aut horization fromthe NSIS Initiator to sone internedi ate node.
Threats specific to this scenario may be introduced by sone
intermedi ate NSI'S hops that are not allowed to eavesdrop or nodify
certain objects.

M ddl e-t o- M ddl e Conmuni cati ons:

M ddl e-to-m ddl e communi cation refers to the exchange of

i nformati on between two non-nei ghboring NSIS nodes al ong the path.
Internediate NSI'S hops nmay have to deal with specific security
threats that do not involve the NSIS Initiator or the NSI S
Responder directly.
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End-t o- End Conmuni cati ons:

NSIS ainms to signal information froman Initiator to some NSIS
nodes along the path to a data receiver. |In the case of
end-to-end NSIS signaling, the last node is the NSIS Responder, as
it is the data receiver. The NSIS protocol suite is not an
end-to-end protocol used to exchange information purely between
end hosts.

Typically, it is not required to protect NSIS nmessages
cryptographically between the NSIS Initiator and the NSIS
Responder. Protecting the entire signaling nessage end-to-end
m ght not be feasible since internmediate NSI'S nodes need to add,
i nspect, nodify, or delete objects fromthe signaling nessage.

3. Ceneric Threats

Thi s section provides scenarios of threats that are applicable to
signaling protocols in general. Note that some of these scenarios
use the term"user" instead of "NSIS Initiator". This is mainly
because security protocols allow differentiation between entities
that are hosts and those that are users (based on the identifiers
used).

For the foll owi ng subsections, we use the general distinction in two
cases in which attacks may occur. These are according to the
separate steps, or phases, normally encountered when applying
protocol security (with, e.g., |IPsec, TLS, Kerberos, or SSH)
Therefore, this section starts by briefly describing a notivation for
this separation.

Security protection of protocols is often separated into two steps.
The first step primarily provides entity authentication and key
establishnent (which result in a persistent state often called a
security association), whereas the second step provi des nessage
protection (sonme conbi nation of data origin authentication, data
integrity, confidentiality, and replay protection) using the

previ ously established security association. The first step tends to
be nore expensive than the second, which is the main reason for the
separation. |f nessages are transmitted infrequently, then these two
steps may be collapsed into a single and usually rather costly one.
One such exanple is e-mail protection via SSMME. The two steps may
be tightly bound into a single protocol, as in TLS, or defined in
separate protocols, as with IKE and | Psec. W use this separation to
cover the different threats in nore detail.
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3.1. Man-in-the-Mddl e Attacks

This section describes both security threats that exist if two peers
do not already share a security association or do not use security
mechani sns at all, and threats that are applicable when a security
association is already established.

Attacks during NSI'S SA Establishnent:

Wil e establishing a security association, an adversary fools the
signaling nessage Initiator with respect to the entity to which it
has to authenticate. The Initiator authenticates to the man-in-
the-mi ddl e adversary, who is then able to nmodify signaling
messages to nount DoS attacks or to steal services that get billed
to the Initiator. 1In addition, the adversary may be able to
termnate the Initiator’s NSIS nessages and to inject nessages to
a peer itself, thereby acting as the peer to the Initiator and as
the Initiator to the peer. As a result, the Initiator wongly
believes that it is talking to the "real" network, whereas it is
actually attached to an adversary. For this attack to be
successful, pre-conditions that are described in the follow ng
three cases have to hol d:

M ssing Authentication

In the first case, this threat can be carried out because of

m ssing aut hentication between nei ghboring peers: w thout

aut hentication, an NI, NR, or NF is unable to detect an
adversary. However, in sone practical cases, authentication

m ght be difficult to acconplish, either because the next peer

i s unknown, because there are m sbelieved trust relationships
in parts of the network, or because of the inability to
establish proper security protection (inter-domain signaling
messages, dynam c establishment of a security association,
etc.). If one of the comruni cating endpoints is unknown, then
for some security mechanisnms it is either inpossible or
impractical to apply appropriate security protection

Sonetimes network admi nistrators use intra-domain signaling
messages Wi thout proper security. This configuration allows an
adversary on a conprom sed non-NSI S-aware node to interfere
with nodes running an NSIS signaling protocol. Note that this
type of threat goes beyond those caused by malicious NSI'S nodes
(described in Section 4.7).
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Uni | ateral Authentication

In the case of unilateral authentication, the NSIS entity that
does not authenticate its peer is unable to discover a man-in-
the-m ddl e adversary. Although nutual authentication of
signal i ng nessages shoul d take place between each peer
participating in the protocol operation, special attention is
given here to first-peer communications. Unilatera

aut henti cati on between an end host and the first peer (just
authenticating the end host) is still common today, but it
opens up nany possibilities for man-in-the-nddl e attackers

i mpersonating either the end host or the (adninistrative donmain
represented by the) first peer

M ssing or unilateral authentication, as described above, is
part of a general problemof network access w th inadequate

aut hentication, and it should not be considered sonething
unique to the NSIS signaling protocol. Qbviously, there is a
strong need to address this correctly in a future NSI'S protoco
suite. The signaling protocols addressed by NSIS are different
fromother protocols in which only two entities are invol ved.
Note that first-peer authentication is especially inportant
because a security breach there could inpact nodes beyond the
entities directly involved (or even beyond a | ocal network).

Finally, note that the signaling protocol should be considered
a peer-to-peer protocol, wherein the roles of Initiator and
Responder can be reversed at any tinme. Thus, unilatera
authentication is not particularly useful for such a protocol
However, some form of asymetry mi ght be needed in the

aut henti cati on process, whereby one entity uses an

aut henti cati on mechanismdifferent fromthat of the other one.
As an exampl e, the conbination of symmetric and asymretric
crypt ography shoul d be nenti oned.

Weak Aut hentication

In the case of weak authentication, the threat can be carried
out because information transmitted during the NSIS SA
establ i shnent process nay | eak passwords or allow offline
dictionary attacks. This threat is applicable to NSIS for the
process of selecting certain security nechanisns.

Finally, we conclude with a description of a man-in-the-mddle (MTM
attack during the discovery phase. This attack benefits fromthe
fact that NSIS nodes are likely to be unaware of the network
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topol ogy. Furthernore, an authorization problemmght arise if an
NSI'S QoS NSLP node pretends to be an NSI'S NAT/Firewal | -specific node
or vice versa

An adversary mght inject a bogus reply nessage, forcing the

di scovery nessage initiator to start a nessagi ng associ ation
establishnent with either an adversary or with another NSI S node that
is not along the path. Figure 3 describes the attack in nore detai
for peer-to-peer addressed nessages with a di scovery nechanism For
end-t o-end addressed nessages, the attack is also applicable,
particularly if the adversary is |located along the path and able to
intercept the discovery nessage that traverses the adversary. The
man-in-the-m ddl e adversary night redirect to another legitimate NSI S
node. A malicious NSIS node can be detected with the correspondi ng
security nechanisns, but a legitimate NSI'S node that is not the next
NSI S node al ong the path cannot be detected wi thout topol ogy

know edge.

Hoommmmmmes +  Messagi ng Associ ation
Message | Adversary | Est abl i shrent
Associ ation +--->+ e e +
Establish- | Fome e m o + | (4)
ment | I Px | |
(3)] | Di scovery Reply v
| | (1Px) PR .
v | (2 | NSIS |
Fo- oo - +--- - + | B >+ Node B R
| NSI'S +<- -+ /| Discovery  H----------- +
| Node A R /  Request | Pr
e + (1)

Figure 3: MTM Attack during the Di scovery Exchange

This attack assunes that the adversary is able to eavesdrop on the
initial discovery nmessage sent by the sender of the discovery
message. Furthernore, we assune that the discovery reply nmessage by
the adversary returns to the discovery nmessage initiator faster than
the real response. This represents some race condition
characteristics if the next NSIS node is very close (in |IP-hop terns)
tothe initiator. Note that the problemis self-healing since the

di scovery process is periodically repeated. |If an adversary is
unable to mount this attack with every di scovery nessage, then the
correct next NSIS node along the path will be discovered again. A

pi ng- pong behavi or m ght be the consequence.
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As shown in nmessage step (2) in Figure 3, the adversary returns a

di scovery reply message with its own | P address as the next NSIS-
aware node along the path. Wthout any additional information, the
di scovery nessage initiator has to trust this information. Then a
messagi ng association is established with an entity at a given IP
address IPx (i.e., with the adversary) in step (3). The adversary
then establishes a nessagi ng association with a further NSIS node and
forwards the signaling nmessage. Note that the adversary m ght just
modi fy the Discovery Reply nmessage to force NSIS Node A to establish
a nmessagi ng association with another NSI'S node that is not along the
path. This can then be exploited by the adversary. The interworking
with NSI S-unaware NATs in particular m ght cause additiona

unexpect ed probl ens.

As a variant of this attack, an adversary not able to eavesdrop on
transmtted di scovery requests could flood a node with bogus

di scovery reply nessages. |If the discovery nessage sender
accidental ly accepts one of those bogus nessages, then a MTM attack
as described in Figure 3 is possible.

3.2. Replay of Signaling Messages

This threat scenario covers the case in which an adversary
eavesdrops, collects signaling nessages, and replays themat a |ater
time (or at a different place, or uses parts of themat a different
place or in a different way; e.g., cut-and-paste attacks). Wthout
proper replay protection, an adversary m ght nount man-in-the-niddle,
deni al of service, and theft of service attacks.

A nore difficult attack (that may cause problens even if there is
replay protection) requires that the adversary crash an NSI S-aware
node, causing it to |lose state information (sequence nunbers,
security associations, etc.), and then replay old signaling nessages.
This attack takes advantage of re-synchronization deficiencies.

3.3. Injecting or Mdifying Messages

This type of threat involves integrity violations, whereby an
adversary nodifies signaling nessages (e.g., by acting as a
man-in-the-mddle) in order to cause unexpected network behavi or
Possi bl e actions an adversary mght consider for its attack are
reordering, delaying, dropping, injecting, truncating, and otherw se
nmodi f yi ng nmessages

An adversary may inject a signaling nmessage requesting a | arge anount

of resources (possibly using a different user’s identity). Oher
resource requests may then be rejected. In conbination with identity
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spoofing, it is possible to carry out fraud. This attack is only
feasible in the absence of authentication and signaling nessage
protection.

Sone threats directly related to these are described in Sections 4.4,
4.7, and 4. 8.

3.4. Insecure Paraneter Exchange and Negoti ati on

First, protocols may be useful in a variety of scenarios with
different security requirenents. Second, different users (e.g., a
university, a hospital, a comercial enterprise, or a governnent
mnistry) have inherently different security requirenents. Third,
different parts of a network (e.g., within a building, across a
public carrier’s network, or over a private mcrowave |ink) may need
different levels of protection. It is often difficult to nmeet these
(sonetines conflicting) requirements with a single security mechani sm
or fixed set of security paraneters, so often a selection of
mechani sms and paraneters is offered. Therefore, a protocol is
required to agree on certain security nechani sns and paraneters. An
i nsecure parameter exchange or security negotiation protocol can help
an adversary to nmount a downgradi ng attack to force sel ection of
mechani sns weaker than those nutually desired. Thus, w thout binding
the negotiation process to the legitinate parties and protecting it,
an NSI S protocol suite might only be as secure as the weakest
mechani sm provi ded (e.g., weak authentication), and the benefits of
defining configuration paraneters and a negotiation protocol are

| ost.

4. NSIS-Specific Threat Scenarios

This section describes eleven threat scenarios in terns of attacks on
and security deficiencies in the NSIS signaling protocol. A nunber
of security deficiencies mght enable an attack. Fraud is an exanple
of an attack that might be enabled by nmissing replay protection,

m ssing protection of authorization tokens, identity spoofing,

m ssing aut hentication, and other deficiencies that hel p an adversary
steal resources. Different threat scenarios based on deficiencies
that could enable an attack are addressed in this section

The threat scenarios are not independent. Sone of them (e.g., denial
of service) are well-established security terms and, as such, need to
be addressed, but they are often enabled by one or nore deficiencies

descri bed under other scenari os.

Tschofeni g & Kroesel berg I nf or mat i onal [ Page 12]



RFC 4081 Security Threats for NSIS June 2005

4.1. Threats during NSIS SA Usage

Once a security association is established (and used) to protect
signaling nessages, many basic attacks are prevented. However, a
mal i cious NSIS node is still able to performvarious attacks as
described in Section 4.7. Replay attacks may be possi bl e when an
NSI S node crashes, restarts, and perforns state re-establishnent.
Proper re-synchronization of the security nmechani smnust therefore be
provided to address this probl em

4.2. Fl ooding

This section describes attacks that allow an adversary to flood an
NSI' S node with bogus signaling nessages to cause a denial of service
att ack.

We will discuss this threat at different layers in the NSI'S protoco
sui te:

Processing of Router Alert Options:

The processing of Router Alert Option (RAO requires that a router
do sone additional processing by intercepting packets with IP
options, which mght lead to additional delay for legitinmate
requests, or even rejection of sone of them A router being
flooded with a | arge nunber of bogus nessages requires resources
before finding out that these nessages have to be dropped.

If the protocol is based on using interception for nessage
delivery, this threat cannot be conpletely elimnated, but the
protocol design should attenpt to linit the processing that has to
be done on the RAO bearing packet so that it is as simlar as
possible to that for an arbitrary packet addressed directly to one
of the router interfaces.

At tacks agai nst the Transport Layer Protocol
Certain attacks can be nounted agai nst transport protocols by
fl oodi ng a node wi th bogus requests, or even to finish the

handshake phase to establish a transport |ayer association. These
types of threats are also addressed in Section 4.11.
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Force NTLP to Do More Processing:

Sone protocol fields mght allow an adversary to force an NTLP
node to performnore processing. Additionally it mght be
possible to interfere with the flow control or the congestion
control procedure. These types of threats are al so addressed in
Section 4.11.

Furthernore, it mght be possible to force the NILP node to
perform some conputations or signaling nessage exchanges by
injecting "trigger" events (which are unprotected).

Force NSLP to Do More Processing:

An adversary m ght benefit from fl ooding an NSLP node wth
messages that nust be stored (e.g., due to fragnentation handling)
before verifying the correctness of signaling nessages.

Furt hernore, causing nenory allocation and conmputational efforts
m ght allow an adversary to harm NSIS entities. |If a signaling
message contains, for exanple, a digital signature, then sone
additional processing is required for the cryptographic
verification. An adversary can easily create a random bit
sequence instead of a digital signature to force an NSIS node into
heavy conput ati on.

| dempot ent signaling nessages are particularly vulnerable to this
type of attack. The term"idenpotent" refers to nessages that
contain the sane anount of information as the original nessage

An exanple would be a refresh nessage that is equivalent to a
create nmessage. This property allows a refresh nessage to create
state al ong a new path, where no previous state is available. For
this to work, specific classes of cryptographic nechani sns
supporting this behavior are needed. An exanple is a schene based
on digital signatures, which, however, should be used with care
due to possible denial of service attacks.

Problems with the usage of public-key-based cryptosystens in
protocol s are described in [AN97] and in [ ALNOO].

In addition to the threat scenari o described above, an incom ng
signal i ng nessage m ght trigger communication with third-party
nodes such as policy servers, LDAP servers, or AAA servers. |[If an
adversary is able to transmt a | arge nunber of signaling nessages
(for example, with QoS reservation requests) with invalid
credentials, then the verifying node may not be able to process

ot her reservation nessages fromlegiti mate users
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4.3. Eavesdropping and Traffic Analysis

This section covers threats whereby an adversary is able to eavesdrop
on signaling nessages. The signaling packets collected may all ow
traffic analysis or be used later to nount replay attacks, as
described in Section 3.2. The eavesdropper might |earn QS
paraneters, comunication patterns, policy rules for firewall
traversal, policy information, application identifiers, user
identities, NAT bindings, authorization objects, network
configuration and performance information, and nore.

An adversary’'s capability to eavesdrop on signaling nmessages night
violate a user’'s preference for privacy, particularly if unprotected
aut henti cation or authorization information (including policies and
profile information) is exchanged.

Because the NSI S protocol signals nessages through a nunber of nodes,
it is possible to differentiate between nodes actively participating
in the NSIS protocol and those that do not. For certain objects or
messages, it mght be desirable to permt actively participating
intermedi ate NSI'S nodes to eavesdrop. On the other hand, it m ght be
desirable that only the intended end points (NSIS Initiator and NSIS
Responder) be able to read certain other objects.

4.4. ldentity Spoofing

ldentity spoofing relevant for NSIS occurs in three forns: First,
identity spoofing can happen during the establishnment of a security
associ ati on based on a weak authentication nmechanism Second, an
adversary can nodify the flow identifier carried within a signaling
message. Third, it can spoof data traffic.

In the first case, Eve, acting as an adversary, may claimto be the
regi stered user Alice by spoofing Alice’'s identity. Eve thereby
causes the network to charge Alice for the network resources
consumed. This type of attack is possible if authentication is based
on a sinmple usernane identifier (i.e., in absence of cryptographic
aut hentication), or if authentication is provided for hosts, and

mul tiple users have access to a single host. This attack could al so
be classified as theft of service.

In the second case, an adversary may be able to exploit the
established flowidentifiers (required for QS and NAT/ FW NSLP)
These identifiers are, anong others, |P addresses, transport protocol
type (UDP, TCP), port nunbers, and flow | abels (see [ RFC1809] and

[ RFC3697]). Modification of these flowidentifiers allows
adversaries to exploit or to render ineffective quality of service
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reservations or policy rules at mddl eboxes. An adversary could
mount an attack by nodifying the flow identifier of a signaling
message

In the third case, an adversary may spoof data traffic. NSIS
signal i ng nessages contain sonme sort of flowidentifier that is
associ ated with a specified behavior (e.g., a particular flow
experiences QoS treatment or allows packets to traverse a firewall).
An adversary mght, therefore, use |IP spoofing and inject data
packets to benefit frompreviously installed flow identifiers.

We will provide an exanple of the latter threat. After NSIS nodes
along the path between the NSIS initiator and the NSIS receiver
processes a properly protected reservation request, transmtted by
the legitimte user Alice, a QoS reservation is installed at the
correspondi ng NSI'S nodes (for exanple, the edge router). The flow
identifier is used for flowidentification and allows data traffic
originated froma given source to be assigned to this QS
reservation. The adversary Eve now spoofs Alice’s IP address. In
addition, Alice’ s host may be crashed by the adversary with a deni al
of service attack or may | ose connectivity (for exanple, because of
mobility). |If Eve is able to perform address spoofing, then she is
able to receive and transnit data (for exanple, RTP data traffic)
that receives preferential QS treatnment based on the previous
reservation. Depending on the installed flowidentifier granularity,
Eve m ght have nore possibilities to exploit the QoS reservation or a
pin-holed firewall. Assum ng the soft state paradigm whereby
periodic refresh nessages are required, Alice’ s absence will not be
detected until a refresh nmessage is required, forcing Eve to respond
with a protected signaling nessage. Again, this attack is applicable
not only to QoS traffic, but also to a Firewall control protocol

with a different consequence.

The ability for an adversary to inject data traffic that matches a
certain flowidentifier established by a legitimte user and to get
sonme benefit frominjecting that traffic often also requires the
ability to receive the data traffic or to have one’'s correspondent
receive it. For exanple, an adversary in an unmanaged network
observes a NAT/Firewal | signaling nessage towards a corporate
network. After the signaling nessage exchange was successful, the
user Alice is allowed to traverse the conpany firewall based on the
establish packet filter in order to contact her internal mail server
Now, the adversary Eve, who was nonitoring the signaling exchange, is
able to build a data packet towards this mail server that will pass
the conpany firewall. The packet will hit the mail server and cause
sonme actions, and the nail server will reply with sonme response
messages. Depending on the exact |ocation of the adversary and the
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degree of routing asymetry, the adversary m ght even see the
response nessages. Note that for this attack to work, Alice does not
need to participate in the exchange of signaling nessages.

We could imagine using attributes of a flowidentifier that is not
related to source and destination addresses. For exanple, we could
think of a flowidentifier for which only the 21-bit Flow ID is used
(wi thout source and destination |IP address). Identity spoofing and
injecting traffic is much easier since a packet only needs to be

mar ked and an adversary can use a nearly arbitrary endpoint
identifier to achieve the desired result. Cbviously, though, the
endpoint identifiers are not irrelevant, because the nmessages have to
hit some nodes in the network where NSIS signaling nessages installed
state (in the above example, they would have to hit the sane
firewall).

Data traffic narking based on DiffServ is such an exanple. Wenever
an ingress router uses only marked inconming data traffic for

admi ssion control procedures, various attacks are possible. These
probl emrs have been known in the DiffServ comunity for a long tinme
and have been documented in various DiffServ-related docunments. The
| Psec protection of DiffServ Code Points is described in Section 6.2
of [RFC2745]. Related security issues (for exanple denial of service
attacks) are described in Section 6.1 of the sanme docunent.

4.5. Unprotected Authorization Informtion

Aut hori zation is an inportant criterion for providing resources such
as QoS reservations, NAT bindings, and pinhol es through firewalls.
Aut hori zation informati on m ght be delivered to the NSIS-
participating entities in a nunber of ways.

Typically, the authenticated identity is used to assist during the
aut hori zati on procedure (as described in [RFC3182], for exanple).
Dependi ng on the chosen authentication protocol, certain threats nmay
exist. Section 3 discusses a nunber of issues related to this
approach when the authentication and key exchange protocol is used to
est abli sh session keys for signaling nessage protection

Anot her approach is to use sone sort of authorization token. The
functionality and structure of such an authorization token for RSVP
i s described in [ RFC3520] and [ RFC3521].

Achi evi ng secure interaction between different protocols based on

aut hori zati on tokens, however, requires some care. By using such an

aut horization token, it is possible to link state information between
different protocols. Returning an unprotected authorization token to
the end host mght allow an adversary (for exanple, an eavesdropper)
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to steal resources. An adversary mght also use the token to nonitor
communi cati on patterns. Finally, an untrustworthy end host m ght
al so nodify the token content.

The Session/ Reservati on Omership problem can al so be regarded as an
aut hori zation problem Details are described in Section 4.10. In
enterprise networks, authorization is often coupled with nenbership
in a particular class of users or groups. This type of information
either can be delivered as part of the authentication and key
agreenent procedure or has to be retrieved via separate protocols
fromother entities. |If an adversary manages to nodify infornmation
rel evant to determ ning authorization or the outconme of the

aut hori zation process itself, then theft of service might be
possi bl e.

4.6. M ssing Non-Repudiation

Signaling for QoS often involves three parties: the user, a network
that offers QoS reservations (referred to as "service provider") and
a third party that guarantees that the party naking the reservation
actually receives a financial conpensation (referred to as "trusted
third party").

In this context,"repudiation" refers to a problemwhere either the
user or the service provider |later deny the existence or sone
paraneters (e.g., volune or price) of a QoS reservation towards the
trusted third party. Problens stenmmng froma |ack of non-
repudi ati on appear in two forns:

Servi ce provider’s point-of-view
A user may deny having issued a reservation request for which it
was charged. The service provider may then want to be able to
prove that a particul ar user issued the reservation request in
questi on.

User’s point-of-view
A service provider may claimto have received a nunber of
reservation requests froma particular user. The user in question
may want to show that such reservation requests have never been
i ssued and may want to see correct service usage records for a
gi ven set of QoS paraneters

In today’'s networks, non-repudiation is not provided. Therefore, it
m ght be difficult to introduce with NSIS signaling. The user has to
trust the network operator to meter the traffic correctly, to collect
and nerge accounting data, and to ensure that no unforeseen probl ens

Tschofeni g & Kroesel berg I nf or mat i onal [ Page 18]



RFC 4081 Security Threats for NSIS June 2005

occur. |If a signaling protocol with the non-repudiation property is
desired for establishing QoS reservations, then it certainly inpacts
the protocol design.

Non-repudi ation functionality places additional requirenments on the
security mechani sms. Thus, a solution would normally increase the
overhead of a security solution. Threats related to m ssing non-
repudi ati on are only considered relevant in certain specific
scenarios and for specific NSLPs.

4.7. Malicious NSIS Entity

Network el ements within a domain (intra-donmain) experience a
different trust relationship with regard to the security protection
of signaling nmessages fromthat of edge NSIS entities. It is assuned
that edge NSIS entities are responsible for perform ng cryptographic
processing (authentication, integrity and replay protection,

aut hori zation, and accounting) for signaling nessages arriving from
the outside. This prevents unprotected signaling nessages from
appearing within the internal network. [If, however, an adversary
manages to take over an edge router, then the security of the entire
network is conprom sed. An adversary is then able to | aunch a nunber
of attacks, including denial of service; integrity violations; replay
and reordering of objects and nessages; bundling of nessages;

del etion of data packets; and various others. A rogue firewall can
harm ot her firewalls by nmodifying policy rules. The chain-of-trust
principle applied in peer-to-peer security protection cannot protect
against a nmalicious NSIS node. An adversary with access to an NSI S
router is also able to get access to security associations and to
transmt secured signaling nessages. Note that even non-peer-to-peer
security protection mght not be able to prevent this problemfully.
Because an NSI S node night issue signaling messages on behal f of
someone el se (by acting as a proxy), additional problens need to be
consi der ed.

An NSI S-aware edge router is a critical conponent that requires
strong security protection. A strong security policy applied at the
edge does not inmply that other routers within an intra-domai n network
do not need to verify signaling nessages cryptographically. |If the
chain-of-trust principle is deployed, then the security protection of
the entire path (in this case, within the network of a single

adm nistrative donmain) is only as strong as the weakest link. In the
case under consideration, the edge router is the nobst critica
component of this network, and it may al so act as a security gateway
or firewall for incomng and outgoing traffic. For outgoing traffic,
this device has to inplenent the security policy of the | ocal domain
and to apply the appropriate security protection.
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For an adversary to mount this attack, either an existing NSIS-aware
node al ong the path has to be attacked successfully, or an adversary
must succeed in convincing another NSIS node to make it the next NSIS
peer (man-in-the-m ddle attack).

4.8. Denial of Service Attacks

A nunber of denial of service (DoS) attacks can cause NSIS nodes to
mal function. Qher attacks that could | ead to DoS, such as man-in-
the-m ddl e attacks, replay attacks, and injection or nodification of
signaling nessages, etc., are nentioned throughout this docunent.

Pat h Fi ndi ng:

Sone signaling protocols establish state (e.g., routing state) and
perform sone actions (e.g., querying resources) at a nunber of
NSI' S nodes without requiring authorization (or even proper

aut henti cati on) based on a single nessage (e.g., PATH nessage in
RSVP)

An adversary can utilize this fact to transmt a |arge number of
signaling nessages to allocate state at nodes al ong the path and
to cause resource consunption.

An NSI S responder might not be able to deternmine the NSIS
initiator and mght even tend to respond to such a signaling
message with a correspondi ng reservati on nessage.

Di scovery Phase:

Conveying signaling information to a |arge nunber of entities
along a data path requires some sort of discovery. This discovery
process is vulnerable to a nunber of attacks because it is
difficult to secure. An adversary can use the discovery
mechani snms to convince one entity to signal infornmation to another
entity that is not along the data path, or to cause the discovery
process to fail. |In the first case, the signaling protocol could
appear to continue correctly, except that policy rules are
installed at the incorrect firewalls or QoS resource reservations
take place at the wong entities. For an end host, this neans
that the protocol failed for unknown reasons.
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Faked Error or Response Messages:

An adversary may be able to inject false error or response
messages as part of a DoS attack. This could be at the signaling
nmessage protocol layer (NTLP), the layer of each client |ayer
protocol (e.g., QS NSLP or NAT/Firewall NSLP), or the transport
protocol layer. An adversary m ght cause unexpected protoco
behavi or or m ght succeed with a DoS attack. The discovery
protocol, especially, exhibits vulnerabilities with regard to this
threat scenario (see the above discussion on discovery). |If no
separate di scovery protocol is used and signaling nessages are
addressed to end hosts only (with a Router Alert Option to

i ntercept nessage as NSI S aware nodes), an error nessage ni ght be
used to indicate a path change. Such a design conbines a

di scovery protocol with a signaling message exchange protocol

4.9. Disclosing the Network Topol ogy

In some organi zations or enterprises there is a desire not to revea
internal network structure (or other related information) outside of
a closed community. An adversary mght be able to use NSI S nessages
for network mapping (e.g., discovering which nodes exist, which use
NSI S, what version, what resources are allocated, what capabilities
nodes along a path have, etc.). Discovery nessages, traceroute,

di agnosti c nessages (see [RFC2745] for a description of diagnostic
message functionality for RSVP), and query nessages, in addition to
record route and route objects, provide potential assistance to an
adversary. Thus, the requirenent of not disclosing a network

topol ogy m ght conflict with other requirenents to provide neans for
di scovering NSI S-aware nodes automatically or to provide diagnostic
facilities (used for network nonitoring and admi nistration).

4.10. Unprotected Session or Reservation Oanership

Figure 4 shows an NSIS Initiator that has established state
informati on at NSI'S nodes along a path as part of the signaling
procedure. As a result, Access Router 1, Router 3, and Router 4 (and
ot her nodes) have stored session-state information, including the
Session ldentifier SIDx.

Tschofeni g & Kroesel berg I nf or mat i onal [ Page 21]



RFC 4081 Security Threats for NSIS June 2005

Sessi on | D(SI D x)
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| Fomm e m -+ *

| *

| Session | D(SID x) * Session | D(SI D x)

e e
| Access | | Access |
| Router | | Router |
|1 I | 2 I
Fom e -+ Fom e -+

| *

| Session | D(SID x) * Session | D(SI D x)

| NSIS | | Adversary |

Figure 4: Session or Reservation Oanership

The Session ldentifier is included in signaling nessages to reference
to the established state.

If an adversary were able to obtain the Session ldentifier (for
exanpl e, by eavesdroppi ng on signaling nessages), it would be able to
add the sane Session ldentifier SIDx to a new signaling nessage.
When the new signaling nmessage hits Router 3 (as shown in Figure 4),
existing state informati on can be nodified. The adversary can then
modi fy or delete the established reservati on and cause unexpected
behavi or for the legitimte user.

The source of the problemis that Router 3 (a cross-over router) is
unabl e to deci de whether the new signaling nmessage was initiated from
the owner of the session or reservation.

In addition, nodes other than the initial signaling nessage
originator are allowed to signal information during the lifetinme of
an established session. As part of the protocol, any NSIS-aware node
along the path (and the path m ght change over time) could initiate a
signal i ng message exchange. It mght, for exanple, be necessary to
provide mobility support or to trigger a |ocal repair procedure. |If
only the initial signaling nessage originator were allowed to trigger
si gnal i ng nessage exchanges, sone protocol behavior woul d not be
possi bl e.
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If this threat scenario is not addressed, an adversary can | aunch
DoS, theft of service, and various other attacks.

4.11. Attacks against the NTLP

In [2LEVEL], a two-level architecture is proposed, that would split
an NSI S protocol into |ayers: a signaling message transport-specific
| ayer and an application-specific layer. This is further devel oped
in the NSI'S Framework [ RFC4080]. Most of the threats described in
this threat analysis are applicable to the NSLP application-specific
part (e.g., QS NSLP). There are, however, sone threats that are
applicable to the NTLP

Net wor k and transport |ayer protocols |acking protection nechanisns
are vulnerable to certain attacks, such as header mani pul ati on, DoS,
spoofing of identities, session hijacking, unexpected aborts, etc.
Mal i ci ous nodes can attack the congestion control mechanismto force
NSI' S nodes into a congestion avoi dance state.

Threats that address parts of the NTLP that are not related to
attacks against the use of transport |ayer protocols are covered in
various sections throughout this docunent, such as Section 4. 2.

If existing transport |layer protocols are used for exchanging NSI S
signal i ng nessages, security vulnerabilities known for these
protocols need to be considered. A detailed threat description of
these protocols is outside the scope of this docunent.

5. Security Considerations

This entire nmeno di scusses security issues relevant for NSI'S protoco

design. It begins by identifying the conponents of a network running
NSIS (Initiator, Responder, and different Adm nistrative Domains
between them. It then considers five cases in which comunications

take place between these conponents, and it exam nes the trust

rel ati onshi ps presuned to exist in each case: First-Peer
Conmruni cati ons, End-to-M ddl e Communi cations, Intra-Donmain

Comuni cations, Inter-Domain Comuni cations, and End-to-End

Conmuni cations. This analysis hel ps determ ne the security needs and
the relative seriousness of different threats in the different cases.

The docunent points out the need for different protocol security
measur es: authentication, key exchange, message integrity, replay
protection, confidentiality, authorization, and some precautions
agai nst denial of service. The threats are subdivided into generic
ones (e.g., man-in-the-mddl e attacks, replay attacks, tanpering and
forgery, and attacks on security negotiation protocols) and el even
threat scenarios that are particularly applicable to the NSI S
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protocol. Denial of service, for exanple, is covered in the

NSI S-specific section, not because it cannot be carried out against
ot her protocols, but because the methods used to carry out denial of
service attacks tend to be protocol specific. Numerous illustrative
exanpl es provide insight into what can happen if these threats are
not mtigated.

Thi s docunent repeatedly points out that not all of the threats are
equal ly serious in every context. It does attenpt to identify the
scenarios in which security failures may have the highest inpact.
However, it is difficult for the protocol designer to foresee all the
ways in which NSIS protocols will be used or to anticipate the
security concerns of a wide variety of likely users. Therefore, the
protocol designer needs to offer a full range of security
capabilities and ways for users to negotiate and sel ect what they
need, on a case-hby-case basis. To counter these threats, security
requi renents have been listed in [ RFC3726].
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