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Abst r act

GEOPRI V defines the concept of a 'using protocol’ -- a protocol that
carries CEOPRIV |l ocation objects. GEOPRIV al so defines various
scenarios for the distribution of |ocation objects that require the
concepts of subscriptions and asynchronous notifications. This
docunent exam nes some existing | ETF work on the concept of presence,
shows how presence architectures map onto GEOPRIV architectures, and
nor eover denonstrates that tools already devel oped for presence could
be reused to sinplify the standardi zati on and i npl enentation of

GECPRI V.
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1.

I nt roducti on

GEOPRIV is a standard for the transm ssion of |ocation information
and privacy policies over the Internet. Location information is a
description of a particular spatial |ocation, which may be
represented as coordinates (via longitude, latitude, and so on), as
civil addresses (such as postal addresses), or in other ways.
GEOPRI V focuses on the privacy and security issues, fromboth a
technol ogy perspective and a policy perspective, of sharing |l ocation
informati on over the Internet; it essentially defines a secure
contai ner class capable of carrying both |ocation information and
policy data governing the distribution of this information. CEOPRIV
al so defines the concept of a 'using protocol’ -- a protocol that
carries the GEOPRIV | ocati on object.

Presence is a service defined in RFC2778 [2] that allows users of a
conmuni cati ons service to nonitor one another’s availability and

di sposition in order to nmake decisions about communi cating. Presence
information is highly dynamic, and it generally characterizes whether
a user is online or offline, busy or idle, away from comunications
devi ces or nearby, and the |ike.

Thi s docunent shows the applicability of presence to GEOPRIV and
shows that a presence protocol could be a suitable using protocol for
GEOPRIV. This docunment is not intended to denonstrate that presence
is the only nethod by which GEOPRIV | ocation objects m ght be
distributed. However, there are nunerous applications of GEOPRIV
that depend on the fundanental subscription/notification architecture
that al so underlies presence.

Framewor k Anal ysi s

The GEOPRIV framework [1] defines four primary network entities: a
Location Generator, a Location Server, a Location Recipient, and a
Rul e Holder. Three interfaces between these entities are defined,
including a publication interface and a notification interface.

GEOPRI V specifies that a 'using protocol’ is enployed to transport

| ocati on objects fromone place to another. |If the publication
interface and notification interface are network connections, then a
usi ng protocol would be responsible for the transnission of the

| ocation object. Location Recipients my request that a Location
Server provide themw th GEOPRIV | ocation information concerning a
particul ar Target. The Location Generator publishes Location
Information to a Location Server, which, in coordination with
policies set by the Rule Maker, distributes the location infornmation
to Location Recipients as necessary.
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The GEOPRIV requirements docunent shows three scenarios for the use
of the GEOPRIV protocol. |In some of these scenarios (such as the
third), a Location Recipient sends sone kind of nessage to the
Location Server to request the periodic transm ssion of |ocation
information. The location of a CEOPRIV Target is likely to vary over
time (if the Target is a person, or sonmething sinilarly nobile), and
consequently the concept of a persistent subscription to the |ocation
of a Target resulting in periodic notification is valuable to
GEOPRIV. I n other scenarios, a Location Recipient may request a one-
time notification of the geographical |ocation of the Target.

GEOPRI V pl aces few requirenments on using protocols. However, it is
clear fromthe description above that there nmust be sonme mechani sm
all owi ng Location Recipients to establish a persistent subscription
in order to receive regular notification of the geographical |ocation
of a Target as their location changes over tinme. There nust also be
a way for Location Generators to publish |ocation information to a
Location Server that applies further policies for distribution

Thi s docunent adopts a nodel in which the using protocol is
responsi bl e for requesting subscriptions, handling publications, and
sending notifications. There are other nodels for GEOPRI V in which
these operations mght be built into | ocation objects thensel ves.
However, there is a significant ambunt of pre-existing work in the

| ETF rel ated to nmanagi ng publications, subscriptions, and
notifications for data sets that vary over tinme. |In fact, these
concepts all correspond exactly to architectures for presence that
have been devel oped in support of real-tine comunications
applications such as instant nmessaging, voice and video sessions.

Note that in some GEOPRIV scenarios, the Location Recipient does not
actively request the location of a Target; rather, it receives an
unsolicited notification of Target’s location. This docunent focuses
on the use of presence only for scenarios in which the Location

Reci pient actively solicits location information. However, it is
possi bl e that many of these base operations of the
subscription/notification framework of presence could be reused for
cases in which the Location Recipient is passive.

3. Presence Architecture for GEOPRI V

The Common Profile for Presence [4] (CPP) defines a set of operations
for delivery of presence information. These primarily consist of
subscription operations and notification operations. A subscription
creates a persistent connection between a "watcher’ (which
corresponds to the Location Recipient of GEOPRIV) and a 'presentity’
(whi ch corresponds roughly to the GEOPRIV target). Wen a watcher
subscribes to a presentity, a persistent connection is created;
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notifications of presence information will henceforth be sent to the
wat cher as the presence information changes. CPP al so supports
unsubscriptions (term nating the persistent subscription) and fetches
(one-tine requests for presence information that do not result in a
persi stent subscription).

CPP provi des a nunber of attributes of these operations that flesh
out the presence system There is a systemfor automatically
expiring subscriptions if they are not refreshed at user-defined
intervals (in order to elimnate stale subscriptions). There are
transaction and subscription identifiers used to correl ate nessages,
and a URI schene ("pres:") is defined to identify watchers and
presentities.

The I ETF | MPP WG has al so defined an XM. data format for presence
information, called the Presence Information Data Format [5] (Pl DF)
PIDF is a body that is carried by presence protocols and that
contains presence information, including the current state of a
presentity. PIDF is discussed in nore detail in Section 4.

At a high level, then, the presence architecture seens to have

consi derabl e applicability to the problem of delivering GEOPRI V
informati on. However, the CPP franework is an abstract franmework

it doesn't actually specify a protocol, instead it specifies a
framework and a set of requirements to which presence protocols nust
conform Al so, CPP does not define any concept simlar to a Location
Server.

However, the | ETF has standardi zed protocols that instantiate this
framework, such as SIMPLE [6] and XMPP [7]. XMPP and S| MPLE bot h
have architectural elenments conparable to a Location Server: points
where presentities register their availability, and where policies
for distributing presence can be managed. The presence conmunity has
al so defined a policy protocol and schema set called XCAP [8] through
whi ch authorization policies can be provisioned in a presence server

In sunmary, like GEOPRIV, presence requires an architecture for
publication, subscription, and notification for a nmutable set of data
associated with a principal. Presence has already tackled nmany of

the harder issues associated with subscription managenent, including
subscription expiration, devel opnent of identifiers for principals,
and defining docunent formats for presence information. Rather than
rei nvent work that has been done el sewhere in the | ETF, GECPRIV has
reused this existing work by specifying presence protocols as GEOPRI V
usi ng protocols. Modreover, the existing foundational presence tools
devel oped in | MPP, such as PIDF, have i mediate applicability to the
efforts underway in GEOPRIV to devel op objects for sharing | ocation

i nformation.
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4.

GEOPRI V Ext ensions to PlIDF

As was nentioned above, the presence architecture devel oped in the

| ETF | MPP WG has defined a format for presence infornmation called
PIDF. PIDF is an XM. format that provides presence information about
a presentity. Primarily, this consists of status information, but it
al so optionally includes contact addresses (a way of reaching the
presentity), tinmestanps, and textual notes with arbitrary content.

PIDF is an extensible format. It defines an XML el enent for
representing the status of a presentity (the status elenent), and it
gi ves sone guidance as to how this el enent m ght be extended.

Al t hough the authors of PIDF viewed geographical |ocation as a
potential category of presence information, baseline PIDF defines no
format for location information

PI DF neets the security requirenents given in RFC2779 [3] (see
especially sections 5.1, 5.2, and 5.3), which parallel those of the
GEOPRI V | ocation object given in the GEOPRIV requirements [1]. CPP
and PI DF specify nechani sns for nutual authentication of participants
in a presence exchange as well as for confidentiality and integrity
properties for presence information.

In short, many of the requirenments of CGEOPRIV objects map well onto
the capabilities of PIDF

Security Considerations

GEOPRIV information, |ike presence information, has very sensitive
security requirenments. The requirenents of RFC2779 [3], which are
instantiated by CPP, PIDF, and XCAP, in addition to the various
derivative concrete presence protocols, such as XMPP and S| MPLE, map
well onto the security requirements of the GEOPRIV protocol, as
defined in the GEOPRIV requirenents docunent and the GEOPRIV t hreat
anal ysis [9] docunent. Specifically, the presence security

requi renents call for authentication of watchers, integrity and
confidentiality properties, and simlar nmeasures to prevent abuse of
presence information.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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