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Abst r act

Mobil e | Pv6 enables a Mobile Node to maintain its connectivity to the
I nternet when noving fromone Access Router to another, a process
referred to as handover. During handover, there is a period during
whi ch the Mbile Node is unable to send or receive packets because of
link switching delay and I P protocol operations. This "handover

| at ency" resulting fromstandard Mbile | Pv6 procedures, nanely
nmovenent detection, new Care of Address configuration, and Bi nding
Update, is often unacceptable to real-tinme traffic such as Voi ce over
I P. Reducing the handover |atency could be beneficial to non-real-
time, throughput-sensitive applications as well. This docunent
specifies a protocol to inprove handover | atency due to Mbile |Pv6
procedures. This docunent does not address inproving the |ink

swi tching | atency.
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1.

I nt roducti on

Mobile I Pv6 [3] describes the protocol operations for a nobile node
to maintain connectivity to the Internet during its handover from one
access router to another. These operations involve novenent
detection, |P address configuration, and | ocation update. The

combi ned handover latency is often sufficient to affect real-tine
applications. Throughput-sensitive applications can al so benefit
fromreducing this latency. This document describes a protocol to
reduce the handover | atency.

Thi s specification addresses the followi ng problem howto allow a
mobi | e node to send packets as soon as it detects a new subnet |ink,
and how to deliver packets to a nobile node as soon as its attachnent
is detected by the new access router. The protocol defines IP
protocol nessages necessary for its operation regardless of |ink
technology. It does this wi thout depending on specific |ink-Iayer
features while allowi ng |ink-specific custom zations. By definition,
this specification considers handovers that interwork with Mbile IP
once attached to its new access router, an M\ engages in Mbile IP
operations including Return Routability [3]. There are no specia
requirenents for a nobile node to behave differently with respect to
its standard Mobile | P operations.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1]. The use
of the term "silently ignore" is not defined in RFC 2119. However,
the termis used in this docunent and can be simlarly construed.

The foll owi ng ternm nol ogy and abbreviations are used in this
docunent. The reference handover scenario is illustrated in
Fi gure 1.

Mobi | e Node (MN)
A NMobile |1 Pv6 host.

Access Point (AP)
A Layer 2 device connected to an | P subnet that offers
wirel ess connectivity to an MN. An Access Point Identifier
(AP-ID) refers to the APs L2 address. Sonetines, AP-ID s
also referred to as a Base Station Subsystem | D (BSSI D).

Access Router (AR
The MN' s default router
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Previ ous Access Router (PAR)
The MN's default router prior to its handover.

New Access Router (NAR)
The MN's default router subsequent to its handover.

Previ ous CoA (PCoA)
The MN's Care of Address valid on PAR s subnet.

New CoA ( NCoA)
The MN's Care of Address valid on NAR s subnet.

Handover
A process of term nating existing connectivity and obtaini ng
new | P connectivity.

Router Solicitation for Proxy Advertisenent (Rt Sol Pr)
A message fromthe MN to the PAR requesting information for
a potential handover.

Proxy Router Advertisement (PrRtAdv)
A nmessage fromthe PARto the MN that provides information
about neighboring links facilitating expedited novenent
detection. The nessage also acts as a trigger for network-
initiated handover.

(AP-1D, AR-Info) tuple
Contains an access router’s L2 and | P addresses, and the
prefix valid on the interface to which the Access Point
(identified by AP-1D) is attached. The triplet [Router’'s L2
address, Router’'s | P address, Prefix] is called "AR-Info".

Assi gned Addressing
A particular type of NCoA configuration in which the NAR
assigns an | Pv6 address for the MN. The nethod by which NAR
manages its address pool is not specified in this docunent.

Fast Bi ndi ng Update (FBU)
A nmessage fromthe MN instructing its PARto redirect its
traffic (toward NAR).

Fast Bi ndi ng Acknow edgnent ( FBack)
A message fromthe PAR in response to an FBU.
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Fast Nei ghbor Advertisenent (FNA)
A nmessage fromthe MNto the NAR to announce attachment, and
to confirmthe use of NCoA when the MN has not received an
FBACK.

Handover Initiate (H)
A nmessage fromthe PAR to the NAR regarding an MN' s
handover .

Handover Acknow edge (HAck)
A nmessage fromthe NAR to the PAR as a response to HIl.

v S +
+-+ | Previous | <
| | ---------- | Access | ------ > ----\
+-+ | Rout er | < \
WN | (PAR) | \
| e + . +
| n I P | Correspondent |
| | Net wor k | Node |
V | S +
% /
\Y; R + /
-+ | New | < /
| | =-----=---- | Access | =----- > ----/
+-+ | Rout er | <
MN | (NAR) |
R +

Figure 1: Reference Scenario for Handover
3. Protocol Overview
3.1. Addressing the Handover Latency

The ability to i medi ately send packets froma new subnet |ink
depends on the "I P connectivity" latency, which in turn depends on
the movenent detection |atency and new CoA configuration |atency.
Once an MN is | P-capable on the new subnet link, it can send a

Bi nding Update to its Home Agent and one or nobre correspondents.

Once its correspondents successfully process the Bi ndi ng Updat e,
which typically involves the Return Routability procedure, the MN can
recei ve packets at the new CoA. So, the ability to receive packets
from correspondents directly at its new CoA depends on the Binding
Update latency as well as the |IP connectivity |atency.
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The protocol enables an MN to quickly detect that it has noved to a
new subnet by providing the new access point and the associ ated
subnet prefix information when the MNis still connected to its
current subnet (i.e., PARin Figure 1). For instance, an MN nmay

di scover avail able access points using link-1ayer specific nmechani sns
(i.e., a "scan" in WAN) and then request subnet infornation
corresponding to one or nore of those discovered access points. The
M\ may do this after performng router discovery or at any time while
connected to its current router. The result of resolving an
identifier associated with an access point is a [AP-1D, AR-Info]
tuple, which an MN can use in readily detecting novenent: when
attachnent to an access point with AP-I1D takes place, the MN knows
the correspondi ng new router’s coordinates including its prefix, IP
address, and L2 address. The "Router Solicitation for Proxy
Advertisement (Rt SolPr)" and "Proxy Router Advertisenent (PrRtAdv)"
messages (see Section 6.1) are used for aiding novenent detection

Through the Rt Sol Pr and PrRt Adv nessages, the MN al so formul ates a
prospective new CoA (NCoA) when it is still present on the PAR s
link. Hence, the | atency due to new prefix discovery subsequent to
handover is elimnated. Furthernmore, this prospective address can be
used i Mmediately after attaching to the new subnet link (i.e., NAR s
Iink) when the MN has received a "Fast Bi ndi ng Acknow edgnent
(FBack)" message prior to its nmovement. |If it noves w thout

recei ving an FBack, the MN can still start using NCoA after
announcing its attachment through a "Fast Nei ghbor Adverti senent
(FNA) " nessage. NAR responds to FNA if the tentative address is

al ready in use thereby reduci ng NCoA configuration |atency. Under
sone limted conditions in which the probability of address collision
is considered insignificant, it may be possible to use NCoA

i medi ately after attaching to the new link. Even so, all

i mpl ement ati ons MJST support and SHOULD use the nmechani sm specified
in this docunent to avoid potential address conflicts.

To reduce the Binding Update | atency, the protocol specifies a tunne
bet ween the Previ ous CoA (PCoA) and the NCoA. An M sends a "Fast

Bi ndi ng Update" nessage to its Previous Access Router to establish
this tunnel. Wen feasible, the MN SHOULD send an FBU from PAR s
link. OQherwi se, it should be sent immediately after attachment to
NAR has been detected. Subsequent sections describe the protoco
mechanics. As a result, PAR begins tunneling packets arriving for
PCoA to NCoA. Such a tunnel renmains active until the M conpl etes
the Binding Update with its correspondents. In the opposite
direction, the MN SHOULD reverse tunnel packets to PAR until it

compl etes the Binding Update. PAR SHOULD forward the inner packet in
the tunnel to its destination (i.e., to the MN' s correspondent).
Such a reverse tunnel ensures that packets containing PCoA as a
source | P address are not dropped due to ingress filtering. Readers
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may observe that even though the MN is |IP-capable on the new link, it
cannot use NCoA directly with its correspondents without the
correspondents first establishing a binding cache entry (for NCoA).
Forwar di ng support for PCoA is provided through a reverse tunne
between the MN and the PAR

Setting up a tunnel al one does not ensure that the MN receives
packets as soon as it is attached to a new subnet |ink, unless the
NAR can detect the MN' s presence. A neighbor discovery operation

i nvol ving a nei ghbor’s address resolution (i.e., Neighbor
Solicitation and Nei ghbor Advertisenent) typically results in

consi derabl e del ay, sonetines lasting nultiple seconds. For

i nstance, when arriving packets trigger NAR to send Nei ghbor
Solicitation before the MN attaches, subsequent retransm ssions of
address resolution are separated by a default period of one second
each. To circunmvent this delay, an MN announces its attachnent
through the FNA nessage that allows the NAR to consider MN to be
reachable. |If there is no existing entry, FNA allows NAR to create
one. |If NAR already has an entry, FNA updates the entry while taking
potential address conflicts into consideration. Through tunne
establi shnent for PCoA and fast advertisement, the protocol provides
expedi ted forwardi ng of packets to the MN

The protocol also provides the follow ng inportant functionalities.
The access routers can exchange nessages to confirmthat a proposed
NCoA is acceptable. For instance, when an MN sends an FBU from PAR s
I'ink, FBack can be delivered after the NAR considers the NCoA
acceptable for use. This is especially useful when addresses are
assigned by the access router. The NAR can also rely on its trust
relationship with PAR before providing forwarding support for the M
That is, it may create a forwarding entry for the NCoA subject to
"approval " from PAR which it trusts. Finally, the access routers
coul d transfer network-resident contexts, such as access control,

QS, and header conpression, in conjunction wth handover. For these
operations, the protocol provides "Handover Initiate (H )" and
"Handover Acknow edge (HAck)" nessages. Both of these nessages MJST
be supported and SHOULD be used. The access routers MJST have
necessary security association established by neans outside the scope
of this docunent.

3.2. Protocol Qperation

The protocol begins when an MN sends an RtSolPr to its access router
to resolve one or nore Access Point ldentifiers to subnet-specific
information. |In response, the access router (e.g., PARin Figure 1)
sends a PrRt Adv nessage containing one or nore [AP-1D, AR-Info]
tuples. The MN nay send a RtSol Pr at any convenient tine, for
instance as a response to sone |link-specific event (a "trigger") or
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simply after perform ng router discovery. However, the expectation
is that prior to sending RtSolPr, the MN will have discovered the
avail abl e APs by |ink-specific methods. The Rt Sol Pr and PrRt Adv
messages do not establish any state at the access router; their
packet formats are defined in Section 6.1

Wth the information provided in the PrRt Adv nessage, the M\

fornmul ates a prospective NCoA and sends an FBU nessage when a |ink-
speci fi ¢ handover event occurs. The purpose of the FBUis to

aut horize PAR to bind PCoA to NCoA, so that arriving packets can be
tunneled to the new | ocation of the MN. Wenever feasible, the FBU
SHOULD be sent from PAR s Iink. For instance, an internal |ink-
specific trigger could enable FBU transmni ssion fromthe previous
link. Wen it is not feasible, the FBU is sent fromthe new |ink.
Care must be taken to ensure that the NCoA used in FBU does not
conflict with an address already in use by sone other node on the
link. For this, FBU encapsul ation within FNA MUST be i npl enented and
SHOULD be used (see bel ow) when the FBU is sent fromNAR s |ink

The format and semantics of FBU processing are specified in Section
6. 3. 1.

Dependi ng on whet her an FBack is received on the previous |ink (which
clearly depends on whether the FBU was sent in the first place),
there are two nodes of operation

1. The MN receives an FBack on the previous link. This nmeans that
packet tunneling is already in progress by the tine the MN
handovers to NAR. The MN SHOULD send FNA i medi ately after
attaching to NAR, so that arriving and buffered packets can be
forwarded to the MN right away.

Bef ore sending an FBack to an M\, PAR can determ ne whet her the
NCoA is acceptable to the NAR through the exchange of H and HAck
messages. Wien assigned addressing (i.e., addresses are assigned
by the router) is used, the proposed NCoA in the FBUis carried in
H , and the NAR MAY assign the proposed NCoA. Such an assi gnhed
NCoA MUST be returned in HAck, and the PAR MJST in turn provide
the assigned NCoA in the FBack. |If there is an assigned NCoA
returned in the FBack, the MN MJUST use the assigned address (and
not the proposed address in the FBU upon attaching to NAR

2. The MN does not receive the FBack on the previous |ink because the
MN has not sent the FBU or the MN has left the Iink after sending
the FBU (which itself may be lost), but before receiving an FBack
Wthout receiving an FBack in the latter case, the MN cannot
ascertai n whether PAR has successfully processed the FBU  Hence,
it (re)sends an FBU as soon as it attaches to NAR To enabl e NAR
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to forward packets i mediately (when FBU has been processed) and
to allow NAR to verify whether NCoA is acceptable, the MN SHOULD
encapsul ate the FBU in the FNA. If NAR detects that NCoAis in
use when processing the FNA, for instance while creating a

nei ghbor entry, it MJST discard the inner FBU packet and send a
Rout er Advertisenent with the "Nei ghbor Advertisenment Acknow edge
(NAACK) " option in which NAR MAY include an alternate |P address
for the MNto use. This discarding avoids the rare and

undesi rabl e outcone that results fromaddress collision. Detailed
FNA processing rules are specified in Section 6. 3. 3.

The scenario in which an MN sends an FBU and recei ves an FBack on

PAR's link is illustrated in Figure 2. For convenience, this
scenario is characterized as "predictive" node of operation. The
scenario in which the MN sends an FBU from NAR s link is illustrated

in Figure 3. For convenience, this scenario is characterized as a
"reactive" node of operation. Note that the reactive node al so

i ncludes the case in which an FBU has been sent from PAR s |ink but
an FBack has not been received yet.

Finally, the PrRt Adv nessage may be sent unsolicited (i.e., wthout
the MN first sending a RRSolPr). This node is described in Section
3.3.

3.3. Protocol Operation of Network-initiated Handover

In sone wirel ess technol ogi es, the handover control may reside in the
networ k even though the decision to undergo handover may be nutually
arrived at between the MN and the network. |n these networks, the
PAR can send an unsolicited PrRt Adv containing the link |ayer

address, | P address, and subnet prefixes of the NAR when the network
deci des that a handover is immnent. The MN MJUST process this

PrRt Adv to configure a new care of address on the new subnet, and
MUST send an FBU to PAR prior to switching to the new link. After
transmtting PrRtAdv, the PAR MJST continue to forward packets to the
MN on its current link until the FBU is received. The rest of the
operation is the sane as that described in Section 3.2.

The unsolicited PrREAdv also allows the network to informthe M\
about geographically adjacent subnets wi thout the MN having to
explicitly request that information. This can reduce the anmount of
wireless traffic required for the MN to obtain a nei ghborhood

topol ogy map of |inks and subnets. Such usage of PrREAdv is
decoupl ed fromthe actual handover; see Section 6.1.2.
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4.

MN PAR NAR
| | |
I Rt SOl Pr------- >| |
| <----- PrREAdV- -~ - - - - | |
| | |
I FBU - << - <= - - S P >|
| <------ HAck--------- |
| <- - FBack- - -| - - FBack- - - > |
| | |

di sconnect forward |
| packet s:::::::::::::::>|
| | |
| | |
connect | |
| | |
[--------- FNA - - - - cmmem e - >|

| <===========—===—==—====—===—============ el | ver packet S

Figure 2: "Predictive" Fast Handover
Protocol Details
Al'l descriptions refer to Figure 1.

After discovering one or nmore nearby access points, the MN sends

Rt Sol Pr to resol ve access point identifiers to subnet router
information. This is convenient to do after perform ng router

di scovery. However, the MN can send RtSol Pr at any tinme, e.g., when
one or nore new access points are discovered. The MN can al so send
Rt Sol Pr nore than once during its attachnent to PAR  The trigger for
sending Rt Sol Pr can originate froma |ink-specific event, such as the
prom se of a better signal strength from anot her access point coupled
with fading signal quality with the current access point. Such
events, often broadly referred to as "L2 triggers", are outside the
scope of this docunment. Nevertheless, they serve as events that

i nvoke this protocol. For instance, when a "link up" indication is
obt ai ned on the new | ink, protocol nessages (e.g., FNA) can be
imediately transmtted. |Inplenentations SHOULD nake use of such

triggers whenever possible.
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MN PAR NAR
| |

I Rt SOl Pr------- >| |

| <----- PrREAAV- - - - - - | |

| | |
di sconnect | |

| | |

| | |
connect | |

|------ FNA[ FBU] - - - - - - - R S|

| | <----- FBU----------- |

| [------ FBack-------- >|

| forward |

| packet s:::::::::::::::>|

| |

| <==========—===—=—==—=—===—=—==—============ (el | ver packet S

|

Figure 3: "Reactive" Fast Handover

The Rt Sol Pr nmessage contains one or more AP-1Ds. A wldcard requests

al |

As

avai |l abl e tupl es.

a response to Rt Sol Pr, PAR sends a PrRt Adv nessage that indicates

one of the follow ng possible conditions.

1.

Koodl i

If the PAR does not have an entry corresponding to the new access
point, it MJST respond indicating that the new access point is
unknown. The MN MUST stop fast handover protocol operations on
the current link. The MN MAY send an FBU fromits new |ink.

If the new access point is connected to the PAR s current
interface (to which MNis attached), the PAR MJST respond with a
Code val ue indicating that the new access point is connected to
the current interface, but not send any prefix information. This
scenario could arise, for exanple, when several wireless access
points are bridged into a wired network. No further protocol
action i s necessary.

If the new access point is known and the PAR has information about
it, then PAR MJST respond indicating that the new access point is
known and supply the [AP-1D, AR-Info] tuple. [If the new access
poi nt is known, but does not support fast handover, the PAR MJST
indicate this with Code 3 (See Section 6.1.2).
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4. If a wildcard is supplied as an identifier for the new access
poi nt, the PAR SHOULD supply nei ghborhood [AP-1D, AR-Info] tuples
that are subject to path MIU restrictions (i.e., provide any ‘n
tupl es wi thout exceeding the |ink MIU)

When further protocol action is necessary, sone inplenentations MAY
choose to begin buffering copies of incom ng packets at the PAR |f
such FIFO buffering is used, the PAR MJST continue forwarding the
packets to PCoA (i.e., buffer and forward). Such buffering can be
useful when the MN | eaves wi t hout sending the FBU nessage fromthe
PAR s link. The PAR SHOULD stop buffering after processing the FBU
message. The size of the buffer is an inplementation-specific

consi derati on.

The nmet hod by which Access Routers exchange information about their
nei ghbors, and thereby allow construction of Proxy Router
Advertisenments with information about nei ghboring subnets is outside
the scope of this docunent.

The Rt Sol Pr and PrRt Adv nessages MJST be inplemented by an MN and an
access router that supports fast handovers. However, when the
paraneters necessary for the MN to send packets inmedi ately upon
attaching to the NAR are supplied by the Iink | ayer handover

mechani smitsel f, use of above nessages is optional on such |inks.

After a PrRt Adv nessage is processed, the MN sends an FBU at a tine
determ ned by |ink-specific events, and includes the proposed NCoA.
The MN SHOULD send the FBU from PAR s |ink whenever "anticipation" of
handover is feasible. Wen anticipation is not feasible or when it
has not received an FBack, the MN sends an FBU i medi ately after
attaching to NAR s link. This FBU SHOULD be encapsul ated in an FNA
message. The encapsul ation allows the NAR to discard the (inner) FBU
packet if an address conflict is detected as a result of (outer) FNA
packet processing (see FNA processing below). 1In response to the
FBU, the PAR establishes a binding between PCoA ("Hone Address") and
NCoA, and sends the FBack to the MN. Prior to establishing this

bi ndi ng, PAR SHOULD send an H nessage to NAR, and receive HAck in
response. To determine the NAR s address for the H nessage, the PAR
can performthe | ongest prefix match of NCoA (in FBU) with the prefix
list of neighboring access routers. Wen the source |P address of
the FBUis PCoA, i.e., the FBUis sent fromthe PAR s link, and the

H message MJST have a Code value set to O0; see Section 6.2.1. Wen
the source | P address of the FBU is not PCoA, i.e., the FBU is sent
fromthe NAR s link, the H nessage MJST have a Code val ue of 1; see
Section 6.2.1.
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The H message contains the PCoA, Link-Layer Address, and the NCoA of
the MN\. In response to processing an H nessage with Code 0, the NAR

1. determ nes whether NCoA supplied in the H nessage is a valid
address for use. |If it is, the NAR starts proxying [6] the
address for PROXY_ND LI FETI ME during which the MN is expected to
connect to the NAR  The NAR MAY use the Link-Layer Address to
verify whether a corresponding |P address exists in its forwarding
tabl es.

2. allocates NCoA for the MN when assigned addressing is used,
creates a proxy nei ghbor cache entry, and begins defending it.
The NAR MAY al | ocate the NCoA proposed in H.

3. MAY create a host route entry for PCoA in case NCoA cannot be
accepted or assigned. This host route entry SHOULD be inpl enent ed
such that until the M\V's presence is detected, either through
explicit announcenent by the MN or by other neans, arriving
packets do not invoke nei ghbor discovery. The NAR MAY al so set up
a reverse tunnel to the PARin this case.

4. provides the status of the handover request in the Handover
Acknowl edge (HAck) nessage.

When the Code value in H is 1, NAR MJST skip the above operations
since it would have performed those operations during FNA processing.
However, it SHOULD be prepared to process any other options that nmay
be defined in the future. Sending an H nessage with Code 1 allows
NAR to validate the neighbor cache entry it creates for the M during
FNA processing. That is, NAR can nake use of the know edge that its
trusted peer (i.e., PAR) has a trust relationship with the M\

If HAck contains an assigned NCoA, the FBack MJST include it, and the
MN MUST use the address provided in the FBack. The PAR MAY send the
FBack to the previous link to facilitate faster reception in the
event that the MNis still present. The result of the FBU and FBack
processing is that PAR begins tunneling the MN's packets to NCoA. |If
the MN does not receive an FBack nmessage even after retransmitting
the FBU for FBU RETRIES, it nust assune that fast handover support is
not avail able and stop the protocol operation

When the MN establishes link connectivity with the NAR it SHOULD
send a Fast Nei ghbor Advertisenent (FNA) nmessage (see 6.3.3). |If the
MN has not received an FBack by the time the FNA is being sent, it
SHOULD encapsul ate the FBU in the FNA and send them t oget her.
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When t he NCoA corresponding to the FNA nessage is acceptable, the NAR
MUST

1. delete its proxy nei ghbor cache entry, if any is present.

2. create a neighbor cache entry and set its state to REACHABLE
wi thout overwiting an existing entry for a different |ayer 2
addr ess.

3. forward any buffered packets.
4. enable the host route entry for PCoA, if any is present.

When t he NCoA corresponding to the FNA nmessage i s not acceptable, the
NAR MUST

1. discard the inner (FBU) packet.

2. send a Router Advertisement with the NAACK option in which it MAY
include an alternate NCoA for use. This nessage MJST be sent to
the source | P address present in the FNA using the sane Layer 2
address present in the FNA

If the MN receives a Router Advertisenment with a NAACK option, it
MJUST use the I P address, if any, provided in the NAACK option.

O herwi se, the MN should configure another NCoA. Subsequently, the
MN SHOULD send an FBU using the new CoA. As a special case, the
address supplied in NAACK could be PCoA itself, in which case the MN
MUST NOT send any nore FBUs.

Once the MN has confirmed its NCoA, it SHOULD send a Nei ghbor
Advertisement nmessage. This nessage allows MN s nei ghbors to update
thei r nei ghbor cache entries with the M\ s addresses.

Just as in Mbile IPv6, the PAR sets the 'R bit in the Prefix
Information option, and includes its 128 bit gl obal address in the
router advertisements. This allows the nobile nodes to | earn the
PAR s gl obal 1 Pv6 address. The MN reverse tunnels its packets to the
same gl obal address of PAR  The tunnel end-point addresses nust be
configured accordingly. Wen PAR receives a reverse tunnel ed packet,
it must verify if a secure binding exists for the MNidentified by
PCoA in the tunnel ed packet, before forwardi ng the packet.
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5. M scel | aneous
5.1. Handover Capability Exchange

The N expects a PrRtAdv in response to its R Sol Pr nessage. |If the
IMN does not receive a PrRtAdv nmessage even after RTSOLPR_RETRIES, it
must assune that PAR does not support the fast handover protocol and
stop sending Rt Sol Pr nmessages.

Even if an MN's current access router is capable of fast handover,
the new access router to which the MN attaches may be i ncapabl e of
fast handover. This is indicated to the MN during "runtine", through
the PrRt Adv nessage with a Code value of 3 (see Section 6.1.2).

5.2. Determning New Care of Address
Typically, the MN forrmulates its prospective NCoA using the

informati on provided in a PrRt Adv nmessage and sends the FBU. The PAR
MUST use the NCoA present in the FBUin its H nessage. The NAR MUST

verify if the NCoA present in H is already in use. 1In any case, NAR
MJUST respond to H wusing a HAck, in which it may include anot her NCoA
to use, especially when assigned address configuration is used. |If
there is a CoA present in HAck, the PAR MUST include it in the FBack
message

If a PrRt Adv nessage carries an NCoA, the MN MJST use it as its
prospecti ve NCoA.

5.3. Packet Loss

Handover involves |ink swtching, which may not be exactly
coordinated with fast handover signaling. Furthernore, the arriva
pattern of packets is dependent on many factors, including
application characteristics, network queui ng behaviors, etc. Hence,
packets may arrive at the NAR before the MNis able to establish its
link there. These packets will be lost unless they are buffered by
the NAR Similarly, if the MN attaches to the NAR and then sends an
FBU nmessage, packets arriving at the PAR will be lost unless they are
buffered. This protocol provides an option to indicate a request for
buffering at the NAR in the H nmessage. Wen the PAR requests this
feature (for the M), it SHOULD al so provide its own support for
buf f eri ng.
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5.4. DAD Handl i ng

Duplicate Address Detection (DAD) was defined in [7] to avoid address
duplication on |inks when statel ess address auto-configuration is
used. The use of DAD to verify the uniqueness of an |Pv6 address
configured through statel ess auto-configurati on adds delays to a
handover .

The probability of an interface identifier duplication on the sane
subnet is very |l ow, however it cannot be ignored. In this docunent,
certain precautions are proposed to nminimze the effects of a
dupl i cate address occurrence.

In sone cases, the NAR may al ready have the know edge required to
assess whether the MN' s address is a duplicate before the MN noves to
the new subnet. For exanple, the NAR can have a list of all nodes on
its subnet, perhaps for access control, and by searching this |ist,

it can confirmwhether the MN's address is a duplicate. The result
of this search is sent back to the PAR in the HAck message. |If such
know edge is not available at the NAR it may indicate this by not
confirmng the NCoA in the HAck nessage. The NAR may al so indicate
this in the NAACK option in response to the FNA message. In such
cases, the MN would have to foll ow the address configuration
procedure according to [6] after attaching to the NAR

5. 5. Fast or Erroneous Myvenent

Al though this specification is for fast handover, the protocol is
limted in terms of how fast an MN can nove. Ping-Pong is a special
case of fast novenent, where an MN noves between the same two access
points rapidly. Another instance of the sane problemis erroneous
movenent, i.e., the MN receives information prior to a handover that
it is noving to a new access point, but it is either noved to a
different one or it aborts novenent altogether. Al of the above
behavi ors are usually the result of link |ayer idiosyncrasies and
thus are often resolved at the link layer itself.

IP layer nmobility, however, introduces its own limts. |P |layer
handovers should occur at a rate suitable for the MN to update the

bi nding of, at least, its HA and preferably that of every CN with
which it is in communication. An M that noves faster than necessary
for this signaling to conplete, which may be a few seconds, nmay start
| osi ng packets. The signaling cost over the air interface and in the
network may increase significantly, especially in the case of rapid
movenent between several access routers. To avoid the signaling
overhead, the followi ng neasures are suggest ed.
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An MN returning to the PAR before updating the necessary bindings
when present on the NAR MUST send a Fast Binding Update with the Home
Address equal to the MN's PCoA and a lifetime of zero to the PAR
The MN shoul d have a security association with the PAR since it
performed a fast handover to the NAR  The PAR, upon receiving this
Fast Bi nding Update, will check its set of outgoing (tenporary fast
handover) tunnels. |If it finds a match, it SHOULD tear down that
tunnel (i.e., stop forwardi ng packets for this MN and start
delivering packets directly to the node instead). The MN SHOULD NOT
attenpt to use any of the fast handover nechani sns described in this
speci fication and SHOULD revert back to standard Mobil e | Pv6.

Tenmporary tunnels for the purpose of fast handovers should use short
lifetimes (a small number of seconds or less). The lifetime of such
tunnel s should be enough to allow an MN to update all its active

bi ndings. The default lifetinme of the tunnel should be the sane as

the lifetinme value in the FBU nessage.

The effect of erroneous novement is typically linted to the |oss of
packets since routing can change and the PAR may forward packets
toward anot her router before the MN actually connects to that router.
If the MN discovers itself on an unantici pated access router, a Fast
Bi ndi ng Update to the PAR SHOULD be sent. Since Fast Binding Updates
are authenticated, they supercede the existing binding and packets
MUST be redirected to the newy confirmed | ocation of the M\

6. Message Formats
Al the I CWv6 nessages have a common Type specified in [4]. The
messages are di stingui shed based on the Subtype field (see bel ow).
The val ues for the Subtypes are specified in Section 9. For all the
| CMPv6 nmessages, the checksumis defined in [2].

6.1. New Nei ghborhood Di scovery Messages

6.1.1. Router Solicitation for Proxy Advertisement (Rt SolPr)
Mobi | e Nodes send Router Solicitation for Proxy Advertisenent in

order to pronpt routers for Proxy Router Advertisenents. Al the
Li nk- Layer Address options have the fornmat defined in 6.4.3.
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1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

I Type I

Code | Checksum |

T S U SIS S i S SEp S S S

Subt ype |
Options ...

Reserved | I dentifier |

T e i SuiE S SEp S S R S S S SR S T ok
+-

S i e S

Figure 4: Router Solicitation for Proxy (Rt Sol Pr) Message

| P Fiel ds:

Sour ce Address

An | P address assigned to the sending interface.

Desti nati on Address

Hop Limt

Aut henti cati on

| CMP Fi el ds:

Type

Code
Checksum
Subt ype

Reser ved

Identifier
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The address of the Access Router or the all routers
mul ti cast address.

255. See RFC 2461.

Header

If a Security Association for the | P Authentication
Header exists between the sender and the

destinati on address, then the sender SHOULD i ncl ude
this header. See RFC 2402 [5].

The Experimental Mbility Protocol Type. See [4].

0
The | CWPv6 checksum
2

MUST be set to zero by the sender and ignored by
the receiver.

MJST be set by the sender so that replies can be
matched to this Solicitation
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Valid Options:

Sour ce Link-Layer Address
When known, the Link-Layer Address of the sender
SHOULD be included using the Link-Layer Address
option. See the LLA option format bel ow

New Access Poi nt Link-Layer Address
The Link-Layer Address or identification of the
access point for which the MN requests routing
advertisement information. |t MJST be included in
all Rt Sol Pr nmessages. More than one such address
or identifier can be present. This field can also
be a wildcard address with all bits set to zero.

Future versions of this protocol may define new option types.
Receivers MJUST silently ignore any options that they do not recognize
and continue processing the rest of the nessage.

I ncluding the source LLA option allows the receiver to record the
sender’s L2 address so that nei ghbor discovery can be avoi ded when
the receiver needs to send packets back to the sender (of the Rt Sol Pr
nmessage) .

When a wildcard is used for a New Access Point LLA no other New
Access Point LLA options must be present.

A Proxy Router Advertisenent (PrRtAdv) nmessage shoul d be received by
the MNin response to a RtSolPr. |If such a nessage is not received
inatinely manner (no less than twice the typical round trip tine
(RTT) over the access link or 100 milliseconds if RTT is not known),
it SHOULD resend the Rt Sol Pr message. Subsequent retransnissions can
be up to RTSOLPR _RETRIES, but MJST use an exponential backoff in
which the tinmeout period (i.e., 2xRTT or 100 nmilliseconds) is doubled
prior to each instance of retransmssion. |f Proxy Router
Advertisenment is not received by the time the MN di sconnects fromthe
PAR, the MN SHOULD send an FBU i mredi ately after configuring a new
CoA.

When Rt Sol Pr nessages are sent nore than once, they MJUST be rate

limted with MAX RTSOLPR RATE per second. During each use of a
Rt Sol Pr, exponential backoff is used for retransm ssions.
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6.1.2. Proxy Router Advertisenment (PrRtAdv)

Access routers send Proxy Router Advertisenent nmessages gratuitously
if the handover is network-initiated or as a response to a Rt Sol Pr
message froman M\, providing the Link-Layer Address, |P address, and
subnet prefixes of neighboring routers. Al the Link-Layer Address
options have the format defined in Section 6.4.3.

I P Fields:

Sour ce Address
MUST be the Link-Local Address assigned to the
interface fromwhich this nmessage is sent.

Destinati on Address
The Source Address of an invoking Router
Solicitation for a Proxy Advertisenment or the
address of the node the Access Router is
instructing to handover.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
i e e T i e T e e i i i SE SR NN R SR S S
Subt ype | Reserved | Identifier |

B i s T T i i o S o T Ji I
| Options ...
B e i e e e

Figure 5: Proxy Router Advertisement (PrRtAdv) Message

Hop Limit 255. See RFC 2461 [6].

Aut henti cati on Header
If a Security Association for the | P Authentication
Header exists between the sender and the
destinati on address, the sender SHOULD include this
header. See RFC 2402 [5].

| VWP Fi el ds:
Type The Experimental Mbility Protocol Type. See RFC
4065 [4].
Code 0, 1, 2, 3 or 4. See bel ow
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Subt ype

Reser ved

Identifier
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The | CWPv6 checksum
3

MUST be set to zero by the sender and ignored by
the receiver.

Copied fromthe Router Solicitation for Proxy
Advertisenent or set to Zero if unsolicited.

id Options in the foll ow ng order:

Sour ce Link-Layer Address

When known, the Link-Layer Address of the sender
SHOULD be included using the Link-Layer Address
option. See the LLA option format bel ow.

New Access Poi nt Link-Layer Address

The Link-Layer Address or identification of the
access point is copied fromthe RtSol Pr nessage.
Thi s option MJST be present.

New Router’s Link-Layer Address

The Li nk-Layer Address of the Access Router for
whi ch this nessage is proxied. This option MIST be
i ncl uded when Code is 0 or 1.

New Router’s | P Address

The I P address of NAR  This option MJST be
i ncl uded when Code is 0 or 1.

New Router Prefix Information Option.

New CoA Option

Koodl i, Ed.

Specifies the prefix of the Access Router for which
the nmessage is proxied and is used for address
auto-configuration. This option MJST be included
when Code is O or 1. However, when this prefix is
the same as that used in the New Router’s IP
Address option (above), the Prefix Information
option need not be present.

MAY be present when a PrRtAdv is sent unsolicited.
PAR MAY conpute a new CoA using NAR s prefix
information and the MN's L2 address, or by any

ot her neans.
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Future versions of this protocol may define new option types.
Receivers MUST silently ignore any options they do not recogni ze and
conti nue processing the nmessage.

Currently, Code values 0, 1, 2, 3 and 4 are defined.

A Proxy Router Advertisenment with Code 0 neans that the MN shoul d use
the [AP-ID, AR-Info] tuple (present in the options above) for
movenent detection and NCoA formulation. 1In this case, the Option-
Code field in the New Access Point LLA optionis 1, reflecting the
LLA of the access point for which the rest of the options are
related. Muiltiple tuples may be present.

A Proxy Router Advertisenent with Code 1 neans that the nessage is
sent unsolicited. If a New CoA option is present follow ng the New
Router Prefix Information option, the MN SHOULD use the supplied NCoA
and send the FBU i medi ately or else stand to | ose service. This
message acts as a network-initiated handover trigger; see Section
3.3. The Option-Code field in the New Access Point LLA option (see
below) in this case is 1 reflecting the LLA of the access point for
which the rest of the options are rel ated.

A Proxy Router Advertisenent with Code 2 nmeans that no new router
information is present. Each New Access Point LLA option contains an
Opti on- Code val ue (described below) that indicates a specific

out cone.

- \When the Option-Code field in the New Access Point LLA option
is 5, handover to that access point does not require a change
of CoA. No other options are required in this case.

- \When the Option-Code field in the New Access Point LLA option
is 6, the PARis not aware of the Prefix Information requested.
The MN SHOULD attenpt to send an FBU as soon as it regains
connectivity with the NAR  No other options are required in
thi s case.

- \When the Option-Code field in the New Access Point LLA option
is 7, it nmeans that the NAR does not support fast handover
The MN MJST stop fast handover protocol operations. No other
options are required in this case.

A Proxy Router Advertisenent with Code 3 neans that new router
information is only present for a subset of access points requested.
The Option-Code field values (defined above including a value of 1)
di stinguish different outcones for individual access points.
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A Proxy Router Advertisenment with Code 4 neans that the subnet

i nformati on regardi ng nei ghboring access points is sent unsolicited,
but the message is not a handover trigger, unlike when the nessage is
sent with Code 1. Miltiple tuples nay be present.

When a wildcard AP identifier is supplied in the Rt Sol Pr nessage, the
Pr Rt Adv nessage should include any ‘n’ [Access Point ldentifier,

Li nk- Layer Address option, Prefix Information Option] tuples
correspondi ng to the PAR s nei ghbor hood.

6.2. Inter-Access Router Messages
6.2.1. Handover Initiate (H)

The Handover Initiate (H') is an I CMPv6 nessage sent by an Access
Router (typically PAR) to another Access Router (typically NAR) to
initiate the process of a M\ s handover

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
i i i T i I S i e s o o i i
| Subt ype | S|U Reserved | Identifier |
R et e s i o e s i i
| Options ..

B ih T S I S S S S

Figure 6: Handover Initiate (H') Message
I P Fields:

Sour ce Address
The | P address of the PAR

Desti nati on Address
The | P address of the NAR

Hop Limt 255. See RFC 2461 [6].
Aut henti cati on Header

The aut henticati on header MJST be used when this
message is sent. See RFC 2402 [5].
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| CMP Fi el ds:

Type

Code
Checksum
Subt ype
S flag

U flag

Reser ved

Identifier

Valid Options:
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The Experimental Mbility Protocol Type. See RFC
4065 [4].

0 or 1. See bel ow
The | CWPv6 checksum
4

Assi gned address configuration flag. Wen set,
this nmessage requests a new CoA to be returned by
the destination. My be set when Code = 0. MJST
be 0 when Code = 1.

Buf fer flag. Wen set, the destination SHOULD

buf fer any packets noving toward the node indicated
in the options of this nessage. Used when Code =
0, SHOULD be set to 0 when Code = 1.

MUST be set to zero by the sender and ignored by
the receiver.

MJUST be set by the sender so replies can be natched
to this nessage

Li nk- Layer Address of M\

The Li nk-Layer Address of the MN that is undergoing
handover to the destination (i.e., NAR). This
option MJST be included so that the destination can
recogni ze the MN

Previ ous Care of Address

The | P address used by the MN while attached to the
originating router. This option SHOULD be incl uded
so that a host route can be established if
necessary.

New Care of Address

Koodl i, Ed.

The | P address the MN wi shes to use when connect ed
to the destination. Wen the ‘'S bit is set, the
NAR MAY assign this address.
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The PAR uses a Code value of O when it processes an FBU with PCoA as
a source | P address. The PAR uses a Code value of 1 when it
processes an FBU whose source | P address is not PCoA.

I f a Handover Acknow edge (HAck) nessage is not received as a
response in a short tine period (no less than twice the typical RTT
bet ween source and destination, or 100 mlliseconds if RTT is not
known), the Handover Initiate SHOULD be resent. Subsequent

retransm ssions can be up to H _RETRIES, but MJST use exponentia
backoff in which the tineout period (i.e., 2xRTT or 100 milli seconds)
i s doubl ed during each instance of retransmni ssion

6.2.2. Handover Acknow edge (HAck)

The Handover Acknow edgment message is a new | CMPv6 nessage that MJST
be sent (typically by NARto PAR) as a reply to the Handover Initiate
nessage

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
i i i T i I S i e s o o i i
| Subt ype | Reserved | Identifier |
R et e s i o e s i i
| Options ..

B ih T S I S S S S

Fi gure 7: Handover Acknow edge (HAck) Message
I P Fields:

Sour ce Address
Copi ed fromthe destination address of the Handover
Initiate Message to which this nessage is a
response.

Destinati on Address
Copi ed fromthe source address of the Handover
Initiate Message to which this nessage is a
response.

Hop Limt 255. See RFC 2461 [6].
Aut henti cati on Header

The aut henticati on header MJST be used when this
nmessage is sent. See RFC 2402 [5].
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| VWP Fi el ds:
Type The Experimental Mbility Protocol Type. See RFC
4065 [ 4].
Code
0: Handover Accepted, NCoA valid
1: Handover Accepted, NCoA not valid
2: Handover Accepted, NCoA in use
3: Handover Accepted, NCoA assi gned
(used in Assigned addressing)
4: Handover Accepted, NCoA not assigned
(used in Assigned addressing)
128: Handover Not Accepted, reason unspecified
129: Admini stratively prohibited
130: Insufficient resources
Checksum The | CGWPv6 checksum
Subt ype 5
Reserved MUST be set to zero by the sender and ignored by
the receiver.
Identifier Copied fromthe corresponding field in the Handover
Initiate message to which this nessage is a
response.

Valid Options:

New Care of Address
If the Sflag in the Handover Initiate nessage is
set, this option MJIST be used to provide NCoA the
MN shoul d use when connected to this router. This
option MAY be included, even when the ‘S bit is
not set, e.g., Code 2 above.

Upon receiving an H nessage, the NAR MJST respond with a Handover
Acknowl edge nmessage. If the ‘S flag is set in the H nessage, the
NAR SHOULD i nclude the New Care of Address option and a Code 3

The NAR MAY provide support for PCoA (instead of accepting or

assi gni ng NCoA), establish a host route entry for PCoA, and set up a
tunnel to the PARto forward MN s packets sent with PCoA as a source
I P address. This host route entry SHOULD be used to forward packets
once the NAR detects that the particular MNis attached to its link
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When responding to an H nessage containing a Code value 1, the Code
values 1, 2, and 4 in the HAck nessage are not relevant.

Finally, the new access router can al ways refuse handover, in which
case it should indicate the reason in one of the avail abl e Code
val ues.

6.3. New Mbility Header Messages
Mobile | Pv6 uses a new | Pv6 header type called Mbility Header [3].
The Fast Bi nding Update, Fast Bi nding Acknow edgnent, and Fast
Nei ghbor Adverti senent nessages use the Mobility Header.

6.3.1. Fast Binding Update (FBU)
The Fast Bi nding Update nessage is identical to the Mbile |IPv6
Bi ndi ng Update (BU) nessage. However, the processing rules are
slightly different.

S i S i S S S S S S

| Sequence # |
el i I e i it T e e e e i i T o S e e S e T R R
| Al H L] K| Reserved | Lifetinme |
R i T I e T S S e S TR S T e i I S e S e e e e o o
I

I
Mobility options
i e R i e i i i e i i St S N e S
Figure 8: Fast Binding Update (FBU) Message

IP fields:

Sour ce Address
The PCoA or NCoA

Desti nati on Address
The | P address of the Previous Access Router

A flag MUST be set to one to request that PAR send a Fast
Bi ndi ng Acknow edgnent nessage.

Hflag MJST be set to one. See RFC 3775 [3].

L flag See RFC 3775 [3].
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K flag See RFC 3775 [3].
Reserved This field is unused. MUST be set zero.

Sequence Number
See RFC 3775 [3].

Lifetime See RFC 3775 [3].

Mobility Options
MUST contain an alternate CoA option set to the
NCoA when an FBU is sent from PAR s |i nk.

The MN sends an FBU message any tinme after receiving a PrRt Adv
message. If the MN noves prior to receiving a PrRt Adv nessage, it
SHOULD send an FBU to the PAR after configuring NCoA on the NAR
according to Nei ghbor Discovery and | Pv6 Address Configuration

pr ot ocol s.

The source | P address is PCoA when the FBU is sent from PAR s |ink,
and the source |IP address is NCoA when sent fromNAR s |ink. Wen
the FBU is sent fromNAR s link, it SHOULD be encapsul ated within an
FNA.

The FBU MJST al so include the Hone Address Option, and the Hone
Address is PCoA. An FBU nmessage MJST be protected so that PAR i s
able to determne that the FBU nmessage is sent by a genuine M\

6.3.2. Fast Binding Acknow edgnent (FBack)

The Fast Bi ndi ng Acknowl edgnent nessage is sent by the PARto

acknow edge recei pt of a Fast Binding Update nessage in which the 'A
bit is set. The Fast Binding Acknow edgnment nmessage SHOULD NOT be
sent to the MN before the PAR receives a HAck nmessage fromthe NAR
The Fast Bi ndi ng Acknowl edgnent MAY al so be sent to the MN on the old
I'i nk.
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e T e ik o oI S R B T
| St at us | KI Reserved |
B i s T T i i o S o T Ji I
| Sequence # | Lifetine |
e L i i e e b o i R S

I I
. Mobility options .

i i i T i I S i e s o o i i
Figure 9: Fast Binding Acknow edgnent (FBack) Message
I P fields:

Sour ce Address
The | P address of the Previ ous Access Router.

Desti nati on Address
The NCoA

St at us 8-bit unsigned integer indicating the disposition
of the Fast Binding Update. Values of the Status
field that are |l ess than 128 indicate that the
Bi ndi ng Update was accepted by the receiving node.
The foll owi ng such Status values are currently
def i ned:

0 Fast Bi ndi ng Update accepted
1 Fast Binding Update accepted but NCoA is
invalid. Use NCoA supplied in "alternate" CoA

Val ues of the Status field that are greater than or
equal to 128 indicate that the Binding Update was
rejected by the receiving node. The follow ng such
Status values are currently defined:

128 Reason unspecified

129 Administratively prohibited

130 Insufficient resources

131 Incorrect interface identifier length
‘K flag See RFC 3775 [3].

Reser ved An unused field. MJST be set to zero.
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Sequence Number
Copi ed fromthe FBU nessage for use by the MN in
mat chi ng this acknow edgnment with an outstandi ng
FBU.

Lifetinme The granted lifetine in seconds for which the

sender of this message will retain a binding for
traffic redirection.

Mobility Options
MJUST contain an "alternate" CoA if Status is 1.

6.3.3. Fast Neighbor Advertisenent (FNA)
A MN sends a Fast Nei ghbor Advertisenment to announce itself to the
NAR.  Wen the Mbility Header Type is FNA, the Payload Proto field
may be set to IPv6 to assist FBU encapsul ation.
s T i T s sl T S i R S R T
| Reserved

i S S T i S S e e i Sl U S S S

Mobi lity Options

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Fi gure 10: Fast Nei ghbor Advertisenment (FNA) Message
I P fields:

Sour ce Address
NCoA

Desti nati on Address
NAR s | P Address

Mobility Options
MJST contain the Mbility Header Link-Layer Address
of the MNin the M+ LLA option format. See Section
6.4. 4.

The MN sends a Fast Nei ghbor Advertisenent to the NAR, as soon as it
regai ns connectivity on the new link. Arriving or buffered packets

can be immediately forwarded. |If NAR is proxying NCoA, it creates a
nei ghbor cache entry in REACHABLE state. |If there is no entry, it
creates one and sets it to REACHABLE. |If there is an entry in the

| NCOWLETE state without a Link-Layer Address, it sets it to
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REACHABLE. During the process of creating a neighbor cache entry,
NAR can al so detect if NCoA is in use, thus avoidi ng address
collisions. Since the FBU is encapsulated within the FNA when sent
fromNAR s |ink, NAR drops the FBU if it detects a collision.

The conbi nati on of NCoA (present in source |IP address) and the Link-
Layer Address (present as a Mbility Option) SHOULD be used to
di stinguish the MN from ot her nodes.

6.4. New Options
Al'l the options are of the formshown in Figure 11.

The Type val ues are defined fromthe Neighbor Discovery options
space. The Length field is in units of 8 octets, except for the
Mobi lity Header Link-Layer Address option, whose Length field is in
units of octets in accordance with Section 6.2 in [3]. Option-Code
provi des additional information for each of the options (See

i ndi vi dual options bel ow).

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Type | Length | Option-Code | |
R et e s i o e s i i

i S S T i S S e e i S S S S

Figure 11: Option Format
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6.4.1. | P Address Option

This option is sent in the Proxy Router Advertisement, the Handover
Initiate, and Handover Acknow edge nessages.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length | Option-Code | Prefix Length
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved

I S i i T i T R R e R e s s s i S S +-|+
. .
L | Pv6 Address L
. .
I+- S S I i ST S il w T o sl S SN SR U Y S U S S +-|+
Figure 12: 1Pv6 Address Option

Type 17

Lengt h The size of this option in 8 octets including the
Type, Option-Code, and Length fields.

Opt i on- Code 1 A d Care-of Address
2 New Car e- of Address
3 NAR s | P address

Prefix Length
The Length of the I Pv6 Address Prefix.

Reserved MJUST be set to zero by the sender and MJST be
i gnored by the receiver.

| Pv6 Address The | P address for the unit defined by the Type
field.
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New Router Prefix Information Option

This option is sent in the PrRt Adv nessage to provide the prefix
information valid on the NAR

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Length | Option-Code | Prefix Length
B T S i T s i i e e SEI S
| Reserved |
i e R i e i i i e i i St S N e S
I I
+ +
| , |
+ Prefix +
I I
+ +
I I
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 13: New Router Prefix Information Option
Type 18
Lengt h The size of this option in 8 octets including the
Type, Option-Code, and Length fields.
Opt i on- Code 0

Prefix Length

Reser ved

Prefix

Koodl i, Ed.

8-bit unsigned integer. The number of
in the Prefix that are valid.
fromO to 128

| eading bits
The val ue ranges

MJUST be set to zero by the sender and MJST be
i gnored by the receiver.

An | P address or a prefix of an IP address. The
Prefix Length field contains the nunber of valid

| eading bits in the prefix. The bits in the prefix
after the prefix length are reserved and MJST be
initialized to zero by the sender and ignored by
the receiver.
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6.4.3. Link-Layer Address (LLA) Option

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

| Type | Length | Option-Code | LLA. ..
R et e s i o e s i i

Figure 14: Link-Layer Address Option
Type 19

Length The size of this option in 8 octets including the
Type, Option-Code, and Length fields.

Opt i on- Code
0 wildcard requesting resolution for all nearby
access points
1 Link-Layer Address of the New Access Point
2 Link-Layer Address of the M\
3 Link-Layer Address of the NAR (i.e., Proxied
Origi nator)
4 Link-Layer Address of the source of the Rt Sol Pr
or PrRtAdv nessage
5 The access point identified by the LLA bel ongs
to the current interface of the router
6 No prefix information avail able for the access
point identified by the LLA
7 No fast handovers support available for the
access point identified by the LLA
LLA The vari abl e | ength Link-Layer Address.

Dependi ng on the size of the individual LLA option, appropriate
paddi ng MJUST be used to ensure that the entire option size is a
multiple of 8 octets.

The New Access Poi nt Link-Layer Address contains the Link-Layer
Address of the access point for which handover is about to be
attenpted. This is used in the Router Solicitation for the Proxy
Advertisenment nessage.

The MN Link-Layer Address option contains the Link-Layer Address of
an MN. It is used in the Handover Initiate message.

The NAR (i.e., Proxied Oiginator) Link-Layer Address option contains

the Link-Layer Address of the Access Router to which the Proxy Router
Solicitation nmessage refers
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6.4.4. Mobility Header Link-Layer Address (MH4LLA) Option

This option is identical to the LLA option, but is carried in the
Mobility Header messages (i.e., FNA). In the future, other Mbility
Header nessages may al so make use of this option. For instance,
including this option in FBU allows PAR to obtain the MN's LLA
readily. The format of the option when the LLAis 6 bytes is shown
in Figure 15. Wen the LLA size is different, the option MJST be

al i gned appropriately. See Section 6.2 in [3].

0 1 2 3
01234567890123456789012345678901
T
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Option-Code | Pad0=0 | LLA |
T T g S S S g S S
| LLA |
i S D S T O T A T

Figure 15: Mobility Header Link-Layer Address Option
Type 7

Length The size of this option in octets not including the
Type, Length, and Option-Code fields.

Opt i on- Code 2 Li nk-Layer Address of the WN
LLA The vari abl e | ength Link-Layer Address.
6.4.5. Neighbor Advertisement Acknow edgnent ( NAACK)
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length | Option-Code | St at us |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Reserved |

B T S i T s i i e e SEI S
Fi gure 16: Nei ghbor Advertisenment Acknow edgnent Option

Type 20
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7

Lengt h 8-bit unsigned integer. Length of the option, in 8
octets. The length is 1 when NCoA is not supplied.
The length is 3 when NCoA is supplied (inmrediately
foll owing the Reserved field)

Opt i on- Code 0

St at us 8-bit unsigned integer indicating the disposition
of the Fast Nei ghbor Advertisenent nessage. The
followi ng Status values are currently defined:

1 The New CoA is invalid
2 The New CoA is invalid; use the supplied CoA
The New CoA MUST be present follow ng the
Reserved fi el d.
128 Li nk Layer Address unrecogni zed.

Reserved MJUST be set to zero by the sender and MJST be
i gnored by the receiver.

The NAR responds to the FNA with the NAACK option to notify the MNto
use a different NCoA if there is address collision. |f the NCoA is
invalid, the Router Advertisenment MJST use the NCoA as the
destination address but use the L2 address present in the FNA. The
MN SHOULD use the NCoA if it is supplied with the NAACK option. |If
the NAACK indicates that the Link-Layer Address is unrecognized, the
MN MUST NOT use the NCoA or PCoA and SHOULD start the process of
acquiring an NCoA at the NAR i nmedi ately.

New option types may be defined in the future.

Confi gurabl e Paraneters

Par anmet er Nane Def aul t Val ue Definition
RTSOLPR_RETRI ES 3 Section 6.1.1
MAX_RTSOLPR_RATE 3 Section 6.1.1
FBU RETRI ES 3 Section 4
PROXY_ND LI FETI ME 1.5 seconds Section 6.2.2
H RETRI ES 3 Section 6.2.1
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8.

Security Considerations

The followi ng security vulnerabilities are identified, and suggested
sol utions are nentioned.

1.

Insecure FBU: In this case, packets neant for one address could be
stolen, or redirected to sone unsuspecting node. This concern is
the sane as that in an MN and Hone Agent rel ationship.

Hence, the PAR MUST ensure that the FBU packet arrived froma node
that legitinately owns the PCoA. The access router and its hosts
may use any avail able nmechanismto establish a security

associ ation that MJST be used to secure FBU  The current version
of this protocol does not specify how this security association is
establi shed. However, future work may specify this security
associ ati on establishment.

If an access router can ensure that the source |IP address in an
arriving packet could only have originated fromthe node whose

Li nk- Layer Address is in the router’s nei ghbor cache, then a bogus
node cannot use a victinms |IP address for malicious redirection of
traffic. Such an operation is recommended at | east on nei ghbor

di scovery nessages including the Rt Sol Pr nmessage.

Secure FBU, malicious or inadvertent redirection: In this case,
the FBU i s secured, but the target of binding happens to be an
unsuspecting node due to inadvertent operation or malicious
intent. This vulnerability can lead to an MN with a genui ne
security association with its access router redirecting traffic to
an incorrect address.

However, the target of nalicious traffic redirection is limted to
an interface on an access router with which the PAR has a security
association. The PAR MUST verify that the NCoA to which PCoA is
bei ng bound actually belongs to NAR' s prefix. To do this, H and
HAck nessage exchanges are to be used. Wen NAR accepts NCoA in
H (with Code = 0), it proxies NCoA so that any arriving packets
are not sent on the link until the M\ attaches and announces
itself through FNA. Therefore, any inadvertent or malicious
redirection to a host is avoided. It is still possible to jam
NAR' s buffer with redirected traffic. However, since NAR s
handover state corresponding to NCoA has a finite (and short)
lifetime corresponding to a small multiple of anticipated handover
| atency, the extent of this vulnerability is arguably small

Sending an FBU from NAR s |ink: A malicious node may send an FBU
fromNAR s |ink providing an unsuspecting node’s address as NCoA.
Since the FBU is encapsulated in the FNA, NAR shoul d detect the
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9.

collision with an address in use when processing the FNA and then
drop the FBU. Wen NAR is unable to detect address colli sions,
there is a vulnerability that redirection can affect an

unsuspecti ng node.

| ANA Consi der ati ons

Thi s docunent defines four new experimental |CVWPv6 nessages that use
the Experinmental Mbility Protocol 1CWPv6 format [4]. These four new
Subt ype val ue assi gnnents out of the Experinental Mbility Protocol
Subtype Registry [4] have been assigned as foll ows:

Subt ype Descri ption Ref erence

2 Rt Sol Pr Section 6.1.1
3 Pr Rt Adv Section 6.1.2
4 Hi Section 6.2.1
5 HAck Section 6.2.2

Thi s docunent defines four new Nei ghbor Di scovery [6] options that
have received Type assignments from | ANA.

Opti on- Type Description Ref erence
17 | P Address Option Section 6.4.1
18 New Router Prefix

I nformati on Option Section 6.4.2
19 Li nk- Layer Address

Option Section 6.4.3
20 Nei ghbor Adverti senent

Acknowl edgnment Opti on Section 6.4.5
Thi s docunent defines three new Mbility Header nessages that have
received type allocations fromthe Mbility Header Types registry at
http://ww. i ana. or g/ assi gnnent s/ nobi | i ty- paranet ers:
1. Fast Binding Update, described in Section 6.3.1
2. Fast Bi nding Acknow edgnment, described in Section 6.3.2, and
3. Fast Nei ghbor Advertisenent, described in Section 6.3.3.
Thi s docunent defines a new Mobility Option which has received type
assignnents fromthe Mbility Options Type registry at
http://wwv. i ana. or g/ assi gnnent s/ mobi | i ty- par amet er s:

1. Mobility Header Link-Layer Address option, described in Section
6.4. 4.
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