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Abst ract

Thi s docunent presents the Context Transfer Protocol

(CXTP) t hat

enabl es authorized context transfers. Context transfers all ow better
support for node based nobility so that the applications running on

nmobi | e nodes can operate with mnimal disruption.

Key objectives are

to reduce | atency and packet |osses, and to avoid the re-initiation

of signaling to and from the nobil e node.
Tabl e of Contents
1. Introduction .

1.1. The Probl ém .
Conventions Used in Th| s Docurrent

1. 2.
1.3. Abbreviations Used in the Docunent
2. Protocol Overview. .
2.1. Context Transfer Scenarlos .
2.2. Context Transfer Message Format.
2.3. Context Types. . .
2.4. Context Data Bl ock (CDB)
2.5. Messages .
3. Transport.
3.1. Inter- Rout er Tr ansport
3.2. MN\-AR Transport.
4. Error Codes and Constants.
5 Exanpl es and Signaling Flows . . . .
5.1. Network controlled, Initi ated by pAR Pred| ctlve .
5.2. Network controlled, Initiated by nAR Reactive .

Loughney, et al. Experi ment al

O~NO OB WWWNN

NNNNRFR PP
PRPRPRPOOOO

[ Page 1]



RFC 4067 Cont ext Transfer Protocol (CXTP) July 2005

5.3. Mbile controlled, Predictive New L2 up/O d L2 down. . . 22
6. Security Considerations. . . . . . . . L. 22
6.1. Threats. . . . e e e L 22
6.2. Access Router CDnS|derat|ons 2
6.3. Mobile Node Considerations . . . . . . . . . . . . . . . 24
7. Acknow edgenents & Contributors. . . . . . . . . . . . . . . . 25
8. References . . . A <)
8.1. Normative References 4 &)
8.2. Informative References . . . . e . . . . . . . . 26
Appendi x A.  Timng and Trigger CDnS|derat|ons . . . . . . . . . . 28
Appendi x B. Milticast Listener Context Transfer . . . . . . . . . 28
1. Introduction

Thi s docunment descri bes the Context Transfer Protocol, which
provi des:

* Representation for feature contexts.

* Messages to initiate and authorize context transfer, and notify
a nobil e node of the status of the transfer

* Messages for transferring contexts prior to, during and after
handover s.

The proposed protocol is designed to work in conjunction with other
protocols in order to provide seanml ess mobility. The protoco
supports both I Pv4 and | Pv6, though support for IPv4 private
addresses is for future study.

1.1. The Probl em

"Probl em Description: Reasons For Perform ng Context Transfers

bet ween Nodes in an | P Access Network" [RFC3374] defines the
followi ng mai n reasons why Context Transfer procedures may be usefu
in | P networks.

1) As mentioned in the introduction, the primary notivation is to
qui ckly re-establish context transfer-candi date services w thout
requiring the nobile host to explicitly performall protocol flows
for those services fromscratch. An exanple of such a service is
i ncluded in Appendix B of this docunent.

2) An additional notivation is to provide an interoperable solution
that supports various Layer 2 radi o access technol ogi es.
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1.

1.

2

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Abbreviations Used in the Docunent
Mobility Rel ated Term nol ogy [ TERM defines basic mobility

termnology. 1In addition to the material in that docunent, we use
the following terns and abbreviations in this docunent.

CXTP Cont ext Transfer Protoco

DoS Deni al - of - Servi ce

FPT Feature Profile Types

PCTD Predictive Context Transfer Data

Pr ot ocol Overvi ew

This section provides a protocol overview A context transfer can be
either started by a request fromthe nobile node ("nobile
controlled") or at the initiative of the new or the previ ous access
router ("network controlled").

* The nobile node (M\) sends the CT Activate Request (CTAR) to
its current access router (AR) imediately prior to handover
when it is possible to initiate a predictive context transfer
In any case, the MN al ways sends the CTAR nessage to the new AR
(nAR). If the contexts are already present, nAR verifies the
aut hori zati on token present in CTARwith its own conputation
usi ng the paraneters supplied by the previous access router
(pAR), and subsequently activates those contexts. |If the
contexts are not present, nAR requests pAR to supply them using
the Context Transfer Request nessage, in which it supplies the
aut hori zati on token present in CTAR

* Either nAR or pAR may request or start (respectively) context
transfer based on internal or network triggers (see Appendi X
A).

The Context Transfer protocol typically operates between a source
node and a target node. In the future, there may be multiple target
nodes involved; the protocol described here would work with nultiple
target nodes. For sinplicity, we describe the protocol assuming a
singl e receiver or target node.
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Typically, the source node is an MN's pAR and the target node is an
M\N's nAR. Context Transfer takes place when an event, such as a
handover, takes place. W call such an event a Context Transfer
Trigger. |In response to such a trigger, the pAR may transfer the
contexts; the nAR may request contexts; and the MN may send a nessage
to the routers to transfer contexts. Such a trigger nust be capable
of providing the necessary information (such as the MN' s | P address)
by which the contexts are identified. 1In addition, the trigger nust
be able to provide the I P addresses of the access routers, and the
aut hori zation to transfer context.

Context transfer protocol nessages use Feature Profile Types (FPTs)
that identify the way that data is organized for the particul ar
feature contexts. The FPTs are registered in a nunber space (wth
| ANA Type Nunbers) that allows a node to unanbi guously determ ne the
type of context and the context paraneters present in the protoco
messages. Contexts are transferred by laying out the appropriate
feature data within Context Data Bl ocks according to the fornmat in
Section 2.3, as well as any | P addresses necessary to associate the
contexts to a particular MN\. The context transfer initiation
messages contain parameters that identify the source and target
nodes, the desired list of feature contexts, and |P addresses to
identify the contexts. The nessages that request the transfer of
context data also contain an appropriate token to authorize the
context transfer.

Perform ng a context transfer in advance of the MN attaching to nAR
can increase handover performance. For this to take place, certain
conditions nust be net. For exanple, pAR nmust have sufficient tine
and know edge of the inpending handover. This is feasible, for
instance, in Mbile IP fast handovers [LLMP][FM Pv6]. Additionally,
many cel l ul ar networks have nechani sns to detect handovers in
advance. However, when the advance know edge of inpendi ng handover
is not available, or if a nmechani smsuch as fast handover fails,
retrieving feature contexts after the MN attaches to nARis the only
avai | abl e neans for context transfer. Perform ng context transfer
after handover might still be better than having to re-establish all
the contexts fromscratch, as shown in [FHCT] and [ TEXT]. Finally,
some contexts may sinmply need to be transferred during handover
signaling. For instance, any context that gets updated on a per-
packet basis must clearly be transferred only after packet forwarding
to the MN on its previous |link has been term nated.

2.1. Context Transfer Scenari os

The Previ ous Access Router transfers feature contexts under two
general scenari os.
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2.1.1. Scenario 1

The pAR receives a Context Transfer Activate Request (CTAR) nessage
fromthe MN whose feature contexts are to be transferred, or it
receives an internally generated trigger (e.g., a link-layer trigger
on the interface to which the MNis connected). The CTAR nessage,
described in Section 2.5, provides the | P address of nAR the IP
address of MN on pAR, the list of feature contexts to be transferred
(by default requesting all contexts to be transferred), and a token
authorizing the transfer. |In response to a CT-Activate Request
message or to the CT trigger, pAR predictively transmts a Context
Transfer Data (CTD) nessage that contains feature contexts. This
message, described in Section 2.5, contains the MN's previous IP
address. It also contains parameters for nAR to conpute an

aut hori zation token to verify the MN's token that is present in the
CTAR nmessage. Recall that the MN al ways sends a CTAR nessage to nAR
regardl ess of whether it sent the CTAR nessage to pAR because there
is no means for the MN to ascertain that context transfer has
reliably taken place. By always sending the CTAR nessage to nAR, the
Cont ext Transfer Request (see below) can be sent to pAR if necessary.

When context transfer takes place without the nAR requesting it, nAR
requires MN to present its authorization token. Doing this locally
at nAR when the MN attaches to it inproves performance and increases
security, since the contexts are likely to already be present. Token
verification takes place at the router possessing the contexts.

2.1.2. Scenario 2

In the second scenario, pAR receives a Context Transfer Request (CT-
Req) nessage from nAR, as described in Section 2.5. The nAR itself
generates the CT-Req nmessage as a result of receiving the CTAR
message, or alternatively, fromreceiving a context transfer trigger
In the CT-Req nessage, nhAR supplies the MN's previous |P address, the
FPTs for the feature contexts to be transferred, the sequence numnber
fromthe CTAR, and the authorization token fromthe CTAR In
response to a CT-Req nmessage, pAR transnmits a Context Transfer Data
(CTD) message that includes the MN' s previous | P address and feature
contexts. \When it receives a correspondi ng CTD nessage, nAR nay
generate a CID Reply (CTDR) nmessage to report the status of
processing the received contexts. The nAR installs the contexts once
it has received themfromthe pAR

2.2. Context Transfer Message Format
A CXTP nessage consists of a nessage-specific header and one or nore

data bl ocks. Data bl ocks may be bundl ed together to ensure a nore
efficient transfer. On the inter-AR interface, SCTP is used so
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fragmentation should not be a problem On the M\:-AR interface, the
total packet size, including transport protocol and IP protoco
headers, SHOULD be | ess than the path MIU to avoi d packet
fragnmentation. Each nessage contains a 3 bit version nunber field in
the | ow order octet, along with the 5 bit nessage type code. This
specification only applies to Version 1 of the protocol, and the
therefore version nunber field MUST be set to Ox1. |If future
revisions of the protocol make binary inconpatible changes, the
versi on nunmber MJST be incremented

2.3. Context Types

Contexts are identified by the FPT code, which is a 16 bit unsigned
integer. The meaning of each context type is determ ned by a

speci fication docunment. The context type nunbers are to be tabul ated
in aregistry maintained by 1 ANA [1 ANA] and handl ed according to the
nmessage specifications in this docunent. The instantiation of each
context by nAR is determined by the nessages in this docunent al ong
with the specification associated with the particular context type.

The followi ng diagramillustrates the general format for CXTP
nmessages:

R +

| Message Header |

T +

| CXTP Data 1 |

T +

| CXTP Data 2 |

R +

Each context type specification contains the follow ng details:

- Nunber, size (in bits), and ordering of data fields in the
state vari abl e vector that enbodi es the context.

- Default values (if any) for each individual datum of the
context state vector.

- Procedures and requirenents for creating a context at a new
access router, given the data transferred froma previous
access router and formatted according to the ordering rules and
data field sizes presented in the specification

- |If possible, status codes for success or failure related to the
context transfer. For instance, a QS context transfer night
have different status codes dependi ng on which el ements of the
context data failed to be instantiated at nAR
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2.4. Context Data Bl ock (CDB)

The Context Data Block (CDB) is used both for request and response
operations. Wen a request is constructed, only the first 4 octets
are typically necessary (See CTAR bel ow). Wen used for transferring
the actual feature context itself, the context data is present, and
the presence vector is sometines present.

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR

| Feature Profile Type (FPT) | Length | PI Reserved

I i I S T S i S i S M SR S
| Presence Vector (if P = 1) |
B i s T T i i o S o T Ji I
~ Dat a ~
i I S T S S i I S A SHE N SR

Feature Profile Type
16 bit integer, assigned by | ANA,
indicating the type of data
included in the Data field.

Length Message length in units of 8 octet words.
P bit 0 = No presence vector.
1 = Presence vector present.

Reser ved Reserved for future use. Set to
zero by the sender.

Dat a Cont ext type-dependent data, whose
length is defined by the Length
Field. If the data is not 64 bit
aligned, the data field is
padded with zeros.

The Feature Profile Type (FPT) code indicates the type of data in the
data field. Typically, this will be context data, but it could be an
error indication. The 'P bit specifies whether the "presence
vector" is used. When the presence vector is in use, it is
interpreted to indicate whether particular data fields are present
(and contain non-default values). The ordering of the bits in the
presence vector is the sane as the ordering of the data fields
according to the context type specification, one bit per data field
regardl ess of the size of the data field. The Length field indicates
the size of the CDB in 8 octet words, including the first 4 octets
starting from FPT.
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Notice that the length of the context data block is defined by the
sum of the lengths of each data field specified by the context type
specification, plus 4 octets if the "P bit is set, mnus the
accunul ated size of all the context data that is inplicitly given as
a default val ue.

2.5. Messages

In this section, the CXTP nessages are defined. The M\ for which
context transfer protocol operations are undertaken is always
identified by its previous |P access address. Only one context
transfer operation per MN may be in progress at a tine so that the
CTDR nessage unambi guously identifies which CID nessage is

acknow edged sinmply by including the MN's identifying previous IP
address. The 'V flag indicates whether the | P addresses are |Pv4 or
| Pv6.

2.5.1. Context Transfer Activate Request (CTAR) Message

This nmessage is always sent by the MNto the nAR to request a context
transfer. Even when the MN does not know if contexts need to be
transferred, the MN sends the CTAR nessage. |f an acknow edgenent
for this nmessage is needed, the MN sets the "A flag to 1; otherw se
the MN does not expect an acknow edgenent. This nessage may i ncl ude
a list of FPTs that require transfer.

The MN may al so send this nmessage to pAR while still connected to
PAR.  In this case, the MN includes the nAR s | P address; otherw se,
if the nessage is sent to nAR, the pAR address is sent. The MN MJUST
set the sequence nunber to the sane value as was set for the nessage
sent on both pAR and nAR so pAR can determ ne whether to use a cached
message
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Vers. | Type |V|A Reserved | Lengt h |
i s o i i S N S
~ MN' s Previous | P Address ~
T e L o o o e i i s it NN R SR S B S
~ Previous (New) AR | P Address ~
B i s T T i i o S o T Ji I
| Sequence Nunber |
e L o i T e S  th o i R S
| MN Aut hori zati on Token |
i e e R e o o e i ol S N B S
| Request ed Context Data Block (if present) |
B i s T T i i o S o T Ji I
| Next Requested Context Data Block (if present) |
e s o i T e s I SR S

I T S S S e S S S S S Sup S Sup S S S

Vers. Ver si on nunmber of CXTP protocol = 0x1

Type CTAR = 0Ox1

"V flag When set to '0', |Pv6 addresses.
When set to "1, |Pv4 addresses.

A bit If set, the MN requests an acknow edgenent.

Reserved Set to zero by the sender, ignored by the
receiver.

Length Message length in units of octets.

MN's Previous | P Address Field contains either:
| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

nAR / pAR I P Address Field contains either:
| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

Sequence Number A value used to identify requests and
acknow edgenents (see Section 3.2).
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Aut hori zation Token An unforgeable value cal cul ated as
di scussed below. This authorizes the
recei ver of CTAR to perform context

transfer.
Cont ext Bl ock Variable length field defined in
Section 2. 4.

If no context types are specified, all contexts for the MN are
r equest ed.

The Aut hori zati on Token is cal cul ated as:

First (32, HVAC SHAl
(Key, (Previous IP address | Sequence Nunber | CDBs)))

where Key is a shared secret between the MN and pAR, and CDB is a
concatenation of all the Context Data Bl ocks specifying the contexts
to be transferred that are included in the CTAR nessage.

2.5.2. Context Transfer Activate Acknow edge (CTAA) Message

This is an informative nessage sent by the receiver of CTARto the WN
to acknow edge a CTAR nessage. Acknow edgenment is optional,

dependi ng on whether the MN requested it. This nessage nay include a
list of FPTs that were not successfully transferred.

0 1 2 3

01234567890123456789012345678901
i I s I i i S SR S S S
| Vers.| Type | VI Reserved | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
~ Mobi |l e Node’s Previous | P address ~
B T S i T s i i e e SEI S
| FPT (if present) | Status code | Reserved |
i S

T S i T o S T i S SEp S A S

Vers. Ver si on nunmber of CXTP protocol = 0x1
Type CTAA = 0x2
"V flag When set to "0, |Pv6 addresses.

When set to "1, |Pv4 addresses.

Reserved Set to zero by the sender and ignored by
the receiver.
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Length Message length in units of octets.

MN's Previous | P Address Field contains either:
| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

FPT 16 bit unsigned integer, listing the Feature
Profile Type that was not successfully
transferred.

St at us Code An octet, containing failure reason.
........ more FPTs and status codes as necessary
2.5.3. Context Transfer Data (CID) Message

Sent by pAR to nAR, and includes feature data (CXTP data). This
message handl es both predictive and normal CT. An acknow edgenent
flag, "A, included in this nmessage indicates whether a reply is
required by pAR

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S

| Vers. | Type |V| A Reserved | Length |
i T s i o S i i S R I S I S S S M

| El apsed Tine (in mlliseconds) |

B T S i T s i i e e SEI S

~ Mobi | e Node’ s Previous Care-of Address ~
i e I S S s i SR SR S SR R A

| Al gorithm | Key Length |
T T e e o S e S il T e s T ot S S S = G4 I D)
| Key | only
B i T i T e T i S T s S i S S S S S V4

~ Fi rst Context Data Bl ock ~
i I s I i i S SR S S S

~ Next Context Data Bl ock ~
i T s i o S i i S R I S I S S S M

e i S T S S T T S i S S S S

Vers. Ver si on nunmber of CXTP protocol = 0x1
Type CTID = O0x3 (Context Transfer Data)
PCTD = 0Ox4 (Predictive Context Transfer
Dat a)
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"V flag When set to '0', |Pv6 addresses.
When set to '1', |Pv4 addresses.

A bit When set, the pAR requests an
acknow edgenent .

Length Message length in units of octets.

El apsed Ti ne The nunber of mlliseconds since the
transm ssion of the first CID nessage for
this IMWN

MN's Previous | P Address Field contains either
| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

Al gorithm Al gorithmfor carrying out the conputation
of the MN Authorization Token. Currently
only 1 algorithmis defined, HVAC SHA1 = 1.

Key Length Length of key, in octets.
Key Shared key between MN and AR for CXTP.
Cont ext Data Bl ock The Context Data Block (see Section 2.4).

VWhen CTD is sent predictively, the supplied paraneters (including the
algorithm key length, and the key itself) allow the nAR to conpute a
token locally and verify it against the token present in the CTAR
message. This material is also sent if the pAR receives a CID
message with a null Authorization Token, indicating that the CT-Req
message was sent before the nAR received the CTAR nessage. CID MUST
be protected by |IPsec; see Section 6.

As described previously, the algorithmfor carrying out the
conputation of the MN Authorization Token is HVAC SHA1. The token
aut hentication calculation algorithmis described in Section 2.5.1

For predictive handover, the pAR SHOULD keep track of the CTAR
sequence nunber and cache the CID nessage until a CTDR nessage for
the MN's previous | P address has been received fromthe pAR,

i ndicating that the context transfer was successful, or unti
CT_MAX_HANDOVER TI ME expires. The nAR MAY send a CT- Req nessage
contai ni ng the sane sequence nunber if the predictive CID nessage
failed to arrive or the context was corrupted. 1In this case, the nAR

Loughney, et al. Experi ment al [ Page 12]



RFC 4067

Cont ext Transfer Protocol (CXTP) July 2005

sends a CT-Req nmessage with a natching sequence nunber and pAR can

resend the context.

2.5.4.

Cont ext Transfer

Data Reply (CTDR) Message

This nmessage is sent by nAR to pAR depending on the value of the "A

flag in CTD,

i ndi cating success or failure.

2 3

01234567890123456789012345678901

B S T i s T S S S R S i ik Tk I I N R S S S i e
| Vers.| Type
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i

Reserved | Length |

Mobi | e Node's Previ ous | P Address ~

B i s T T i i o S o T Ji I
FPT (if present) | Status code | Reserved |
R e s T o T S R El ok i R e e S S e o o s

e T S S S e i i S DU S S S S R S T S S

Vers.

Type
'V flag

'S bit

Reserved

Length

Ver si on nunmber of CXTP protocol = 0x1
CTDR = 0x5 (Context Transfer Data)

When set to '0', |Pv6 addresses.
When set to '1', |Pv4 addresses.

When set to one, this bit indicates
that all feature contexts sent in CID
or PCTD were received successfully.

Set to zero by the sender and ignored by
the receiver.

Message length in units of octets.

MN's Previous | P Address Field contains either

FPT

St at us Code

Loughney, et al

| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

16 bit unsigned integer, listing the Feature
Profile Type that is being acknow edged.

A context-specific return val ue,

zero for success, nonzero when 'S is
not set to one.
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2.5.5. Context Transfer Cancel (CTC) Message

If transferring a context cannot be conpleted in a tinmely fashion,
then nAR may send CTC to pAR to cancel an ongoing CT process.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Vers.| Type | V| Reserved | Length |
el i I e i it T e e e e i i T o S e e S e T R R
~ Mobi |l e Node’s Previous | P Address ~
I S i o T s S S S e s s T

Vers. Ver si on number of CXTP protocol = 0x1
Type CTC = 0x6 (Context Transfer Cancel)
Length Message length in units of octets.

"V flag When set to "0, |Pv6 addresses.

When set to "1, |Pv4 addresses.

Reserved Set to zero by the sender and ignored by
the receiver.

MN's Previous | P Address Field contains either:
| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

2.5.6. Context Transfer Request (CT-Req) Message
Sent by nAR to pAR to request the start of context transfer. This
message is sent as a response to a CTAR nessage. The fields

following the Previous | P address of the MN are included verbatim
fromthe CTAR nessage.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Vers.| Type | V| Reserved | Lengt h |
i i i T i I S i e s o o i i
~ Mobi | e Node’s Previous | P Address ~
R et e s i o e s i i
| Sequence Number |
B i s T T i i o S o T Ji I
| IMN Aut hori zati on Token |
R T e i e i i S L S s il o T SR R R S
~ Next Requested Context Data Block (if present) ~
R et e s i o e s i i

i S S T i S S e e i S S S S

Vers. Ver si on nunmber of CXTP protocol = 0x1
Type CTREQ = 0x7 (Context Transfer Request)
"V flag When set to "0, |Pv6 addresses.

When set to "1, |Pv4 addresses.

Reserved Set to zero by the sender and ignored
by the receiver.

Length Message length in units of octets.

MN's Previous | P Address Field contains either
| Pv4 [ RFC791] Address, 4 octets, or
| Pv6 [ RFC3513] Address, 16 octets.

Sequence Number Copi ed fromthe CTAR message, allows the
PAR to distinguish requests from previously
sent context.

MN' s Aut hori zati on Token
An unf orgeabl e val ue cal cul ated as
di scussed in Section 2.5.1. This
aut hori zes the receiver of CTAR to
performcontext transfer. Copied from
CTAR.

Cont ext Data Request Bl ock

A request block for context data; see
Section 2. 4.
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3.

3.

The sequence number is used by pAR to correlate a request for
previously transmitted context. In predictive transfer, if the M
sends CTAR prior to handover, pAR pushes context to nAR using PCTD.
If the CID fails, the nAR will send a CT-Req with the same sequence
nunber, enabling the pAR to deternmi ne which context to resend. The
PAR del etes the context after CXTP_MAX TRANSFER TIME. The sequence
nunmber is not used in reactive transfer

For predictive transfer, the pAR sends the keying material and ot her

i nformati on necessary to cal culate the Authorization Token without
havi ng processed a CT-Req nessage. For reactive transfer, if the nAR
receives a context transfer trigger but has not yet received the CTAR
message with the authorization token, the Authorization Token field
in CT-Req is set to zero. The pAR interprets this as an indication
to include the keying material and other information necessary to

cal cul ate the Authorization Token, and includes this material into
the CTD nessage as if the nessage were being sent due to predictive
transfer. This provides nAR with the information it needs to

cal cul ate the authorization token when the MN sends CTAR

Transport
1. Inter-Router Transport

Since nost types of access networks in which CXTP might be useful are
not today deployed or, if they have been depl oyed, have not been
extensively nmeasured, it is difficult to know whether congestion wll
be a problemfor CXTP. Part of the research task in preparing CXTP
for consideration as a possible candidate for standardization is to
quantify this issue. However, to avoid potential interference with
production applications should a prototype CXTP depl oynent invol ve
runni ng over the public Internet, it seems prudent to recommend a
default transport protocol that accommopbdates congestion. In
addition, since the feature context information has a definite
lifetime, the transport protocol nust accommopdate flexible

retransm ssion, so stale contexts that are held up by congestion are
dropped. Finally, because the anpbunt of context data can be
arbitrarily large, the transport protocol should not be limted to a
singl e packet or require inplenenting a custom fragnentation

pr ot ocol

These consi derations argue that inplenentations of CXTP MJUST support,
and prototype deploynments of CXTP SHOULD use, the Stream Control
Transport Protocol (SCTP) [SCTP] as the transport protocol on the
inter-router interface, especially if deployment over the public
Internet is contenplated. SCTP supports congestion control,
fragnmentation, and partial retransm ssi on based on a programuabl e
retransmission tiner. SCTP also supports many advanced and conpl ex
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features, such as multiple streans and multiple | P addresses for
failover that are not necessary for experinental inplenmentation and
prot ot ype depl oyment of CXTP. The use of such SCTP features is not
recomrended at this tinme.

The SCTP Payl oad Data Chunk carries the context transfer protoco
messages. The User Data part of each SCTP nessage contains an
appropriate context transfer protocol nessage defined in this
docunent. The messages sent using SCTP are CID (Section 2.5.3), CIDR
(Section 2.5.4), CTC (Section 2.5.5), and CT-Req (Section 2.5.6). 1In
general, each SCTP nessage can carry feature contexts belonging to
any MN\. |If the SCTP checksum cal cul ation fails, the nAR returns the
BAD_CHECKSUM error code in a CIDR nessage

A single streamis used for context transfer w thout in-sequence
delivery of SCTP nessages. Each message corresponds to a single MN' s
feature context collection. A single streamprovides sinplicity.

The use of nmultiple streans to prevent head-of-line blocking is for
future study. Unordered delivery allows the receiver to not block
for in-sequence delivery of nmessages that belong to different M\s.
The Payl oad Protocol Identifier in the SCTP header is ' CXTP .
Inter-router CXTP uses the Seanpby SCTP port [|ANA].

Ti nmel i ness of the context transfer information SHOULD be accomuvdat ed
by setting the SCTP maxi mum retransm ssion value to
CT_MAX_TRANSFER TI ME t o acconmpdat e t he maxi num accept abl e handover
delay time. The AR SHOULD be configured with CT_MAX TRANSFER TI ME to
acconmpdate the particular wireless link technology and | oca

Wi rel ess propagation conditions. SCTP nessage bundling SHOULD be
turned off to reduce an extra delay in sending nessages. Wthin
CXTP, the nAR SHOULD estinmate the retransnit timer fromthe receipt
of the first fragnent of a CXTP nessage and avoid processing any |IP
traffic fromthe MN until either context transfer is conplete or the
estimated retransnmit timer expires. |f both routers support PR-SCTP
[ PR-SCTP], then PR-SCTP SHOULD be used. PR-SCTP nodifies the
lifetime parameter of the Send() operation (defined in Section 10.1 E
in [SCTP]) so that it applies to retransnits as well as transmits;
that is, in PR-SCTP, if the lifetine expires and the data chunk has
not been acknow edged, the transmitter stops retransmtting, whereas
in the base protocol the data would be retransnitted unti

acknow edged or the connection tinmed out.
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The format of Payl oad Data Chunk taken from[SCTP] is shown in the
foll owi ng di agram

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| Type = 0 | Reserved| Ul B| f Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| TSN |
B T S i T s i i e e SEI S
| Stream Il dentifier S | St ream Sequence Nunber n |
I S i o T s S S S e s s T
| Payl oad Protocol ldentifier |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
~ User Data (seq n of Stream S) ~
B T S i T s i i e e SEI S
U bit The Unordered bit. MJST be set to 1 (one).
"B bit The Begi nning fragnent bit. See [SCTP].
"E bit The Ending fragment bit. See [SCTP].
TSN Transm ssi on Sequence Nunber. See [SCTP].

Stream ldentifier S
Identifies the context transfer protoco
stream

St ream Sequence Nunber n
Since the "U bit is set to one, the
receiver ignores this nunmber. See [SCTP].

Payl oad Protocol ldentifier
Set to 'CXTP' (see [IANA]).

User Data Contai ns the context transfer protoco
nessages.

If a CXTP deploynment will never run over the public Internet, and it
is known that congestion is not a problemin the access network,
alternative transport protocols MAY be appropriate vehicles for
experinentation. For exanple, piggybacking CXTP nessages on top of
handover signaling for routing, such as provided by FM Pv6 in | CWP
[FM Pv6]. Inplenmentations of CXTP MAY support | CMP for such
purposes. |If such piggybacking is used, an experinmental nessage
extension for the protocol on which CXTP is piggybacki ng MUST be
designed. Direct deploynent on top of a transport protocol for
experinmental purposes is also possible. In this case, the researcher
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MUST be careful to accommodate good Internet transport protocol
engi neering practices, including using retransnmts wth exponenti al
backof f .

3.2. M\-AR Transport

The MN-AR interface MJST inpl enent and SHOULD use | CVMP to transport
the CTAR and CTAA nessages. Because |ICWMP contains no provisions for
retransmtting packets if signaling is lost, the CXTP protocol

i ncorporates provisions for inproving transport performance on the
M\- AR interface. The MN and AR SHOULD |imt the nunber of context
data block identifiers included in the CTAR and CTAA nessages so that
the message will fit into a single packet, because |ICVW has no

provi sion for fragmentation above the IP level. CXTP uses the
Experimental Mbility 1CMP type [ ANA]. The | CVP nmessage format for
CXTP nmessages is as foll ows:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Code | Checksum |
B T S i T s i i e e SEI S
| Subt ype | Reserved |
I S i o T s S S S e s s T
| Message. . .
i T S T S S O
I P Fields:

Sour ce Address An | P address assigned to the sending

interface.

Desti nati on Address
An | P address assigned to the receiving

interface.
Hop Limt 255
| CVP Fi el ds:
Type Experinmental Mbility Type (To be assigned by | ANA
for 1Pv4d and | Pv6, see [| ANA])
Code 0
Checksum The | CWP checksum
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Sub-type The Experimental Mbility | CMP subtype for CXTP,
see [ ANA].
Reserved Set to zero by the sender and ignored by

the receiver.
Message The body of the CTAR or CTAA nessage

CTAR nmessages for which a response is requested but fail to elicit
a response are retransmtted. The initial retransm ssion occurs
after a CXTP_REQUEST RETRY wait period. Retransm ssions MJST be
made with exponentially increasing wait intervals (doubling the
wait each tinme). CTAR nmessages should be retransmitted unti
either a response (which night be an error) has been obtained, or
until CXTP_RETRY_MAX seconds after the initial transm ssion

IMNs SHOULD generate the sequence nunber in the CTAR nessage
random y (al so ensuring that the sane sequence nunber has not been
used in the last 7 seconds), and, for predictive transfer, MJST
use the sanme sequence nunber in a CTAR nmessage to the nAR as for
the pAR  An AR MUST ignore the CTAR nessage if it has already
received one with the sane sequence nunber and MN | P address.

I mpl enent ati ons MAY, for research purposes, try other transport
protocols. Exanples are the definition of a Mbile IPv6 Mbility
Header [M Pv6] for use with the FM Pv6 Fast Bi ndi ng Update

[FM Pv6] to allow bundling of both routing change and cont ext
transfer signaling fromthe MNto AR or definition of a UDP
protocol instead of ICVMP. [|f such inplenentations are done, they
shoul d abide carefully by good Internet transport engi neering
practices and be used for prototype and denmponstrati on purposes
only. Deploynment on | arge scal e networks shoul d be avoi ded unti
the transport characteristics are well understood.

4. FError Codes and Constants

Error Code Secti on Val ue Meani ng

BAD CHECKSUM 3.1 0x01 Error code if the
SCTP checksum fail s.

Loughney, et al. Experi ment al [ Page 20]



RFC 4067

Const ant

Cont ext Transfer

Section

CT_REQUEST_RATE

CT_MAX_TRANSFER TIME 3.1

CT_REQUEST_RETRY

CT_RETRY_MAX

Pr ot ocol

Default Val ue

.3 10 requests/

sec.
200 s

.2 2 seconds

.2 15 seconds

5. Exanpl es and Signaling Flows

5. 1.

5.2.

Loughney,

mZ — -

<—-

mZ — -

<— -

et al.

Net wor k Control | ed,

MN

Net wor k Control | ed,

VN

( CXTP)

July 2005

Maxi mum nunber of
CTAR nessages before
AR institutes rate
limting.

Maxi mum anmount of tinme
PAR shoul d wait before
aborting the transfer.

Wait interval before
initial retransmt
on MN-AR interface

G ve up retrying
on MN-AR interface

Initiated by pAR, Predictive

nAR pPAR
I I
| CT trigger
| |
| <------- CID ---------- |
CTAR -------- >| |
I I
[-------- CIDR -------- >|
I I
| |
Initiated by nAR, Reactive
nAR pPAR
I I
CT trigger |
I I
[ERCEEEEE. CT-Req ----- >|
I I
| <=------ CID ---------- |
I I
CTAR -------- > |
[----- CTDR (opt) ----- >
I I
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5.3. Mbile Controlled, Predictive New L2 up/Add L2 down
CTAR request to nAR

MN nAl

I I

new L2 link up |
I

|

I

I

I
CT trigger

I
T |------- CTAR -------- >
[ I
M I
E I
: |
I I
\Y I
I
Whet her the nAR sends the MN a CTAR reject message if CT is not
supported is for future study.

6. Security Considerations

At this time, the threats to I P handover in general and context
transfer in particular are not w dely understood, particularly on the
MN to AR link, and mechani sns for countering themare not well
defined. Part of the experinmental task in preparing CXTP for

eventual standards track will be to better characterize threats to
context transfer and design specific nechanisns to counter them

Thi s section provides sone general guidelines about security based on
di scussi ons anong the Desi gn Team and Wor ki ng G- oup nenbers.

6.1. Threats

The Context Transfer Protocol transfers state between access routers.
If the MNs are not authenticated and authorized before noving on the
network, there is a potential for masquerading attacks to shift state
bet ween ARs, causing network disruptions.

Additionally, DoS attacks can be launched from MNs towards the access
routers by requesting nmultiple context transfers and then by

di sappearing. Finally, a rogue access router could flood nobile
nodes with packets, attenpt DoS attacks, and issue bogus context
transfer requests to surrounding routers.

Loughney, et al. Experi ment al [ Page 22]



RFC 4067 Cont ext Transfer Protocol (CXTP) July 2005

Consi stency and correctness in context transfer depend on

i nteroperable feature context definitions and how CXTP is utilized
for a particular application. For sone considerations regarding
consi stency and correctness that have general applicability but are
articulated in the context of AAA context transfer, please see [ EAP].

6.2. Access Router Considerations

The CXTP inter-router interface relies on | ETF standardi zed security
mechani sns for protecting traffic between access routers, as opposed
to creating application security nmechanisns. |Psec [ RFC2401] MJST be
supported between access routers.

To avoid the introduction of additional |atency due to the need for
establ i shing a secure channel between the context transfer peers
(ARs), the two ARs SHOULD establish such a secure channel in advance.
The two access routers need to engage in a key exchange nechani sm
such as | KE [ RFC2409], establish |IPSec SAs, and define the keys,

al gorithms, and | PSec protocols (such as ESP) in anticipation of any
upcom ng context transfer. This will save tinme during handovers that
require secure transfer. Such SAs can be mmintai ned and used for al
upcom ng context transfers between the two ARs. Security should be
negotiated prior to the sending of context.

Access Routers MJST inplement | Psec ESP [ESP] in transport node with
non-nul |l encryption and authentication algorithnms to provide per-
packet authentication, integrity protection and confidentiality, and
MUST i npl enent the replay protection mechani sns of IPsec. In those
scenarios where |P |ayer protection is needed, ESP in tunnel node
SHOULD be used. Non-null encryption should be used when using | PSec
ESP. Strong security on the inter-router interface is required to
protect against attacks by rogue routers, and to ensure
confidentiality on the context transfer authorization key in

predi cative transfer.

The details of |IKE key exchange and other details of the | Psec
security associations between routers are to be determ ned as part of
the research phase associated with finalizing the protocol for
standardi zati on. These details nust be determ ned prior to
standardi zati on. Oher working groups are currently working on
general security for routing protocols. ldeally, a possible solution
for CXTP will be based on this work to minimze the operationa
configuration of routers for different protocols. Requirenents for
CXTP wi |l be brought to the appropriate | ETF routing protoco

security working groups for consideration
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6.3. Mbbile Node Considerations

The CTAR nessage requires the MN and AR to possess a shared secret
key to calculate the authorization token. Validation of this token
MUST precede context transfer or installation of context for the M\,
renoving the risk that an attacker could cause an unauthorized
transfer. How the shared key is established is out of scope of this
specification. |If both the MN and AR know certified public keys of
the other party, Diffie-Hellman can be used to generate a shared
secret key [RFC2631]. |If an AAA protocol of sonme sort is run for
network entry, the shared key can be established using that protoco
[ Per kCal 04] .

If predictive context transfer is used, the shared key for
calculating the authorization token is transferred between ARs. A
transfer of confidential nmaterial of this sort poses certain security
risks, even if the actual transfer itself is confidential and

aut henticated, as is the case for inter-router CXTP. The nore
entities know the key, the nore likely a conprom se may occur. To
mtigate this risk, nAR MJST discard the key inmediately after using
it to validate the authorization token. The MN MJST establish a new
key with the AR for future CXTP transactions. The MN and AR SHOULD
exercise care in using a key established for other purposes for also
aut hori zing context transfer. The establishnment of a separate key
for context transfer authorization is RECOVMENDED.

Repl ay protection on the M\-AR protocol is provided by Iimting the
time period in which context is naintained. For predictive transfer,
the pAR receives a CTAR nessage with a sequence nunber, transfers the
context along with the authorization token key, and then drops the
context and the authorization token key imedi ately upon conpl etion
of the transfer. For reactive transfer, the nAR receives the CTAR
requests the context that includes the sequence number and

aut hori zati on token fromthe CTAR nessage that allows the pAR to
check whether the transfer is authorized. The pAR drops the context
and aut hori zation token key after the transfer has been conpl et ed.
The pAR and nAR ignore any requests containing the sane MN | P address
i f an outstandi ng CTAR or CID nessage i s unacknow edged and has not
timed out. After the key has been dropped, any attenpt at replay
will fail because the authorization token will fail to validate. The
AR MUST NOT reuse the key for any MN, including the M that
originally possessed the key.

DoS attacks on the MVM-AR interface can be limted by having the AR
rate limt the nunber of CTAR nessages it processes. The AR SHOULD
limt the nunber of CTAR nessages to the CT_REQUEST RATE. |If the
request exceeds this rate, the AR SHOULD randomy drop nessages unti
the rate is established. The actual rate SHOULD be configured on the
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8.

8.

AR to nmatch the maxi mum nunber of handovers that the access network
i s expected to support.
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Appendi x A. Tining and Trigger Considerations

Basi ¢ Mobil e I P handover signaling can introduce disruptions to the
services running on top of Mbile I P, which may introduce unwanted
| atencies that practically prohibit its use for certain types of
services. Mbile IP |latency and packet |oss are optim zed through
several alternative procedures, such as Fast Mbile IP [FM Pv6] and
Low Latency Mbile I P [LLMP].

Feature re-establishnment through context transfer should contribute
zero (optimally) or mniml extra disruption of services in
conjunction with handovers. This neans that the tining of context
transfer SHOULD be carefully aligned with basic Mbile |IP handover
events, and with optim zed Mbile |IP handover signaling nechanisns,
as those protocols become avail abl e.

Furt hernore, sone of those optim zed nobile | P handover nechani sns
may provide nmore flexibility in choosing the timng and ordering for
the transfer of various context information.

Appendi x B. Milticast Listener Context Transfer

In the past, credible proposals have been nade in the Seanpby Wrking
Group and el sewhere for using context transfer to the speed of
handover of authentication, authorization, and accounting context,
distributed firewall context, PPP context, and header conpression
context. Because the Wrking Goup was not chartered to devel op
context profile definitions for specific applications, none of the
docunents submitted to Seanpby were accepted as Wrking Goup itens.
At this time, work to develop a context profile definition for RFC
3095 header conpression context [RFC3095] and to characterize the
performance gai ns obt ai nabl e by usi ng header conpression continues,
but is not yet conplete. 1In addition, there are several conmerci al

wi rel ess products that reportedly use non-standard, non-interoperable
context transfer protocols, though none is as yet widely depl oyed.

As a consequence, it is difficult at this tinme to point to a solid
exanpl e of how context transfer could result in a comercially

vi abl e, wi dely depl oyable, interoperable benefit for wreless
networks. This is one reason why CXTP is being proposed as an
Experimental protocol, rather than Standards Track. Nevertheless, it
seens val uable to have a sinple exanple that shows how handover coul d
benefit fromusing CXTP. The exanple we consider here is
transferring | Pv6 M.D state [RFC2710]. M.D state is a particularly
good exanpl e because every | Pv6 node nmust performat |east one M.D
messagi ng sequence on the wireless link to establish itself as an M.D
listener prior to performng router discovery [ RFC2461] or duplicate
address detection [ RFC2462] or before sending/receiving any
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application-specific traffic (including Mbile |IP handover signaling,
if any). The node nust subscribe to the Solicited Node Milticast
Address as soon as it cones up on the link. Any application-specific
mul ti cast addresses must be re-established as well. Context transfer
can significantly speed up re-establishing nulticast state by
allowing the nARto initialize M.D for a node that just conpleted
handover w thout any M.D signaling on the new wireless link. The
same approach could be used for transferring nmulticast context in

| Pv4.

An approximate quantitative estinate for the anount of savings in
handover time can be obtained as follows: MD nessages are 24 octets,
to which the headers nust be added, because there is no header
compression on the new |link, where the | Pv6 header is 40 octets, and
a required Router Alert Hop-by-Hop option is 8 octets including

paddi ng. The total M.D nessage size is 72 octets per subscribed
mul ti cast address. RFC 2710 reconmends that nodes send 2 to 3 M.D
Report nessages per address subscription, since the Report nessage is
unacknow edged. Assuming 2 M.D nessages sent for a subscribed
address, the MN would need to send 144 octets per address
subscription. |If MD nessages are sent for both the Al Nodes

Mul ticast address and the Solicited Node Milticast address for the
node’s link | ocal address, a total of 288 octets are required when
the node hands over to the new link. Note that sone inplenentations
of IPv6 are optim zed by not sending an M.D nmessage for the Al Nodes
Mul ticast Address, since the router can infer that at |east one node
is onthe link (itself) when it comes up and always will be.

However, for purposes of this calculation, we assunme that the | Pv6

i npl ementation is conformant and that the nessage is sent. The
anmount of time required for M.D signaling will depend on the per node
avail abl e wirel ess |ink bandwi dth, but some representative nunbers
can be obtai ned by assum ng bandw dt hs of 20 kbps or 100 kbps. Wth
these 2 bit rates, the savings fromnot having to performthe pre-
router discovery nessages are 115 nsec. and 23 nsec., respectively.

If any application-specific nulticast addresses are subscribed, the
amount of time saved could be nobre substanti al

Thi s exanple mght seema bit contrived as MLD is not used in the 3G
cellular protocols, and wirel ess | ocal area network protocols
typically have enough bandwidth if radi o propagation conditions are
optinmal. Therefore, sending a single M.D nessage m ght not be viewed
as a performance burden. An exanple of a wireless protocol where M.D
context transfer mght be useful is | EEE 802.15.1 (Bl uetooth)[BT].

| EEE 802.15.1 has two I P "profiles": one with PPP and one wi thout.
The profile w thout PPP would use MLD. The 802.15.1 protocol has a
maxi mum bandwi dt h of about 800 kbps, shared between all nodes on the
link, so a host on a noderately | oaded 802.15.1 access point could
experience the kind of bandw dth described in the previous paragraph
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In addition, 802.15.1 handover times are typically run upwards of a
second or nore because the host nust resynchronize its frequency
hoppi ng pattern with the access point, so anything the IP layer could
do to alleviate further delay would be beneficial.

The context-specific data field for M.D context transfer included in
the CXTP Context Data Bl ock nmessage for a single |Pv6 multicast
address has the follow ng format:

0 1 2 3
01234567890123456789012345678901
T T S O TE s

Subnet Prefix on nAR Wrel ess Interface

T S S i S S S T S S S S

I
|
I
I
Subscri bed | Pv6 Mul ti cast Address
|
I

+
+
+
+
+
+

e Sl Sl S S S

B S N aE .

The Subnet Prefix on a nAR Wreless Interface field contains a subnet
prefix that identifies the interface on which nulticast routing

shoul d be established. The Subscribed |Pv6 Miulticast Address field
contains the nmulticast address for which nmulticast routing should be
est abl i shed.

The pAR sends one M.D context bl ock per subscribed |IPv6 nulticast
addr ess.

No changes are required in the M.D state machi ne.

Upon recei pt of a CXTP Context Data Block for M.D, the state machine
takes the follow ng actions:

- If the router is in the No Listeners present state on the
wireless interface on which the Subnet Prefix field in the
Context Data Block is advertised, it transitions into the
Li steners Present state for the Subscribed |IPv6 Milticast
Address field in the Context Data Block. This transition is
exactly the sane as if the router had received a Report
nmessage.
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- |If the router is in the Listeners present state on that
interface, it remains in that state but restarts the tiner, as
if it had received a Report nessage.

If nmore than one MLD router is on the link, a router receiving an M.D
Context Data Bl ock SHOULD send the block to the other routers on the
link. |If wireless bandwidth is not an issue, the router MAY instead
send a proxy M.D Report nessage on the wireless interface that
advertises the Subnet Prefix field fromthe Context Data Bl ock

Since MLD routers do not keep track of which nodes are listening to
mul ti cast addresses (only whether a particular nmulticast address is
being listened to) proxying the subscription should cause no
difficulty.
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