Net wor k Wor ki ng G oup J. Schaad

Request for Comments: 4055 Soari ng Hawk Consul ting
Updat es: 3279 B. Kalisk
Cat egory: Standards Track RSA Laboratories
R Housl ey

Vigil Security

June 2005

Additional Al gorithnms and ldentifiers for RSA Cryptography
for use in the Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile

Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2005).
Abst r act

Thi s document supplenments RFC 3279. It describes the conventions for
usi ng the RSA Probabilistic Signature Scheme (RSASSA-PSS) signature
algorithm the RSA Encryption Scheme - Optinmal Asymretric Encryption
Paddi ng ( RSAES- QAEP) key transport al gorithm and additional one-way
hash functions with the Public-Key Cryptography Standards (PKCS) #1
version 1.5 signature algorithmin the Internet X 509 Public Key
Infrastructure (PKI). Encoding formats, algorithmidentifiers, and
paraneter formats are specified
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1. Introduction

Thi s docunment supplenments RFC 3279 [PKALGS]. This docunment descri bes
the conventions for using the RSASSA-PSS signature algorithmand the
RSAES- QAEP key transport algorithmin the Internet X 509 Public Key
Infrastructure (PKI) [PROFILE]. Both of these RSA-based al gorithns
are specified in [P1lv2.1]. The algorithmidentifiers and associ ated
paraneters for subject public keys that enploy either of these

al gorithms, and the encoding format for RSASSA-PSS signatures are
specified. Also, the algorithmidentifiers for using the SHA- 224,
SHA- 256, SHA-384, and SHA-512 one-way hash functions with the PKCS #1
version 1.5 signature algorithm|[Plvl.5] are specified.

Thi s specification supplements RFC 3280 [ PROFI LE] which profiles the
X. 509 Certificates and Certificate Revocation Lists (CRLs) for use in
the Internet. This specification extends the list of algorithns

di scussed in RFC 3279 [PKALGS]. The X.509 Certificate and CRL
definitions use ASN. 1 [ X. 208-88], the Basic Encodi ng Rul es (BER)

[ X. 209-88], and the Distinguished Encoding Rul es (DER) [ X. 509-88].

Thi s specification defines the contents of the signatureAl gorithm
si gnat ur eVal ue, signature, and subjectPublicKeylnfo fields within
Internet X. 509 Certificates and CRLs. For each algorithm the
appropriate alternatives for the keyUsage certificate extension are
provi ded.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .

1.2. RSA Public Keys

RFC 3280 [ PROFI LE] specifies the profile for using X 509 Certificates
in Internet applications. Wen an RSA public key is used for

RSASSA- PSS di gital signatures or RSAES- OAEP key transport, the
conventions specified in this section augment RFC 3280.

Traditionally, the rsaEncryption object identifier is used to
identify RSA public keys. However, to inplenent all of the
recomrendat i ons described in Security Considerations (Section 8), the
certificate user needs to be able to determine the formof digital
signature or key transport that the RSA private key owner associ ates
with the public key.

The rsaEncryption object identifier continues to identify the subject
public key when the RSA private key owner does not wish to limt the
use of the public key exclusively to either RSASSA-PSS or RSAES- QAEP.
In this case, the rsaEncryption object identifier MJST be used in the
algorithmfield within the subject public key information, and the
paraneters field MJST contain NULL.

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

Furt her discussion of the conventions associated with use of the
rsaEncryption object identifier can be found in RFC 3279 (see
[ PKALGS], Section 2.3.1).

When the RSA private key owner wishes to limt the use of the public
key exclusively to RSASSA-PSS, then the id-RSASSA- PSS obj ect
identifier MJUST be used in the algorithmfield within the subject
public key information, and, if present, the paraneters field MJST
cont ai n RSASSA- PSS- paranms. The i d- RSASSA- PSS obj ect identifier value
and t he RSASSA- PSS-params syntax are fully described in Section 3.

When the RSA private key owner wishes to limt the use of the public
key exclusively to RSAES- QAEP, then the id- RSAES- QAEP obj ect
identifier MJUST be used in the algorithmfield within the subject
public key information, and, if present, the paraneters field MJST
cont ai n RSAES- QAEP- paranms. The i d- RSAES- QAEP obj ect identifier value
and t he RSAES- QAEP- parans syntax are fully described in Section 4.
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Note: It is not possible to restrict the use of a key to a set of
algorithms (i.e., RSASSA-PSS and RSAES- QAEP)

Regardl ess of the object identifier used, the RSA public key is
encoded in the sane manner in the subject public key information.
The RSA public key MUST be encoded using the type RSAPublicKey type:

RSAPubl i cKey ::= SEQUENCE ({
nmodul us | NTECER, --n
publ i cExponent INTEGCER } -- e

Here, the nodulus is the nodulus n, and publicExponent is the public
exponent e. The DER encoded RSAPublicKey is carried in the

subj ect PublicKey BIT STRING within the subject public key

i nformati on.

The intended application for the key MAY be indicated in the keyUsage
certificate extension (see [PROFILE], Section 4.2.1.3).

If the keyUsage extension is present in an end-entity certificate
that conveys an RSA public key with the id-RSASSA- PSS obj ect
identifier, then the keyUsage extension MJST contain one or both of
the foll owi ng val ues:

nonRepudi ati on; and
digital Signature

If the keyUsage extension is present in a certification authority
certificate that conveys an RSA public key with the id-RSASSA- PSS
object identifier, then the keyUsage extension MJST contain one or
nmore of the follow ng val ues

nonRepudi at i on;
digital Si gnature;
keyCert Si gn; and
cRLSi gn.

When a certificate conveys an RSA public key with the id-RSASSA- PSS
object identifier, the certificate user MJST only use the certified
RSA public key for RSASSA- PSS operations, and, if RSASSA-PSS-parans
is present, the certificate user MJUST performthose operations using
the one-way hash function, nmask generation function, and trailer
field identified in the subject public key algorithmidentifier
paraneters within the certificate.
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If the keyUsage extension is present in a certificate conveys an RSA
public key with the id-RSAES- QAEP object identifier, then the
keyUsage extension MJST contain only the follow ng val ues:

keyEnci phernent; and
dat aEnci pher nent .

However, both keyEnci pherment and dat aEnci pherment SHOULD NOT be
present.

When a certificate that conveys an RSA public key with the

i d- RSAES- QAEP obj ect identifier, the certificate user MJST only use
the certified RSA public key for RSAES- QAEP operations, and, if

RSAES- QAEP-parans is present, the certificate user MJST performthose
operations using the one-way hash function and nmask generation
function identified in the subject public key algorithmidentifier
paraneters within the certificate.

2. Common Functions

The RSASSA- PSS signature and the RSAES- CAEP key transport al gorithns
make use of one-way hash functions and nmask generation functions.

2.1. One-way Hash Functions

PKCS #1 version 2.1 [P1v2.1] supports four one-way hash functions for
use with the RSASSA- PSS signature al gorithm and the RSAES- CAEP key
transport algorithm SHA-1, SHA-256, SHA-384, and SHA-512 [ SHA2?].
Thi s docunent adds support for SHA-224 [SHA-224] with both the
RSASSA- PSS and t he RSAES- QAEP al gorithms. \While support for
addi ti onal one-way hash functions could be added in the future, no

ot her one-way hash functions are supported by this specification

These one-way hash functions are identified by the foll owi ng object
identifiers:

id-shal OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organization(3) oiw 14)
secsig(3) algorithms(2) 26 }

i d-sha224 OBJECT IDENTIFIER ::= {{ joint-iso-itu-t(2)
country(16) us(840) organi zation(1l) gov(101)
csor(3) nistalgorithm4) hashal gs(2) 4}

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 1}

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 2}
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2

2

i d-shab12 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 3}

There are two possi bl e encodings for the Al gorithmdentifier
paraneters field associated with these object identifiers. The two
alternatives arise fromthe |l oss of the OPTIONAL associated with the
algorithmidentifier parameters when the 1988 syntax for
Algorithmdentifier was translated into the 1997 syntax. Later the
OPTI ONAL was recovered via a defect report, but by then nmany people
t hought that algorithm paraneters were mandatory. Because of this
hi story sone inpl enentati ons encode paraneters as a NULL el enent
while others onit thementirely. The correct encoding is to onit the
paraneters field; however, when RSASSA- PSS and RSAES- QAEP were
defined, it was done using the NULL paraneters rather than absent
par amet ers

Al'l inplementations MJST accept both NULL and absent paraneters as
| egal and equi val ent encodi ngs.

To be clear, the following algorithmidentifiers are used when a NULL
par anet er MJUST be present:

shalldentifier A gorithmdentifier ::= { id-shal, NULL }

sha224l dentifier Algorithmdentifier { id-sha224, NULL }
sha256l dentifier Al gorithmdentifier { i1d-sha256, NULL }
sha384ldentifier Al gorithmdentifier i d-sha384, NULL }
shab5l2ldentifier Algorithmdentifier i d-shab512, NULL }

i

Mask CGenerati on Functions

One nmask generation function is used with the RSASSA-PSS signature
al gorithm and t he RSAES- QAEP key transport algorithm M1 [Plv2.1].
No ot her mask generation functions are supported by this

speci fication.

M1 is identified by the foll owing object identifier
id-ngf1 OBJECT IDENTIFIER ::= { pkcs-1 8}

The paraneters field associated with id-ngfl MJIST have a

hashAl gorithm val ue which identifies the hash function bei ng used
with M3F1. This value MJST be shalldentifier, sha224ldentifier,
sha256l dentifier, sha384ldentifier, or sha5l2ldentifier, as specified
in Section 2.1. Inplenmentations MJST support the default val ue,
shalldentifier, and MAY support the other four val ues.
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3.

The following algorithmidentifiers have been assigned for each of
these alternatives:

mgf 1SHALl dentifier Algorithmdentifier ::=

{ id-ngfl, shalldentifier }
nmgf 1SHA2241 dentifier Al gorithmdentifier ::=

{ id-nmgfl, sha224ldentifier
mgf 1SHA2561 dentifier Algorithmdentifier ::=

{ id-ngfl, sha256ldentifier
nmgf 1SHA3841 dentifier Al gorithmdentifier ::=

{ id-ngfl, sha384ldentifier
mgf 1SHAS512I dentifier Al gorithmdentifier ::=

{ id-ngfl, shab512ldentifier

e e

RSASSA- PSS Si gnature Al gorithm

Thi s section describes the conventions for using the RSASSA- PSS
signature algorithmwth the Internet X 509 Certificate and CRL
profile [PROFILE]. The RSASSA-PSS sighature algorithmis specified
in PKCS #1 version 2.1 [P1v2.1]. The five one-way hash functions
di scussed in Section 2.1 and the one mask generation function

di scussed in Section 2.2 can be used with RSASSA- PSS.

CAs that issue certificates with the id-RSASSA-PSS al gorithm
identifier SHOULD require the presence of paraneters in the

publ i cKeyAl gorithns field if the cA boolean flag is set in the basic
constraints certificate extension. CAs MAY require that the
paraneters be present in the publicKeyAl gorithns field for end-entity
certificates.

CAs that use the RSASSA-PSS al gorithm for signing certificates SHOULD
i ncl ude RSASSA- PSS-parans in the subjectPublicKeylnfo al gorithm
paraneters in their own certificates. CAs that use the RSASSA- PSS
algorithmfor signing certificates or CRLs MJUST incl ude RSASSA-PSS-
parans in the signatureAl gorithm paraneters in the TBSCertificate or
TBSCert Li st structures.

Entities that validate RSASSA-PSS signatures MJST support SHA-1.
They MAY al so support any other one-way hash functions in Section
2. 1.

The data to be signed (e.g., the one-way hash function output val ue)
is formatted for the signature algorithmto be used. Then, a private
key operation (e.g., RSA decryption) is perforned to generate the
signature value. This signature value is then ASN.1 encoded as a BIT
STRING and included in the Certificate or CertificateList in the
signatureValue field. Section 3.2 specifies the format of RSASSA- PSS
si gnature val ues.
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3.1. RSASSA- PSS Public Keys

VWhen RSASSA-PSS is used in an Algorithmdentifier, the parameters
MUST enpl oy the RSASSA- PSS-parans syntax. The paraneters may be

ei ther absent or present when used as subject public key information.
The paraneters MJST be present when used in the algorithmidentifier
associated with a signature val ue.

When signing, it is RECOWENDED that the paraneters, except for
possibly saltLength, remain fixed for all usages of a given RSA key
pair.

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { pkcs-1 10 }

RSASSA- PSS- parans  ::= SEQUENCE {
hashAl gorithm [ 0] HashAl gorithm DEFAULT
shall dentifier,
maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT
nmgf 1SHALl dent i fi er,
saltLength [2] | NTEGER DEFAULT 20,
trailerField [3] | NTEGER DEFAULT 1 }

The fields of type RSASSA-PSS-parans have the foll owi ng neani ngs:
hashAl gorithm

The hashAlgorithmfield identifies the hash function. It MJST
be one of the algorithmidentifiers listed in Section 2.1, and
the default hash function is SHA-1. | nplenentati ons MJST
support SHA-1 and MAY support any of the other one-way hash
functions listed in Section 2.1. |Inplenmentations that perform
signature generation MJST omt the hashAl gorithmfield when
SHA-1 is used, indicating that the default algorithmwas used.
I npl enent ati ons that perform signature validation MJST
recogni ze both the shalldentifier algorithmidentifier and an
absent hashAlgorithmfield as an indication that SHA-1 was
used.

maskGenAl gorithm

The maskGenAlgorithmfield identifies the mask generation
function. The default mask generation function is M3F1 with
SHA-1. For MGFLl, it is strongly RECOMMENDED that the
under | yi ng hash function be the same as the one identified by
hashAl gorithm | npl enentati ons MJST support M3EF1. MGF1
requires a one-way hash function that is identified in the
paraneters field of the M1 algorithmidentifier.

| mpl enent ati ons MJST support SHA-1 and MAY support any of the
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ot her one-way hash functions listed in section Section 2.1

The MEF1 algorithmidentifier is conprised of the id-ngfl
object identifier and a parameter that contains the algorithm
identifier of the one-way hash function enployed with M31

The SHA-1 algorithmidentifier is conprised of the id-shal
object identifier and an (optional) paraneter of NULL.

I mpl enent ati ons that perform signature generation MJST onit the
maskGenAl gorithmfield when M1 with SHA-1 is used, indicating
that the default algorithmwas used.

Al t hough nfglSHAll dentifier is defined as the default val ue for
this field, inplenentati ons MIST accept both the default val ue
encoding (i.e., an absent field) and nfglSHAlldentifier to be
explicitly present in the encoding.

sal tLength

The saltLength field is the octet length of the salt. For a

gi ven hashAl gorithm the recommended val ue of saltlLength is the
nunber of octets in the hash value. Unlike the other fields of
type RSASSA- PSS- parans, saltlLength does not need to be fixed
for a given RSA key pair; a different value could be used for
each RSASSA- PSS si gnhat ure generated

trailerField

The trailerField field is an integer. |t provides
conpatibility with EEE Std 1363a-2004 [P1363A]. The val ue
MUST be 1, which represents the trailer field with hexadeci nal
val ue OxBC. COher trailer fields, including the trailer field
conposed of Hashl D concatenated with OXCC that is specified in
| EEE Std 1363a, are not supported. Inplenentations that
perform signature generation MJST omt the trailerField field,
indicating that the default trailer field val ue was used.

I npl enent ati ons that perform signature validation MJST
recogni ze both a present trailerField field with value 1 and an
absent trailerField field.

If the default values of the hashAl gorithm naskGenAl gorithm and
trailerField fields of RSASSA- PSS-parans are used, then the algorithm
identifier will have the follow ng val ue:

r SASSA- PSS- Def aul t -1 dentifier Algorithmdentifier ::= {
i d- RSASSA- PSS, r SASSA- PSS- Def aul t - Par ans }

r SASSA- PSS- Def aul t - Par ans RSASSA- PSS- Parans :: = {
shall dentifier, ngflSHAlldentifier, 20, 1}
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3.2. RSASSA- PSS Signature Val ues

The output of the RSASSA-PSS signature algorithmis an octet string,
whi ch has the sane length in octets as the RSA nodul us n.

Signature values in CM5 [CMS] are represented as octet strings, and
the output is used directly. However, signhature values in
certificates and CRLs [ PROFILE] are represented as bit strings, and
conversion i s needed.

To convert a signature value to a bit string, the nost significant
bit of the first octet of the signature value SHALL becone the first
bit of the bit string, and so on through the least significant bit of
the |l ast octet of the signature value, which SHALL becone the | ast
bit of the bit string.

3.3. RSASSA- PSS Signature Paraneter Validation

Three possi bl e parameter validation scenarios exist for RSASSA- PSS
si gnature val ues.

1. The key is identified by the rsaEncryption algorithmidentifier
In this case no paraneter validation is needed.

2. The key is identified by the id-RSASSA-PSS signature al gorithm
identifier, but the paraneters field is absent. 1In this case no
paraneter validation is needed.

3. The key is identified by the id-RSASSA-PSS signature al gorithm
identifier and the paraneters are present. |In this case al
paraneters in the signature structure algorithmidentifier MJST
mat ch the parameters in the key structure algorithmidentifier
except the saltlLength field. The saltLength field in the
signature paraneters MJST be greater or equal to that in the key
paraneters field.

4. RSAES- CAEP Key Transport Al gorithm

This section describes the conventions for using the RSAES- QAEP key
transport algorithmwth the Internet X 509 Certificate and CRL
profile [PROFILE]. RSAES-OQAEP is specified in PKCS #1 version 2.1
[P1lv2.1]. The five one-way hash functions discussed in Section 2.1
and the one mask generation function discussed in Section 2.2 can be
used with RSAES- QAEP. Conform ng CAs and applicati ons MJST support
RSAES- QAEP key transport algorithmusing SHA-1. The ot her four one-
way hash functions MAY al so be supported.

Schaad, et al. St andards Track [ Page 10]



RFC 4055 Additional RSA Algorithms and ldentifiers June 2005

CAs that issue certificates with the id-RSAES- OAEP al gorithm
identifier SHOULD require the presence of paraneters in the
publicKeyAl gorithns field for all certificates. Entities that use a
certificate with a publicKeyAl gorithm val ue of id-RSA-OAEP where the
paraneters are absent SHOULD use the default set of paraneters for
RSAES- QAEP- paranms. Entities that use a certificate with a

publ i cKeyAl gorithm val ue of rsaEncryption SHOULD use the default set
of parameters for RSAES- QAEP- par ans.

4.1. RSAES- CAEP Public Keys

When i d- RSAES- OAEP is used in an Algorithmdentifier, the paraneters
MUST enpl oy the RSAES- QAEP-parans syntax. The paraneters may be

ei ther absent or present when used as subject public key information.
The paraneters MJST be present when used in the algorithmidentifier
associated with an encrypted val ue.

i d- RSAES- OAEP  OBJECT IDENTIFIER ::= { pkcs-1 7}
RSAES- QAEP- parans ::= SEQUENCE ({
hashFunc [0] Algorithm dentifier DEFAULT
shall dentifier,
maskGenFunc [1] Algorithm dentifier DEFAULT
nmgf 1SHALl denti fi er,
pSour ceFunc [2] Algorithm dentifier DEFAULT

pSpeci fi edEnptyl dentifier }

pSpeci fi edEnptyldentifier Al gorithmdentifier ::=
{ id-pSpecified, nullCctetString }

nul | CctetString OCTET STRING (SIZE (0)) ::= { "'"H}
The fields of type RSAES- OAEP- parans have the foll owi ng neani ngs:
hashFunc

The hashFunc field identifies the one-way hash function. It
MJUST be one of the algorithmidentifiers listed in Section 2.1,
and the default hash function is SHA-1. |Inplenmentations MJST
support SHA-1 and MAY support other one-way hash functions
listed in Section 2.1. Inplenentations that performencryption
MUST onit the hashFunc field when SHA-1 is used, indicating
that the default algorithmwas used. |nplenmentations that
perform decryption MIST recogni ze both the shalldentifier
algorithmidentifier and an absent hashFunc field as an

i ndi cation that SHA-1 was used.
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maskGenFunc

The maskGenFunc field identifies the mask generation function
The default mask generation function is M3l with SHA-1. For
MaF1, it is strongly RECOMVENDED t hat the underlying hash
function be the same as the one identified by hashFunc.

| mpl enent ati ons MJST support M3F1l. MGF1 requires a one-way
hash function that is identified in the paraneter field of the
M3F1 al gorithmidentifier. [Inplenmentations MJUST support SHA-1
and MAY support any of the other one-way hash functions |isted
in Section 2.1. The M&1 algorithmidentifier is conprised of
the id-ngfl object identifier and a parameter that contains the
algorithmidentifier of the one-way hash function enployed with
M3F1. The SHA-1 algorithmidentifier is conprised of the id-
shal object identifier and an (optional) paranmeter of NULL.

I npl enentati ons that performencryption MJST onmit the
maskGenFunc field when Ma3F1 with SHA-1 is used, indicating that
the default al gorithmwas used.

Al t hough nfglSHAll dentifier is defined as the default val ue for
this field, inplementations MIST accept both the default val ue
encoding (i.e., an absent field) and the nfglSHAll dentifier to
be explicitly present in the encoding.

pSour ceFunc

The pSourceFunc field identifies the source (and possibly the
val ue) of the encoding parameters, conmmonly called P

I mpl enent ati ons MJST represent P by an algorithmidentifier,

i d-pSpecified, indicating that Pis explicitly provided as an
OCTET STRING in the paraneters. The default value for P is an
enpty string. 1In this case, pHash in EME- QAEP contains the
hash of a zero length string. Inplenentations MJST support a
zero length P value. Inplenentations that performencryption
MUST onmit the pSourceFunc field when a zero length P value is
used, indicating that the default val ue was used.

I mpl enent ati ons that perform decryption MJST recogni ze both the
i d-pSpecified object identifier and an absent pSourceFunc field
as an indication that a zero length P val ue was used.

I npl enent ati ons that performdecryption MJST support a zero

| ength P val ue and MAY support other val ues. Conpliant

i mpl ement ati ons MJST NOT use any val ue other than id-pSpecified
for pSourceFunc.
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If the default values of the hashFunc, nmaskGenFunc, and pSourceFunc
fields of RSAES- QAEP- paramnms are used, then the algorithmidentifier
wi Il have the foll ow ng val ue:

r SAES- CAEP- Defaul t-ldentifier Algorithmdentifier ::=
{ i d- RSAES- QAEP,
r SAES- QAEP- Def aul t - Par ans }

r SAES- CAEP- Def aul t - Par ans RSASSA- QAEP- parans :: =
{ shalldentifier,
nmgf 1SHALl denti fi er,
pSpeci fi edEnptyl dentifier }

5. PKCS #1 Version 1.5 Signature Al gorithm

RFC 2313 [P1lv1l.5] specifies the PKCS #1 Version 1.5 signature
algorithm This specification is also included in PKCS #1 Version
2.1 [P1v2.1]. RFC 3279 [PKALGS] specifies the use of the PKCS #1
Version 1.5 signature algorithmw th the MD2, MD5, and the SHA-1
one-way hash functions. This section specifies the algorithm
identifiers for using the SHA-224, SHA-256, SHA-384, and SHA-512
one-way hash functions with the PKCS #1 version 1.5 signature

al gorithm

The RSASSA- PSS signature algorithmis preferred over the PKCS #1
Version 1.5 signature algorithm Al though no attacks are known

agai nst PKCS #1 Version 1.5 signature algorithm in the interest of

i ncreased robust ness, RSASSA-PSS signature algorithmis recommended
for eventual adoption, especially by new applications. This section
is included for conpatibility with existing applications, and while
still appropriate for new applications, a gradual transition to the
RSASSA- PSS signature algorithmis encouraged.

The PKCS #1 Version 1.5 signature algorithmw th these one-way hash
functions and the RSA cryptosystemis inplenmented using the padding
and encodi ng conventions described in RFC 2313 [P1lvl. 5].

The nessage digest is conputed using the SHA-224, SHA- 256, SHA- 384,
or SHA-512 one-way hash function

The PKCS #1 version 1.5 signature algorithm as specified in RFC
2313, includes a data encoding step. In this step, the nessage

di gest and the object identifier for the one-way hash function used
to conpute the message digest are conbi ned. Wen perform ng the data
encodi ng step, the id-sha224, id-sha256, id-sha384, and id-sha512
object identifiers (see Section 2.1) MJIST be used to specify the

SHA- 224, SHA- 256, SHA- 384, and SHA-512 one-way hash functi ons,
respectively.
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The object identifier used to identify the PKCS #1 version 1.5
signature algorithmw th SHA-224 is:

sha224W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 14 }

The object identifier used to identify the PKCS #1 version 1.5
signature algorithmw th SHA-256 is:

sha256W t hRSAEncrypti on OBJECT IDENTIFIER ::= { pkecs-1 11}

The object identifier used to identify the PKCS #1 version 1.5
signature algorithmw th SHA-384 is:

sha384W t hRSAEncrypti on OBJECT IDENTIFIER ::= { pkcs-1 12 }

The object identifier used to identify the PKCS #1 version 1.5
signature algorithmw th SHA-512 is:

sha512W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 13}
VWhen any of these four object identifiers appears within an
Algorithmdentifier, the paraneters MJST be NULL. |nplenentations
MUST accept the paraneters being absent as well as present.

The RSA signature generation process and the encoding of the result
are described in detail in RFC 2313 [P1lvl.5].

6. ASN 1 Mdul e
PKI X1- PSS- QAEP- Al gori t hns
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod- pki x1-r sa- pkal gs(33) }
DEFI NI TIONS EXPLICI T TAGS ::= BEG N
-- EXPORTS All;
| MPORTS
Al gorithm dentifier
FROM PKI X1Explicit88 -- Found in [ PROFILE]
{ iso(l) identified-organization(3) dod(6) internet(1)

security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- pkix1l-explicit(18) } ;
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-- Basi c object identifiers
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pkcs-1 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)

us(840)

rsadsi (113549) pkes(1l) 1}

-- When rsaEncryption is used in an Algorithmdentifier the

-- parameters MJST be present and MJST be NULL.

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

-- When id-RSAES- OAEP is used in an Algorithmdentifier,

-- and the parameters field is present,

- - RSAES- CAEP- par ans

i d- RSAES- OAEP  OBJECT IDENTIFIER ::= { pkcs-1 7 }

it MUST be

-- When id-pSpecified is used in an Algorithmdentifier the
-- parameters MJST be an OCTET STRI NG

i d-pSpecified OBJECT IDENTIFIER ::= { pkcs-1 9}

-- When i d-RSASSA-PSS is used in an Algorithmdentifier, and the

-- paraneters field is present,

it MJUST be RSASSA- PSS- par ans.

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { pkcs-1 10 }

-- When id-ngfl is used in an Algorithm dentifier the paraneters

-- MJST be present and MJST be a HashAl gorithm

id-mgf1 OBJECT IDENTIFIER ::= { pkcs-1 8}

-- When the following ODs are used in an Algorithm dentifier, the

-- parameters MJST be present and MJUST be NULL.

sha224W t hRSAEncr ypti on
sha256W t hRSAEncr ypti on
sha384W t hRSAEncr ypti on

sha512W t hRSAEncr ypti on

OBJECT | DENTI FI ER
OBJECT | DENTI FI ER
OBJECT | DENTI FI ER

OBJECT | DENTI FI ER
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pkcs-1 14 }
pkcs-1 11 }
pkcs-1 12 }

pkcs-1 13 }
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-- When the following ODs are used in an Algorithmdentifier the
-- parameters SHOULD be absent, but if the paranmeters are present,
-- they MUST be NULL.

id-shal OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organizati on(3) oiwW 14)
secsig(3) algorithms(2) 26 }

i d-sha224 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashal gs(2) 4 }

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 1}

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 2}

i d-sha512 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 3}

null CctetString OCTET STRING (Sl ZE (0)) "H

nul | Paraneters NULL ::= NULL

shalldentifier A gorithmdentifier ::=
al gorithmid-shal
paraneters nul |l Paraneters }

sha224l dentifier Algorithmdentifier ::=
al gorithmi d-sha224,
paraneters null Paranmeters }

sha256l denti fier Algorithmdentifier ::=

al gorithm i d-sha256,
paraneters nul |l Paraneters }
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sha384l dentifier Al gorithm dentifier ::=
al gorithm i d-sha384,
paraneters nul |l Paraneters }

sha512l dentifier Algorithmdentifier ::=
al gorithmi d-sha512,
paraneters null Paranmeters }

mgf 1SHAll dentifier Al gorithmdentifier ::= {
al gorithmid-ngfl,
paraneters shalldentifier }

mgf 1SHA2241 dentifier Al gorithmdentifier ::= {
al gorithmid-ngf1,
par aneters sha224ldentifier }

nmgf 1SHA2561 dentifier Al gorithmdentifier ::= {
al gorithmid-ngf1,
par aneters sha256l dentifier }

mgf 1SHA3841 dentifier Al gorithmdentifier ::=
al gorithmid-ngf1,
paraneters sha384ldentifier }

mgf 1SHAS512I dentifier Al gorithmdentifier ::=
al gorithmid-ngf1,
paraneters shaS5l12ldentifier }

pSpeci fi edeEnptyldentifier Al gorithmdentifier ::= {
al gorithmi d-pSpecifi ed,
parameters null CctetString }

r SASSA- PSS- Def aul t - Par ans RSASSA- PSS- parans :: =
hashAl gorithm shall dentifier,
maskGenAl gorit hm ngf 1SHALl denti fier,
sal tLength 20,
trailerField 1 }

r SASSA- PSS-Defaul t-l1dentifier Algorithmdentifier ::= {
al gorithm i d- RSASSA- PSS,
par anet ers r SASSA- PSS- Def aul t - Parans }

r SASSA- PSS- SHA224- | dentifier Al gorithmdentifier ::= {

al gorithm i d- RSASSA- PSS,
par anet er s r SASSA- PSS- SHA224- Par ans }

Schaad, et al. St andards Track [ Page 17]



RFC 4055 Additional RSA Algorithms and ldentifiers June 2005

r SASSA- PSS- SHA224- Par ans  RSASSA- PSS- parans :: = {
hashAl gorithm sha224l dentifi er,
maskGenAl gorit hm ngf 1SHA2241 dent i fi er,
sal tLength 20,
trailerField 1 }

r SASSA- PSS- SHA256- I dentifier Al gorithmdentifier ::= {
al gorithm i d- RSASSA- PSS,
par anet er s r SASSA- PSS- SHA256- Par ans }

r SASSA- PSS- SHA256- Par ans RSASSA- PSS- parans : : =
hashAl gorithm sha256l dentifier,
maskGenAl gori t hm ngf 1SHA2561 denti fi er,
sal tLength 20,
trailerField 1 }

r SASSA- PSS- SHA384- I dentifier Al gorithmdentifier ::= {
al gorithm i d- RSASSA- PSS,
par anet er s r SASSA- PSS- SHA384- Par ans }

r SASSA- PSS- SHA384- Par ans RSASSA- PSS- parans @ : = {
hashAl gorithm sha384l dentifi er,
maskGenAl gorit hm ngf 1SHA3841 denti fi er,
sal tLength 20,
trailerField 1 }

r SASSA- PSS- SHAS12-1dentifier Al gorithmidentifier ::= {
al gorithm i d- RSASSA- PSS,
par anet ers r SSASSA- PSS- SHA512- par ans }

r SSASSA- PSS- SHA512- par ans RSASSA- PSS- parans @ : = {
hashAl gorithm sha512l dentifi er,
maskGenAl gorit hm ngf 1SHA5121 dent i fi er,
sal tLength 20,
trailerField 1 }

r SAES- QAEP- Def aul t - Par ans RSAES- QAEP- parans ::= {
hashFunc shalldentifier,
maskGenFunc ngf 1SHA1l denti fier,
pSour ceFunc pSpeci fi edEnptyldentifier }

r SAES- CAEP- Def aul t -1 dentifier Algorithmdentifier ::= {
al gorithm i d- RSAES- QAEP,
par anet er s r SAES- QAEP- Def aul t - Parans }

r SAES- QAEP- SHA224- I dentifier Al gorithmdentifier ::= {
al gorithm i d- RSAES- QAEP,
par anet ers r SAES- QAEP- SHA224- Par ans }
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r SAES- CAEP- SHA224- Par ans RSAES- CAEP- parans :: = {
hashFunc sha224l dentifier,
maskGenFunc ngf 1SHA2241 denti fi er,
pSour ceFunc pSpeci fi edEnptyldentifier }

r SAES- CAEP- SHA256- | dentifier Al gorithmdentifier ::= {
al gorithm i d- RSAES- QAEP,
par anet er s r SAES- QAEP- SHA256- Par ans }

r SAES- QAEP- SHA256- Par ans RSAES- QAEP- parans : : =
hashFunc sha256l dentifi er,
maskGenFunc ngf 1SHA2561 denti fi er,
pSour ceFunc pSpeci fi edEnptyldentifier }

r SAES- QCAEP- SHA384- I dentifier Al gorithmdentifier ::= {
al gorithm i d- RSAES- QAEP,
par anet ers r SAES- OAEP- SHA384- Par ans }

r SAES- QAEP- SHA384- Par ans RSAES- QAEP- paranms ::= {
hashFunc sha384l dentifier,
maskGenFunc ngf 1SHA384I denti fi er,
pSour ceFunc pSpeci fi edEnptyldentifier }

r SAES- CAEP- SHA512- I dentifier Al gorithmdentifier ::= {
al gorithm i d- RSAES- QAEP,
par anet ers r SAES- QAEP- SHA512- Par ans }

r SAES- QAEP- SHA512- Par ans RSAES- OAEP- parans ::= {
hashFunc sha512l dentifier,
maskGenFunc ngf 1SHA512| denti fi er,
pSour ceFunc pSpeci fi edEnptyldentifier }

-- Used in SubjectPublicKeylnfo of X. 509 Certificate.

RSAPubl i cKey ::= SEQUENCE {
nmodul us | NTEGER, --n
publ i cExponent INTECER } -- e

Schaad, et al. St andards Track [ Page 19]



RFC 4055 Additional RSA Algorithms and ldentifiers

-- Algorithmdentifier paraneters for id-RSASSA-PSS.
-- Note that the tags in this Sequence are explicit.
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RSASSA- PSS-parans  ::= SEQUENCE ({
hashAl gorithm [ 0] HashAl gorithm DEFAULT

shall dentifier,

maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT

mgf 1SHALl denti fi er,

sal tLength [2] | NTEGER DEFAULT 20,

trailerField [3] I NTEGER DEFAULT 1 }
HashAl gorithm ::= Al gorithm dentifier
MaskGenAl gorithm ::= Al gorithm dentifier

-- Algorithmdentifier paraneters for id-RSAES- CAEP.
-- Note that the tags in this Sequence are explicit.

RSAES- QAEP- paranms ::= SEQUENCE {

hashFunc

[0] Algorithm dentifier DEFAULT
shall dentifier,

maskGenFunc [1] Algorithm dentifier DEFAULT

nmgf 1SHALI denti fi er,

pSour ceFunc [2] Algorithm dentifier DEFAULT

END
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I mpl ement ati ons nust protect the RSA private key. Conpronising the
RSA private key may result in the disclosure of all nessages
protected with that key.

The generation of RSA public/private key pairs relies on a random
nunbers. Using i nadequate pseudo-random nunber generators (PRNGs) to
generate cryptographic keys can result in little or no security. An
attacker may find it rmuch easier to reproduce the PRNG environnent
that produced the keys and search the resulting small set of
possibilities, than to brute force search the whol e key space. The
generation of quality random nunbers is difficult and RFC 1750

[ RANDOM offers inportant guidance in this area

General |l y, good cryptographic practice enploys a given RSA key pair
in only one scheme. This practice avoids the risk that vulnerability
in one schene may conpronise the security of the other, and may be
essential to nmaintain provable security. Wile PKCS #1 Version 1.5
[ Plvl. 5] has been enployed for both key transport and digita
signature wi thout any known bad interactions, such a comnbi ned use of
an RSA key pair is not reconmrended in the future. Therefore, an RSA
key pair used for RSASSA- PSS signature generation should not be used
for other purposes. For simlar reasons, one RSA key pair should

al ways be used with the sanme RSASSA- PSS paraneters (except possibly
for the salt length). Likew se, an RSA key pair used for RSAES- CAEP
key transport should not be used for other purposes. For simlar
reasons, one RSA key pair should al ways be used with the sane RSAES-
QAEP par aneters

This specification requires inplenmentations to support the SHA-1
one-way hash function for interoperability, but support for other
one-way hash functions is permtted. Wang et al. [SHA-1-ATTACK] have
recently discovered a collision attack against SHA-1 with complexity
27"69. This attack, which can produce two new nessages with the sane
hash value, is the first attack on SHA-1 faster than the generic
attack with conplexity 2780, where 80 is one-half the bit |ength of

t he hash val ue.

In general, when a one-way hash function is used with a digita
signature schene, a collision attack is easily translated into a
signature forgery. Therefore, using SHA-1 in a digital signature
schene provides a security |level of no nore than 69 bits if the
attacker can persuade the signer to sign a nessage resulting froma
collision attack. |If the attacker can’'t persuade the signer to sign
such a message, however, then SHA-1 still provides a security |eve
of at |least 80 bits since the best (known) inversion attack (which
produces a new nessage with a previous hash value) is the generic
attack with conplexity 27160. |If a greater |level of security is
desired, then a secure one-way hash function with a | onger hash val ue
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is needed. SHA-256, SHA-384, and SHA-512 are reasonabl e choices
[ SHA2], although their security needs to be reconfirned in |ight of
the SHA-1 results.

The netrics for choosing a one-way hash function for use in digita
signatures do not directly apply to the RSAES- OAEP key transport
algorithm since a collision attack on the one-way hash function does
not directly translate into an attack on the key transport al gorithm
unl ess the encodi ng paraneters P vary (in which case a collision of
the hash value for different encoding paraneters m ght be exploited).

Nevert hel ess, for consistency with the practice for digital signature
schenes, and in case the encoding paraneters P is not the enpty
string, it is recormended that the same rule of thunb be applied to
sel ecting a one-way hash function for use with RSAES- QAEP. That is,
the one-way hash function should be selected so that the bit length
of the hash value is at least twice as long as the desired security

| evel in bits.

The key size selected inmpacts the strength achi eved when inpl ementing
cryptographi c services. Thus, selecting appropriate key sizes is
critical to inplenenting appropriate security. A 1024-bit RSA public
key is considered to provide a security level of about 80 bits. In
[GQUIDE], the National Institute of Standards and Technol ogy (N ST)
suggests that a security level of 80 bits is adequate for the
protection of sensitive information until 2015. This recomendati on
is likely to be revised based on recent advances, and is expected to
be nore conservative, suggesting that a security level of 80 bits is
adequat e protection of sensitive information until 2010. |If a
security level greater than 80 bits is needed, then a | onger RSA
public key and a secure one-way hash function with a | onger hash

val ue are needed. SHA-224, SHA-256, SHA-384, and SHA-512 are
reasonabl e choi ces for such a one-way hash function, nodulo the
reconfirmati on noted above. For this reason, the algorithm
identifiers for these one-way hash functions are included in the
ASN. 1 modul e in Section 6

Current inplementations MJST support 1024-bit RSA public key sizes.
Bef ore the end of 2007, inplenentations SHOULD support RSA public key
sizes of at |east 2048 bits and SHOULD support SHA-256. This
requirenent is intended to allow adequate tinme for users to depl oy
the stronger digital signature capability by 2010

When usi ng RSASSA- PSS, the sane one-way hash function shoul d be

enpl oyed for the hashAl gorithm and the maskGenAl gorithm but it is
not required. Wen using RSAES- CAEP, the same one-way hash function
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shoul d be enpl oyed for the hashFunc and the maskGenFunc, but it is
not required. In each case, using the sane one-way hash function
hel ps with security anal ysis and reduces inplenmentation complexity.

9. | ANA Consi derations

Wthin the certificates and CRLs, algorithns are identified by object
identifiers. Al object identifiers used in this docunent were
assigned in Public-Key Cryptography Standards (PKCS) docunents or by
the National Institute of Standards and Technol ogy (NIST). No
further action by the 1ANA is necessary for this docunent or any

anti ci pat ed updates.
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