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Abst ract

Thi s docunent is part of a famly of documents that describe the DNS

Security Extensions (DNSSEC). The DNS Security Extensions are a
coll ection of resource records and protocol nodifications that

provi de source authentication for the DNS. This docunment defines the
public key (DNSKEY), del egation signer (DS), resource record digital

signature (RRSIG, and authenticated denial of existence (NSEC)

resource records. The purpose and format of each resource record is
described in detail, and an exanple of each resource record is given.

Thi s docunent obsol etes RFC 2535 and incorporates changes fromall
updates to RFC 2535.
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1. Introduction

The DNS Security Extensions (DNSSEC) introduce four new DNS resource
record types: DNS Public Key (DNSKEY), Resource Record Signature
(RRSIG, Next Secure (NSEC), and Del egation Signer (DS). This
docunent defines the purpose of each resource record (RR), the RR's
RDATA format, and its presentation format (ASCI| representation).

1.1. Background and Rel ated Docunents

This docunent is part of a family of documents defining DNSSEC, which
shoul d be read together as a set.

[ RFC4033] contains an introduction to DNSSEC and definition of conmon
ternms; the reader is assuned to be famliar with this document.

[ RFC4033] also contains a |ist of other docunents updated by and
obsol eted by this docunent set.

[ RFC4035] defines the DNSSEC protocol operations.

The reader is also assuned to be famliar with the basic DNS concepts
described in [ RFC1034], [RFCL1035], and the subsequent docunents that
update them particularly [RFC2181] and [ RFC2308].

Thi s docunent defines the DNSSEC resource records. All nuneric DNS
type codes given in this docunent are decinmal integers

1.2. Reserved Wrds
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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The DNSKEY Resource Record

DNSSEC uses public key cryptography to sign and aut henticate DNS
resource record sets (RRsets). The public keys are stored in DNSKEY
resource records and are used in the DNSSEC aut henticati on process
described in [RFC4035]: A zone signs its authoritative RRsets by
using a private key and stores the corresponding public key in a
DNSKEY RR. A resol ver can then use the public key to validate
signatures covering the RRsets in the zone, and thus to authenticate
t hem

The DNSKEY RR is not intended as a record for storing arbitrary
public keys and MJST NOT be used to store certificates or public keys
that do not directly relate to the DNS infrastructure

The Type value for the DNSKEY RR type is 48.

The DNSKEY RR i s cl ass independent.

The DNSKEY RR has no special TTL requirenents.

1. DNSKEY RDATA Wre Fornmat

The RDATA for a DNSKEY RR consists of a 2 octet Flags Field, a 1
octet Protocol Field, a 1 octet AlgorithmField, and the Public Key
Fi el d.

1111111111222222222233
01234567890123456789012345678901
T S T i T T S e
| Fl ags | Pr ot ocol | Algorithm |
s i S e i i T s S S T ol ST S e e

/ /
/ Publ i c Key /
/ /
e e i o T i Tl T e T i
1.1. The Flags Field

Bit 7 of the Flags field is the Zone Key flag. |If bit 7 has value 1
then the DNSKEY record holds a DNS zone key, and the DNSKEY RR s
owner name MJUST be the nane of a zone. |If bit 7 has value 0, then
the DNSKEY record hol ds sone other type of DNS public key and MJST
NOT be used to verify RRSIGs that cover RRsets.

Bit 15 of the Flags field is the Secure Entry Point flag, described
in [RFC3757]. If bit 15 has value 1, then the DNSKEY record holds a
key intended for use as a secure entry point. This flag is only
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intended to be a hint to zone signing or debugging software as to the
i ntended use of this DNSKEY record; validators MJST NOT alter their
behavi or during the signature validation process in any way based on
the setting of this bit. This also nmeans that a DNSKEY RR with the
SEP bit set would al so need the Zone Key flag set in order to be able
to generate signatures legally. A DNSKEY RR with the SEP set and the
Zone Key flag not set MJUST NOT be used to verify RRSIGs that cover
RRset s.

Bits 0-6 and 8-14 are reserved: these bits MJST have val ue 0 upon
creation of the DNSKEY RR and MUST be ignored upon receipt.

2.1.2. The Protocol Field
The Protocol Field MIST have value 3, and the DNSKEY RR MJST be
treated as invalid during signature verification if it is found to be
sone val ue other than 3.

2.1.3. The AlgorithmField
The Algorithmfield identifies the public key’ s cryptographic
al gorithm and determnes the format of the Public Key field. A list
of DNSSEC al gorithmtypes can be found in Appendix A 1

2.1.4. The Public Key Field
The Public Key Field holds the public key material. The fornmat
depends on the algorithmof the key being stored and is described in
separate docunents.

2.1.5. Notes on DNSKEY RDATA Design

Al t hough the Protocol Field always has value 3, it is retained for
backward conpatibility with early versions of the KEY record

2.2. The DNSKEY RR Presentation Fornmat
The presentation format of the RDATA portion is as foll ows:
The Flag field MJUST be represented as an unsi gned deci mal integer
G ven the currently defined flags, the possible values are: 0, 256,

and 257.

The Protocol Field MIST be represented as an unsi gned deci mal integer
with a value of 3.

The Algorithmfield MIUST be represented either as an unsi gned deci nal
integer or as an algorithm menonic as specified in Appendi x A 1.
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The Public Key field MJUST be represented as a Base64 encodi ng of the
Public Key. Whitespace is allowed within the Base64 text. For a
definition of Base64 encodi ng, see [ RFC3548].

2.3. DNSKEY RR Exanpl e
The foll owi ng DNSKEY RR stores a DNS zone key for exanpl e.com

exanpl e.com 86400 I N DNSKEY 256 3 5 ( AQPSKnynfzWkyBv015MJ&2Del (B
Cbl +BBZH4b/ OPY1kxkmvH cZc8no
kf zj 31Gaj | QKY+5Cpt Lr 3buXA10h
WYTKkF7H6Rf oRgXQeogmivHf pf t f 6z
Mr1LyBUgi a7za6ZEzQIBOzt yvhj L
7421 U TpPSEDhm2SNKLI j f UppnlU
aNvviw== )

The first four text fields specify the owner nane, TTL, Cass, and RR
type (DNSKEY). Value 256 indicates that the Zone Key bit (bit 7) in
the Flags field has value 1. Value 3 is the fixed Protocol val ue.
Value 5 indicates the public key algorithm Appendix A 1 identifies
algorithmtype 5 as RSA/SHAL and indicates that the format of the
RSA/ SHAL public key field is defined in [RFC3110]. The renmi ning
text is a Base64 encoding of the public key.

3. The RRSI G Resource Record

DNSSEC uses public key cryptography to sign and aut henticate DNS
resource record sets (RRsets). Digital signatures are stored in
RRSI G resource records and are used in the DNSSEC aut henti cati on
process described in [RFC4035]. A validator can use these RRSI G RRs
to authenticate RRsets fromthe zone. The RRSIG RR MUST only be used
to carry verification material (digital signatures) used to secure
DNS operati ons.

An RRSI G record contains the signature for an RRset with a particul ar
name, class, and type. The RRSIG RR specifies a validity interva

for the signature and uses the Algorithm the Signer’s Nanme, and the
Key Tag to identify the DNSKEY RR containing the public key that a
val i dator can use to verify the signature.

Because every authoritative RRset in a zone nust be protected by a
digital signature, RRSIG RRs nust be present for nanes containing a
CNAME RR. This is a change to the traditional DNS specification

[ RFC1034], which stated that if a CNAVE is present for a name, it is
the only type allowed at that nanme. A RRSIG and NSEC (see Section 4)
MUST exi st for the sane nane as a CNAME resource record in a signed
zone.
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The Type value for the RRSIG RR type is 46.
The RRSIG RR is class independent.
An RRSI G RR MUST have the sane class as the RRset it covers.

The TTL value of an RRSIG RR MJUST match the TTL val ue of the RRset it
covers. This is an exception to the [RFC2181] rules for TTL val ues
of individual RRs within a RRset: individual RRSIG RRs with the sane
owner narme will have different TTL values if the RRsets they cover
have different TTL val ues.

3.1. RRSIG RDATA Wre Format

The RDATA for an RRSIG RR consists of a 2 octet Type Covered field, a
1 octet Algorithmfield, a 1 octet Labels field, a 4 octet Original
TTL field, a 4 octet Signature Expiration field, a 4 octet Signature
Inception field, a 2 octet Key tag, the Signer’s Nane field, and the
Signature field.

111111111122222222223
0123456789012345678901234567890
i I S T S S i I S A SHE N SR
| Type Covered | Algorithm | Label s |
I i I S T S I A S S
| Oiginal TTL |
B i s T T i i o S o T Ji I
| Signature Expiration |
i I i S i i S S S R i M S
| Si gnature I nception |
I i I S S
| Key Tag | /
B e T S L S S i S L e & Si gner’ s Name /
/ /
i I S T S S i I S A SHE N SR

/
/
/

3
1

/
/ Si gnature

/

B i s T T i i o S o T Ji I
3.1.1. The Type Covered Field

The Type Covered field identifies the type of the RRset that is
covered by this RRSIG record.
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3.1.2. The Al gorithm Nunber Field

The Al gorithm Nunmber field identifies the cryptographic al gorithm
used to create the signature. A list of DNSSEC al gorithmtypes can
be found in Appendix A1l

3.1.3. The Labels Field

The Labels field specifies the nunber of |abels in the original RRSIG
RR owner name. The significance of this field is that a validator
uses it to deternine whether the answer was synthesized froma
wildcard. |If so, it can be used to deternine what owner nanme was
used in generating the signature.

To validate a signature, the validator needs the original owner nane
that was used to create the signature. |If the original owner nane
contains a wildcard | abel ("*"), the owner nane nay have been
expanded by the server during the response process, in which case the
validator will have to reconstruct the original owner name in order
to validate the signature. [RFC4A035] describes how to use the Labels
field to reconstruct the original owner nane.

The val ue of the Labels field MJUST NOT count either the null (root)
| abel that terminates the owner nane or the wldcard | abel (if
present). The value of the Labels field MIUST be | ess than or equa
to the nunmber of | abels in the RRSIG owner nane. For exanpl e,
"www. exanpl e.com " has a Labels field value of 3, and

"* exanple.com" has a Labels field value of 2. Root (".") has a
Label s field value of O.

Al t hough the wildcard | abel is not included in the count stored in
the Labels field of the RRSIG RR, the wildcard |abel is part of the
RRset’s owner nanme when the signature is generated or verified.

3.1.4. Oiginal TTL Field

The Original TTL field specifies the TTL of the covered RRset as it
appears in the authoritative zone.

The Original TTL field is necessary because a caching resol ver
decrenments the TTL value of a cached RRset. |In order to validate a
signature, a validator requires the original TTL. [RFC4035]
describes how to use the Oiginal TTL field value to reconstruct the
original TTL.
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3.1.5. Signature Expiration and Inception Fields

The Signature Expiration and Inception fields specify a validity
period for the signature. The RRSIG record MJUST NOT be used for
aut hentication prior to the inception date and MJST NOT be used for
aut hentication after the expiration date.

The Signature Expiration and Inception field values specify a date
and tine in the formof a 32-bit unsigned nunber of seconds el apsed
since 1 January 1970 00: 00: 00 UTC, ignoring |eap seconds, in network
byte order. The longest interval that can be expressed by this
format w thout wapping is approximtely 136 years. An RRSIG RR can
have an Expiration field value that is nunmerically smaller than the
Inception field value if the expiration field value is near the
32-bit wap-around point or if the signature is long lived. Because
of this, all conparisons involving these fields MJST use "Seri al
nunber arithnetic", as defined in [RFC1982]. As a direct
consequence, the values contained in these fields cannot refer to
dates nore than 68 years in either the past or the future.

3.1.6. The Key Tag Field

The Key Tag field contains the key tag value of the DNSKEY RR t hat
validates this signature, in network byte order. Appendix B explains
how to cal cul ate Key Tag val ues.

3.1.7. The Signer’s Name Field

The Signer’s Name field value identifies the owner nane of the DNSKEY
RR that a validator is supposed to use to validate this signature.
The Signer’s Name field MJUST contain the name of the zone of the
covered RRset. A sender MJST NOT use DNS name comnpression on the
Signer’s Nane field when transmtting a RRSIG RR

3.1.8. The Signature Field

The Signature field contains the cryptographic signature that covers
the RRSI G RDATA (excluding the Signature field) and the RRset
specified by the RRSI G owner nanme, RRSIG class, and RRSI G Type
Covered field. The format of this field depends on the algorithmin
use, and these formats are described in separate conpani on docunents.

3.1.8.1. Signature Calculation
A signature covers the RRSI G RDATA (excluding the Signature Field)
and covers the data RRset specified by the RRSI G owner nanme, RRSIG

class, and RRSI G Type Covered fields. The RRset is in canonical form
(see Section 6), and the set RR(1),...RR(n) is signed as foll ows:
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signature = sign(RRSIG RDATA | RR(1) | RR(2)... ) where

"|" denotes concatenati on;

RRSI G RDATA is the wire format of the RRSI G RDATA fields
with the Signer’s Nane field in canonical form and
the Signature field excluded;

RR(i) = owner | type | class | TTL | RDATA length | RDATA
"owner" is the fully qualified owner nane of the RRset in
canonical form (for RRs with wildcard owner nanes, the
wi I dcard | abel is included in the owner nane);

Each RR MJUST have the same owner nane as the RRSIG RR
Each RR MUST have the sane class as the RRSIG RR

Each RR in the RRset MJUST have the RR type listed in the
RRSI G RR' s Type Covered field;

Each RR in the RRset MJUST have the TTL listed in the
RRSIG Original TTL Field;

Any DNS nanes in the RDATA field of each RR MUST be in
canoni cal form and

The RRset MJUST be sorted in canonical order.

See Sections 6.2 and 6.3 for details on canonical form and ordering
of RRsets.

3.2. The RRSIG RR Presentation Fornmat
The presentation format of the RDATA portion is as foll ows:
The Type Covered field is represented as an RR type menonic. Wen
the mmenonic is not known, the TYPE representation as described in
[ RFC3597], Section 5, MJST be used.
The Algorithmfield value MJST be represented either as an unsigned
deci mal integer or as an algorithm menonic, as specified in Appendi x
A 1.

The Labels field value MIST be represented as an unsi gned deci nal
i nteger.
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The Original TTL field value MIST be represented as an unsi gned
deci mal integer.

The Signature Expiration Tine and Inception Tinme field values MJST be
represented either as an unsigned deci mal integer indicating seconds
since 1 January 1970 00: 00: 00 UTC, or in the form YYYYMVDDHHMSS in
UTC, where:

YYYY is the year (0001-9999, but see Section 3.1.5);
MM is the nonth nunber (01-12);

DD is the day of the nonth (01-31);

HH is the hour, in 24 hour notation (00-23);

mmis the nminute (00-59); and

SS is the second (00-59).

Note that it is always possible to distinguish between these two
formats because the YYYYMVDDHHMSS format will al ways be exactly 14
digits, while the decinmal representation of a 32-bit unsigned integer
can never be longer than 10 digits.

The Key Tag field MIUST be represented as an unsigned deci mal integer.
The Signer’s Name field value MIUST be represented as a donai n nane.

The Signature field is represented as a Base64 encodi ng of the
signature. Wiitespace is allowed within the Base64 text. See
Section 2. 2.

3.3. RRSIG RR Exanpl e

The following RRSIG RR stores the signature for the A RRset of
host . exanpl e. com

host . exanpl e.com 86400 IN RRSIG A 5 3 86400 20030322173103 (
20030220173103 2642 exanpl e. com
0JBIVWWNGY +I dvQ@BWDAMXK G5! Ehj Ri p8WI'T
PYGr07h108dUKGVEDPKi j VCHX3DDKdf b+v60
BOwf uh3DTJXUAf | / MDzmO zz8bWORznl 808t
GNaz PWQKk RN20XPXV6nwwf o XmJQbsLNr Lf kG
J5D6f WFnBnN+6pBzeDCY sS3Ap30= )

The first four fields specify the owner nanme, TTL, Cass, and RR type
(RRSIG. The "A" represents the Type Covered field. The value 5
identifies the algorithmused (RSA/ SHA1) to create the signature.
The value 3 is the nunber of Labels in the original owner name. The
val ue 86400 in the RRSIG RDATA is the Oiginal TTL for the covered A
RRset. 20030322173103 and 20030220173103 are the expiration and
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i nception dates, respectively. 2642 is the Key Tag, and exanpl e.com
is the Signer’s Name. The remaining text is a Base64 encodi ng of the
si gnature.

Not e that conbi nation of RRSIG RR owner nane, class, and Type Covered
indicates that this RRSIG covers the "host.exanple.com' A RRset. The
Label value of 3 indicates that no wldcard expansi on was used. The
Al gorithm Signer’s Name, and Key Tag indicate that this signature
can be authenticated using an exanpl e.com zone DNSKEY RR whose
algorithmis 5 and whose key tag is 2642

4. The NSEC Resource Record

The NSEC resource record lists two separate things: the next owner
nane (in the canonical ordering of the zone) that contains
authoritative data or a delegation point NS RRset, and the set of RR
types present at the NSEC RR' s owner nane [ RFC3845]. The conplete
set of NSEC RRs in a zone indicates which authoritati ve RRsets exi st
in a zone and also forma chain of authoritative owner nanmes in the
zone. This information is used to provide authenticated denial of
exi stence for DNS data, as described in [ RFC4035].

Because every authoritative name in a zone nust be part of the NSEC
chain, NSEC RRs nust be present for nanes contai ning a CNAME RR
This is a change to the traditional DNS specification [RFCL034],
which stated that if a CNAME is present for a nane, it is the only
type allowed at that name. An RRSIG (see Section 3) and NSEC MJST
exi st for the sane nane as does a CNAME resource record in a signed
zone.

See [ RFC4035] for discussion of how a zone signer determn nes
preci sely which NSEC RRs it has to include in a zone.

The type value for the NSEC RR is 47
The NSEC RR i s cl ass independent.

The NSEC RR SHOULD have the sane TTL value as the SOA m ni mum TTL
field. This is in the spirit of negative caching ([RFC2308]).
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4.1. NSEC RDATA Wre Format
The RDATA of the NSEC RR is as shown bel ow
1111111111222222222233

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

/ Next Domai n Name /
B i s T T i i o S o T Ji I
/ Type Bit Maps /

TS B S A SRS S S WA WS
4.1.1. The Next Domain Nane Field

The Next Domain field contains the next owner nane (in the canoni cal
ordering of the zone) that has authoritative data or contains a

del egation point NS RRset; see Section 6.1 for an expl anati on of
canoni cal ordering. The value of the Next Domain Nanme field in the
| ast NSEC record in the zone is the nane of the zone apex (the owner
nane of the zone’s SOA RR). This indicates that the owner nane of
the NSEC RR is the last nanme in the canonical ordering of the zone.

A sender MJST NOT use DNS nane conpression on the Next Domai n Nane
field when transmitting an NSEC RR

Omner names of RRsets for which the given zone is not authoritative
(such as glue records) MJST NOT be listed in the Next Domain Name
unl ess at |east one authoritative RRset exists at the sane owner
nare.

4.1.2. The Type Bit Mps Field

The Type Bit Maps field identifies the RRset types that exist at the
NSEC RR s owner nane.

The RR type space is split into 256 w ndow bl ocks, each representing
the loworder 8 bits of the 16-bit RR type space. Each bl ock that
has at |east one active RR type is encoded using a single octet

wi ndow nunber (fromO to 255), a single octet bitmap Iength (from1l
to 32) indicating the nunber of octets used for the w ndow bl ock’s
bitmap, and up to 32 octets (256 bits) of bitmap.

Bl ocks are present in the NSEC RR RDATA in increasing nunerical
order.

Type Bit Maps Field = ( Wndow Block # | Bitmap Length | Bitmap )+

where "|" denotes concatenation.
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Each bitmap encodes the loworder 8 bits of RR types within the

wi ndow bl ock, in network bit order. The first bit is bit 0. For

wi ndow bl ock O, bit 1 corresponds to RRtype 1 (A), bit 2 corresponds
to RRtype 2 (NS), and so forth. For w ndow block 1, bit 1
corresponds to RR type 257, and bit 2 to RRtype 258. |If a bit is
set, it indicates that an RRset of that type is present for the NSEC
RR s owner name. |If a bit is clear, it indicates that no RRset of
that type is present for the NSEC RR s owner nane.

Bits representing pseudo-types MJUST be clear, as they do not appear
in zone data. |If encountered, they MJST be ignored upon being read.

Bl ocks with no types present MJUST NOT be included. Trailing zero
octets in the bitmap MIST be onmitted. The length of each block’s
bitmap is determined by the type code with the | argest nunerica
val ue, within that block, anobng the set of RR types present at the
NSEC RR' s owner nane. Trailing zero octets not specified MIST be
interpreted as zero octets.

The bitmap for the NSEC RR at a del egati on point requires specia
attention. Bits corresponding to the del egation NS RRset and the RR
types for which the parent zone has authoritative data MJIST be set;
bits corresponding to any non-NS RRset for which the parent is not
aut horitative MJST be clear.

A zone MJST NOT include an NSEC RR for any domain nane that only
hol ds gl ue records.

4.1.3. Inclusion of Wldcard Names in NSEC RDATA
If a wildcard owner nanme appears in a zone, the wldcard |abel ("*")
is treated as a literal synbol and is treated the sane as any other
owner nane for the purposes of generating NSEC RRs. W/ dcard owner
nanes appear in the Next Dormain Name field without any w ldcard

expansi on. [ RFC4035] describes the inpact of wildcards on
aut henti cated deni al of existence.

4.2. The NSEC RR Presentation Format
The presentation format of the RDATA portion is as foll ows:
The Next Domain Nanme field is represented as a domain nane.
The Type Bit Maps field is represented as a sequence of RR type

menoni cs. Wen the menonic is not known, the TYPE representation
described in [ RFC3597], Section 5, MJST be used.
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4. 3.

NSEC RR Exanpl e

The following NSEC RR identifies the RRsets associated with
al fa. exanpl e.com and identifies the next authoritative nane after
al fa. exanpl e. com

al f a. exanpl e. com 86400 | N NSEC host . exanpl e. com
A MX RRSI G NSEC TYPE1234 )

The first four text fields specify the name, TTL, Cass, and RR type
(NSEC). The entry host.exanple.com is the next authoritative nane
after alfa.exanple.com in canonical order. The A, MX; RRSI G NSEC,
and TYPE1234 menoni cs indicate that there are A, MX, RRSI G NSEC,
and TYPE1234 RRsets associated with the nane al fa. exanpl e. com

The RDATA section of the NSEC RR above woul d be encoded as:

0x04 'h* o 's 't’

0x07 e’ 'x* 'a 'm  p 1’ e
0x03 'c’ o 'm  0x00

0x00 0x06 0x40 0x01 0x00 0x00 0x00 0x03
0x04 Ox1b 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 Ox00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 Ox00 0x00 0x00
0x00 0x00 0x00 0x00 0x20

Assum ng that the validator can authenticate this NSEC record, it
could be used to prove that beta.exanple.com does not exist, or to
prove that there is no AAAA record associated with al fa.exanpl e. com
Aut henti cat ed denial of existence is discussed in [ RFC4035].

The DS Resource Record

The DS Resource Record refers to a DNSKEY RR and is used in the DNS
DNSKEY aut hentication process. A DS RRrefers to a DNSKEY RR by
storing the key tag, algorithmnunber, and a di gest of the DNSKEY RR
Note that while the digest should be sufficient to identify the
public key, storing the key tag and key al gorithm hel ps make the
identification process nore efficient. By authenticating the DS
record, a resolver can authenticate the DNSKEY RR to which the DS
record points. The key authentication process is described in

[ RFC4035] .

The DS RR and its correspondi ng DNSKEY RR have the sane owner nane,
but they are stored in different |ocations. The DS RR appears only
on the upper (parental) side of a delegation, and is authoritative
data in the parent zone. For exanple, the DS RR for "exanple.conl is
stored in the "conl zone (the parent zone) rather than in the
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"exanpl e. com’ zone (the child zone). The corresponding DNSKEY RR i s
stored in the "exanple.cont zone (the child zone). This sinplifies
DNS zone managenent and zone signing but introduces special response
processing requirements for the DS RR, these are described in

[ RFC4035] .

The type nunber for the DS record is 43.

The DS resource record is class independent.

The DS RR has no special TTL requirenents.
5.1. DS RDATA Wre Format

The RDATA for a DS RR consists of a 2 octet Key Tag field, a 1 octet
Algorithmfield, a 1 octet Digest Type field, and a Digest field.

1111111111222222222233
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| Key Tag | Algorithm | Digest Type
el i I e i it T e e e e i i T o S e e S e T R R

/ /
/ Di gest /
/ /
B i aT T e e o S o S S S I T et sl o ST S S S S S S
5.1.1. The Key Tag Field

The Key Tag field lists the key tag of the DNSKEY RR referred to by
the DS record, in network byte order.

The Key Tag used by the DS RRis identical to the Key Tag used by
RRSI G RRs. Appendi x B describes how to conpute a Key Tag.

5.1.2. The AlgorithmField

The Algorithmfield Iists the algorithm nunmber of the DNSKEY RR
referred to by the DS record.

The al gorithm nunber used by the DS RRis identical to the algorithm

nunmber used by RRSI G and DNSKEY RRs. Appendix A 1 lists the
al gorithm nunber types.
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5.1.3. The Digest Type Field
The DS RR refers to a DNSKEY RR by including a digest of that DNSKEY
RR. The Digest Type field identifies the algorithmused to construct
the digest. Appendix A 2 lists the possible digest algorithmtypes.
5.1.4. The Digest Field

The DS record refers to a DNSKEY RR by including a digest of that
DNSKEY RR.

The digest is calculated by concatenating the canonical formof the
fully qualified owner nane of the DNSKEY RR with the DNSKEY RDATA,
and then applying the digest algorithm
di gest = digest_algorithm DNSKEY owner nane | DNSKEY RDATA);
"|" denotes concatenation
DNSKEY RDATA = Flags | Protocol | Algorithm| Public Key.
The size of the digest may vary depending on the digest algorithm and
DNSKEY RR size. As of the time of this witing, the only defined
digest algorithmis SHA-1, which produces a 20 octet digest.
5.2. Processing of DS RRs When Validati ng Responses
The DS RR i nks the authentication chain across zone boundaries, so
the DS RR requires extra care in processing. The DNSKEY RR referred
to in the DS RR MUST be a DNSSEC zone key. The DNSKEY RR Fl ags MJST
have Flags bit 7 set. |[If the DNSKEY flags do not indicate a DNSSEC
zone key, the DS RR (and the DNSKEY RR it references) MJST NOT be
used in the validation process.
5.3. The DS RR Presentation Format
The presentation format of the RDATA portion is as foll ows:
The Key Tag field MIST be represented as an unsigned deci mal integer

The Algorithmfield MIST be represented either as an unsi gned deci nal
i nteger or as an al gorithm menonic specified in Appendi x A 1.

The Digest Type field MIST be represented as an unsi gned deci nal
i nt eger.
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The Di gest MUST be represented as a sequence of case-insensitive
hexadeci mal digits. Witespace is allowed wthin the hexadeci nmal
text.

5.4. DS RR Exampl e
The foll owi ng exanpl e shows a DNSKEY RR and its correspondi ng DS RR

dskey. exanpl e.com 86400 | N DNSKEY 256 3 5 ( AQQCei i ROGOMYkDshWSKz9Xz

fwdr LAYt snx3TGkJaNXVbfi /
2pHB22aJ5i | 9BMz NXxeYCZ
DRDI9OWYwYqUSdj MmmAphXdv x
egXd/ Mb+X70Or zKBaMoCvdFLU
Uh6DhweJBj EVv5f 2wwj MBXzc
nCOF +EPbt GODVBMAD] FDc 2w/ r

| ] whFw==

) ; key id = 60485

dskey. exanpl e.com 86400 IN DS 60485 5 1 ( 2BB183AF5F22588179A53B0A
98631FAD1A292118 )

The first four text fields specify the name, TTL, O ass, and RR type
(DS). Value 60485 is the key tag for the corresponding

"dskey. exanpl e.com" DNSKEY RR, and val ue 5 denotes the al gorithm
used by this "dskey.exanple.com" DNSKEY RR. The value 1 is the

al gorithmused to construct the digest, and the rest of the RDATA
text is the digest in hexadeci nal

6. Canonical Form and Order of Resource Records

This section defines a canonical formfor resource records, a
canoni cal ordering of DNS names, and a canonical ordering of resource
records within an RRset. A canonical nanme order is required to
construct the NSEC nanme chain. A canonical RR form and ordering
within an RRset are required in order to construct and verify RRSIG
RRs.

6.1. Canonical DNS Nanme O der

For the purposes of DNS security, owner nanes are ordered by treating
i ndi vidual |abels as unsigned left-justified octet strings. The
absence of a octet sorts before a zero value octet, and uppercase
US-ASCI| letters are treated as if they were | owercase US-ASCl |
letters.
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To conpute the canonical ordering of a set of DNS names, start by
sorting the nanes according to their nost significant (rightnost)

| abel s. For nanes in which the nost significant |abel is identical,
continue sorting according to their next nost significant |abel, and
so forth.

For exanple, the follow ng nanes are sorted in canonical DNS nane

order. The nost significant |label is "exanple". At this |level,
"exanpl e" sorts first, followed by nanes ending in "a.exanple", then
by names ending "z.exanple". The nanes within each | evel are sorted

in the sane way.

exanpl e

a. exanpl e
yljkjljk.a. exampl e
Z. a. exanpl e
zZABC. a. EXAMPLE

z. exanpl e

\ 001. z. exanpl e

* z.exanpl e

\ 200. z. exanpl e

6.2. Canonical RR Form

For the purposes of DNS security, the canonical formof an RRis the
wire format of the RR where

1. every domain name in the RRis fully expanded (no DNS nane
conpression) and fully qualified;

2. all uppercase US-ASCI| letters in the owner name of the RR are
repl aced by the correspondi ng | owercase US-ASCI| letters;

3. if the type of the RRis NS, MD, M, CNAME, SOA, MB, M5 MR, PTR
H NFO, M NFO, MX, HI NFO, RP, AFSDB, RT, SIG PX, NXT, NAPTR, KX,
SRV, DNAME, A6, RRSIG or NSEC, all uppercase US-ASCI| letters in
the DNS names contained within the RDATA are replaced by the
correspondi ng | owercase US-ASCI| letters;

4. if the owner nane of the RRis a wildcard nane, the owner nane is
inits original unexpanded form including the "*" |abel (no
wi | dcard substitution); and

5. the RRs TTL is set to its original value as it appears in the

originating authoritative zone or the Oiginal TTL field of the
covering RRSIG RR
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6.3. Canonical RR Ordering within an RRset

For the purposes of DNS security, RRs with the sane owner nane,

class, and type are sorted by treating the RDATA portion of the
canoni cal formof each RR as a left-justified unsigned octet sequence
in which the absence of an octet sorts before a zero octet.

[ RFC2181] specifies that an RRset is not allowed to contain duplicate
records (multiple RRs with the sane owner nane, class, type, and
RDATA). Therefore, if an inplenentation detects duplicate RRs when
putting the RRset in canonical form it MJST treat this as a protoco
error. |f the inplenmentation chooses to handle this protocol error
in the spirit of the robustness principle (being liberal in what it
accepts), it MJIST renove all but one of the duplicate RR(s) for the
pur poses of cal cul ating the canonical formof the RRset.

7. |1 ANA Consi derations

Thi s docunment introduces no new | ANA consi derations, as all of the
protocol parameters used in this docunment have al ready been assigned
by previous specifications. However, since the evolution of DNSSEC
has been | ong and sonewhat convoluted, this section attenpts to
describe the current state of the I ANA registries and other protoco
paraneters that are (or once were) related to DNSSEC

Pl ease refer to [ RFC4035] for additional |ANA considerations.

DNS Resource Record Types: [RFC2535] assigned types 24, 25, and 30 to
the SIG KEY, and NXT RRs, respectively. [RFC3658] assigned DNS
Resource Record Type 43 to DS. [RFC3755] assigned types 46, 47,
and 48 to the RRSIG NSEC, and DNSKEY RRs, respectively.

[ RFC3755] al so marked type 30 (NXT) as Obsolete and restricted use
of types 24 (SIG and 25 (KEY) to the "SIG0)" transaction
security protocol described in [RFC2931] and to the transaction
KEY Resource Record described in [ RFC2930].

DNS Security Al gorithm Numbers: [RFC2535] created an | ANA registry
for DNSSEC Resource Record Algorithmfield nunbers and assi gned
val ues 1-4 and 252-255. [RFC3110] assigned value 5. [RFC3755]
altered this registry to include flags for each entry regardi ng
its use with the DNS security extensions. Each algorithmentry
could refer to an algorithmthat can be used for zone signing,
transaction security (see [ RFC2931]), or both. Values 6-251 are
avai l abl e for assignment by | ETF standards action ([ RFC3755]).
See Appendix A for a full listing of the DNS Security Al gorithm
Nunbers entries at the tinme of this witing and their status for
use i n DNSSEC.
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[ RFC3658] created an I ANA registry for DNSSEC DS Di gest Types and
assigned value 0 to reserved and value 1 to SHA-1.

KEY Protocol Values: [RFC2535] created an | ANA Registry for KEY
Prot ocol Val ues, but [RFC3445] reassigned all values other than 3
to reserved and closed this | ANA registry. The registry renains
cl osed, and all KEY and DNSKEY records are required to have a
Protocol Cctet val ue of 3.

Flag bits in the KEY and DNSKEY RRs: [RFC3755] created an | ANA
registry for the DNSSEC KEY and DNSKEY RR flag bits. Initially,
this registry only contains assignments for bit 7 (the ZONE bit)
and bit 15 (the Secure Entry Point flag (SEP) bit; see [RFC3757]).
As stated in [ RFC3755], bits 0-6 and 8-14 are available for
assi gnnent by | ETF Standards Action

8. Security Considerations

Thi s docunent describes the format of four DNS resource records used
by the DNS security extensions and presents an algorithmfor
calculating a key tag for a public key. Oher than the itens

descri bed bel ow, the resource records thensel ves introduce no
security considerations. Please see [ RFC4033] and [ RFC4035] for
additional security considerations related to the use of these
records.

The DS record points to a DNSKEY RR by using a cryptographic digest,
the key algorithmtype, and a key tag. The DS record is intended to
identify an existing DNSKEY RR, but it is theoretically possible for
an attacker to generate a DNSKEY that matches all the DS fields. The
probability of constructing a matchi ng DNSKEY depends on the type of
digest algorithmin use. The only currently defined digest algorithm
is SHA-1, and the working group believes that constructing a public
key that would nmatch the algorithm key tag, and SHA-1 di gest given
in a DS record would be a sufficiently difficult problemthat such an
attack is not a serious threat at this tine.

The key tag is used to help sel ect DNSKEY resource records
efficiently, but it does not uniquely identify a single DNSKEY
resource record. It is possible for two distinct DNSKEY RRs to have
the sane owner name, the sane algorithmtype, and the same key tag.
An inplenentation that uses only the key tag to sel ect a DNSKEY RR
m ght select the wong public key in some circunstances. Please see
Appendi x B for further details.
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The table of algorithms in Appendix A and the key tag cal cul ation
al gorithms in Appendi x B include the RSA/ MD5 al gorithm for

compl et eness, but the RSA/MD5 al gorithmis NOT RECOVWENDED, as
expl ained in [ RFC3110].
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Appendi x A.  DNSSEC Al gorithm and Di gest Types

The DNS security extensions are designed to be independent of the
underlying cryptographic algorithns. The DNSKEY, RRSIG and DS
resource records all use a DNSSEC Al gorithm Nunber to identify the
cryptographic algorithmin use by the resource record. The DS
resource record al so specifies a Digest Al gorithm Nunber to identify
the digest algorithmused to construct the DS record. The currently
defined Al gorithmand D gest Types are listed below Additional

Al gorithm or Digest Types could be added as advances in cryptography
warrant them

A DNSSEC awar e resolver or nane server MJST inplenent all MANDATCORY
al gorithms.

A. 1. DNSSEC Al gorithm Types

The DNSKEY, RRSIG and DS RRs use an 8-bit nunber to identify the
security algorithm being used. These values are stored in the
"Al gorithm nunber" field in the resource record RDATA.

Sone algorithns are usable only for zone signing (DNSSEC), sone only
for transaction security nmechanisns (SIG0) and TSIG, and sone for
both. Those usable for zone signing may appear in DNSKEY, RRSIG and
DS RRs. Those usable for transaction security would be present in
SIG0) and KEY RRs, as described in [ RFC2931].

Zone
Val ue Al gorithm [ Menonic] Signhing References St at us
0 reserved
1 RSA/ MD5 [ RSAMD5] n [ RFC2537] NOT RECOMVENDED
2 Diffie-Hell man [ DH| n [ RFC2539] -
3 DSA/ SHA- 1 [ DSA] y [ RFC2536] OPTI ONAL
4 Elliptic Curve [ ECC| TBA -
5 RSA/ SHA- 1 [ RSASHAL] y [ RFC3110] MANDATORY
252 I ndirect [1ND RECT] n
253 Private [ PRI VATEDNS] y
254 Private [ PRI VATEQ Dj y
255 reserved

see bel ow OPTI ONAL
see bel ow OPTI ONAL

6 - 251 Available for assignnment by | ETF Standards Acti on.
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A.1.1. Private Al gorithm Types

Al gorithm nunmber 253 is reserved for private use and will never be
assigned to a specific algorithm The public key area in the DNSKEY
RR and the signature area in the RRSIG RR begin with a wire encoded
domai n nane, which MUST NOT be conpressed. The domai n nanme indicates
the private algorithmto use, and the remmi nder of the public key
area is determned by that algorithm Entities should only use
domai n nanes they control to designate their private al gorithns.

Al gorithm nunber 254 is reserved for private use and will never be
assigned to a specific algorithm The public key area in the DNSKEY
RR and the signature area in the RRSIG RR begin with an unsi gned

I ength byte foll owed by a BER encoded Object lIdentifier (1SO O D) of
that length. The O D indicates the private algorithmin use, and the
remai nder of the area is whatever is required by that al gorithm
Entities should only use O Ds they control to designate their private
al gorithns.

A. 2. DNSSEC Di gest Types
A "Digest Type" field in the DS resource record types identifies the

crypt ographi c di gest algorithmused by the resource record. The
following table lists the currently defined digest algorithmtypes.

VALUE Al gorithm STATUS
0 Reserved -
1 SHA- 1 MANDATORY

2- 255 Unassi gned -
Appendi x B. Key Tag Cal cul ati on

The Key Tag field in the RRSIG and DS resource record types provides
a nmechanismfor selecting a public key efficiently. In nbst cases, a
conbi nation of owner nanme, algorithm and key tag can efficiently
identify a DNSKEY record. Both the RRSIG and DS resource records
have correspondi ng DNSKEY records. The Key Tag field in the RRSIG
and DS records can be used to help select the correspondi ng DNSKEY RR
efficiently when nore than one candi date DNSKEY RR i s avail abl e.

However, it is essential to note that the key tag is not a uni que
identifier. It is theoretically possible for two distinct DNSKEY RRs
to have the sanme owner name, the same algorithm and the same key
tag. The key tag is used to limt the possible candi date keys, but
it does not uniquely identify a DNSKEY record. |[|nplenentations MJST
NOT assune that the key tag uniquely identifies a DNSKEY RR
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The key tag is the same for all DNSKEY al gorithmtypes except
algorithm1 (please see Appendix B.1 for the definition of the key
tag for algorithm1). The key tag algorithmis the sumof the wire
format of the DNSKEY RDATA broken into 2 octet groups. First, the
RDATA (in wire fornmat) is treated as a series of 2 octet groups.
These groups are then added together, ignhoring any carry bits.

A reference inplementation of the key tag algorithmis as an ANSI C
function is given below, with the RDATA portion of the DNSKEY RR i s
used as input. It is not necessary to use the follow ng reference
code verbatim but the nunerical value of the Key Tag MJST be

i dentical to what the reference inplenentation would generate for the
sane i nput.

Pl ease note that the algorithmfor calculating the Key Tag is al nost
but not conpletely identical to the fam liar ones-conpl enent checksum
used in many other Internet protocols. Key Tags MJST be cal cul ated
using the algorithmdescribed here rather than the ones conpl enent
checksum

The following ANSI C reference inplementation cal cul ates the val ue of
a Key Tag. This reference inplenentation applies to all algorithm
types except algorithm1l (see Appendix B.1). The input is the wire
format of the RDATA portion of the DNSKEY RR. The code is witten
for clarity, not efficiency.

/
Assunmes that int is at least 16 bits.
First octet of the key tag is the nbost significant 8 bits of the
return val ue;
Second octet of the key tag is the least significant 8 bits of the
return val ue.

/

E R

unsi gned int

keytag (
unsi gned char key[], /* the RDATA part of the DNSKEY RR */
unsigned int keysize /* the RDLENGIH */

)

{
unsi gned | ong ac; /* assunmed to be 32 bits or larger */
int i; /[* |l oop index */
for (lac =0, i =0; i < keysize; ++i )
ac += (i & 1) ? key[i] : key[i] << §;
ac += (ac >> 16) & OxFFFF;
return ac & OXFFFF;
}
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B.1. Key Tag for Algorithm 1 ( RSA/ MD5)

The key tag for algorithm1 (RSA/MD5) is defined differently fromthe
key tag for all other algorithns, for historical reasons. For a
DNSKEY RR with algorithm 1, the key tag is defined to be the nost
significant 16 bits of the |east significant 24 bits in the public
key nmodulus (in other words, the 4th to last and 3rd to |l ast octets
of the public key nodul us).

Pl ease note that Algorithm 1 is NOT RECOMVENDED.
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