Net wor k Wor ki ng G oup M St app

Request for Comments: 4030 Cisco Systens, Inc.
Cat egory: Standards Track T. Lenon
Nom num | nc.

Mar ch 2005

The Aut hentication Suboption for the
Dynam ¢ Host Configuration Protocol (DHCP) Rel ay Agent Option

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2005).
Abstract
The Dynami c Host Configuration Protocol (DHCP) Rel ay Agent
I nformati on Option (RFC 3046) conveys infornmation between a DHCP
Rel ay Agent and a DHCP server. This specification defines an
aut henti cati on suboption for that option, containing a keyed hash in

its payload. The suboption supports data integrity and repl ay
protection for relayed DHCP nessages.
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DHCP (RFC 2131 [6]) provides |IP addresses and configuration
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information for IPv4d clients. It includes a relay-agent capability
(RFC 951 [7], RFC 1542 [8]) in which processes within the network
infrastructure recei ve broadcast nessages fromclients and forward

themto servers as uni cast nmessages.

In network environnents such as

DCCSI S dat a- over-cabl e and xDSL, for example, it has proven useful
for the relay agent to add information to the DHCP nessage before
forwarding it, by using the relay-agent infornation option (RFC 3046

[1]).
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server’s deci sion-naki ng about the addresses and configuration
paraneters that the client should receive. The way that the

rel ay-agent data is used in server decision-nmaking tends to make that
data very inportant, and it highlights the inportance of the trust
rel ati onship between the relay agent and the server

The existing DHCP Authentication specification (RFC 3118) [9] only
covers conmuni cati on between the DHCP client and server. Because
rel ay-agent information is added after the client has sent its
message, the DHCP Aut hentication specification explicitly excludes
rel ay-agent data fromthat authentication.

The goal of this specification is to define nmethods that a rel ay
agent can use to

1. protect the integrity of relayed DHCP nessages,
2. provide replay protection for those nessages, and
3. leverage existing nechani sns, such as DHCP Aut henti cation

In order to nmeet these goals, we specify a new rel ay-agent suboption,
the Authentication suboption. The format of this suboption is very
simlar to the format of the DHCP Authentication option, and the
specification of its cryptographic nethods and hash conputation is

al so simlar.

The Aut hentication suboption is included by relay agents that seek to
ensure the integrity of the data they include in the Relay Agent
option. These relay agents are configured with the paraneters
necessary for generating cryptographic checksuns of the data in the
DHCP nessages that they forward to DHCP servers. A DHCP server
configured to process the Authentication suboption uses the
information in the suboption to verify the checksumin the suboption
and continues processing the relay agent information option only if
the checksumis valid. |If the DHCP server sends a response, it

i ncludes an Authentication suboption in its response nessage. Relay
agents test the checksuns in DHCP server responses to deci de whet her
to forward the responses.

2. Requirenments Term nol ogy
In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',

"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [2].
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3. DHCP Term nol ogy

Thi s docunent uses the terns "DHCP server™ (or "server") and "DHCP
client"” (or "client") as defined in RFC 2131 [6]. The term "DHCP
relay agent" refers to a "BOOTP rel ay agent"” as defined in RFC 2131.

4. Suboption Format

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Code | Lengt h | Algorithm | MBZ | RDM |
i e e R e o R i R e ki o I N St
| Replay Detection (64 bits) |
B i s T T i i o S o T Ji I
| Replay Detection cont. |
e L o i T e o o i R S S
| Relay ldentifier |
i e e R e o o e S e O h ik i o S N S T
I
|
I
I
I
+-

Aut hentication Information |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

The code for the suboption is 8 The length field includes the
|l engths of the algorithm the RDM and all subsequent suboption
fields in octets.

The Algorithmfield defines the algorithmused to generate the
aut henti cation information.

Four bits are reserved for future use. These bits SHOULD be set to
zero and MUST NOT be used when the suboption is processed.

The Replay Detection Method (RDM field defines the nmethod used to
generate the Replay Detection Data.

The Replay Detection field contains a value used to detect replayed
messages, which are interpreted according to the RDM

The Relay ldentifier field is used by relay agents that do not set
gi addr, as described in RFC 3046 [1], section 2.1.
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The Authentication Information field contains the data required to
comruni cate al gorithmspecific paraneters, as well as the checksum
The checksumis usually a digest of the data in the DHCP packet
conmput ed by using the nethod specified by the Algorithmfield.

5. Replay Detection

The repl ay-detection mechanismis designed on the notion that a
recei ver can determ ne whether a nessage has a valid replay token
value. The default RDM wth value 1, specifies that the Repl ay
Detection field contains an increasing counter value. The receiver
associates a replay counter with each sender and rejects any nessage
contai ning an authentication suboption with a Replay Detection
counter value |less than or equal to the last valid value. DHCP
servers MAY identify relay agents by giaddr value or by other data in
the nessage (e.g., data in other relay agent suboptions). Relay
agents identify DHCP servers by source |P address. |f the nmessage’s
replay detection value, and the checksumare valid, the receiver
updates its notion of the last valid replay counter value associ ated
with the sender.

Al'l inplementations MJST support the default RDM Additional methods
may be defined in the future, followi ng the process described in
section 12.

Recei vers SHOULD performthe repl ay-detection check before testing
the checksum The keyed hash calculation is likely to be nuch nore
expensi ve than the repl ay-detection val ue check

DI SCUSSI ON
This places a burden on the receiver to nmaintain some run-tine
state (the nost-recent valid counter value) for each sender
but the nunmber of menbers in a DHCP agent-server systemis
unlikely to be unmanageably | arge.

6. The Relay ldentifier Field

The Rel ay Agent Information Option [1] specification pernits a relay
agent to add a relay agent option to relayed nessages w t hout setting
the giaddr field. 1In this case, the eventual receiver of the nessage
needs a stable identifier to use in order to associ ate per-sender
state such as Key I D and repl ay-detection counters.

A relay agent that adds a relay agent information option and sets

gi addr MJUST NOT set the Relay ID field. A relay agent that does not
set giaddr MAY be configured to place a value in the Relay ID field
If the relay agent is configured to use the Relay ID field, it MAY be
configured with a value to use, or it MAY be configured to generate a
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val ue based on sone other data, such as its MAC or | P addresses. |If
a relay generates a Relay ID value, it SHOULD select a value that it
can regenerate reliably; e.g., across reboots.

Servers that process an Authentication Suboption SHOULD use the

gi addr value to identify the sender if the giaddr field is set.
Servers MAY be configured to use some other data in the nmessage to
identify the sender. |If giaddr is not set, the server SHOULD use the
Relay IDfield if it is nonzero. |If neither the giaddr nor the Rel ay
IDfield is set, the server MAY be configured to use sone other data
in the nessage, or it MAY increnent an error counter

7. Conputing Authentication |Information

The Authentication Information field contains a keyed hash generated
by the sender. Al algorithns are defined to process the data in the
DHCP nessages in the sane way. The sender and receiver conpute a
hash across a buffer containing all of the bytes in the DHCP nessage,
including the fixed DHCP nessage header, the DHCP options, and the
rel ay agent suboptions, with the foll owi ng exceptions. The value of
the "hops’ field MIST be set to zero for the conputation because its
val ue may be changed in transm ssion. The value of the ’giaddr’
field MUST al so be set to zero for the conputation because it nmay be
nmodi fied in networks where one relay agent adds the relay agent
option but another relay agent sets ’'giaddr’ (see RFC 3046, section
2.1). In addition, because the relay agent option is itself included
in the conputation, the "authentication information’ field in the

Aut hentication suboption is set to all zeros. The relay agent option
| ength, the Authentication suboption |Iength and ot her Authentication
suboption fields are all included in the conputation

Al'l inplementations MJST support Al gorithm 1, the HMAC- SHAl
algorithm Additional algorithnms may be defined in the future,
foll owing the process described in section 12

7.1. The HWVAC- SHA1 Al gorithm

Algorithm1 is assigned to the HVAC [3] protocol by using the SHA-1
[4] hash function. This algorithmrequires that a shared secret key
be configured at the relay agent and the DHCP server. A 32-bit Key
Identifier is associated with each shared key, and this identifier is
carried in the first 4 bytes of the Authentication Information field
of the Authentication suboption. The HVAC- SHA1 conputation generates
a 20-byte hash value, which is placed in the Authentication
Information field after the Key ID.
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8.

8.

When Algorithm1 is used, the format of the Authentication suboption
is as foll ows:

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Code | 38 |[0O00000O01 MBZ | RDM |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Replay Detection (64 bits) |
B T S i T s i i e e SEI S
| Replay Detection cont. |
I S i o T s S S S e s s T
| Rel ay ldentifier |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Key I D (32 bits) |
B T S i T s i i e e SEI S
I
I
I
I
+-

I
HVAC- SHA1 (160 bits) |

I

I

i T o T i e S S S i S e S
The suboption length is 38. The RDM and Replay Detection fields are
as specified in section 5. The Relay IDfield is set as specified in
section 6. The Key IDis set by the sender to the ID of the key used

in computing the checksum as an integer value in network byte order.
The HVAC result follows the Key ID

The Key ID exists only to all ow the sender and receiver to specify a
shared secret in cases where nore than one secret is in use anbng a
network’s relays and DHCP servers. The Key ID values are entirely a
matter of |ocal configuration; they only have to be unique |ocally.
Thi s specification does not define any semantics or inpose any
requirenents on this algorithnms Key |ID val ues

Procedures for Sendi ng Messages
1. Replay Detection
The sender obtains a replay-detection counter value to use based on

the RDMit is using. |If the sender is using ROM 1, the default RDM
the val ue MJST be greater than any previously sent val ue.
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8.2. Packet Preparation

The sender sets the 'giaddr’ field and the "hops’ field to all zeros.
The sender appends the relay agent information option to the client’s
packet, including the Authentication suboption. The sender selects
an appropriate Replay Detection value. The sender places its
identifier into the Relay IDfield, if necessary, or sets the field
to all zeros. The sender sets the suboption | ength, places the
Repl ay Detection value into the Replay Detection field of the
suboption, and sets the algorithmto the algorithm nunber that it is
using. |If the sender is using HVAC-SHALl, it sets the Key IDfield to
the appropriate value. The sender sets the field that will contain
the checksumto all zeros. Qher algorithnms may specify additiona
preparation steps.

8.3. Checksum Conput ati on

The sender conputes the checksum across the entire DHCP nessage,
using the algorithmit has selected. The sender places the result of
the conputation into the Authentication Information field of the

Aut hent i cati on subopti on

8.4. Sending the Message

The sender restores the values of the 'hops' and 'giaddr’ fields and
sends the message.

9. Procedures for Processing Incom ng Messages
9.1. Initial Exami nation

The recei ver exam nes the nmessage for the value of the giaddr field
and determ nes whether the packet includes the relay agent
informati on option. The receiver uses its configuration to determ ne
whet her it should expect an Authentication suboption. The receiver
MUST support a configuration that allows it to drop incom ng nessages
that do not contain a valid relay agent information option and

Aut hent i cati on subopti on

If the receiver deternmnes that the Authentication suboption is
present and that it should process the suboption, it uses the data in
the nmessage to determnmine which algorithm key, and RDMto use in
validating the message. |f the receiver cannot determn ne which
algorithm key, and RDMto use, or if it does not support the value
indicated in the nessage, it SHOULD drop the nmessage. Because this
situation could indicate a m sconfiguration that could deny service
to clients, receivers MAY attenpt to notify their adm nistrators or
to log an error nessage.
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2. Replay Detection Check

The receiver examines the RDMfield. Receivers MJST discard nessages
contai ning RDM val ues that they do not support. Because this may
indicate a msconfiguration at the sender, an attenpt SHOULD be nade
to indicate this condition to the administrator by increnenting an

error counter or witing a |log nmessage. |f the receiver supports the
RDM it examines the value in the Replay Detection field by using the
procedures in the RDM and in section 5. If the Replay value is not

valid, the receiver MJST drop the nessage.

Note that at this point the receiver MUST NOT update its notion of
the last valid Replay Detection value for the sender. Until the
checksum has been tested, the Replay Detection field cannot be
trusted. |If the receiver trusts the Replay Detection val ue without
testing the checksum a nalicious host could send a replayed nessage
with a Replay Detection value that was very high, tricking the
receiver into rejecting legitimte values fromthe sender

3. Testing the Checksum

The receiver prepares the packet in order to test the checksum by
setting the 'giaddr’ and 'hops’ fields to zero, and by setting the
Aut hentication Information field of the suboption to all zeros.
Using the al gorithm and key associated with the sender, the receiver
comput es a hash of the message. The receiver conpares the result of
its conmputation with the value sent. |If the checksunms do not match,
the receiver MJST drop the message. Qherw se, the receiver updates
its notion of the last valid Replay Detection value associated with
the sender and processes the nessage.

Rel ay Agent Behavi or

DHCP Rel ay agents are typically configured with the addresses of one
or nore DHCP servers. A relay agent that inplenents this suboption
requi res an al gorithm nunmber for each server, as well as appropriate
credentials (i.e., keys). Relay inplenentations SHOULD support a
configuration that indicates that all relayed nmessages shoul d i ncl ude
the aut hentication suboption. Use of the authentication suboption
SHOULD be disabled by default. Relay agents MAY support
configuration that indicates that certain destination servers support
the aut hentication suboption and that other servers do not. Relay
agents MAY support configuration of a single algorithmnunber and key
to be used with all DHCP servers, or they MAY support configuration
of different algorithnms and keys for each server
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10.

10.

10.

11.

11.

1. Receiving Messages from Gt her Relay Agents

There are network configurations in which one relay agent adds the
rel ay agent option and then forwards the DHCP nessage to another
relay agent. For exanple, a layer-2 switch mght be directly
connected to a client, and it mght forward nessages to an
aggregating router, which sets giaddr and then forwards the nessage
to a DHCP server. \Wen a DHCP relay that inplenments the

Aut henti cati on suboption receives a nessage, it MAY use the
procedures in section 9 to verify the source of the nessage before
forwarding it.

2. Sending Messages to Servers

When the relay agent receives a broadcast packet froma client, it
det erm nes which DHCP servers (or other relay agents) should receive
copies of the nessage. |If the relay agent is configured to include
the Aut hentication suboption, it determ nes which Al gorithm and RDM
to use, and then it performs the steps in section 8.

3. Receiving Messages from Servers

When the relay agent receives a nessage, it determines fromits
configuration whether it expects the nessage to contain a relay agent
i nformati on option and an Authentication suboption. The relay agent
MAY be configured to drop response nessages that do not contain the
Aut henti cati on suboption. The relay agent then follows the
procedures in section 9.

DHCP Server Behavi or

DHCP servers may interact with nultiple relay agents. Server

i npl ement ati ons MAY support a configuration that associates the sane
algorithmand key with all relay agents. Servers MAY support a
configuration that specifies the algorithmand key to use with each
rel ay agent individually.

1. Receiving Messages from Rel ay Agents

When a DHCP server that inplenents the Authentication suboption
receives a nessage, it perforns the steps in section 9
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11.

12.

13.

2. Sending Reply Messages to Relay Agents

When the server has prepared a reply nessage, it uses the incom ng
request nessage and its configuration to determ ne whether it should
include a relay agent information option and an Aut henti cation
suboption. If the server is configured to include the Authentication
suboption, it determ nes which Al gorithmand RDOMto use and then
performs the steps in section 8.

Dl SCUSSI ON
Thi s server behavior represents a slight variance from RFC 3046
[1], section 2.2. The Authentication suboption is not echoed
back fromthe server to the relay; the server generates its own
subopti on.

| ANA Consi der ati ons

Section 4 defines a new suboption for the DHCP rel ay agent option
called the Authentication Suboption. |ANA has allocated a new
suboption code fromthe relay agent option suboption nunber space.

Thi s specification introduces two new nunber spaces for the

Aut henti cation suboption’s 'Algorithmi and ' Replay Detection Mthod
fields. These nunber spaces have been created and will be naintained
by | ANA.

The Algorithmidentifier is a one-byte value. The Algorithmvalue 0
is reserved. The Algorithmvalue 1 is assigned to the HVAC SHAl
keyed hash, as defined in section 7.1. Additional algorithmvalues
will be allocated and assi gned through | ETF consensus, as defined in
RFC 2434 [5].

The RDMidentifier is a four-bit value. The RDMvalue 0 is reserved.
The RDM value 1 is assigned to the use of a nonotonically increasing
counter value, as defined in section 5. Additional RDM val ues will
be all ocated and assigned through | ETF consensus, as defined in RFC
2434 [5].

Security Considerations

Thi s specification describes a protocol that adds source
aut henti cation and nessage integrity protection to the nessages
bet ween DHCP rel ay agents and DHCP servers.

The use of this protocol inposes a new computational burden on relay
agents and servers, because they nust perform cryptographi c hash

cal cul ati ons when they send and recei ve nessages. This burden may
add | atency to DHCP nmessage exchanges. Because relay agents are
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13.

13.

i nvol ved when clients reboot, periods of very high reboot activity
will result in the | argest nunber of nessages that have to be
processed. During a cable MSO head-end reboot event, for exanple,
the tine required for all clients to be served may i ncrease.

1. The Key ID Field

The Aut henticati on suboption contains a four-byte Key ID, follow ng
the exanpl e of the DHCP Authentication RFC. Qher authentication
protocols, such as DNS TSIG [10], use a key nane. A key nane is nore
flexible and potentially nore hunman readable than a key id. DHCP
servers may well be configured to use key nanmes for DNS updates using
TSIG so it nmight sinplify DHCP server configuration if some of the
key managenent for both protocols could be shared

On the other hand, it is crucial to nmnimze the size expansion
caused by the introduction of the relay agent infornmation option
Naned keys woul d require nore physical space and would entail nore
conpl ex suboption encodi ng and parsing inplenmentations. These
consi derations have led us to specify a fixed-length Key ID instead
of a variabl e-l1ength key nane.

2. Protocol Vulnerabilities

Because DHCP is a UDP protocol, messages between relays and servers
may be delivered in an order different fromthat in which they were
generated. The replay-detection nmechanismw || cause receivers to
drop packets that are delivered 'late’, leading to client retries.
The retry nmechani sns that nost clients inplenment should not cause
this to be an enormous issue, but it will cause senders to do
comput ational work which will be wasted if their nmessages are
re-ordered

The DHC WG has devel oped two docunments descri bi ng authentication of
DHCP rel ay agent options to accommpdate the requirenents of different
depl oynent scenarios: this docunent and "Aut hentication of Relay
Agent Options Using |Psec" [11]. As we note in section 11, the

Aut henti cati on suboption can be used wi thout pairw se keys between

each relay and each DHCP server. |In deploynents where |Psec is
readily avail abl e and pairw se keys can be nmanaged efficiently, the
use of | Psec as described in that docunent nay be appropriate. |If

I Psec is not available or there are nultiple relay agents for which
mul ti pl e keys rmust be managed, the protocol described in this
docunent nmay be appropriate. As is the case whenever two
alternatives are avail able, | ocal network adm nistration can choose
whi chever is nore appropriate. Because the relay agents and t he DHCP
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14.

15.

15.

15.

server are all in the sane adm nistrative domain, the appropriate
mechani sm can be configured on all interoperating DHCP server
el ement s.
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