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A Method for Storing | Psec Keying Material in DNS
Status of This Meno
Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2005).
Abst ract
Thi s docunment describes a new resource record for the Donmain Name
System (DNS). This record may be used to store public keys for use
in P security (lIPsec) systens. The record al so includes provisions
for indicating what system shoul d be contacted when an | Psec tunnel
is established with the entity in question.

This record replaces the functionality of the sub-type #4 of the KEY
Resource Record, which has been obsol eted by RFC 3445.
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1. Introduction

Suppose a host wishes (or is required by policy) to establish an

| Psec tunnel with sone renmote entity on the network prior to allow ng
normal comruni cation to take place. |In many cases, this end system
will be able to determine the DNS nanme for the renote entity (either
by having the DNS nane given explicitly, by perform ng a DNS PTR
query for a particular |IP address, or through sone other neans, e.g.,
by extracting the DNS portion of a "user @Q@N' nane for a renote
entity). In these cases, the host will need to obtain a public key
to authenticate the rempte entity, and may al so need sone gui dance
about whether it should contact the entity directly or use another
node as a gateway to the target entity. The | PSECKEY RR provides a
mechani sm for storing such information

The type nunber for the | PSECKEY RR is 45.

This record replaces the functionality of the sub-type #4 of the KEY
Resource Record, which has been obsol eted by RFC 3445 [ 11].

1.1. Overview

The | PSECKEY resource record (RR) is used to publish a public key
that is to be associated with a Domain Nanme System (DNS) [1] nane for
use with the I Psec protocol suite. This can be the public key of a
host, network, or application (in the case of per-port keying).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].
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1.2. Use of DNS Address-to-Nanme Maps (| N-ADDR. ARPA and | P6. ARPA)

O'ten a security gateway will only have access to the | P address of
the node with which communication is desired and will not know any
other nanme for the target node. Because of this, frequently the best
way of | ooking up | PSECKEY RRs will be by using the | P address as an
index into one of the reverse mapping trees (1IN ADDR ARPA for |Pv4 or
| P6. ARPA for |Pv6).

The | ookup is done in the fashion usual for PTR records. The IP
address’ octets (1Pv4) or nibbles (IPv6) are reversed and | ooked up
with the appropriate suffix. Any CNAMEs or DNAMEsS found MUST be
fol | owed.

Not e: even when the IPsec function is contained in the end-host,
often only the application will know the forward name used. Although
the case where the application knows the forward name is common, the
user could easily have typed in a literal |IP address. This storage
mechani sm does not preclude using the forward name when it is
avai | abl e but does not require it.

1.3. Usage Criteria
An | PSECKEY resource record SHOULD be used in conbinati on with DNSSEC
[8] unless sone other nmeans of authenticating the | PSECKEY resource
record is avail abl e.
It is expected that there will often be nultiple | PSECKEY resource
records at the sane nane. This will be due to the presence of
mul tiple gateways and a need to roll over keys.
This resource record is class independent.

2. Storage Formats

2.1. | PSECKEY RDATA For mat
The RDATA for an | PSECKEY RR consists of a precedence value, a

gateway type, a public key, algorithmtype, and an optional gateway
addr ess.
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RDATA Format - Precedence

This is an 8-bit precedence for this record. It is interpreted in
the sane way as the PREFERENCE field described in section 3.3.9 of
RFC 1035 [2].

Gateways listed in | PSECKEY records with | ower precedence are to be
attenpted first. Were there is atie in precedence, the order
shoul d be non-determ nistic.

RDATA Format - Gateway Type

The gateway type field indicates the fornmat of the information that
is stored in the gateway fi el d.

The foll owi ng val ues are defi ned:

0 No gateway is present.

1 A 4-byte |Pv4 address is present.

2 A 16-byte | Pv6 address is present.

3 A wire-encoded domain nane is present. The w re-encoded format

+

is

sel f-describing, so the length is inplicit. The domain name MJUST

NOT be conpressed. (See Section 3.3 of RFC 1035 [2].)
RDATA Format - Al gorithm Type

The algorithmtype field identifies the public key’'s cryptographic
al gorithm and determ nes the format of the public key field.

A value of 0 indicates that no key is present.
The foll owi ng val ues are defi ned:

1 A DSA key is present, in the format defined in RFC 2536 [9].
2 A RSA key is present, in the format defined in RFC 3110 [ 10].
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2.5. RDATA Format - Gateway

The gateway field indicates a gateway to which an I Psec tunnel may be
created in order to reach the entity naned by this resource record

There are three formats:

A 32-bit 1 Pv4 address is present in the gateway field. The data
portion is an | Pv4 address as described in section 3.4.1 of RFC 1035
[2]. This is a 32-bit nunmber in network byte order

A 128-bit I Pv6 address is present in the gateway field. The data
portion is an | Pv6 address as described in section 2.2 of RFC 3596
[12]. This is a 128-bit number in network byte order.

The gateway field is a normal wire-encoded domain nane, as descri bed
in section 3.3 of RFC 1035 [2]. Conpression MJST NOT be used.

2.6. RDATA Format - Public Keys

Both the public key types defined in this docunent (RSA and DSA)
inherit their public key formats fromthe correspondi ng KEY RR
formats. Specifically, the public key field contains the

al gorithmspecific portion of the KEY RR RDATA, which is all the KEY
RR DATA after the first four octets. This is the sane portion of the
KEY RR that must be specified by documents that define a DNSSEC

al gorithm Those docunents al so specify a nessage digest to be used
for generation of SIG RRs; that specification is not relevant for

| PSECKEY RRs.

Future algorithns, if they are to be used by both DNSSEC (i n the KEY
RR) and | PSECKEY, are likely to use the sane public key encodings in
both records. Unless otherw se specified, the | PSECKEY public key
field will contain the algorithmspecific portion of the KEY RR RDATA
for the corresponding algorithm The algorithmnust still be

desi gnated for use by | PSECKEY, and an | PSECKEY al gorithmtype nunber
(which mght be different fromthe DNSSEC al gorithm nunber) mnust be
assigned to it.

The DSA key format is defined in RFC 2536 [ 9]

The RSA key format is defined in RFC 3110 [10], with the follow ng
changes:

The earlier definition of RSA/MD5 in RFC 2065 [4] limted the
exponent and nodulus to 2552 bits in length. RFC 3110 extended that
limt to 4096 bits for RSA/ SHA1 keys. The | PSECKEY RR i nposes no
length linit on RSA public keys, other than the 65535 octet limt
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i nposed by the two-octet |length encoding. This length extension is
applicable only to I PSECKEY; it is not applicable to KEY RRs.

3. Presentation Formats

3.1. Representation of |PSECKEY RRs
| PSECKEY RRs nmay appear in a zone data naster file. The precedence,
gateway type, algorithm and gateway fields are REQU RED. The base64
encoded public key block is OPTIONAL; if it is not present, the
public key field of the resource record MJST be construed to be zero

octets in Iength.

The algorithmfield is an unsigned integer. No mmenonics are
def i ned.

If no gateway is to be indicated, then the gateway type field MJST be
zero, and the gateway field MJST be "."

The Public Key field is represented as a Base64 encodi ng of the
Public Key. Whitespace is allowed within the Base64 text. For a
definition of Base64 encodi ng, see RFC 3548 [6], Section 5. 2.

The general presentation for the record is as follows:

I'N | PSECKEY ( precedence gateway-type al gorithm
gat eway base64-encoded- public-key )

3.2. Exanples

An exampl e of a node, 192.0.2.38, that will accept |Psec tunnels on
its own behal f.

38.2.0.192.in-addr.arpa. 7200 IN | PSECKEY ( 10 1 2
192.0.2.38
AQNRU3NG/TVTO2BKR47usnt b102uFJt ugbho6BSGrgqt 4AQ== )
An exanpl e of a node, 192.0.2.38, that has published its key only.
38.2.0.192.in-addr.arpa. 7200 IN | PSECKEY ( 10 0 2

AQNRUBNG7 TVTORBKRA7us Nt b102uFJt ugbo6BSGVgqt 4AQ== )
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An exanpl e of a node, 192.0.2.38, that has del egated authority to the
node 192.0. 2. 3.

38.2.0.192.in-addr.arpa. 7200 IN | PSECKEY ( 10 1 2
192.0.2.3
AQNRU3NG/TVTO2BKR47usnt b102uFJt ugbho6BSGrgqt 4AQ== )

An exanpl e of a node, 192.0.1.38 that has del egated authority to the
node with the identity "mygateway. exanpl e. cont.

38.1.0.192.in-addr.arpa. 7200 IN | PSECKEY ( 10 3 2
nygat eway. exanpl e. com
AQNRU3NG/TVTO2BKR47usnt b102uFJt ugbo6BSGrgqt 4AQ== )

An exanpl e of a node, 2001: 0DB3: 0200: 1: 210: f 3ff: f e03: 4d0, that has

del egated authority to the node 2001: 0DB8: c000: 0200: 2: : 1
0.0.0.0.2.8.B.D.0.1.0.0. 2.i p6. ar pa.
e.f.f.f.3.f.0.1.2.0 7200 IN | PSECKEY ( 10 2 2
2001: 0DB8: 0: 8002: : 2000: 1

AQNRU3NGZ TVTO2BKR47usnt b102uFJt ugbo6BSGrgqt 4AQ== )
4. Security Considerations

This entire nmeno pertains to the provision of public keying materia
for use by key managenent protocols such as | SAKMP/ | KE ( RFC 2407)

[7].

The | PSECKEY resource record contains information that SHOULD be
communi cated to the end client in an integral fashion; i.e., free
fromnodification. The formof this channel is up to the consuner of
the data; there nust be a trust relationship between the end consuner
of this resource record and the server. This relationship may be
end-t o-end DNSSEC validation, a TSIG or SI G 0) channel to another
secure source, a secure |ocal channel on the host, or sone

conbi nation of the above.

The keying material provided by the | PSECKEY resource record is not
sensitive to passive attacks. The keying material may be freely
disclosed to any party w thout any inpact on the security properties
of the resulting I Psec session. |Psec and | KE provi de defense

agai nst both active and passive attacks.

Any derivative specification that makes use of this resource record

MUST carefully document its trust nodel and why the trust nodel of
DNSSEC i s appropriate, if that is the secure channel used.
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An active attack on the DNS that caused the wong | P address to be
retrieved (via forged address), and therefore the wong QNAMVE to be
queried, would also result in a man-in-the-m ddle attack. This
situation is independent of whether the | PSECKEY RR i s used.

4.1. Active Attacks Against Unsecured | PSECKEY Resource Records

This section deals with active attacks against the DNS. These
attacks require that DNS requests and responses be intercepted and
changed. DNSSEC is designed to defend agai nst attacks of this kind.
This section deals with the situation in which DNSSEC i s not
available. This is not the recomended depl oynment scenari o.

4.1.1. Active Attacks Agai nst | PSECKEY Keying Material s

The first kind of active attack is when the attacker replaces the
keying material with either a key under its control or wth garbage.

The gateway field is either untouched or is null. The IKE
negotiation will therefore occur with the original end-system For
this attack to succeed, the attacker nust performa man-in-the-mddle
attack on the I KE negotiation. This attack requires that the
attacker be able to intercept and nodi fy packets on the forwarding
path for the | KE and data packets.

If the attacker is not able to performthis man-in-the-niddl e attack
on the I KE negotiation, then a denial of service will result, as the
| KE negotiation will fail.

If the attacker is not only able to nount active attacks agai nst DNS
but also in a position to performa nman-in-the-mddle attack on | KE
and | Psec negotiations, then the attacker will be able to conprom se
the resulting I Psec channel. Note that an attacker nmust be able to
performactive DNS attacks on both sides of the | KE negotiation for
this to succeed.

4.1.2. Active Attacks Against | PSECKEY Gateway Materia

The second kind of active attack is one in which the attacker

repl aces the gateway address to point to a node under the attacker’s
control. The attacker then either replaces the public key or renobves
it. |If the public key were renpved, then the attacker could provide
an accurate public key of its own in a second record.

This second formcreates a sinple man-in-the-m ddl e attacks since the
attacker can then create a second tunnel to the real destination.
Note that, as before, this requires that the attacker also nmount an
active attack agai nst the responder.
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Note that the man-in-the-mddl e cannot just forward cleartext packets
to the original destination. Wile the destination may be willing to
speak in the clear, replying to the original sender, the sender wll
al ready have created a policy expecting ciphertext. Thus, the
attacker will need to intercept traffic in both directions. In sone
cases, the attacker may be able to acconplish the full intercept by
use of Network Address/Port Transl ation (NAT/ NAPT) technol ogy.

This attack is easier than the first one because the attacker does
NOT need to be on the end-to-end forwardi ng path. The attacker need
only be able to nodify DNS replies. This can be done by packet

nmodi fication, by various kinds of race attacks, or through nethods
that pollute DNS caches.

If the end-to-end integrity of the I PSECKEY RR i s suspect, the end
client MUST restrict its use of the | PSECKEY RR to cases where the RR
owner nanme matches the content of the gateway field. As the RR owner
name i s assumed when the gateway field is null, a null gateway field

i s considered a match.

Thus, any records obtained under unverified conditions (e.g., no
DNSSEC or trusted path to source) that have a non-null gateway field
MUST be i gnor ed.

This restriction elimnates attacks against the gateway field, which
are consi dered rmuch easier, as the attack does not need to be on the
f orwar di ng pat h.

In the case of an IPSECKEY RR with a value of three in its gateway
type field, the gateway field contains a domain nane. The subsequent
query required to translate that nane into an |IP address or | PSECKEY
RR will also be subject to man-in-the-mddle attacks. |If the
end-to-end integrity of this second query is suspect, then the
provi si ons above al so apply. The | PSECKEY RR MUST be i gnored
whenever the resulting gateway does not natch the QNAME of the
ori gi nal | PSECKEY RR query.

5. | ANA Consi der ati ons

Thi s docunent updates the | ANA Registry for DNS Resource Record Types
by assigning type 45 to the | PSECKEY record.

Thi s docunent creates two new | ANA registries, both specific to the
| PSECKEY Resource Record

Thi s docunent creates an IANA registry for the algorithmtype field.
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Values 0, 1, and 2 are defined in Section 2.4. Al gorithm nunbers 3
through 255 can be assigned by | ETF Consensus (see RFC 2434 [5]).
Thi s docunent creates an I ANA registry for the gateway type field.
Values 0, 1, 2, and 3 are defined in Section 2.3. Gateway type
nunbers 4 through 255 can be assigned by Standards Action (see RFC
2434 [5]).
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