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2

1.

The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

The current TCP-M B defined in this nenp consists of two tables and a
group of scal ars:

- The tcp group of scalars includes two sets of objects:

o0 Parameters of a TCP protocol engine. These include
paraneters such as the retransm ssion algorithmin use
(e.g., vanj [VANJ]) and the retransm ssion timeout val ues.

o0 Statistics of a TCP protocol engine. These include counters
for the nunmber of active/passive opens, input/output
segnents, and errors. Discontinuities in the stats are
identified identified via the sysUpTi me object, defined in
[ RFC3418] .

- The tcpConnectionTabl e provides access to status information
for all TCP connections handled by a TCP protocol engine. In
addition, the table reports identification of the operating
system | evel processes that handl e the TCP connecti ons.

- The tcplListenerTabl e provi des access to information about all
TCP |istening endpoints known by a TCP protocol engine. And as
with the connection table, the tcpListenerTable also reports
the identification of the operating systemlevel processes that
handl e this listening TCP endpoint.

Rel ati onship to Oher M Bs

This section discusses the relationship of this TCP-MB nodule to
ot her M B nodul es.
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1. Relationship to RFC1213-M B

TCP rel ated M B objects were originally defined as part of the
RFC1213-M B defined in RFC 1213 [RFC1213]. The TCP rel ated objects
of the RFC1213-M B were |later copied into a separate M B nodul e and
published in RFC 2012 [ RFC2012] in SMv2 format.

The previous versions of the TCP-M B both defined the tcpConnTabl e,
whi ch has been deprecated basically for two reasons:

(1) The tcpConnTabl e only supports | Pv4.

The current approach in the IETFis to wite I[P version neutra
M Bs, based on the |net AddressType and | net Address constructs
defined in [ RFC4001], rather than to have different definitions
for various version of IP. This reduces the anmount of overhead
when new objects are introduced, as there is only one place to
add them Hence, the approach taken in [ RFC2452], of having
separate tables, is not continued.

(2) The tcpConnTabl e m xes |istening endpoints with connections.

It turns out that connections tend to have a different behaviour
and managenent access pattern than |istening endpoints.

Therefore, splitting the original tcpConnTable into two tables
allows for the addition of specific status and statistics objects
for listening endpoints and connecti ons.

2. Relationship to | PV6-TCP-M B

The |1 PV6-TCP-M B defined in RFC 2452 has been noved to Historic
status because the approach of having separate |P version specific
tables is not foll owed anynore. |Inplementation of RFC 2452 is no
| onger suggest ed.

2.1.3. Relationship to HOST- RESOURCES-M B and SYSAPPL-M B

The tcpConnecti onTabl e and the tcpListenerTabl e report the
identification of the operating systemlevel process that handles a
connection or a listening endpoint. The value is reported as an

Unsi gned32, which is expected to be the sane as the hr SWRunl ndex of

t he HOST- RESOURCES-M B [ RFC2790] (if the value is snaller than
2147483647) or the sysAppl El nt Runl ndex of the SYSAPPL-M B [ RFC2287] .
Thi s all ows managenent applications to identify the TCP connecti ons
that belong to an operating system|level process, which has proven to
be val uabl e in operational environnents.
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3. Definitions
TCP-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, |nteger32, Unsignhed32,
Gauge32, Counter32, Counter64, |pAddress, nmib-2
FROM SNWPv2- SM
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF
I net Addr ess, | net AddressType,
I net Por t Nunber FROM | NET- ADDRESS- M B;

tcpM B MODULE- | DENTI TY
LAST- UPDATED "200502180000Z" -- 18 February 2005
ORGANI ZATI ON
"I ETF 1 Pv6 M B Revi si on Team
http://ww. ietf.org/htm.charters/ipv6-charter.htm"
CONTACT- | NFO
"Raj i v Raghunarayan (editor)

Cisco Systenms Inc.
170 West Tasman Drive
San Jose, CA 95134

Phone: +1 408 853 9612
Emai | : <raraghun@i sco. conp

Send coments to <i pv6@etf.org>"
DESCRI PTI ON
"The M B nodul e for managi ng TCP i npl enent ati ons.

Copyright (C) The Internet Society (2005). This version
of this MB nodule is a part of RFC 4022; see the RFC

itself for full legal notices.”
REVI SI ON "200502180000Z2" -- 18 February 2005
DESCRI PTI ON
"I P version neutral revision, published as RFC 4022."
REVI SI ON "9411010000Z"
DESCRI PTI ON
"Initial SMv2 version, published as RFC 2012."
REVI SI ON "9103310000Z"
DESCRI PTI ON
"The initial revision of this MB nodul e was part of
MB-11."
c:={ mb-2 49 }

-- the TCP base vari abl es group

Raghunar ayan St andards Track [ Page 4]



RFC 4022 MB for TCP March 2005

tcp OBJECT IDENTIFIER ::={ nmib-2 6}
-- Scal ars

t cpRt oAl gori t hm OBJECT- TYPE

SYNTAX | NTEGER {
other (1), -- none of the follow ng
constant(2), -- a constant rto
rsre(3), -- ML-STD- 1778, Appendix B
vanj (4), -- Van Jacobson’s al gorithm
rfc2988(5) -- RFC 2988

}

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The algorithmused to determ ne the tineout val ue used for
retransmtting unacknow edged octets."

i={ tecp 1}
tcpRt oM n OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
UNI TS "mlliseconds”
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The mni num val ue pernmitted by a TCP inpl enentation for
the retransm ssion tineout, nmeasured in mlliseconds.
More refined semantics for objects of this type depend
on the algorithmused to determ ne the retransni ssion
timeout; in particular, the | ETF standard al gorithm
rfc2988(5) provides a m ni mum val ue."

i={ tcp 2}
t cpRt oMax OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
UNI TS "mlliseconds"
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

"The maxi num val ue pernitted by a TCP inpl enentation for
the retransnission tineout, measured in mlliseconds.
More refined semantics for objects of this type depend
on the algorithmused to determ ne the retransni ssion
timeout; in particular, the | ETF standard al gorithm
rfc2988(5) provides an upper bound (as part of an
adaptive backoff algorithnm."

:={ tcp 3}
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t cpMaxConn OBJECT- TYPE
SYNTAX Integer32 (-1 | 0..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The limt on the total nunber of TCP connections the entity
can support. In entities where the maxi num nunber of

connections is dynam c, this object should contain the
value -1."

:={ tcp 4}

t cpActi veQpens OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of tines that TCP connections have nade a direct
transition to the SYN-SENT state fromthe CLOSED st ate.

Di scontinuities in the value of this counter are

indicated via discontinuities in the value of sysUpTine."
:={ tcp 5}

t cpPassi veOpens OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of tines TCP connections have made a direct
transition to the SYNNRCVD state fromthe LI STEN state.

Di scontinuities in the value of this counter are
indicated via discontinuities in the value of sysUpTine."

:={ tcp 6}
tcpAttenpt Fail s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current

DESCRI PTI ON

"The nunber of tines that TCP connections have nade a direct
transition to the CLOSED state fromeither the SYN SENT
state or the SYNNRCVD state, plus the nunber of times that
TCP connections have nade a direct transition to the
LI STEN state fromthe SYN-RCVD st at e.

Di scontinuities in the value of this counter are
i ndicated via discontinuities in the value of sysUpTine."
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= tcp 7}

t cpEst abReset s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The nunmber of tinmes that TCP connections have nmade a direct

transition to the CLOSED state fromeither the ESTABLI SHED
state or the CLOSE-WAIT state.

Di scontinuities in the value of this counter are
i ndi cated via discontinuities in the value of sysUpTine."
:={ tcp 8}

tcpCurrEstab OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The number of TCP connections for which the current state
is either ESTABLI SHED or CLOSE-WAIT. "
o= tcp 9}

tcpl nSegs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of segnments received, including those

received in error. This count includes segnents received
on currently established connecti ons.

Di scontinuities in the value of this counter are
i ndicated via discontinuities in the value of sysUpTine."
o= { tcp 10}

tcpQut Segs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The total nunber of segnents sent, including those on

current connections but excluding those containing only
retransmtted octets.

Di scontinuities in the value of this counter are
i ndicated via discontinuities in the value of sysUpTine."
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o= { tcp 11}

tcpRetransSegs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The total nunber of segnents retransmitted; that is, the

nunber of TCP segnents transmitted containing one or nore
previously transmtted octets.

Di scontinuities in the value of this counter are
i ndi cated via discontinuities in the value of sysUpTine."
i={ tcp 12 }

tcpl nErrs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of segnents received in error (e.g., bad
TCP checksuns).

Di scontinuities in the value of this counter are
i ndicated via discontinuities in the value of sysUpTine."
= tcp 14}

t cpQut Rsts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunmber of TCP segnents sent containing the RST flag.

Di scontinuities in the value of this counter are
i ndi cated via discontinuities in the value of sysUpTine."
:={ tcp 15}

-- { tcp 16 } was used to represent the ipv6TcpConnTabl e in RFC 2452,
-- which has since been obsoleted. It MJST not be used.

t cpHCl nSegs OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The total nunber of segnments received, including those
received in error. This count includes segnents received
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on currently established connections. This object is
the 64-bit equival ent of tcplnSegs.

Di scontinuities in the value of this counter are
i ndicated via discontinuities in the value of sysUpTine."
o= { tcp 17 }

t cpHCQut Segs OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The total nunber of segnents sent, including those on
current connections but excluding those containing only
retransmtted octets. This object is the 64-bit
equi val ent of tcpQut Segs.

Di scontinuities in the value of this counter are
i ndicated via discontinuities in the value of sysUpTine."
:={ tcp 18 }
-- The TCP Connection table

t cpConnecti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TcpConnectionEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e containing information about existing TCP
connections. Note that unlike earlier TCP MBs, there
is a separate table for connections in the LISTEN state."

i={ tcp 19}

tcpConnecti onEntry OBJECT- TYPE
SYNTAX TcpConnecti onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the tcpConnectionTabl e containing
i nformati on about a particular current TCP connection
Each row of this table is transient in that it ceases to
exi st when (or soon after) the connection nakes the
transition to the CLOSED state."
I NDEX { tcpConnecti onLocal Addr essType,
t cpConnecti onLocal Addr ess,
t cpConnecti onLocal Port,
t cpConnect i onRemAddr essType,
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t cpConnect i onRemAddr ess,
tcpConnecti onRenPort }
::={ tcpConnectionTable 1 }

TcpConnecti onEntry :: = SEQUENCE {
t cpConnecti onLocal Addr essType | net Addr essType,
t cpConnecti onLocal Addr ess | net Addr ess,
t cpConnecti onLocal Port I net Por t Nunber,
t cpConnect i onRemAddr essType I net Addr essType,
t cpConnecti onRemAddr ess | net Addr ess,
t cpConnect i onRenPort I net Por t Nunber,
tcpConnecti onSt at e | NTEGER
t cpConnect i onProcess Unsi gned32
}
t cpConnecti onLocal Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of tcpConnecti onLocal Address."
::={ tcpConnectionEntry 1 }

t cpConnecti onLocal Address OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The local |IP address for this TCP connection. The type
of this address is determ ned by the val ue of
t cpConnecti onLocal Addr essType.

As this object is used in the index for the

tcpConnectionTabl e, inplenmentors should be

careful not to create entries that would result in O Ds

with nore than 128 subidentifiers; otherwise the information

cannot be accessed by using SNVPv1l, SNMPv2c, or SNWPv3."
::={ tcpConnectionEntry 2 }

t cpConnecti onLocal Port OBJECT- TYPE
SYNTAX I net Por t Nunber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal port number for this TCP connection."”
::={ tcpConnectionEntry 3 }

t cpConnecti onRemAddr essType OBJECT- TYPE
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SYNTAX

M

| net Addr essType

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The address type of tcpConnecti onRenmAddress. "

::={ tcpConnectionEntry 4 }

B for TCP

t cpConnect i onRemAddr ess OBJECT- TYPE

SYNTAX

| net Addr ess

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The renote | P address for this TCP connection
of this address is determ ned by the val ue of

t cpConnect i onRemAddr

As this object
t cpConnecti onTabl e,
car ef ul

with more than 128 subi dentifiers;
cannot be accessed by using SNWPv1l, SNWPv2c,

::={ tcpConnectionEntry 5 }

essType.

is used in the index for the

i mpl ementors shoul d be

not to create entries that would result
ot herwi se the information

t cpConnecti onRenmPort OBJECT- TYPE

SYNTAX

| net Por t Nunmber

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON
"The renpte port nunber for this TCP connection.”
::= { tcpConnectionEntry 6 }

tcpConnecti onSt at e OBJECT- TYPE

SYNTAX

I NTEGER {
closed(1),
listen(2),
synSent ( 3),
synRecei ved(
est abl i shed(
finWaiti1(e),
finwait2(7),
cl oseWai t (8)
| ast Ack(9),
cl osi ng(10),
timeWait(11)

4) ,
5),

3

del et eTCB(12)

}
MAX- ACCESS read-write

STATUS

Raghunar ayan
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The type

in O Ds

or SNWPv3."
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DESCRI PTI ON
"The state of this TCP connecti on

The value listen(2) is included only for parallelismto the
ol d tcpConnTabl e and should not be used. A connection in
LI STEN state should be present in the tcpListenerTable.

The only value that may be set by a managenent station is
del et eTCB(12). Accordingly, it is appropriate for an agent
to return a ‘badVal ue’ response if a managenent station
attenpts to set this object to any other val ue.

If a managenent station sets this object to the val ue
del et eTCB(12), then the TCB (as defined in [ RFC793]) of
the correspondi ng connecti on on the managed node is
deleted, resulting in imediate term nation of the
connecti on.

As an inpl enentation-specific option, a RST segnent may be
sent fromthe nanaged node to the other TCP endpoint (note,
however, that RST segnents are not sent reliably)."

::={ tcpConnectionEntry 7 }

t cpConnecti onProcess OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The systenis process ID for the process associated with
this connection, or zero if there is no such process. This
val ue is expected to be the same as HOST- RESOURCES- M B: :
hr SWRunl ndex or SYSAPPL- M B: : sysAppl El mt Runl ndex for sone
row in the appropriate tables.”
::={ tcpConnectionEntry 8 }

-- The TCP Listener table

t cpLi st ener Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TcpLi stenerEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing informati on about TCP |isteners. A
listening application can be represented in three
possi bl e ways:

1. An application that is willing to accept both |Pv4 and
| Pv6 datagrams is represented by
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a tcplLi stenerLocal AddressType of unknown (0) and
a tcplLi stenerLocal Address of ''h (a zero-length
octet-string).

2. An application that is willing to accept only |IPv4 or
| Pv6 datagranms is represented by a
t cpLi st ener Local AddressType of the appropriate address
type and a tcpListenerlLocal Address of '0.0.0.0" or '::’
respectively.

3. An application that is listening for data destined
only to a specific I P address, but fromany renote
system is represented by a tcplistenerlLocal AddressType
of an appropriate address type, with
tcpLi st ener Local Address as the specific |ocal address.

NOTE: The address type in this table represents the
address type used for the comrunication, irrespective
of the higher-layer abstraction. For exanple, an
application using I Pv6 'sockets’ to conmunicate via
| Pv4 between ::ffff:10.0.0.1 and ::ffff:10.0.0.2 would
use | net AddressType ipv4(1l))."

:={ tcp 20 }

t cpLi stener Entry OBJECT- TYPE
SYNTAX TcplLi stenerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the tcpListenerTabl e containing
i nformati on about a particular TCP listener."

I NDEX { tcpListenerLocal AddressType,

t cpLi st ener Local Addr ess,

tcpLi st ener Local Port }
::={ tcpListenerTable 1}

TcpLi stenerEntry ::= SEQUENCE ({
t cpLi st ener Local Addr essType I net Addr essType,
t cpLi st ener Local Addr ess | net Addr ess,
t cpLi st ener Local Port I net Port Nunber,
t cpLi st ener Process Unsi gned32

}

t cpLi st ener Local Addr essType OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The address type of tcpListenerLocal Address. The val ue
shoul d be unknown (0) if connection initiations to al
| ocal |IP addresses are accepted.”
::={ tcpListenerEntry 1}

t cpLi st ener Local Address OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal | P address for this TCP connecti on

The val ue of this object can be represented in three
possi bl e ways, depending on the characteristics of the
listening application

1. For an application willing to accept both |IPv4 and
| Pv6 datagrams, the value of this object nust be
""h (a zero-length octet-string), with the val ue
of the corresponding tcpListenerLocal AddressType
obj ect being unknown (0).

2. For an application willing to accept only | Pv4d or
| Pv6 datagrams, the value of this object nust be
"0.0.0.0" or '::' respectively, with
t cpLi st ener Local Addr essType representing the
appropri ate address type.

3. For an application which is listening for data
destined only to a specific I P address, the val ue
of this object is the specific |ocal address, with
t cpLi st ener Local Addr essType representing the
appropri ate address type.

As this object is used in the index for the
tcpLi st ener Tabl e, inplenentors should be
careful not to create entries that would result in O Ds
with nore than 128 subidentifiers; otherwi se the infornmation
cannot be accessed, using SNMPv1l, SNMPv2c, or SNWPv3."

::={ tcpListenerEntry 2 }

t cpLi st ener Local Port OBJECT- TYPE
SYNTAX I net Por t Nunber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal port nunber for this TCP connection."
::={ tcpListenerEntry 3}
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t cpLi st ener Process OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The systenmis process ID for the process associated with
this listener, or zero if there is no such process. This
val ue is expected to be the same as HOST- RESOURCES- M B: :
hr SWRunl ndex or SYSAPPL- M B: : sysAppl El nt Runl ndex for sone
row in the appropriate tables.”
::={ tcpListenerEntry 4 }

-- The deprecated TCP Connection table

t cpConnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TcpConnEntry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"A tabl e containing information about existing |Pv4-specific
TCP connections or listeners. This table has been
deprecated in favor of the version neutral
tcpConnectionTabl e. "

o= { tcp 13}

tcpConnEntry OBJECT- TYPE
SYNTAX TcpConnEntry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"A conceptual row of the tcpConnTabl e containing information
about a particular current |Pv4d TCP connection. Each row
of this table is transient in that it ceases to exist when
(or soon after) the connection nakes the transition to the
CLCSED state. ™
I NDEX  { tcpConnLocal Address,
t cpConnLocal Port,
t cpConnRemAddr ess,
tcpConnRenPort }
::={ tcpConnTable 1 }

TcpConnEntry ::= SEQUENCE {
tcpConnSt at e | NTEGER,
tcpConnLocal Address | pAddress,
t cpConnLocal Port I nt eger 32,
t cpConnRemAddr ess | pAddr ess,
t cpConnRenfPor t I nt eger 32
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}
tcpConnSt at e OBJECT- TYPE
SYNTAX | NTEGER {
cl osed(1),
listen(2),
synSent ( 3),

synRecei ved(4),
est abl i shed(5),
finwWaiti1(e),
finWait2(7),

cl oseWai t(8),

| ast Ack(9),

cl osi ng(10),
timeWait(11),
del et eTCB(12)

}
MAX- ACCESS read-write
STATUS deprecat ed
DESCRI PTI ON
"The state of this TCP connection

The only value that may be set by a managenent station is
del et eTCB(12). Accordingly, it is appropriate for an agent
to return a ‘badVal ue’ response if a nmanagenent station
attenpts to set this object to any other val ue.

If a nanagenent station sets this object to the val ue
del et eTCB(12), then the TCB (as defined in [ RFC793]) of
the correspondi ng connecti on on the managed node is
deleted, resulting in imediate term nation of the
connecti on.

As an inpl enentation-specific option, a RST segnent may be
sent fromthe nanaged node to the other TCP endpoint (note,
however, that RST segnents are not sent reliably)."

1= { tcpConnEntry 1}

t cpConnLocal Addr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead- onl y
STATUS deprecat ed
DESCRI PTI ON
"The local IP address for this TCP connection. In the case
of a connection in the listen state willing to
accept connections for any IP interface associated with the
node, the value 0.0.0.0 is used."
::={ tcpConnEntry 2}
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t cpConnLocal Port OBJECT- TYPE
SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS r ead-only
STATUS deprecat ed
DESCRI PTI ON
"The local port nunmber for this TCP connection."
::={ tcpConnEntry 3}

t cpConnRemAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead- onl y
STATUS deprecat ed
DESCRI PTI ON
"The renmpte | P address for this TCP connection."
::={ tcpConnEntry 4 }

tcpConnRenPort OBJECT- TYPE
SYNTAX I nteger32 (0..65535)
MAX- ACCESS r ead- onl y
STATUS deprecat ed
DESCRI PTI ON

"The renpte port nunber for this TCP connection.”

::={ tcpConnEntry 5 }

-- conformance i nfornmation

t cpM BConf or mance OBJECT IDENTIFIER ::= { tcpMB 2 }

t cpM BConpl i ances OBJECT | DENTI FI ER ::
t cpM BG oups OBJECT | DENTI FI ER : :

-- conpliance statenents

t cpM BConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

March 2005

{ tcpM BConfornance 1 }
{ tcpM BConfornance 2 }

"The conpliance statenment for systens that inplenent TCP.

A nunber of | NDEX objects cannot be

represented in the formof OBJECT clauses in SMv2 but

have the follow ng conpliance requirenents,

expressed in OBJECT clause formin this description

cl ause:

-- OBJECT tcpConnecti onLocal Addr essType

-- SYNTAX I net AddressType { ipv4(1l), ipve(2) }

-- DESCRI PTI ON

-- This M B requires support for only gl obal |Pv4
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-- and | Pv6 address types.

-- OBJECT t cpConnect i onRemAddr essType
-- SYNTAX I net AddressType { ipv4(1l), ipve(2) }
-- DESCRI PTI ON

-- This M B requires support for only gl obal |Pv4
-- and | Pv6 address types.

-- OBJECT t cpLi st ener Local Addr essType

-- SYNTAX I net Addr essType { unknown(0Q), ipv4(1l),
-- i pv6(2) }

-- DESCRI PTI ON

-- This M B requires support for only gl obal |Pv4
-- and | Pv6 address types. The type unknown al so
-- needs to be supported to identify a special
-- case in the listener table: a listen using
-- both I Pv4 and | Pv6 addresses on the device.

MODULE -- this nodul e
MANDATORY- GROUPS { tcpBaseG oup, tcpConnectionG oup,
tcpLi stenerGroup }

GROUP t cpHCG oup

DESCRI PTI ON
"This group is mandatory for systens that are capabl e
of receiving or transmitting nmore than 1 mllion TCP

segnents per second. 1 million segnents per second wll
cause a Counter32 to wap in just over an hour."
OBJECT tcpConnecti onSt at e
SYNTAX I NTECER { cl osed(1), listen(2), synSent(3),
synRecei ved(4), established(5),
finWait1(6), finWait2(7), closeWait(8),
| ast Ack(9), closing(10), tinmeWait(11) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required, nor is support for the value
del eteTCB (12)."
::={ tcpM BConpliances 2 }

t cpM BConpl i ance MODULE- COVPLI ANCE

STATUS deprecat ed
DESCRI PTI ON
"The conpliance staterment for |Pv4-only systenms that
i mpl ement TCP. |In order to be IP version i ndependent, this
compliance statenment is deprecated in favor of
tcpM BConpl i ance2. However, agents are still encouraged

to inplenent these objects in order to interoperate with
the depl oyed base of nmnagers."

Raghunar ayan St andards Track [ Page 18]



RFC 4022 MB for TCP March 2005

MODULE -- this nodul e
MANDATORY- GROUPS { tcpGoup }
OBJECT tcpConnSt at e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
1= { tcpM BConpliances 1 }

-- units of conformance

tcpG oup OBJECT- GROUP

OBJECTS { tcpRtoAlgorithm tcpRtoMn, tcpRtoMax,
t cpMaxConn, tcpActiveOpens,
tcpPassi veOpens, tcpAttenptFails,
t cpEst abResets, tcpCurrEstab, tcplnSegs,
tcpQut Segs, tcpRetransSegs, tcpConnState,
t cpConnLocal Address, tcpConnLocal Port,
t cpConnRemAddr ess, tcpConnRenPort,
tcplnErrs, tcpQutRsts }

STATUS depr ecat ed
DESCRI PTI ON
"The tcp group of objects providing for nanagenent of TCP
entities."

:={ tcpMBGoups 1}

tcpBaseG oup OBJECT- GROUP
OBJECTS { tcpRtoAlgorithm tcpRtoMn, tcpRtoMax,
t cpMaxConn, tcpActiveQpens,
t cpPassi veQpens, tcpAttenptFails,
tcpEst abResets, tcpCurrEstab, tcplnSegs,
t cpQut Segs, tcpRetransSegs,
tcplnErrs, tcpQutRsts }
STATUS current
DESCRI PTI ON
"The group of counters common to TCP entities."
= { tcpM BG oups 2}

tcpConnecti onG oup OBJECT- GROUP
OBJECTS { tcpConnectionState, tcpConnectionProcess }
STATUS current
DESCRI PTI ON
"The group provides general information about TCP
connections. "
::={ tcpM BG oups 3}

t cpLi st ener G oup OBJECT- GROUP
OBJECTS { tcpListenerProcess }
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STATUS current
DESCRI PTI ON
"This group has objects providing general information about
TCP listeners."
::={ tcpM BG oups 4 }

t cpHCG oup OBJECT- GROUP
OBJECTS { tcpHC nSegs, tcpHCQut Segs }
STATUS current
DESCRI PTI ON
"The group of objects providing for counters of high speed
TCP i npl enent ati ons. "
::={ tcpM BG oups 5 }

END
4. Acknow edgenents

Thi s docunent contains a nodified subset of RFC 1213 and updates RFC
2012 and RFC 2452. Acknow edgenents are therefore due to the authors
and editors of these docunents for their excellent work. Severa
useful coments regarding usability and design were al so received
fromKristine Adanson. The authors would like to thank all these
people for their contribution to this effort.

5. Ref er ences
5.1. Normative References

[ RFC793] Postel, J., "Transm ssion Control Protocol", STD 7, RFC
793, DARPA, Septenber 1981.

[ RFC2287] Krupczak, C. and J. Saperia, "Definitions of SystemLevel
Managed Objects for Applications”, RFC 2287, February 1998.

[ RFC2578] McC oghrie, K., Perkins, D., and J. Schoenwael der,
"Structure of Managenent |Information Version 2 (SMv2)",
STD 58, RFC 2578, April 1999.

[ RFC2579] Mcd oghrie, K., Perkins, D., and J. Schoenwael der, "Textual
Conventions for SMv2", STD 58, RFC 2579, April 1999.

[ RFC2580] McC oghrie, K., Perkins, D., and J. Schoenwael der,
"Conformance Statenments for SMv2", STD 58, RFC 2580, April
1999.

[ RFC2790] Wal dbusser, S. and P. Gillo, "Host Resources MB", RFC
2790, March 2000.

Raghunar ayan St andards Track [ Page 20]



RFC 4022 MB for TCP March 2005

[ RFC4001] Daniele, M, Haberman, B., Routhier, S., and J.
Schoenwael der, "Textual Conventions for |nternet Network
Addr esses”, RFC 4001, February 2005.

5.2. Informative References

[ RFC1213] Mcd oghrie, K. and M Rose, "Managenent |nformati on Base
for Network Managerment of TCP/I|P-based internets", RFC
1213, March 1991.

[ RFC2012] Mcd oghrie, K., Ed., "SNWPv2 Managenent |nformati on Base
for the Transm ssion Control Protocol using SMv2", RFC
2012, Novenber 1996.

[ RFC2452] Daniele, M, "IP Version 6 Managenent |nformation Base for
the Transm ssion Control Protocol", RFC 2452, Decenber
1998.

[ RFC2988] Paxson, V. and M Al lnman, "Conputing TCP's Retransni ssion
Timer", RFC 2988, Novenber 2000.

[ RFC3410] Case, J., Mundy, R, Partain, D., and B. Stewart,
"Introduction and Applicability Statenents for Internet-
St andard Managenent Franmewor k", RFC 3410, Decenber 2002.

[ RFC3418] Presuhn, R, Ed., "Management |nformati on Base (MB) for
the Sinple Network Managenment Protocol (SNWP)", RFC 3418,
Decenber 2002.

[ VANJ] Jacobson, V., "Congestion Avoi dance and Control", Sl GCOW
1988, Stanford, California.

6. Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and their sensitivity/vulnerability:

o0 The tcpConnectionState and tcpConnState objects have a MAX- ACCESS
clause of read-wite, which allows ternination of an arbitrary
connection. Unauthorized access could cause a denial of service.

Sone of the readable objects in this MB nodule (i.e., objects with a

MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
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control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

0 The tcpConnectionTabl e and the tcpConnTabl e contain objects
provi ding i nformati on about the active connections on the device,
the status of these connections, and the associ ated processes.
This informati on may be used by an attacker to | aunch attacks
agai nst known/ unknown weakness in certain protocol s/applications.
In addition, access to the connection table could al so have
privacy inplications, as it provides detailed information on
active connections.

0 The tcpListenerTable and the tcpConnTabl e contain objects
providing infornmati on about |isteners on an entity. For exanple,
the tcpListenerLocal Port and tcpConnLocal Port objects can be used
to identify what ports are open on the machi ne and what attacks
are likely to succeed, without the attacker having to run a port
scanner.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |PSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOVWENDED t hat inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cati on and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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