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Abstract
The | EEE 802.11i MAC Security Enhancenents Amendnent makes use of
| EEE 802.1X, which in turn relies on the Extensible Authentication
Protocol (EAP). This docunent defines requirenents for EAP nethods
used in | EEE 802.11 wirel ess LAN depl oynents. The material in this
docunent has been approved by | EEE 802.11 and is being presented as
an | ETF RFC for informational purposes.
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1. Introduction

The | EEE 802.11i MAC Security Enhancenents Amendnent [ EEE802. 11i ]
makes use of | EEE 802.1X [| EEE802. 1X], which in turn relies on the
Ext ensi bl e Aut hentication Protocol (EAP), defined in [ RFC3748].

Today, depl oynments of | EEE 802.11 wireless LANs are based on EAP and
use several EAP nethods, including EAP-TLS [ RFC2716], EAP-TTLS

[ TTLS], PEAP [PEAP], and EAP-SIM[EAPSIM. These methods support
aut hentication credentials that include digital certificates, user-
nanes and passwords, secure tokens, and SIM secrets.

Thi s docunent defines requirenents for EAP nethods used in | EEE

802. 11 wirel ess LAN depl oynments. EAP nethods cl ai m ng confornmance to
the 1 EEE 802. 11 EAP nethod requirenents for wrel ess LANs nust
conplete I ETF | ast call review

1.1. Requirenments Specification

In this docunment, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOT*, "REQU RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOWMENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

An EAP aut hentication method is not conpliant with this specification
if it fails to satisfy one or nore of the MJUST or MJST NOT
requirenents. An EAP authentication nethod that satisfies all the
MUST, MJST NOT, SHOULD, and SHOULD NOT requirenents is said to be
"unconditionally conpliant"; one that satisfies all the MJUST and MJST
NOT requirements but not all the SHOULD or SHOULD NOT requirements is
said to be "conditionally conmpliant"”.

1.2. Term nol ogy

aut henti cat or
The end of the link initiating EAP authentication. The term
authenticator is used in [I EEEB02.1X], and authenticator has the
same nmeaning in this docunent.

peer
The end of the Iink that responds to the authenticator. In
[ 1 EEEB02. 1X], this end is known as the supplicant.

Suppl i cant
The end of the link that responds to the authenticator in
[ 1 EEE802. 1X] .
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backend aut hentication server
A backend authentication server is an entity that provides an
aut hentication service to an authenticator. Wen used, this
server typically executes EAP nethods for the authenticator. This
termnology is also used in [| EEE802. 1X]

EAP server
The entity that term nates the EAP authentication method with the
peer. In the case where no backend authentication server is used,
the EAP server is part of the authenticator. |In the case where
the aut henticator operates in pass-through node, the EAP server is
| ocated on the backend authentication server

Mast er Sessi on Key (MSK)
Keying material that is derived between the EAP peer and server
and exported by the EAP nethod. The MBK is at |least 64 octets in
length. In existing inplementations, an AAA server acting as an
EAP server transports the MSK to the authenticator

Ext ended Master Session Key (EMSK)
Addi tional keying material derived between the EAP client and
server that is exported by the EAP nethod. The EMSK is at | east
64 octets in length. The EMSK is not shared with the
aut henticator or any other third party. The EMSK is reserved for
future uses that are not yet defi ned.

4-\Way Handshake
A pairwi se Authentication and Key Managenent Protocol (AKMP)
defined in [I EEE802. 11i], which confirns nmutual possession of a
Pai rwi se Master Key by two parties and distributes a G oup Key.

2. Method Requirenents
2.1. Credential Types

The | EEE 802. 11i MAC Security Enhancenments Amendment requires that
EAP aut henti cation met hods be available. Wreless LAN depl oynents
are expected to use different credential types, including digita
certificates, user-names and passwords, existing secure tokens, and
mobi | e network credentials (GSM and UMIS secrets). Oher credentia
types that nay be used include public/private key (w thout
necessarily requiring certificates) and asymetric credential support
(such as password on one side, public/private key on the other).
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2.2. Mandatory Requirenents

EAP aut hentication nethods suitable for use in wirel ess LAN
aut hentication MJST satisfy the following criteria:

[1] Generation of symetric keying material. This corresponds to
the "Key derivation" security claimdefined in [ RFC3748],
Section 7.2.1.

[2] Key strength. An EAP nethod suitable for use with | EEE 802. 11
MUST be capabl e of generating keying material with 128-bits of
effective key strength, as defined in [ RFC3748], Section 7.2.1
As noted in [RFC3748], Section 7.10, an EAP nmethod supporting
key derivation MJST export a Master Session Key (MSK) of at
| east 64 octets, and an Extended Master Session Key (EMSK) of at
| east 64 octets.

[3] Mitual authentication support. This corresponds to the "Mitua
aut hentication" security claimdefined in [ RFC3748], Section
7.2.1.

[4] Shared state equival ence. The shared EAP nethod state of the
EAP peer and server nust be equival ent when the EAP nethod is
successfully conpleted on both sides. This includes the
internal state of the authentication protocol but not the state
external to the EAP method, such as the negotiation occurring
prior to initiation of the EAP nmethod. The exact state
attributes that are shared may vary from nethod to nethod, but
typically include the method versi on nunber, the credentials
presented and accepted by both parties, the cryptographic keys
shared, and the EAP nethod specific attributes negotiated, such
as ciphersuites and Iimtations of usage on all protocol state.
Both parties nust be able to distinguish this instance of the
protocol fromall other instances of the protocol, and they nust
share the sane view regarding which state attributes are public
and which are private to the two parties alone. The server nust
obtain the authenticated peer nane, and the peer nust obtain the
aut henti cated server name (if the authenticated server name is
avail abl e) .

[5] Resistance to dictionary attacks. This corresponds to the
"Dictionary attack resistance" security claimdefined in
[ RFC3748], Section 7.2.1

[6] Protection against man-in-the-mddle attacks. This corresponds
to the "Cryptographic binding", "Integrity protection", "Replay
protection", and "Session independence" security clains defined
in [ RFC3748], Section 7.2.1
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[7] Protected ciphersuite negotiation. |If the nethod negotiates the
ci phersuite used to protect the EAP conversation, then it MJST
support the "Protected ciphersuite negotiation” security claim
defined in [ RFC3748], Section 7.2.1

2.3. Reconmended Requirenents

EAP aut henticati on nethods used for wirel ess LAN aut hentication
SHOULD support the follow ng features:

[8] Fragnentation. This inplies support for the "Fragnentation"
claimdefined in [RFC3748], Section 7.2.1. [RFC3748], Section
3.1 states: "EAP nethods can assume a mini num EAP MIu of 1020
octets, in the absence of other information. EAP nethods SHOULD
i ncl ude support for fragnmentation and reassenbly if their
payl oads can be larger than this m ni rum EAP MIU. "

[9] End-user identity hiding. This corresponds to the
"Confidentiality" security claimdefined in [RFC3748], Section
7.2.1.

2.4. Optional Features

EAP aut hentication nmethods used for w rel ess LAN aut hentication NAY
support the foll owi ng features:

[ 10] Channel binding. This corresponds to the "Channel binding"
security claimdefined in [RFC3748], Section 7.2.1

[11] Fast reconnect. This corresponds to the "Fast reconnect"
security claimdefined in [ RFC3748], Section 7.2.1

2.5. Non-conpliant EAP Authentication Methods

EAP- MD5- Chal | enge (the current nandatory-to-inplenent EAP

aut hentication method), is defined in [ RFC3748], Section 5.4. As
defined in [ RFC3748], EAP-MD5-Chall enge, One-Ti me Password (Section
5.5), and Generic Token Card (Section 5.6) are non-conpliant with the
requirenments specified in this document. As noted in [ RFC3748],
these nethods do not support any of the mandatory requirenents
defined in Section 2.2, including key derivation and nut ual

aut hentication. In addition, these nmethods do not support any of the
recommended features defined in Section 2.3 or any of the optiona
features defined in Section 2.4.
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3.

Security Considerations

Wthin [I EEE802. 11i], EAP is used for both authentication and key
exchange between the EAP peer and server. Gven that wireless |oca
area networks provide ready access to an attacker within range, EAP
usage within [I EEE8B02.11i] is subject to the threats outlined in

[ RFC3748], Section 7.1. Security considerations relating to EAP are
di scussed in [RFC3748], Sections 7; where an authentication server is
utilized, the security considerations described in [ RFC3579], Section
4, will apply.

The system security properties required to address the threats
described in [RFC3748], Section 7.1, are noted in [Housley56]. In
the material below, the requirements articulated in [Housl ey56] are
listed, along with the correspondi ng reconmendati ons.

Al gorithm independence
Requi renment: "Werever cryptographic algorithnms are chosen, the
al gorithms nust be negotiable, in order to provide resilience
agai nst comprom se of a particular cryptographic algorithm?™

This issue is addressed by mandatory requirenent [7] in Section
2.2. A gorithmindependence is one of the EAP invariants
descri bed in [ KEYFRAME] .

Strong, fresh session keys
Requi renent: "Session keys nust be dempnstrated to be strong and
fresh in all circunstances, while at the same tinme retaining
al gorithm i ndependence. "

Key strength is addressed by nandatory requirenent [2] in Section
2.2. Recommendations for ensuring the Freshness of keys derived
by EAP net hods are discussed in [RFC3748], Section 7.10.

Repl ay protection
Requirenment: "All protocol exchanges nmust be replay protected.”

This is addressed by mandatory requirenent [6] in Section 2.2.

Aut henti cation
Requirenents: "All parties need to be authenticated. The
confidentiality of the authenticator nmust be maintained. No
pl ai nt ext passwords are all owed."
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Mutual authentication is required as part of mandatory requirenent
[3] in Section 2.2. ldentity protection is a reconmended
capability, described in requirenent [9] in Section 2.3. EAP does
not support plaintext passwords, as noted in [RFC3748], Section
7.14.

Aut hori zati on
Requi rement: "EAP peer and authenticator authorization nust be
perfornmed. "

Aut hori zation issues are discussed in [RFC3748], Sections 1.2 and
7.16. Authentication, Authorization, and Accounting (AAA)
protocol s such as RADI US [ RFC2865] [ RFC3579] nmay be used to enabl e
aut hori zati on of EAP peers by a central authority. AAA

aut hori zation issues are discussed in [RFC3579], Sections 2.6.3
and 4.3.7.

Sessi on keys
Requirement: "Confidentiality of session keys rmust be maintained.”

Issues relating to Key Derivation are described in [ RFC3748],
Section 7.10, as well as in [ KEYFRAME]

Ci phersuite negotiation
Requi rement: "The selection of the "best" ciphersuite nust be
securely confirmed."

This is addressed in mandatory requirenment [7] in Section 2.2.

Uni que nami ng
Requi rement: "Session keys nmust be uni quely naned."

Key nami ng issues are addressed in [ KEYFRAME].

Doni no ef f ect
Requi rement: " Conprom se of a single authenticator cannot
conmprom se any ot her part of the system including session keys
and | ong-term secrets."

This issue is addressed by nmandatory requirenent [6] in Section
2. 2.

Key bi ndi ng
Requi rement: "The key nust be bound to the appropriate context."

This issue is addressed in optional requirenent [10] in Section

2.4. Channel binding is also discussed in Section 7.15 of
[ RFC3748] and Section 4.3.7 of [RFC3579].
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