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Abstract

Thi s docunent specifies the conventions for using the SEED encryption
algorithmfor encryption with the Cryptographic Message Syntax (CMS).

SEED i s added to the set of optional symretric encryption algorithns
in CM5 by providing two cl asses of unique object identifiers (O Ds).

One O D class defines the content encryption algorithms and the other
defines the key encryption al gorithns.

1. Introduction

Thi s docunent specifies the conventions for using the SEED encryption
al gorithm [ SEED] [ TTASSEED] for encryption with the Cryptographic
Message Syntax (CMS)[CMS]. The relevant object identifiers (O Ds)
and processing steps are provided so that SEED nay be used in the CVB
specification (RFC 3852, RFC 3370) for content and key encryption.
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1.1. SEED

SEED is a symmretric encryption al gorithm devel oped by Kl SA (Korea
Information Security Agency) and a group of experts since 1998. The
i nput/out put block size and key length of SEED is 128-bits. SEED has
the 16-round Feistel structure. A 128-bit input is divided into two
64-bit blocks and the right 64-bit block is an input to the round
function, with a 64-bit subkey generated fromthe key scheduling.

SEED is easily inplenented in various software and hardware because
it takes less nmenory to inplenent than other algorithns and generates
keys wit hout degrading the security of the algorithm |In particular,
it can be effectively adopted in a conmputing environnent with a
restricted resources, such as nobile devices and smart cards.

SEED i s robust agai nst known attacks including DC (Differenti al
cryptanal ysis), LC (Linear cryptanalysis), and related key attacks.
SEED has gone through wi de public scrutinizing procedures. It has
been evaluated and is considered cryptographically secure by credible
organi zations such as ISOIEC JTC 1/ SC 27 and Japan CRYPTREC

(Crypt ography Research and Eval uati on Commi ttees)

[ 1 SOSEED] [ CRYPTREC] .

SEED is a national industrial association standard [ TTASSEED] and is
wi dely used in South Korea for electronic comerce and fi nanci al
services operated on wired and w rel ess comuni cati ons.

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED", "MAY", and "OPTIONAL" in this docunment (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

2. Object ldentifiers for Content and Key Encryption

This section provides the O Ds and processing informati on necessary
for SEED to be used for content and key encryption in CM5. SEED is
added to the set of optional symmetric encryption algorithms in CMS
by providing two classes of unique object identifiers (ODs). One
O D class defines the content encryption algorithns and the other
defines the key encryption algorithns. Thus, a CM5 agent can apply
SEED either for content or key encryption by selecting the
correspondi ng object identifier, supplying the required paraneter,
and starting the program code.
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2.1. QO Ds for Content Encryption

SEED is added to the set of symmetric content encryption algorithns
defined in [CMSALG . The SEED content-encryption algorithmin G pher
Bl ock Chaining (CBC) node has the followi ng object identifier:

i d- seedCBC OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) korea(410) kisa(200004)
al gorithm(1l) seedCBC(4) }

The Al gorithm dentifier paranmeters field MJST be present, and the
paraneters field MJUST contain the value of Initialization Vector

(rv):
SeedCBCParaneter ::= SeedlV -- Initialization Vector
Seedl V ::= OCTET STRI NG ( SI ZE(16))
The plain text is padded according to Section 6.3 of [CMg].
2.2. QO Ds for Key Encryption
The key-w ap/unwap procedures used to encrypt/decrypt a SEED
content-encryption key (CEK) with a SEED key-encryption key (KEK) are
specified in Section 3. Generation and distribution of key-

encryption keys are beyond the scope of this docunent.

The SEED key-encryption algorithmhas the foll ow ng object
identifier:

i d- npki - app-cnsSeed-w ap OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) korea(410) kisa(200004) npki-app(7)
smme(l) alg(l) cnsSEED- wap(1l) }
The paraneter associated with this object identifier MJIST be absent,
because the key w appi ng procedure itself defines how and when to use
an |V.
3. Key Wap Al gorithm

SEED key wr appi ng and unw apping is done in conformance with the AES
key wrap al gorithm [ RFC3394].

3. 1. Not ati on and Definitions

The following notation is used in the description of the key wrapping
al gorithns:
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SEED( K, W Encrypt Wusing the SEED codebook with key K
SEED- 1(K, W Decrypt Wusing the SEED codebook with key K

MBB(j, W Return the nmost significant j bits of W
LSB(j, W Return the | east significant j bits of W
Bl ~ B2 The bitw se exclusive or (XOR) of Bl and B2
BlL | B2 Concat enate Bl and B2
K The key-encryption key K
n The nunber of 64-bit key data bl ocks
S The nunber of steps in the w apping process,
S = 6n
Pli] The ith plaintext key data bl ock
il The ith ciphertext data bl ock
A The 64-bit integrity check register
Ril An array of 64-bit registers where
i =0, 1, 2, ..., n

A[t], Ri][t] The contents of registers A and Ri] after
encryption step t.

IV The 64-bit initial value used during the
W appi ng process.

In the key wap algorithm the concatenation function will be used to
concatenate 64-bit quantities to formthe 128-bit input to the SEED
codebook. The extraction functions will be used to split the 128-bit
out put fromthe SEED codebook into two 64-bit quantities.

3.2. SEED Key Wap

Key wapping with SEED is identical to Section 2.2.1 of [RFC3394]
with "AES" replaced by "SEED'.

The inputs to the key wrapping process are the KEK and the plaintext
to be wrapped. The plaintext consists of n 64-bit bl ocks containing
the key data being wrapped. The key wrapping process is described

bel ow.
Inputs: Plaintext, n 64-bit values {P[1], P[2], ..., P[n]}, and
Key, K (the KEK).
Qut puts: G phertext, (n+l) 64-bit values {C]0], C1], ..., Cn]}.

1) Initialize variables.

Set A[0] to an initial value (see Section 3.4)
For i = 1ton

RIOI[i] = P[i]
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2) Calculate internedi ate val ues.

For t =1 to s, where s = 6n
A[t] = MSB(64, SEED(K, Alt-1] | Rt-1][1])) "t

For i =1 to n-1
Rit][i] = Rt-1][i +1]
Rit][n] = LSB(64, SEED(K, Alt-1] | Rt-1][1]))

3) Qutput the results.

Set 0] = A s]
For i =1ton

qi] = Rs][i]

An alternative description of the key wap algorithminvol ves

i ndexi ng rather than shifting. This approach allows one to calcul ate
the wrapped key in place, avoiding the rotation in the previous
description. This produces identical results and is nore easily

i mpl erented in software.

Inputs: Plaintext, n 64-bit values {P[1], P[2], ..., P[n]}, and
Key, K (the KEK).
Qut puts: G phertext, (n+l) 64-bit values {C[0], C 1], ..., Cdn]}.

1) Initialize variables.

Set A=1V, an initial value (see Section 3.4)
For i = 1ton
Rii] = Pli]
2) Calculate internedi ate val ues.
For j 0to5
For i=1 to n

B

SEED(K, A | Ri])
A = MSB(64, B) 't where t = (n*j)+i
Rli] = LSB(64, B)

3) Qutput the results.

Set CJO] = A
For i =1 ton
di] = Ri]
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3.3. SEED Key Unw ap

Key unwrapping with SEED is identical to Section 2.2.2 of [RFC3394],
with "AES" replaced by "SEED'.

The inputs to the unwap process are the KEK and (n+1) 64-bit bl ocks
of ciphertext consisting of previously wapped key. It returns n

bl ocks of plaintext consisting of the n 64-bit bl ocks of the
decrypted key dat a.

I nputs: Ciphertext, (n+l) 64-bit values {C[0], (1], ..., dn]},
and Key, K (the KEK).
Qutputs: Plaintext, n 64-bit values {P[1], P[2], ..., P[n]}.

1) Initialize variables.

Set A[s] = CJO] where s = 6n
For i =1ton

Ris][i] = (i]
2) Calculate the internedi ate val ues.

For t =sto 1l
Alt-1] = MSB(64, SEED 1(K, ((A[t] ~t) | Rt][n
R[t-1][1] = LSB(64, SEED- 1(K, ((At]~t) | Rt]]
For i =2 ton

Rit-1][i] = Rt][i-1]
3) Qutput the results.

If AJO] is an appropriate initial value (see Section 3.4),

Then

For i = 1ton
Pli] = RO][i]

El se

Return an error

The unw ap algorithmcan al so be specified as an index based
operation, allowing the calculations to be carried out in place.
Again, this produces the same results as the register shifting

appr oach.
Inputs: G phertext, (n+l) 64-bit values {C[0], C[1], ..., Cn]},
and Key, K (the KEK).
Qut puts: Plaintext, n 64-bit values {P[0], P[1], ..., P[n]}.
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1) Initialize variables.

Set A = (0]
For i = 1ton
Rii] = {i]
2) Conpute intermediate val ues
For j =5to 0
For i = nto1l
B = SEED-1(K, (A"~ t) | Ri]) wheret = n*j+

A = MBB(64, B)
Ri] = LSB(64, B)

3) Qutput results.

If Ais an appropriate initial value (see Section 3.4),

Then
For i =1ton
P[i] = Ri]
El se

Return an error
3.4. Key Data Integrity -- the Initial Value

The initial value (I1V) refers to the value assigned to A[0] in the
first step of the wapping process. This value is used to obtain an

integrity check on the key data. 1In the final step of the unw apping
process, the recovered value of A[0] is conpared to the expected
value of A[0]. |If there is a match, the key is accepted as valid,
and the unwapping algorithmreturns it. |If there is not a match,
then the key is rejected, and the unw apping algorithmreturns an
error.

The exact properties achieved by this integrity check depend on the
definition of the initial value. Different applications may call for
somewhat different properties; for exanple, whether there is a need
to determine the integrity of key data throughout its lifecycle or
just when it is unwapped. This specification defines a default
initial value that supports the integrity of the key data during the
period it is wapped (in Section 3.4.1). Provision is also nade to
support alternative initial values (in Section 3.4.2).
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3.4.1. Default Initial Value

The default initial value (I1V) is defined to be the hexadeci nal
constant:

A[0] = IV = ABABABABAGAGABAG

The use of a constant as the |V supports a strong integrity check on
the key data during the period that it is wapped. |[|f unw apping
produces A[ 0] = AGA6A6A6A6A6A6A6, then the chance that the key data
is corrupt is 2*-64. |If unwapping produces A[0] = any other val ue,
then the unwap nmust return an error and not return any key dat a.

3.4.2. Alternative Initial Values

When the key wap is used as part of a |larger key nmanagenment protoco
or system the desired scope for data integrity nay be nore than just
the key data, and the desired duration nmay be nore than just the
period that it is wapped. Also, if the key data is not just a SEED
key, it may not always be a nultiple of 64 bits. Alternative
definitions of the initial value can be used to address such

probl ems. According to RFC 3394 [ RFC3394], NI ST will define
alternative initial values in future key managenent publications as
they are needed. To accommpdate a set of alternatives that nmay

evol ve over tine, non-application-specific key wap inplenmentations
will require some flexibility in the way the initial value is set and
tested.

4. SM MECapabilities Attribute

An S/M ME client SHOULD announce the set of cryptographic functions
it supports by using the S/M M capabilities attribute. This
attribute provides a partial list of A Ds of cryptographic functions
and MUST be signed by the client. The functions’ O Ds SHOULD be

|l ogically separated in functional categories and MJUST be ordered with
respect to their preference.

RFC 3851 [ RFC3851], Section 2.5.2 defines the SM MECapabilities
signed attribute (defined as a SEQUENCE of SM MECapability SEQUENCES)
to be used to specify a partial list of algorithns that the software
announci ng the SM MECapabilities can support.

If an SSMME client is required to support symretric encryption with
SEED, the capabilities attribute MJUST contain the SEED O D specified
above in the category of symretric algorithns. The paraneter
associated with this O D MJST be SeedSM neCapability.

SeedSM neCapabilty ::= NULL
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The SM MECapability SEQUENCE representing SEED MUST be DER-encoded as
the foll owi ng hexadeci mal strings:

30 0C 06 08 2A 83 1A 8C 9A 44 01 04 05 00

When a sending agent creates an encrypted nessage, it has to decide
whi ch type of encryption algorithmto use. |In general, the decision
process involves information obtained fromthe capabilities lists
included in nessages received fromthe recipient, as well as other

i nformati on, such as private agreenents, user preferences and | egal
restrictions. |If local policy requires the use of SEED for symetric
encryption, then both the sending and receiving SIM M clients mnust
support it, and SEED rmust be configured as the preferred symretric

al gorithm

5. Security Considerations

Thi s docunent specifies the use of SEED for encrypting the content of
a CMB nessage and for encrypting the symmetric key used to encrypt
the content of a CM5 nessage, with the other nechani sns being the
same as the existing ones. Therefore, the security considerations
described in the CV5 specifications [CVB][ CMSALG and the AES key
wap algorithm[RFC3394] can be applied to this docunent. No
security probl em has been found on SEED [ CRYPTREC] .
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Appendi x A, ASN. 1 Modul e
SeedEncrypti onAl gorithm nCVS
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs9(9) snine(16) nodul es(0) id-nod-cns-seed(24) }
DEFINITIONS I MPLICI T TAGS :: =
BEG N
i d-seedCBC OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) korea(410) kisa(200004)
al gorithm(1l) seedCBC(4) }

-- Initialization Vector (I1V)

SeedCBCPar anet er ::= Seedl V
Seedl V :: = OCTET STRING (Sl ZE(16))

-- SEED Key Wap Algorithmidentifiers - Paraneter is absent.
i d- npki - app- cnsSeed-w ap OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) korea(410) kisa(200004) npki-app(7)
smime(l) alg(l) cnmsSEED-wrap(1l) }
-- SEED S/M ME Capability paraneter
SeedSM neCapabi lity ::= NULL

END
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