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Abst ract

Thi s docunent defines a new protocol elenent, the Internationalized
Resource ldentifier (IRI), as a conplenent to the Uniform Resource
Identifier (URI). An IRl is a sequence of characters fromthe

Uni versal Character Set (Unicode/lSO 10646). A mapping fromIRIs to
URI's is defined, which means that IRIs can be used instead of URI s,
where appropriate, to identify resources.

The approach of defining a new protocol el enent was chosen instead of
extending or changing the definition of URIs. This was done in order
to allow a clear distinction and to avoid inconpatibilities with
existing software. Cuidelines are provided for the use and
depl oynent of IRIs in various protocols, formats, and software
components that currently deal with URIs.
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1. Introduction
1.1. Overview and Mtivation

A Uni form Resource ldentifier (URI) is defined in [ RFC3986] as a
sequence of characters chosen froma limted subset of the repertoire
of US-ASCII [ASCII] characters.

The characters in URIs are frequently used for representing words of
natural |anguages. This usage has many advantages: Such URIs are
easier to nenorize, easier to interpret, easier to transcribe, easier
to create, and easier to guess. For nopst |anguages other than
English, however, the natural script uses characters other than A -
Z. For many people, handling Latin characters is as difficult as
handl i ng the characters of other scripts is for those who use only
the Latin al phabet. Many | anguages with non-Latin scripts are
transcribed with Latin letters. These transcriptions are now often
used in URI's, but they introduce additional anbiguities.

The infrastructure for the appropriate handling of characters from

| ocal scripts is now wi dely deployed in |ocal versions of operating
system and application software. Software that can handle a wi de
variety of scripts and | anguages at the sane tine is increasingly
common. Al so, increasing nunbers of protocols and formats can carry
a wi de range of characters

Thi s docunent defines a new protocol elenent called Internationalized
Resource ldentifier (IRI) by extending the syntax of URIs to a nuch
wi der repertoire of characters. It also defines "internationalized"
versi ons corresponding to other constructs from [ RFC3986], such as
URI references. The syntax of IRIs is defined in section 2, and the
rel ati onship between IRIs and URIs in section 3.

Usi ng characters outside of A- Zin IR's brings sonme difficulties.
Section 4 discusses the special case of bidirectional IR's, section 5
various fornms of equival ence between IRI's, and section 6 the use of
IRIs in different situations. Section 7 gives additional informative
gui del i nes, and section 8 security considerations.

1.2. Applicability

IRI's are designed to be conpatible with reconmendati ons for new UR
schenmes [RFC2718]. The conpatibility is provided by specifying a
wel | -defined and determ nistic mapping fromthe IR character
sequence to the functionally equival ent URl character sequence.
Practical use of IRIs (or IRl references) in place of URIs (or URI
ref erences) depends on the follow ng conditions being net:
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a. A protocol or format el ement should be explicitly designated to
be able to carry IRIs. The intent is not to introduce IRIs into
contexts that are not defined to accept them For exanmple, XM
schema [ XMLSchema] has an explicit type "anyURI" that includes
IRIs and IRl references. Therefore, IRIs and IRl references can
be in attributes and el enents of type "anyURI". On the other
hand, in the HITP protocol [RFC2616], the Request URI is defined
as a URI, which nmeans that direct use of IRIs is not allowed in
HTTP requests.

b. The protocol or format carrying the IRI's should have a nechani sm
to represent the w de range of characters used in IRl's, either
natively or by sone protocol- or fornmat-specific escaping
mechani sm (for exanple, numeric character references in [ XM.1]).

c. The URI corresponding to the IR in question has to encode
original characters into octets using UTF-8. For new URI
schenes, this is recommended in [ RFC2718]. It can apply to a
whol e scherme (e.g., | MAP URLs [RFC2192] and POP URLs [ RFC2384],
or the URN syntax [RFC2141]). It can apply to a specific part of
a URI, such as the fragment identifier (e.g., [XPointer]). It
can apply to a specific URI or part(s) thereof. For details,
pl ease see section 6. 4.

1.3. Definitions

The followi ng definitions are used in this docunent; they followthe
terns in [RFC2130], [RFC2277], and [|SOL0646] .

character: A nmenmber of a set of elements used for the organization,
control, or representation of data. For exanple, "LATIN CAPI TAL
LETTER A" names a character.

octet: An ordered sequence of eight bits considered as a unit.

character repertoire: A set of characters (in the mathematica
sense).

sequence of characters: A sequence of characters (one after another).

sequence of octets: A sequence of octets (one after another).

character encoding: A nethod of representing a sequence of characters
as a sequence of octets (maybe with variants). Al so, a nethod of

(unanbi guousl y) converting a sequence of octets into a sequence of
characters.
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charset: The name of a parameter or attribute used to identify a
character encodi ng.

UCS: Universal Character Set. The coded character set defined by
I SO'| EC 10646 [|SOL0646] and the Uni code Standard [ UN V4].

IRl reference: Denotes the conmon usage of an Internationalized
Resource ldentifier. An IR reference nay be absolute or
relative. However, the "IRI" that results fromsuch a reference
only includes absolute IRI's; any relative IR references are
resolved to their absolute form Note that in [RFC2396] URIs did
not include fragnent identifiers, but in [ RFC3986] fragnent
identifiers are part of URISs.

running text: Human text (paragraphs, sentences, phrases) w th syntax
according to orthographic conventions of a natural |anguage, as
opposed to syntax defined for ease of processing by machines
(e.g., markup, programm ng |anguages).

protocol elenent: Any portion of a message that affects processing of
that nmessage by the protocol in question

presentation elenent: A presentation formcorresponding to a protoco
el ement; for exanple, using a wider range of characters.

create (a URI or IRI): Wth respect to URIs and IRIs, the termis
used for the initial creation. This may be the initial creation
of a resource with a certain identifier, or the initial exposition
of a resource under a particular identifier

generate (a URI or IRI): Wth respect to URIs and IRI's, the termis
used when the IRl is generated by derivation from other
i nformation.
1.4. Notation
RFCs and Internet Drafts currently do not allow any characters
outside the US-ASCI| repertoire. Therefore, this docunent uses
various special notations to denote such characters in exanples.

In text, characters outside US-ASCI| are sonetines referenced by
using a prefix of "W, followed by four to six hexadeci mal digits.

To represent characters outside US-ASCI| in exanples, this docunent
uses two notations: ' XML Notation and 'Bidi Notation

Duerst & Suignard St andards Track [ Page 5]



RFC 3987 Internationalized Resource ldentifiers January 2005

XM. Notation uses a leading '&#x', atrailing ';’, and the
hexadeci mal number of the character in the UCS in between. For
exanpl e, &#x44F;, stands for CYRI LLIC CAPI TAL LETTER YA. In this
notation, an actual '& is denoted by ’&anp;’.

Bidi Notation is used for bidirectional exanples: Lowercase letters
stand for Latin letters or other letters that are witten left to
right, whereas uppercase letters represent Arabic or Hebrew letters
that are witten right to left.

To denote actual octets in exanples (as opposed to percent-encoded
octets), the two hex digits denoting the octet are enclosed in "<"
and ">". For exanple, the octet often denoted as 0Oxc9 is denoted
here as <c9>.

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].

2. 1R Syntax

This section defines the syntax of Internationalized Resource
Identifiers (IR'S).

As with URIs, an IRl is defined as a sequence of characters, not as a
sequence of octets. This definition accommpdates the fact that IR's
may be witten on paper or read over the radio as well as stored or
transmtted digitally. The sanme IRl nay be represented as different
sequences of octets in different protocols or docunents if these
protocol s or docunents use different character encodi ngs (and/or
transfer encodings). Using the sane character encoding as the
cont ai ni ng protocol or docunent ensures that the characters in the
IRl can be handl ed (e.g., searched, converted, displayed) in the sane
way as the rest of the protocol or docunent.

2.1. Summary of IR Syntax

IRIs are defined simlarly to URIs in [RFC3986], but the class of
unreserved characters is extended by adding the characters of the UCS
(Uni versal Character Set, [|S0L0646]) beyond W+007F, subject to the
limtations given in the syntax rules below and in section 6.1

O herw se, the syntax and use of conponents and reserved characters
is the same as that in [RFC3986]. All the operations defined in

[ RFC3986], such as the resolution of relative references, can be
applied to IRIs by IRl -processing software in exactly the sane way as
they are for URI's by URI-processing software.
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2

2

Characters outside the US-ASCI| repertoire are not reserved and
therefore MUST NOT be used for syntactical purposes, such as to
delimt components in newy defined schenes. For exanple, U+00A2,
CENT SIGN, is not allowed as a delimter in IR's, because it is in
the "iunreserved category. This is simlar to the fact that it is

not possible to use '-' as a delimter in URIs, because it is in the
"unreserved category.

ABNF for IRl References and IRl's

Al though it might be possible to define IR references and IRl's
merely by their transformation to URI references and URIs, they can
al so be accepted and processed directly. Therefore, an ABNF
definition for IR references (which are the nost general concept and
the start of the grammar) and IRIs is given here. The syntax of this
ABNF is described in [ RFC2234]. Character nunbers are taken fromthe
UCS, without inplying any actual binary encoding. Termnals in the
ABNF are characters, not bytes.

The followi ng granmar closely follows the URI grammar in [ RFC3986],
except that the range of unreserved characters is expanded to include
UCS characters, with the restriction that private UCS characters can
occur only in query parts. The grammar is split into two parts:

Rul es that differ from[RFC3986] because of the above-nentioned
expansion, and rules that are the same as those in [ RFC3986]. For
rules that are different than those in [RFC3986], the names of the
non-term nal s have been changed as follows. |If the non-term na
contains "URI', this has been changed to '"IRI’. Oherwise, an i

has been prefi xed.

The following rules are different fromthose in [ RFC3986]:

I Rl = schenme ":" ihier-part [ "?" iquery ]
[ "#" ifragment ]
i hier-part = "//" iauthority ipath-abenpty
[ ipath-absolute
/ ipath-rootless
[ ipath-empty
IRl -reference = 1Rl / irelative-ref
absol ute-I Rl = scherme ":" ihier-part [ "?" iquery ]

irelative-ref = irelative-part [ "?" iquery ] [ "#" ifragment ]

irelative-part "/1" iauthority ipath-abenpty

[ ipath-absol ute
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iauthority
iuserinfo
i host

i reg- nane

i path

i pat h- abenpty

i pat h- absol ut e
i pat h- noschene
i pat h-root| ess

i pat h-enpty
i segnent

i segnent - nz
i segment - nz- nc

i pchar

i query
i fragnment
i unreserved

ucschar

iprivate

nternational i zed Resource ldentifiers

/
/

I n {1 I T I 1| =1 1

~

~~—

Sone productions

i pat h-noschene
i pat h-enpty

[ iuserinfo "@ ] ihost [ ":" port ]
*( iunreserved / pct-encoded / sub-delins /
IP-literal / |Pv4address / ireg-nane

R

*( iunreserved / pct-encoded / sub-delins )

i pat h- abenpty
i pat h- absol ute

; begins
i pat h-noschene ;

begi ns

with "/" or is enpty
with "/" but not "//"
begins with a non-col on segnent
begins with a segnent

zero characters

i pat h-root| ess
i pat h-enpty

*("/" isegnent )

"I/" [ isegnment-nz *( "/" isegnent ) ]
i segnent-nz-nc *( "/" isegnment )

i segnent-nz *( "/" isegnent )

0<i pchar >

*i pchar

1*i pchar

1*( iunreserved / pct-encoded / sub-delins
/ II@ )

non- zero-1l ength segrment w thout any col on

iunreserved / pct-encoded / sub-delins /
@

*( ipchar /[ iprivate / "/" | "?")
*( ipchar [/ "/" [ "?")
ALPHA / DGT / "-" [ . [ " " [ "=" | ucschar

% AO- D7TFF /| 9% F900- FDCF / % FDFO- FFEF

January 2005

%10000- 1FFFD /
% 40000- 4FFFD /
% 70000- 7FFFD /
% A0000- AFFFD /
% D0000- DFFFD /

%EO000- F8FF /

are anbi guous.

% F0000- FFFFD /

%20000- 2FFFD /
%50000- 5FFFD /
% 80000- 8FFFD /
% B0000- BFFFD /
% E1000- EFFFD

%30000- 3FFFD
%60000- 6FFFD
%90000- 9FFFD
% C0000- CFFFD

%100000- 10FFFD

The "first-match-w ns" (a. k. a.

"greedy") algorithmapplies. For details, see [RFC3986].
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The following rules are the sane as those in [ RFC3986]:

schene = ALPHA *( ALPHA / DIGT / "+" [ "-" [ " ")

port =*DAT

IP-literal ="[" ( |IPvbaddress / |PvFuture ) "]"

| PvFut ure ="v" 1*HEXDIG "." 1*( unreserved / sub-delinms / ":" )

| Pv6addr ess = 6( hle ":" ) 1s32
/ "::" 5( hle ":" ) 1s32
[ hi6 1 "::" 4( hl6é ":" ) 1s32
/[ *1( h16 ":" ) hi16 ] "::" 3( hle ":" ) 1s32
[ [ *2( h16 ":" ) hi6 ] "::" 2( hle ":" ) 1s32
[ [ *3( h16 ":" ) hie ] "::" hie ":" | s32
/[ *4( h16 ":" ) hi6 ] "::" | s32
[ [ *5( h16 ":" ) hil6 ] : h16
[/ [ *6( hl6 ":" ) hi6 ] "::"

h16 = 1*4HEXDI G

| s32 = ( h16e ":" h1l6 ) / |1Pv4address

| Pv4addr ess = dec-octet "." dec-octet "." dec-octet "." dec-octet

dec-oct et =DAT ; 0-9
/| %&31-39 DIAT ; 10-99
[ 1" 2DIGT ; 100-199
/[ "2" 9%30-34 DIAT ; 200- 249
[/ "25" %30-35 ; 250- 255

pct - encoded = "% HEXD G HEXDI G

unreserved ALPHA / DGQEGT / "-" [ "." | " " [ "~"

reserved
gen-deli s
sub-del i ns

gen-delinms / sub-delins
TR B B A B - S A
n ! n / n $II / n &II / mon /
R B L A A |

=aonoun

Thi s syntax does not support |Pv6 scoped addressing zone identifiers.
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3.

3.

Rel ati onship between IRIs and URI s

IRIs are meant to replace URIs in identifying resources for
protocols, formats, and software conponents that use a UCS-based
character repertoire. These protocols and conponents nmay never need
to use URIs directly, especially when the resource identifier is used
sinply for identification purposes. However, when the resource

identifier is used for resource retrieval, it is in many cases
necessary to determ ne the associated URI, because currently nost
retrieval mechanisns are only defined for URIs. 1In this case, IR's

can serve as presentation elenments for URI protocol elenents. An
exanpl e woul d be an address bar in a Wb user agent. (Additiona
rationale is given in section 3.1.)

1. Mapping of IRIs to URI's

This section defines howto map an IRl to a URI. Everything in this
section also applies to IRl references and URI references, as well as
to conponents thereof (for example, fragnent identifiers).

Thi s mappi ng has two purposes:

Syntaxi cal. Many URI schenes and conponents define additiona
syntactical restrictions not captured in section 2.2.
Schene-specific restrictions are applied to IRIs by converting
IRIs to URIs and checking the URI s agai nst the schene-specific
restrictions.

Interpretational. URIs identify resources in various ways. |IRl's also
identify resources. Wen the IR is used solely for
identification purposes, it is not necessary to map the IRl to a
URI (see section 5). However, when an IRl is used for resource
retrieval, the resource that the IRl locates is the sane as the
one located by the URI obtained after converting the IRl according
to the procedure defined here. This neans that there is no need
to define resolution separately on the IR |evel

Applications MIUST map IRIs to URIs by using the follow ng two steps.

Step 1. GCenerate a UCS character sequence fromthe original IR
format. This step has the following three variants,
dependi ng on the form of the input:

a. If the IRl is witten on paper, read al oud, or otherw se
represented as a sequence of characters independent of
any character encoding, represent the IRl as a sequence
of characters fromthe UCS nornalized according to
Normal i zati on Form C (NFC, [UTR15]).
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b. If the IRl is in sone digital representation (e.g., an
octet stream) in sonme known non-Uni code character
encodi ng, convert the IRl to a sequence of characters
fromthe UCS normalized according to NFC

c. If the IRl is in a Unicode-based character encoding (for
exanpl e, UTF-8 or UTF-16), do not nornmalize (see section
5.3.2.2 for details). Apply step 2 directly to the
encoded Uni code character sequence.

Step 2. For each character in 'ucschar’ or 'iprivate' , apply steps
2.1 through 2.3 bel ow

2.1. Convert the character to a sequence of one or nore octets
usi ng UTF-8 [ RFC3629].

2.2. Convert each octet to %H, where HH is the hexadeci mal
notation of the octet value. Note that this is identica
to the percent-encodi ng nechanismin section 2.1 of
[ RFC3986]. To reduce variability, the hexadeci mal notation
SHOULD use uppercase letters.

2.3. Replace the original character with the resulting character
sequence (i.e., a sequence of %H triplets).

The above mapping fromIRs to URIs produces URIs fully conformng to
[ RFC3986]. The mapping is also an identity transformation for URI'S
and is idenpotent; applying the mapping a second tinme will not
change anything. Every URI is by definition an IR

Systens accepting I RIs MAY convert the ireg-nane conponent of an IR
as follows (before step 2 above) for schemes known to use domain
nanes in ireg-name, if the scheme definition does not allow

percent -encodi ng for ireg-nane:

Repl ace the ireg-name part of the IRl by the part converted using the
ToASCI | operation specified in section 4.1 of [RFC3490] on each

dot - separated | abel, and by using WO002E (FULL STOP) as a | abe
separator, with the flag UseSTD3ASCI | Rul es set to TRUE, and with the
flag Al l owUnassi gned set to FALSE for creating IRIs and set to TRUE
ot herwi se.
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The ToASCI| operation may fail, but this would nmean that the IR
cannot be resolved. This conversion SHOULD be used when the goal is
to maxim ze interoperability with | egacy URl resolvers. For exanple,
the IRl

"http://r&#xE9; sum&#xE9; . exanpl e. org"
may be converted to
"http://xn--rsum bpad. exanpl e. or g"

i nstead of
"http://rY%3%\9suntL3%A9. exanpl e. org".

An IRl with a schene that is known to use domai n names in ireg-nang,
but where the schene definition does not allow percent-encoding for
i reg-nane, neets schene-specific restrictions if either the

strai ghtforward conversion or the conversion using the ToASC |
operation on ireg-name result in an URI that neets the scheme-
specific restrictions.

Such an IRl resolves to the URI obtained after converting the IRl and
uses the ToASCI| operation on ireg-nanme. |nplenmentations do not have
to do this conversion as long as they produce the sane result.

Note: The difference between variants b and ¢ in step 1 (using
nornal i zation with NFC, versus not using any nornmalization)
accounts for the fact that in nmany non-Uni code character
encodi ngs, sonme text cannot be represented directly. For exanple,
the word "Vietnant is natively witten "Vi &x1EC7;t Nani
(containing a LATIN SMALL LETTER E W TH Cl RCUMFLEX AND DOT BELOW
in NFC, but a direct transcoding fromthe w ndows-1258 character
encodi ng | eads to "Vi &xEA; &#x323;t Nani (containing a LATIN SMALL
LETTER E W TH Cl RCUMFLEX fol | owed by a COVBI NI NG DOT BELOW .

Direct transcoding of other 8-bit encodings of Vietnanese may | ead
to other representations.

Note: The uniformtreatnent of the whole IRl in step 2 is inportant
to nmake processing independent of URI schene. See [Gettys] for an
i n-dept h di scussi on.

Note: In practice, whether the general napping (steps 1 and 2) or the
ToASCI | operation of [RFC3490] is used for ireg-name will not be
noticed if mapping fromIR to URI and resolution is tightly
integrated (e.g., carried out in the same user agent). But
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conversi on using [ RFC3490] nay be able to better deal with
backwards conpatibility issues in case mapping and resolution are
separated, as in the case of using an HITP proxy.

Note: Internationalized Donain Names nmay be contained in parts of an
IRl other than the ireg-nane part. It is the responsibility of
schene-specific inplenmentations (if the Internationalized Domain
Nane is part of the scheme syntax) or of server-side
implementations (if the Internationalized Domain Nanme is part of
"iquery’) to apply the necessary conversions at the appropriate
point. Exanple: Trying to validate the Wb page at
http://r&#xE9; sum&#xE9; . exanpl e.org would lead to an IRl of
http://validator.w3.org/check?uri =htt p¥8AYRFY2Fr &#xE9; sum8#xE9;
exanpl e. org, which would convert to a URl of
http://validator.w3. org/ check?uri =htt p¥B8AYRFYR2Fr %C3%A9s unmC3%A9.
exanpl e.org. The server side inplenentation would be responsible
for making the necessary conversions to be able to retrieve the
Web page.

Systens accepting IRIs MAY al so deal with the printable characters in
US-ASCI| that are not allowed in URIs, nanely "<", ">" ’'"'  space,
Lyttt ", "t and "M, in step 2 above. I f these
characters are found but are not converted, then the conversion
SHOULD fail. Please note that the nunber sign ("#"), the percent
sign ("%), and the square bracket characters ("[", "]") are not part
of the above list and MJUST NOT be converted. Protocols and formats
that have used earlier definitions of IRs including these characters
MAY require percent-encodi ng of these characters as a preprocessing
step to extract the actual IRl froma given field. This
preprocessi ng MAY al so be used by applications allowi ng the user to
enter an IR

Note: In this process (in step 2.3), characters allowed in UR
ref erences and exi sting percent-encoded sequences are not encoded
further. (This mapping is simlar to, but different from the
encodi ng applied when arbitrary content is included in sone part
of a URI.) For exanple, an IR of
"http://ww. exanpl e. or g/ red¥09r 0s&#xE9; #red" (in XM notation) is
converted to
"http://ww. exanpl e. or g/ r ed¥09r os%UC3%A9#r ed", not to sonething
Iike
"ht t p9BAYRFY2Fwww. exanpl e. or g%2Fr ed¥2509r 0s%C3%A9%23r ed”

Not e: Sone ol der software transcoding to UTF-8 nmay produce illega
output for some input, in particular for characters outside the
BMP (Basic Multilingual Plane). As an exanple, for the IRl with
non- BMP characters (in XM. Notation):
"http://exanpl e.conl &#x10300; &#x10301; &#x10302";
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3.

2

whi ch contains the first three letters of the Ad Italic al phabet,
the correct conversion to a URI is
"http://exanpl e. coml %-0%90%8CY¥B0%-0900%8CYB1%-0900Y8CYB2"

Converting URIs to IRI's

In sone situations, converting a URI into an equivalent IR may be
desirable. This section gives a procedure for this conversion. The
conversion described in this section will always result in an IR
that maps back to the URI used as an input for the conversion (except
for potential case differences in percent-encoding and for potential
per cent - encoded unreserved characters). However, the IRl resulting
fromthis conversion may not be exactly the same as the original IR
(if there ever was one).

URI -to-I Rl conversion renpbves percent-encodi ngs, but not al
percent -encodi ngs can be elimnated. There are several reasons for
this:

1. Some percent-encodi ngs are necessary to distinguish percent-
encoded and unencoded uses of reserved characters.

2. Some percent-encodi ngs cannot be interpreted as sequences of
UTF- 8 octets.

(Note: The octet patterns of UTF-8 are highly regular.
Therefore, there is a very high probability, but no guarantee,
that percent-encodi ngs that can be interpreted as sequences of
UTF-8 octets actually originated from UTF-8. For a detail ed
di scussi on, see [Duerst97].)

3. The conversion may result in a character that is not appropriate
inan IR. See sections 2.2, 4.1, and 6.1 for further details.

Conversion froma URI to an IRl is done by using the follow ng steps
(or any other algorithmthat produces the sanme result):

1. Represent the URI as a sequence of octets in US-ASClI.

2. Convert all percent-encodings ("% followed by two hexadeci nal
digits) to the corresponding octets, except those correspondi ng
to "%, characters in "reserved", and characters in US-ASCI| not
allowed in URIs.

3. Re-percent-encode any octet produced in step 2 that is not part
of a strictly |egal UTF-8 octet sequence.
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4. Re-percent-encode all octets produced in step 3 that in UTF-8
represent characters that are not appropriate according to
sections 2.2, 4.1, and 6.1.

5. Interpret the resulting octet sequence as a sequence of characters
encoded in UTF-8.

This procedure will convert as many percent-encoded characters as
possible to characters in an IRI. Because there are sonme choices
when step 4 is applied (see section 6.1), results may vary.

Conversions fromURIs to | Rls MJUST NOT use any character encoding
other than UTF-8 in steps 3 and 4, even if it night be possible to
guess fromthe context that another character encoding than UTF-8 was
used in the URI. For exanple, the URI
"http://ww. exanpl e. org/ r%&9sunt&9. ht M " m ght with sonme guessing be
interpreted to contain two e-acute characters encoded as iso-8859-1
It must not be converted to an IRl containing these e-acute
characters. Oherwise, in the future the IRl will be mapped to
"http://ww. exanpl e. or g/ r UC3%AIsunC3%A9. ht m ", which is a different
URI from"http://ww. exanpl e.org/r%E9sun¥&9. ht m .

3.2.1. Exanples
Thi s section shows various exanples of converting URIs to IRIs. Each
exanpl e shows the result after each of the steps 1 through 5 is
applied. XM Notation is used for the final result. Octets are
denoted by "<" followed by two hexadecinmal digits followed by ">"
The foll owi ng exanpl e contai ns the sequence "%C3%BC', which is a
strictly legal UTF-8 sequence, and which is converted into the actua
character U+O0OFC, LATIN SMALL LETTER U W TH DI AERESI S (al so known as
u-um aut).
1. http://ww. exanpl e. or g/ DYC3¥BCr st
2. http://ww. exanpl e. or g/ D<c3><bc>r st
3. http://ww. exanpl e. or g/ D<c3><bc>r st
4. http://ww. exanpl e. or g/ D<c3><bc>r st
5. http://ww. exanpl e. or g/ D&#xFC; r st
The foll owi ng exanpl e contains the sequence "%C', which m ght
represent WOOFC, LATIN SMALL LETTER U WTH DI AERESI'S, in the

i s0-8859-1 character encoding. (It nmight represent other characters
in other character encodings. For exanple, the octet <fc> in
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i s0-8859-5 represents W045C, CYRILLIC SMALL LETTER KJE.) Because
<fc>is not part of a strictly Iegal UTF-8 sequence, it is
re-percent-encoded in step 3.

1. http://ww. exanpl e. or g/ D%-Cr st
2. http://ww. exanpl e. or g/ D<f c>r st
3. http://ww. exanpl e. or g/ D%Cr st
4. http://ww. exanpl e. or g/ D%-Cr st
5. http://ww. exanpl e. or g/ D¥%-Cr st
The foll owi ng exanpl e contains "%2%80%e", which is the percent-
encoded UTF-8 character encodi ng of U+202E, RI GHT- TO- LEFT OVERRI DE
Section 4.1 forbids the direct use of this character in an IRl.
Therefore, the corresponding octets are re-percent-encoded in step 4.
Thi s exanpl e shows that the case (upper- or |owercase) of letters
used i n percent-encodi ngs may not be preserved. The exanple al so
contai ns a punycode-encoded domai n nane | abel (xn--99zt52a), which is
not convert ed.
1. http://xn--99zt52a. exanpl e. or g/ %£2%80%e
2. http://xn--99zt 52a. exanpl e. or g/ <e2><80><ae>
3. http://xn--99zt52a. exanpl e. or g/ <e2><80><ae>
4. http://xn--99zt52a. exanpl e. or g/ YE2YB0YAE
5. http://xn--99zt 52a. exanpl e. or g/ YE2YB0YAE
I npl enent ati ons with schene-specific know edge MAY convert
punycode- encoded dormai n nanme | abels to the correspondi ng characters
by using the ToUni code procedure. Thus, for the exanple above, the
| abel "xn--99zt52a" nmay be converted to W7D0D U+8C46 (Japanese
Natto), leading to the overall IRl of
"http://&#x7D0D; &#x8CA6; . exanpl e. or g/ YE2YBOYAE" .

4. Bidirectional IRIs for Right-to-Left Languages
Some UCS characters, such as those used in the Arabic and Hebrew
scripts, have an inherent right-to-left (rtl) witing direction

IRI's containing these characters (called bidirectional IRIs or Bidi
IRI's) require additional attention because of the non-trivia
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relati on between | ogical representation (used for digita
representation and for readi ng/spelling) and visual representation
(used for display/printing).

Because of the conplex interaction between the |ogica
representation, the visual representation, and the syntax of a Bidi
IR, a balance is needed between various requirenments. The main
requirenents are

1. user-predictable conversion between visual and | ogica
representation;

2. the ability to include a wide range of characters in various
parts of the IR ; and

3. mnor or no changes or restrictions for inplenentations.
4.1. Logical Storage and Visual Presentation

When stored or transmitted in digital representation, bidirectiona
IRIs MJUST be in full logical order and MJIST conformto the IR syntax
rules (which includes the rules relevant to their schene). This
ensures that bidirectional IRIs can be processed in the sane way as
other IRls.

Bi directional IRIs MIST be rendered by using the Unicode
Bidirectional Algorithm[UNIV4], [UNI9]. Bidirectional IR's MIST be
rendered in the same way as they would be if they were in a
left-to-right enbedding; i.e., as if they were preceded by U+202A,
LEFT- TO RI GHT EMBEDDI NG (LRE), and foll owed by W+202C, POP

Dl RECTI ONAL FORMATTI NG (PDF). Setting the enbeddi ng direction can
al so be done in a higher-level protocol (e.g., the dir="1Itr’
attribute in HTM).

There is no requirenent to use the above enbedding if the display is

still the same without the enbedding. For exanple, a bidirectiona
IRl in atext with left-to-right base directionality (such as used
for English or Cyrillic) that is preceded and foll owed by whitespace

and strong left-to-right characters does not need an enbeddi ng.

Al so, a bidirectional relative IRl reference that only contains
strong right-to-left characters and weak characters and that starts
and ends with a strong right-to-left character and appears in a text
with right-to-left base directionality (such as used for Arabic or
Hebrew) and is preceded and foll owed by whitespace and strong
characters does not need an enbeddi ng.
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In sone other cases, using U+200E, LEFT-TO RI GHT MARK (LRM, may be
sufficient to force the correct display behavior. However, the
details of the Unicode Bidirectional algorithmare not always easy to
understand. |Inplementers are strongly advised to err on the side of
caution and to use enbedding in all cases where they are not
completely sure that the display behavior is unaffected wi thout the
enmbeddi ng.

The Uni code Bidirectional Al gorithm ([UNI9], section 4.3) permts

hi gher-1evel protocols to influence bidirectional rendering. Such
changes by hi gher-1level protocols MJST NOT be used if they change the
rendering of IR s.

The bidirectional formatting characters that may be used before or
after the IRl to ensure correct display are not thenselves part of
the IRI. [RI's MIUST NOT contain bidirectional formatting characters
(LRM RLM LRE, RLE, LRO RLO and PDF). They affect the visua
rendering of the IRl but do not appear thenselves. It would
therefore not be possible to input an IRl with such characters
correctly.

4.2. Bidi IR Structure

The Unicode Bidirectional Algorithmis designed mainly for running
text. To make sure that it does not affect the rendering of
bidirectional IRI's too nuch, sone restrictions on bidirectional IRl's
are necessary. These restrictions are given in terns of delimters
(structural characters, nostly punctuation such as "@, ".", , and
"/") and conponents (usually consisting nostly of letters and
digits).

The following syntax rules fromsection 2.2 correspond to conmponents
for the purpose of Bidi behavior: iuserinfo, ireg-nane, isegnent,
i segnent -nz, isegnent-nz-nc, ireg-nane, iquery, and ifragnent.

Speci fications that define the syntax of any of the above conponents
MAY di vide them further and define snmaller parts to be conponents
according to this docunent. As an exanple, the restrictions of

[ RFC3490] on bidirectional domain nanes correspond to treating each

| abel of a dommin nane as a conponent for schenes with ireg-nane as a
domai n nane. Even where the conponents are not defined formally, it
may be hel pful to think about some syntax in terms of conponents and
to apply the relevant restrictions. For exanple, for the usua
nane/val ue syntax in query parts, it is convenient to treat each nane
and each val ue as a conponent. As another exanple, the extensions in
a resource name can be treated as separate conponents.
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For each conponent, the following restrictions apply:

1. A conponent SHOULD NOT use both right-to-left and left-to-right
characters.

2. A component using right-to-left characters SHOULD start and end
with right-to-left characters.

The above restrictions are given as shoulds, rather than as nusts.
For IRIs that are never presented visually, they are not relevant.
However, for IRIs in general, they are very inportant to ensure
consi stent conversion between visual presentation and | ogica
representation, in both directions.

Note: In some conponents, the above restrictions may actually be
strictly enforced. For exanple, [RFC3490] requires that these
restrictions apply to the | abels of a host nanme for those schenes
where ireg-nane is a host name. |n sonme other conponents (for
exanmpl e, path conponents) follow ng these restrictions may not be
too difficult. For other components, such as parts of the query
part, it may be very difficult to enforce the restrictions because
the val ues of query paraneters may be arbitrary character
sequences.

If the above restrictions cannot be satisfied otherw se, the affected
component can al ways be mapped to URI notation as described in
section 3.1. Please note that the whol e conponent has to be mapped
(see al so Exanpl e 9 bel ow).

4.3. Input of Bidi IR's

Bi di input methods MJST generate Bidi IRIs in |ogical order while
rendering them according to section 4.1. During input, rendering
SHOULD be updated after every new character is input to avoid end-
user confusion.

4. 4. Exanpl es

This section gives exanples of bidirectional IRIs, in Bidi Notation
It shows legal IRIs with the relationship between |ogical and visua
representation and expl ains how certain phenonena in this

relati onship may | ook strange to sonebody not famliar with

bi directional behavior, but familiar to users of Arabic and Hebrew.
It al so shows what happens if the restrictions given in section 4.2
are not followed. The exanples below can be seen at [Bidi Ex], in
Arabic, Hebrew, and Bidi Notation variants.
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To read the bidi text in the exanples, read the visual representation
fromleft to right until you encounter a block of rtl text. Read the
rtl block (including slashes and other special characters) fromright
to left, then continue at the next unread |tr character.

Exampl e 1: A single conponent with rtl characters is inverted:

Logi cal representation: "http://ab. COEFGH.ij/kl/m/op.htm "

Vi sual representation: "http://ab. HGFEDC.ij/kl/m/op. htm "
Conponents can be read one by one, and each conponent can be read in
its natural direction.

Exanpl e 2: More than one consecutive conponent with rtl characters is
inverted as a whol e:

Logi cal representation: "http://ab.CDE.FGHij/kl/m/op.htm"

Vi sual representation: "http://ab. HG-. EDC/ij/kl /m/op. htm ™

A sequence of rtl conponents is read rtl, in the sane way as a
sequence of rtl words is read rtl in a bidi text.

Exanmpl e 3: Al conponents of an IRl (except for the schene) are rtl.
Al rtl conponents are inverted overall:

Logi cal representation: "http://AB. CD. EF/ GH | J/ KL?MN=0OP; QR=ST#UV"

Vi sual representation: "http://VU¥TS=RQ PO=NM?LK/ JI / HG FE. DC. BA"

The whole IRl (except the schene) is read rtl. Delinmiters between
rtl conmponents stay between the respective conponents; delinmters
between Itr and rtl conponents don't nove.

Exanpl e 4: Each of several sequences of rtl conponents is inverted on
its own:

Logi cal representation: "http://AB.CD.ef/gh/1J/KL. htm"

Vi sual representation: "http://DC BA ef/gh/LK/JI.htm"

Each sequence of rtl conponents is read rtl, in the same way as each
sequence of rtl words in an Itr text is read rtl.

Exampl e 5: Exanple 2, applied to conponents of different Kkinds:

Logi cal representation: "http://ab.cd. EF/GHij/kl.htm"

Vi sual representation: "http://ab.cd. HGFE/ij/kl.htm"

The inversion of the domain nane | abel and the path conponent may be
unexpected, but it is consistent with other bidi behavior. For
reassurance that the domain conponent really is "ab.cd.EF", it may be
hel pful to read al oud the visual representation follow ng the bidi
algorithm After "http://ab.cd." one reads the RTL bl ock
"E-F-slash-G H', which corresponds to the |ogical representation.

Exanpl e 6: Sane as Exanple 5, with nmore rtl conponents:
Logi cal representation: "http://ab.CD.EF/ G 1J/kl.htm"
Vi sual representation: "http://ab.JI/HG FE. DOkl . htm "
The inversion of the donmain nane | abels and the path conponents may
be easier to identify because the delimters al so nove.
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Exanple 7: A single rtl conponent includes digits:

Logi cal representation: "http://ab. CDE123FGH.ij/kl/m/op. htm"

Vi sual representation: "http://ab. HGF123EDC.ij/kl/m/op. htm "
Nunbers are witten Itr in all cases but are treated as an additiona
enbedding inside a run of rtl characters. This is conpletely
consistent with usual bidirectional text.

Exanple 8 (not allowed): Numbers are at the start or end of an rtl
component :

Logi cal representation: "http://ab.cd.ef/GH1l/ 21 J/KL. htm "

Vi sual representation: "http://ab.cd.ef/LK/ JI1/2HG htm "

The sequence "1/2" is interpreted by the bidi algorithmas a
fraction, fragmenting the conponents and | eading to confusion. There
are other characters that are interpreted in a special way close to
nunmbers; in particular, "+, "-", "#',"$", "%, ",", ".", and ":".

Example 9 (not allowed): The nunbers in the previous exanple are

per cent - encoded:

Logi cal representation: "http://ab.cd.ef/ G881/ %321 J/ KL. htm ",

Vi sual representation (Hebrew): "http://ab.cd.ef/¥%81HG LK/ JI1 %82. htm "
Vi sual representation (Arabic): "http://ab.cd. ef/31%G %K/ JI 32. htm "
Dependi ng on whet her the uppercase letters represent Arabic or
Hebrew, the visual representation is different.

Exanpl e 10 (all owed but not recomrended):

Logi cal representation: "http://ab. CDEFGH. 123/ kl/m/op. htm "

Vi sual representation: "http://ab.123. HGFEDC/ kl / rm/ op. ht m *
Conponents consisting of only nunbers are allowed (it would be rather
difficult to prohibit then), but these may interact with adjacent RTL
conponents in ways that are not easy to predict.

5. Normalization and Conpari son

Not e: The structure and much of the material for this sectionis
taken fromsection 6 of [RFC3986]; the differences are due to the
specifics of IRIs.

One of the nost common operations on IRIs is sinple conparison

Det erm ni ng whether two IRIs are equivalent without using the IRI's or
the mapped URI's to access their respective resource(s). A conparison
i s perfornmed whenever a response cache is accessed, a browser checks
its history to color a link, or an XM. parser processes tags within a
nanespace. Extensive nornalization prior to conparison of IRIs may
be used by spiders and indexing engines to prune a search space or
reduce duplication of request actions and response storage.
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IRl comparison is performed for sone particul ar purpose. Protocols
or inplenmentations that conpare IRIs for different purposes wll
often be subject to differing design trade-offs in regards to how
much effort should be spent in reducing aliased identifiers. This
section describes various nethods that nmay be used to conpare IR's,
the trade-of fs between them and the types of applications that night
use them

5.1. Equival ence

Because IRI's exist to identify resources, presunably they should be
consi dered equi val ent when they identify the same resource. However,
this definition of equivalence is not of nuch practical use, as there
is no way for an inplenentation to conpare two resources unless it
has full know edge or control of them For this reason, determ nation
of equival ence or difference of IRIs is based on string conparison,
per haps augnented by reference to additional rules provided by URI
schene definitions. W use the terns "different" and "equivalent" to
descri be the possible outcones of such comparisons, but there are
many appl i cati on-dependent versions of equival ence.

Even though it is possible to deternmine that two IRI's are equival ent,
IRl conparison is not sufficient to determ ne whether two IR's
identify different resources. For exanple, an owner of two different
domai n names coul d decide to serve the sanme resource from both
resulting in tw different IRls. Therefore, conparison nethods are
designed to nminimze fal se negatives while strictly avoiding fal se
positives.

In testing for equival ence, applications should not directly conpare
relative references; the references should be converted to their
respective target IRIs before conparison. Wen IRIs are conpared to
sel ect (or avoid) a network action, such as retrieval of a
representation, fragnent conponents (if any) should be excluded from
the conpari son.

Applications using IRIs as identity tokens with no relationship to a
protocol MJUST use the Sinple String Conparison (see section 5.3.1).
Al'l other applications MIST sel ect one of the conparison practices
fromthe Conparison Ladder (see section 5.3 or, after IR -to-UR
conversion, select one of the conparison practices fromthe UR
conparison | adder in [RFC3986], section 6.2)

5.2. Preparation for Conparison
Any kind of IRl conparison REQU RES that all escapi ngs or encodings

in the protocol or format that carries an IRl are resolved. This is
usual Iy done when the protocol or format is parsed. Exanples of such
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escapi ngs or encodings are entities and nunmeric character references
in [HTM.4] and [ XM.1]. As an exanpl e,

"http://exanpl e.org/ros&eacute;"” (in HTM),
"http://exanple.org/ros&#233"; (in HTM. or XM.), and

"http://exanpl e.org/ros&#xE9"; (in HITM. or XM.) are all resolved into
what is denoted in this docunent (see section 1.4) as

"http://exanpl e.org/ros&#xE9"; (the "&#xE9;" here standing for the
actual e-acute character, to conpensate for the fact that this
docunent cannot contain non-ASClI| characters).

Sim | ar considerations apply to encodi ngs such as Transfer Codings in
HTTP (see [ RFC2616]) and Content Transfer Encodings in M ME

([ RFC2045]), although in these cases, the encoding is based not on
characters but on octets, and additional care is required to nake
sure that characters, and not just arbitrary octets, are conpared
(see section 5.3.1).

5.3. Conparison Ladder

In practice, a variety of nethods are used, to test IRl equival ence.
These nethods fall into a range distinguished by the amount of
processing required and the degree to which the probability of false
negatives is reduced. As noted above, fal se negatives cannot be
elimnated. |In practice, their probability can be reduced, but this
reduction requires nore processing and is not cost-effective for al
appl i cations.

If this range of conparison practices is considered as a | adder, the
followi ng discussion will clinb the |adder, starting with practices
that are cheap but have a relatively higher chance of producing false
negatives, and proceeding to those that have higher conputationa

cost and lower risk of false negatives.

5.3.1. Sinple String Conparison

If two IRI's, when considered as character strings, are identical,
then it is safe to conclude that they are equivalent. This type of
equi val ence test has very | ow conputational cost and is in w de use
in a variety of applications, particularly in the domain of parsing.
It is also used when a definitive answer to the question of IR
equi val ence is needed that is independent of the schene used and that
can be cal cul ated quickly and wi thout accessing a network. An
exanpl e of such a case is XM. Nanespaces ([ XM_Nanespace]).

Testing strings for equival ence requires sone basic precautions. This
procedure is often referred to as "bit-for-bit" or "byte-for-byte"
conparison, which is potentially msleading. Testing strings for
equality is normally based on pair conparison of the characters that
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make up the strings, starting fromthe first and proceeding unti
both strings are exhausted and all characters are found to be equal,
until a pair of characters conmpares unequal, or until one of the
strings is exhausted before the other

Thi s character conparison requires that each pair of characters be
put in conparable encoding form For exanple, should one IRl be

stored in a byte array in UTF-8 encoding formand the second in a
UTF-16 encoding form bit-for-bit conparisons applied naively wll

produce errors. It is better to speak of equality on a
character-for-character rather than on a byte-for-byte or bit-for-bit
basis. In practical terns, character-by-character conparisons should

be done codepoi nt by codepoint after conversion to a common character
encoding form \When conparing character by character, the conparison
function MJUST NOT map IRIs to URI's, because such a mappi ng woul d
create additional spurious equivalences. It follows that an IR
SHOULD NOT be nodified when being transported if there is any chance
that this IRl might be used as an identifier.

Fal se negatives are caused by the production and use of IR aliases.
Unnecessary aliases can be reduced, regardl ess of the conparison

met hod, by consistently providing IR references in an already
normalized form(i.e., a formidentical to what woul d be produced
after nornalization is applied, as described below). Protocols and
data formats often limit some IRl conparisons to sinple string
compari son, based on the theory that people and inplenentations wll,
in their own best interest, be consistent in providing IR

references, or at |east be consistent enough to negate any efficiency
that m ght be obtained fromfurther nornalization

5.3.2. Syntax-Based Nornmalization

I mpl enent ati ons may use | ogic based on the definitions provided by
this specification to reduce the probability of false negatives. This
processing is noderately higher in cost than character-for-character
string conparison. For exanple, an application using this approach
coul d reasonably consider the following two | RIs equival ent:

exanpl e:// al b/ c/ % Bf 00% D/ r 0s&#xE9;
eXANPLE: //al . /bl .. /bl %63/ % bf c0% d/ r 0sUC3%A9

Wb user agents, such as browsers, typically apply this type of IR
normeal i zati on when determ ni ng whether a cached response is
avai | abl e. Synt ax-based normalization includes such techni ques as
case nornmalization, character normalization, percent-encoding
nornal i zati on, and renoval of dot-segnents.
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5.3.2.1. Case Nornmlization

For all IRI's, the hexadecimal digits within a percent-encodi ng
triplet (e.g., "9%a" versus "9%BA") are case-insensitive and therefore
shoul d be nornalized to use uppercase letters for the digits A - F.

When an IRl uses conponents of the generic syntax, the conmponent
synt ax equi val ence rul es always apply; nanely, that the scheme and
US-ASCI I only host are case insensitive and therefore should be
nornmalized to | owercase. For exanple, the UR

"HTTP: / [ ww. EXAMPLE. conl" is equivalent to "http://ww. exanple.con"
Case equi val ence for non-ASCI| characters in IRl conponents that are
I DNs are discussed in section 5.3.3. The other generic syntax
components are assuned to be case sensitive unless specifically
defined otherw se by the schene.

Creating schemes that allow case-insensitive syntax conponents
contai ni ng non-ASClI I characters shoul d be avoi ded. Case nornali zation
of non-ASCI| characters can be culturally dependent and is always a
compl ex operation. The only exception concerns non-ASCl | host nanes
for which the character normalization includes a mapping step derived
from case folding.

5.3.2.2. Character Normalization

The Uni code Standard [UN V4] defines various equival ences between
sequences of characters for various purposes. Unicode Standard Annex
#15 [UTR15] defines various Nornmalization Forns for these
equi val ences, in particular Normalization Form C (NFC, Canonica
Deconposition, followed by Canonical Conposition) and Normalization
Form KC (NFKC, Conpatibility Deconposition, followed by Canonica
Conposi tion).

Equi val ence of IRIs MIST rely on the assunption that IRIs are
appropriately pre-character-nornalized rather than apply character
normal i zati on when conparing two |RIs. The exceptions are conversion
froma non-digital form and conversion froma non-UCS- based
character encoding to a UCS-based character encoding. In these cases,
NFC or a nornmalizing transcoder using NFC MJUST be used for
interoperability. To avoid fal se negatives and problens wth
transcoding, IRIs SHOULD be created by using NFC. Using NFKC may
avoi d even nore probl ens; for exanple, by choosing half-width Latin
letters instead of full-width ones, and full-w dth instead of

hal f -w dt h Kat akana.

As an exanple, "http://ww. exanpl e.org/r&#xE9; sum&#xE9; . htm " (in XM

Notation) is in NFC. On the other hand,
"http://ww. exanpl e. or g/ r e&#x301; sume&#x301; . htm" is not in NFC

Duerst & Suignard St andards Track [ Page 25]



RFC 3987 Internationalized Resource ldentifiers January 2005

The former uses preconbi ned e-acute characters, and the latter uses
"e" characters foll owed by conbi ning acute accents. Both usages are
defined as canonically equivalent in [ UN V4].

Not e: Because it is unknown how a particul ar sequence of characters
is being treated with respect to character normalization, it would
be inappropriate to allow third parties to nornalize an IR
arbitrarily. This does not contradict the recommendati on that
when a resource is created, its IRl should be as character
nornal i zed as possible (i.e., NFC or even NFKC). This is simlar
to the uppercase/l owercase problens. Sone parts of a URl are case
insensitive (domain nanme). For others, it is unclear whether they
are case sensitive, case insensitive, or sonething in between
(e.g., case sensitive, but with a multiple choice selection if the
wong case is used, instead of a direct negative result). The
best recipe is that the creator use a reasonable capitalization
and, when transferring the URI, capitalization never be changed.

Various IRl schenes may allow the usage of Internationalized Donain
Nanmes (I DN) [RFC3490] either in the ireg-name part or el sewhere.
Character Normalization also applies to IDNs, as discussed in section
5.3.3.

5.3.2.3. Percent-Encodi ng Nornmalization

The percent-encodi ng mechani sm (section 2.1 of [RFC3986]) is a
frequent source of variance anong otherw se identical IRIs. In
addition to the case normalization issue noted above, some IR
producers percent-encode octets that do not require percent-encoding,
resulting in IRIs that are equivalent to their non encoded
counterparts. These IR's should be normalized by decodi ng any

per cent - encoded octet sequence that corresponds to an unreserved
character, as described in section 2.3 of [RFC3986].

For actual resolution, differences in percent-encoding (except for
the percent-encodi ng of reserved characters) MJST al ways result in
the sane resource. For exanple, "http://exanple.org/~user",
"http://exanpl e.org/ %euser”, and "http://exanple. org/ %Euser", nust
resolve to the sane resource

If this kind of equivalence is to be tested, the percent-encodi ng of
both IRIs to be conpared has to be aligned; for exanple, by
converting both IRIs to URIs (see section 3.1), elininating escape
differences in the resulting URI's, and maki ng sure that the case of
the hexadeci mal characters in the percent-encoding is always the same
(preferably uppercase). |If the IR is to be passed to another
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application or used further in some other way, its original form MJST
be preserved. The conversion described here should be performed only
for | ocal comparison.

5.3.2.4. Path Segnent Nornalization

The conpl ete path segnents and ".." are intended only for use
within relative references (section 4.1 of [RFC3986]) and are renoved
as part of the reference resolution process (section 5.2 of

[ RFC3986]). However, sone inplenmentations nmay incorrectly assune
that reference resolution is not necessary when the reference is
already an IR, and thus fail to renobve dot-segnents when they occur
in non-relative paths. IR normalizers should renove dot-segnments by
appl ying the rempve_dot _segnents algorithmto the path, as described
in section 5.2.4 of [RFC3986].

5.3.3. Schene-Based Normalization

The syntax and semantics of IRIs vary from scheme to schene, as
descri bed by the defining specification for each schene.

I mpl enent ati ons may use schene-specific rules, at further processing
cost, to reduce the probability of false negatives. For exanple,
because the "http" schene nmakes use of an authority conponent, has a
default port of "80", and defines an enpty path to be equivalent to
"/", the following four IRIs are equival ent:

http://exanpl e. com
http://exanpl e. com
http://exanpl e.com/
http://exanpl e. com 80/

In general, an IRl that uses the generic syntax for authority with an
enpty path should be normalized to a path of "/". Likew se, an
explicit ":port", for which the port is enpty or the default for the
schene, is equivalent to one where the port and its ":" delimter are
elided and thus should be renmoved by schene-based nornmalization. For
exampl e, the second IR above is the normal formfor the "http"
schene.

Anot her case where normalization varies by schene is in the handling
of an enpty authority conponent or enpty host subconponent. For many
schene specifications, an enpty authority or host is considered an

error; for others, it is considered equivalent to "local host" or the
end-user’s host. Wen a schene defines a default for authority and

an IRl reference to that default is desired, the reference should be
nornmalized to an enpty authority for the sake of uniformty, brevity,
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and internationalization. |If, however, either the userinfo or port
subconponents are non-enpty, then the host should be given explicitly
even if it matches the default.

Normal i zation shoul d not renove delimters when their associated
conmponent is enpty unless it is licensed to do so by the schene
specification. For exanple, the IR "http://exanpl e.com ?" cannot be
assuned to be equivalent to any of the exanples above. Likew se, the
presence or absence of delimters within a userinfo subconponent is
usually significant to its interpretation. The fragnment conponent is
not subject to any schene-based nornalization; thus, two IRI's that
differ only by the suffix "#" are considered different regardl ess of
t he schene.

Sone IRl schemes may all ow the usage of Internationalized Domain
Nanmes (I DN) [RFC3490] either in their ireg-name part or el sewhere.
When in use in IR's, those nanes SHOULD be validated by using the
TOoASCI | operation defined in [RFC3490], with the fl ags
"UseSTD3ASCI | Rul es" and "All owUnassi gned". An IR containing an
invalid I DN cannot successfully be resolved. Validated IDN
components of IRI's SHOULD be character normalized by using the
Nanmeprep process [ RFC3491]; however, for legibility purposes, they
SHOULD NOT be converted into ASCI|I Conpati bl e Encodi ng (ACE)

Schemne- based normal i zati on may al so consider | DN conponents and their
conversions to punycode as equivalent. As an exanple,
"http://r&#xE9; sum&#xE9; . exanpl e. org" may be considered equivalent to
"http://xn--rsum bpad. exanpl e. org".
O her schene-specific normalizations are possible.
5.3.4. Protocol -Based Normalization
Substantial effort to reduce the incidence of fal se negatives is
often cost-effective for web spiders. Consequently, they inplenent
even nore aggressive techniques in IRl conparison. For example, if
they observe that an IRl such as
http://exanpl e. com dat a
redirects to an IRl differing only in the trailing slash
http://exanpl e. com dat a/
they will likely regard the two as equivalent in the future. This

kind of technique is only appropriate when equival ence is clearly
i ndi cated by both the result of accessing the resources and the
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conmon conventions of their schenme’s dereference algorithm (in this
case, use of redirection by HITP origin servers to avoid probl ens
with relative references).

6. Use of IR's
6.1. Limtations on UCS Characters Allowed in IRl's

This section discusses |limtations on characters and character
sequences usable for IRI's beyond those given in section 2.2 and
section 4.1. The considerations in this section are rel evant when
IRIs are created and when URIs are converted to IRls.

a. The repertoire of characters allowed in each IRl conponent is
limted by the definition of that conponent. For exanple, the
definition of the schene conponent does not allow characters
beyond US- ASCl | .

(Note: In accordance with URI practice, generic IR software
cannot and shoul d not check for such limtations.)

b. The UCS contains many areas of characters for which there are
strong visual |ook-alikes. Because of the |ikelihood of
transcription errors, these al so should be avoided. This
includes the full-w dth equival ents of Latin characters,
hal f-wi dt h Kat akana characters for Japanese, and nmany others. It
al so includes nmany | ook-alikes of "space", "delins", and
"unwi se", characters excluded in [ RFC3491].

Additional information is available from [UNIXM.]. [UNIXM] is
witten in the context of running text rather than in that of
identifiers. Nevertheless, it discusses nmany of the categories of
characters not appropriate for IR's

6.2. Software Interfaces and Protocols

Al'though an IRl is defined as a sequence of characters, software
interfaces for URIs typically function on sequences of octets or

ot her kinds of code units. Thus, software interfaces and protocols
MUST define which character encoding is used.

Internedi ate software interfaces between |Rl-capabl e conponents and
URI -only components MJUST map the IRI's per section 3.1, when
transferring fromIRl -capable to URI-only conmponents. This mapping
SHOULD be applied as |late as possible. It SHOULD NOT be applied
bet ween conponents that are known to be able to handle IRIs.
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6.3. Format of URIs and IRIs in Docunents and Protocols

Docunment formats that transport URIs may have to be upgraded to all ow
the transport of IRIs. In cases where the docunent as a whole has a
native character encoding, IRIs MIJST al so be encoded in this
character encodi ng and converted accordingly by a parser or
interpreter. IR characters not expressible in the native character
encodi ng SHOULD be escaped by using the escapi ng conventions of the
docunent format if such conventions are available. Alternatively,
they MAY be percent-encoded according to section 3.1. For exanple, in
HTML or XM., nuneric character references SHOULD be used. |If a
docunment as a whole has a native character encodi ng and t hat
character encoding is not UTF-8, then IRIs MUST NOT be placed into
the docunent in the UTF-8 character encoding.

Note: Sone formats al ready accommpdate I Rl's, although they use
different termnology. HTM. 4.0 [HTM.4] defines the conversion from
IRIs to URIs as error-avoi ding behavior. XM 1.0 [XM1], XLink

[ XLi nk], XML Schema [ XM_Schenmm], and specifications based upon them
allow IRIs. Also, it is expected that all relevant new WBC formats
and protocols will be required to handle I R's [CharMd].

6.4. Use of UTF-8 for Encoding Oiginal Characters

Thi s section discusses details and gives exanples for point c¢) in
section 1.2. To be able to use IRI's, the URI corresponding to the
IRl in question has to encode original characters into octets by
using UTF-8. This can be specified for all URIs of a URl schene or
can apply to individual URIs for schenmes that do not specify howto
encode original characters. It can apply to the whole URI, or only
to sonme part. For background information on encoding characters into
URIs, see also section 2.5 of [RFC3986].

For new URI schenmes, using UTF-8 is recommended in [ RFC2718].
Exanmpl es where UTF-8 is already used are the URN syntax [RFC2141],

| MAP URLs [ RFC2192], and POP URLs [ RFC2384]. On the other hand,
because the HTTP URL schene does not specify how to encode origina
characters, only sone HITP URLs can have correspondi ng but different
IRl's.

For exanple, for a docunent with a URl of

"http://ww. exanpl e. or g/ r UC3%AIsumC3%A9. htmi ", it is possible to
construct a corresponding IRl (in XM. notation, see, section 1.4):
"http://ww. exanpl e. or g/ r &#xE9; sum&#xE9; . html " (" &#xE9"; stands for
the e-acute character, and "% 3%A9" is the UTF-8 encoded and
percent -encoded representation of that character). On the other
hand, for a docunent with a URl of
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"http://ww. exanmpl e. org/ r ¥E9sunP&9. ht ml ", the percent-encoding octets
cannot be converted to actual characters in an IR, as the
percent -encodi ng i s not based on UTF-8.

This neans that for npbst URI schemes, there is no need to upgrade
their scheme definition in order for themto work with IRIs. The
mai n case where upgradi ng makes sense is when a schene definition, or
a particular component of a schene, is strictly limted to the use of
US-ASClI | characters with no provision to include non-ASCl |
characters/octets via percent-encoding, or if a schene definition
currently uses highly schene-specific provisions for the encodi ng of
non- ASCI | characters. An exanple of this is the nmailto: schene

[ RFC2368] .

Thi s specification does not upgrade any schene specifications in any
way; this has to be done separately. Also, note that there is no
such thing as an "I Rl schene"; all IRIs use URI schenes, and all UR
schenes can be used with IRI's, even though in sone cases only by
using URIs directly as IRI's, wthout any conversion

URI schenes can inpose restrictions on the syntax of schene-specific
URIs; i.e., URIs that are adm ssible under the generic UR syntax

[ RFC3986] nmay not be adm ssible due to narrower syntactic constraints
i mposed by a URI schene specification. URI schenme definitions cannot
broaden the syntactic restrictions of the generic UR syntax;
otherwi se, it would be possible to generate URIs that satisfied the
schene-specific syntactic constraints without satisfying the
syntactic constraints of the generic URI syntax. However, additiona
syntactic constraints inposed by URI schene specifications are
applicable to IR, as the corresponding URI resulting fromthe
mappi ng defined in section 3.1 MJUST be a valid URl under the
syntactic restrictions of generic UR syntax and any narrower
restrictions inposed by the corresponding URI schene specification

The requirenent for the use of UTF-8 applies to all parts of a UR
(with the potential exception of the ireg-nane part; see section
3.1). However, it is possible that the capability of IRIs to
represent a wi de range of characters directly is used just in sone
parts of the IRl (or IR reference). The other parts of the IR may
only contain US-ASCI| characters, or they may not be based on UTF-8.
They nmay be based on anot her character encoding, or they may directly
encode raw binary data (see al so [ RFC2397]).

For exanple, it is possible to have a URl reference of

"http://ww. exanmpl e. or g/ r ¥&9sunPE9. xm #r YC3YAIsunLC3%A9", where the
docunent nane is encoded in iso-8859-1 based on server settings, but
where the fragnent identifier is encoded in UTF-8 according to
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[ XPointer]. The IRl corresponding to the above URI would be (in XM
not ati on)
"http://ww. exanpl e. or g/ r “E9sunPE9. xm #r &#xE9; sum&#xE9" ;

Sim | ar considerations apply to query parts. The functionality of
IRI's (nanely, to be able to include non-ASCI| characters) can only be
used if the query part is encoded in UTF-8.

6.5. Rel ati ve | Rl References

Processing of relative IRl references against a base is handl ed
straightforwardly; the algorithnms of [ RFC3986] can be applied
directly, treating the characters additionally allowed in IR
references in the sane way that unreserved characters are in UR
ref erences.

7. URI/IR Processing Guidelines (Informative)

This informative section provides guidelines for supporting IRIs in
the sane software conponents and operations that currently process
URIs: Software interfaces that handle URI's, software that allows
users to enter URI's, software that creates or generates URISs,
software that displays URIs, formats and protocols that transport
URI's, and software that interprets URIs. These may all require
nmodi fication before functioning properly with IRIs. The
considerations in this section also apply to URl references and IRl
ref erences.

7.1. URI/IR Software |nterfaces

Software interfaces that handle URI's, such as URI-handling APlIs and
protocols transferring URIs, need interfaces and protocol elenents
that are designed to carry IR's

In case the current handling in an APl or protocol is based on
US-ASClI I, UTF-8 is recomended as the character encoding for IR's, as
it is compatible with US-ASCIl, is in accordance with the
recomrendat i ons of [RFC2277], and makes converting to URIs easy. In
any case, the APl or protocol definition must clearly define the
character encoding to be used.

The transfer from URI-only to | Rl -capabl e conponents requires no
mappi ng, al though the conversion described in section 3.2 above nay
be performed. It is preferable not to performthis inverse
conversion when there is a chance that this cannot be done correctly.
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7.2. URI/IR Entry

Sone conponents allow users to enter URIs into the system by typing
or dictation, for exanple. This software nust be updated to all ow
for IR entry.

A person viewing a visual representation of an IRl (as a sequence of
gl yphs, in some order, in some visual display) or hearing an IRl wll
use an entry method for characters in the user’s |anguage to input
the IRI. Depending on the script and the input nmethod used, this may
be a nore or | ess conplicated process.

The process of IR entry nust ensure, as much as possible, that the
restrictions defined in section 2.2 are nmet. This may be done by
choosi ng appropriate input nethods or variants/settings thereof, by
appropriately converting the characters being input, by elimnating
characters that cannot be converted, and/or by issuing a warning or
error nessage to the user

As an exampl e of variant settings, input nmethod editors for East

Asi an Languages usually allow the input of Latin letters and rel ated
characters in full-width or half-width versions. For IR input, the
i nput nmethod editor should be set so that it produces hal f-wi dth
Latin letters and punctuation and full-w dth Katakana.

An input field primarily or solely used for the input of URIS/IRls
may allow the user to viewan IRl as it is mapped to a URI. Pl aces
where the input of IRIs is frequent may provide the possibility for
viewing an IRl as mapped to a URI. This will help users when sone of
the software they use does not yet accept IRls.

An IRl input conponent interfacing to conponents that handle URI s
but not IRIs, nmust map the IRl to a URI before passing it to these
conmponents.

For the input of IRIs with right-to-left characters, please see
section 4. 3.

7.3. URI/IR Transfer between Applications

Many applications, particularly mail user agents, try to detect URIs
appearing in plain text. For this, they use sone heuristics based on
URI syntax. They then allow the user to click on such URIs and
retrieve the corresponding resource in an appropriate (usually
schene- dependent) application
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Such applications have to be upgraded to use the IRl syntax as a base
for heuristics. |In particular, a non-ASCI| character should not be
taken as the indication of the end of an IRI. Such applications also
have to nake sure that they correctly convert the detected IRl from
the character encoding of the docunent or application where the IR
appears to the character encoding used by the systemw de IR

i nvocation mechanism or to a URI (according to section 3.1) if the
systemw de invocation mechani smonly accepts URI'S

The clipboard is another frequently used way to transfer URIs and
IRIs fromone application to another. On nost platforns, the
clipboard is able to store and transfer text in nmany | anguages and
scripts. Correctly used, the clipboard transfers characters, not
bytes, which will do the right thing with IRls.

7.4. URI/IR GCeneration

Systens that offer resources through the Internet, where those
resources have | ogical nanmes, sonetinmes automatically generate URIs
for the resources they offer. For example, some HTTP servers can
generate a directory listing for a file directory and then respond to
the generated URIs with the files.

Many | egacy character encodings are in use in various file systens.
Many currently depl oyed systens do not transformthe | ocal character
representation of the underlying system before generating URI's

For maxi muminteroperability, systens that generate resource
identifiers should nmake the appropriate transformations. For
example, if a file systemcontains a file nanmed

"r &#XE9; sum8#xE9; . html ", a server should expose this as

"r UC3Y%AIsumC3%A9. htmi " in a URI, which allows use of

"r &#XE9; sum&#xE9; . htm " in an IR, even if locally the file name is
kept in a character encoding other than UTF-8.

Thi s reconmendation particularly applies to HITP servers. For FTP
servers, simlar considerations apply; see [ RFC2640].

7.5. URI/IR Selection
In sone cases, resource owners and publishers have control over the
IRIs used to identify their resources. This control is nostly

executed by controlling the resource nanmes, such as file names,
directly.
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In these cases, it is reconmended to avoid choosing IRIs that are
easily confused. For exanple, for US-ASCII, the | ower-case ell ("I")
is easily confused with the digit one ("1"), and the upper-case oh
("O') is easily confused with the digit zero ("0"). Publishers
shoul d avoi d confusing users with "brOken" or "lame" identifiers.

Qutside the US-ASCI| repertoire, there are nmany nore opportunities
for confusion; a conplete set of guidelines is too |l engthy to include
here. As long as nanes are limted to characters froma single
script, native witers of a given script or |anguage wll know best
when anbi guities can appear, and how they can be avoi ded. Wat may

| ook ambi guous to a stranger nmay be conpletely obvious to the average
native user. On the other hand, in some cases, the UCS contains
variants for conpatibility reasons; for example, for typographic

pur poses. These shoul d be avoi ded wherever possible. Although there
may be exceptions, newy created resource nanmes shoul d generally be
in NFKC [ UTR15] (which neans that they are also in NFC).

As an exanple, the UCS contains the "fi" ligature at WFBO1 for
compatibility reasons. \Wherever possible, IRIs should use the two
letters "f" and "i" rather than the "fi" ligature. An exanple where
the latter nay be used is in the query part of an IRl for an explicit
search for a word witten containing the "fi" ligature.

In certain cases, there is a chance that characters fromdifferent
scripts look the sane. The best known exanple is the sinmilarity of
the Latin "A", the Geek "Alpha", and the Cyrillic "A". To avoid
such cases, only IRI's should be created where all the characters in a
singl e conponent are used together in a given |anguage. This usually
means that all of these characters will be fromthe sane script, but
there are | anguages that m x characters fromdifferent scripts (such
as Japanese). This is sinmlar to the heuristics used to distinguish
between letters and nunbers in the exanpl es above. Also, for Latin,
Greek, and Cyrillic, using |lowercase letters results in fewer

anbi guities than using uppercase |letters woul d.

7.6. Display of URIs/IR's
In situations where the rendering software is not expected to display
non-ASCI| parts of the IRl correctly using the avail able | ayout and
font resources, these parts should be percent-encoded before being
di spl ayed.

For display of Bidi IRl's, please see section 4.1
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7.7. Interpretation of URIs and IR's

Software that interprets IRIs as the names of |ocal resources should
accept IRIs in multiple forns and convert and match themwth the
appropriate | ocal resource nanes.

First, multiple representations include both IRIs in the native
character encoding of the protocol and also their URI counterparts.

Second, it may include URI's constructed based on character encodi ngs
other than UTF-8. These URI's nay be produced by user agents that do
not conformto this specification and that use | egacy character
encodi ngs to convert non-ASClI| characters to URIs. Wether this is
necessary, and what character encodings to cover, depends on a number
of factors, such as the | egacy character encodi ngs used locally and
the distribution of various versions of user agents. For exanple,
software for Japanese nay accept URIs in Shift JI'S and/or EUCJP in
addition to UTF-8.

Third, it may include additional mappings to be nore user-friendly
and robust against transm ssion errors. These would be simlar to
how sone servers currently treat URIs as case insensitive or perform
additional matching to account for spelling errors. For characters
beyond the US-ASCI| repertoire, this may, for exanple, include
ignoring the accents on received IRIs or resource nanes. Please note
that such mappi ngs, including case mappi ngs, are |anguage dependent.

It can be difficult to identify a resource unanbi guously if too many
mappi ngs are taken into consideration. However, percent-encoded and
not percent-encoded parts of IRIs can always be clearly

di stinguished. Also, the regularity of UTF-8 (see [Duerst97]) makes
the potential for collisions lower than it may seemat first.

7.8. Upgrading Strategy

Where this recomendati on places further constraints on software for
whi ch many instances are already deployed, it is inportant to

i ntroduce upgrades carefully and to be aware of the various

i nt er dependenci es.

If IRIs cannot be interpreted correctly, they should not be created,
generated, or transported. This suggests that upgrading URI
interpreting software to accept IRl's should have highest priority.

On the other hand, a single IRl is interpreted only by a single or

very few interpreters that are known in advance, although it may be
entered and transported very widely.
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Therefore, IRI's benefit nost froma broad upgrade of software to be
able to enter and transport IRIs. However, before an individual IR
i s published, care should be taken to upgrade the correspondi ng
interpreting software in order to cover the forns expected to be
recei ved by various versions of entry and transport software.

The upgrade of generating software to generate IRIs instead of using
a |l ocal character encodi ng should happen only after the service is
upgraded to accept IRIs. Simlarly, IR's should only be generated
when the service accepts IRIs and the intervening infrastructure and
protocol is known to transport them safely.

Software converting fromURIs to IRIs for display should be upgraded
only after upgraded entry software has been w dely deployed to the
popul ation that will see the displayed result.

Where there is a free choice of character encodings, it is often
possible to reduce the effort and dependencies for upgrading to IRI's
by using UTF-8 rather than another encoding. For exanple, when a new
file-based Wb server is set up, using UTF-8 as the character
encoding for file names will make the transition to IR s easier

Li kewi se, when a new Wb formis set up using UTF-8 as the character
encodi ng of the form page, the returned query URIs will use UTF-8 as
the character encoding (unless the user, for whatever reason, changes
the character encoding) and will therefore be conpatible with IRls.

These recommendati ons, when taken together, will allow for the
extension fromURIs to IRIs in order to handl e characters other than
US-ASCI| while minimzing interoperability problens. For

consi derations regarding the upgrade of URI schene definitions, see
section 6.4.

8. Security Considerations

The security considerations discussed in [ RFC3986] also apply to

IRIs. In addition, the followi ng issues require particular care for
IRl 's.
I ncorrect encoding or decoding can lead to security problems. In

particul ar, some UTF-8 decoders do not check agai nst overlong byte
sequences. As an exanple, a "/" is encoded with the byte Ox2F both
in UTF-8 and in US-ASClI I, but sonme UTF-8 decoders al so wongly
interpret the sequence 0xCO OxAF as a "/". A sequence such as
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"UC0%AF. . " may pass sone security tests and then be interpreted as
"/.." in a path if UTF-8 decoders are fault-tolerant, if conversion
and checking are not done in the right order, and/or if reserved
characters and unreserved characters are not clearly distinguished.

There are various ways in which "spoofing" can occur with IRls.
"Spoofing" neans that sonebody nmay add a resource nanme that |ooks the
same or simlar to the user, but that points to a different resource.
The added resource may pretend to be the real resource by | ooking
very simlar but may contain all kinds of changes that may be
difficult to spot and that can cause all kinds of problens. Mst
spoofing possibilities for IRIs are extensions of those for URIs.

Spoofing can occur for various reasons. First, a user’s
normal i zati on expectations or actual normalizati on when entering an
IRl or transcoding an IRl froma | egacy character encoding do not

mat ch the normalization used on the server side. Conceptually, this
is no different fromthe probl ens surroundi ng the use of
case-insensitive web servers. For exanple, a popular web page with a
m xed-case name ("http://big.exanple.com Popul ar Page. ht M ") mi ght be
"spoofed" by someone who is able to create
"http://big. exanpl e. conl popul ar page. ht i ". However, the use of
unnormal i zed character sequences, and of additional mappings for user
conveni ence, may increase the chance for spoofing. Protocols and
servers that allow the creation of resources with nanmes that are not
normel i zed are particularly vulnerable to such attacks. This is an

i nherent security problemof the relevant protocol, server, or
resource and is not specific to IRls, but it is nmentioned here for
conpl et eness.

Spoofing can occur in various IRl conponents, such as the domai n nane
part or a path part. For considerations specific to the domain nane

part, see [RFC3491]. For the path part, adm nistrators of sites that
al | ow i ndependent users to create resources in the sane sub area my

have to be careful to check for spoofing.

Spoofi ng can occur because in the UCS many characters | ook very
simlar. Details are discussed in Section 7.5. Again, this is very
simlar to spoofing possibilities on US-ASCIl, e.g., using "brOken"
or "lame" URIs.

Spoofi ng can occur when URIs with percent-encodi ngs based on vari ous
character encodings are accepted to deal with ol der user agents. In
some cases, particularly for Latin-based resource names, this is
usual |y easy to detect because UTF-8-encoded names, when interpreted
and viewed as | egacy character encodi ngs, produce nostly garbage.
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When concurrently used character encodi ngs have a simlar structure
but there are no characters that have exactly the sanme encodi ng,
detection is nore difficult.

Spoofing can occur with bidirectional IRls, if the restrictions in
section 4.2 are not followed. The same visual representation nmay be
interpreted as different |ogical representations, and vice versa. It
is also very inportant that a correct Unicode bidirectional

i mpl ement ati on be used.
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Appendi x A.  Design Alternatives

This section shortly summari zes major design alternatives and the
reasons for why they were not chosen.

Appendi x A.1. New Schene(s)

I ntroduci ng new schenmes (for example, httpi:, ftpi:,...) or a new
met ascheme (e.g., i:, leading to URI/IR prefixes such as i:http:
i:ftp:,...) was proposed to nake I RI-to-URl conversion schene

dependent or to distinguish between percent-encodings resulting from
I RI-to-URI conversion and percent-encodings fromlegacy character
encodi ngs.

New schenes are not needed to distinguish URIs fromtrue IRIs (i.e.,
IRIs that contain non-ASCI| characters). The benefit of being able
to detect the origin of percent-encodings is nmarginal, as UTF-8 can
be detected with very high reliability. Deploying new schenes is
extrenely hard, so not requiring new schenmes for IR s makes

depl oynent of IRIs vastly easier. Mking conversion scheme dependent
i s highly inadvisable and woul d be encouraged by separate schenes for
IRIs. Using a uniformconvention for conversion fromIRs to URI's
makes | Rl inplenentation orthogonal to the introduction of actual new
schenes.

Appendi x A. 2. Character Encodi ngs O her Than UTF-8

At an early stage, UTF-7 was considered as an alternative to UTF-8
when IRI's are converted to URIs. UTF-7 would not have needed
percent -encodi ng and in nost cases woul d have been shorter than
per cent - encoded UTF- 8.

Usi ng UTF-8 avoids a double |ayering and overl oadi ng of the use of
the "+" character. UTF-8 is fully conpatible with US-ASCI1 and has
theref ore been reconmended by the | ETF, and is being used wi dely.

UTF-7 has never been used nuch and is now clearly being di scouraged.
Requiring inplenentations to convert from UTF-8 to UTF-7 and back
woul d be an additional inplenmentation burden

Appendi x A. 3. New Encodi ng Convention
I nstead of using the existing percent-encoding convention of URIs,

which is based on octets, the idea was to create a new encodi ng
convention; for exanple, to use "%" to introduce UCS code points.

Duerst & Suignard St andards Track [ Page 44]



RFC 3987 Internationalized Resource ldentifiers January 2005

Using the existing octet-based percent-encodi ng nechani sm does not
need an upgrade of the URI syntax and does not need correspondi ng
server upgrades.

Appendi x A 4. Indicating Character Encodings in the URI/IR

Sone proposal s suggested indicating the character encodi ngs used in
an URI or IRl with some new syntactic convention in the URl itself,
simlar to the "charset" paraneter for e-mauils and Wb pages. As an
exanpl e, the label in square brackets in
"http://ww. exanpl e. org/ros[i so-8859-1] &*xE9"; indicated that the
followi ng "&#xE9"; had to be interpreted as iso-8859-1

If UTF-8 is used exclusively, an upgrade to the URI syntax is not
needed. It avoids potentially nmultiple |abels that have to be copied
correctly in all cases, even on the side of a bus or on a napkin,

| eading to usability problens (and bei ng prohibitively annoying).
Excl usi vely using UTF-8 al so reduces transcoding errors and
conf usi on.
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