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Abstract

A Uni form Resource ldentifier (URI) is a conpact sequence of
characters that identifies an abstract or physical resource. This
specification defines the generic URl syntax and a process for
resolving URI references that mght be in relative form along with
gui delines and security considerations for the use of URIs on the
Internet. The URI syntax defines a granmar that is a superset of all
valid URI's, allowi ng an inplenentation to parse the combn conponents
of a URI reference without knowi ng the schene-specific requirenents
of every possible identifier. This specification does not define a
generative grammar for URIs; that task is perforned by the individua
speci fications of each URI scherne.
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1.

1.

I nt roducti on

A Uni form Resource ldentifier (URI) provides a sinple and extensible
means for identifying a resource. This specification of URl syntax
and senmantics is derived fromconcepts introduced by the Wrld Wde
Web gl obal information initiative, whose use of these identifiers
dates from 1990 and is described in "Universal Resource ldentifiers
in WAWV [RFC1630]. The syntax is designed to neet the
recomendations laid out in "Functional Recommendations for |nternet
Resource Locators" [RFC1736] and "Functional Requirenents for Uniform
Resource Names" [RFC1737].

Thi s docunent obsol etes [ RFC2396], which merged " Uniform Resource
Locators" [RFC1738] and "Rel ative Uniform Resource Locators”

[ RFC1808] in order to define a single, generic syntax for all URls
It obsol etes [ RFC2732], which introduced syntax for an |Pv6 address.
It excludes portions of RFC 1738 that defined the specific syntax of
i ndi vi dual URI schenes; those portions will be updated as separate
docunents. The process for registration of new URI schenes is
defined separately by [BCP35]. Advice for designers of new URI
schenes can be found in [RFC2718]. Al significant changes from RFC
2396 are noted in Appendi x D

Thi s specification uses the terns "character" and "coded character
set" in accordance with the definitions provided in [BCP19], and
"character encoding" in place of what [BCP19] refers to as a
"charset".

Overview of URlI's

URIs are characterized as foll ows:

Uni form
Uniformty provides several benefits. It allows different types
of resource identifiers to be used in the same context, even when
the mechani sms used to access those resources may differ. It
all ows uniformsenmantic interpretation of common syntactic
conventions across different types of resource identifiers. It
all ows introduction of new types of resource identifiers wthout
interfering with the way that existing identifiers are used. It

allows the identifiers to be reused in many different contexts,
thus permtting new applications or protocols to | everage a pre-
existing, large, and widely used set of resource identifiers.
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Resour ce

This specification does not linmt the scope of what m ght be a
resource; rather, the term"resource" is used in a general sense
for whatever mght be identified by a URI. Famliar exanples

i nclude an el ectronic docunent, an inage, a source of information
with a consistent purpose (e.g., "today’ s weather report for Los
Angel es"), a service (e.g., an HITP-to- SM5 gateway), and a

coll ection of other resources. A resource is not necessarily
accessible via the Internet; e.g., human beings, corporations, and
bound books in a library can al so be resources. Likew se,
abstract concepts can be resources, such as the operators and
operands of a mathematical equation, the types of a relationship
(e.g., "parent" or "enployee"), or numeric values (e.g., zero,
one, and infinity).

Identifier

An identifier enbodies the information required to distinguish
what is being identified fromall other things within its scope of
identification. Qur use of the terms "identify" and "identifying"
refer to this purpose of distinguishing one resource from al

ot her resources, regardl ess of how that purpose is acconplished
(e.g., by name, address, or context). These terms should not be
nm st aken as an assunption that an identifier defines or enbodies
the identity of what is referenced, though that may be the case
for some identifiers. Nor should it be assumed that a system
using URIs will access the resource identified: in nmany cases,
URIs are used to denote resources w thout any intention that they
be accessed. Likewi se, the "one" resource identified m ght not be
singular in nature (e.g., a resource mght be a naned set or a
mappi ng that varies over tine).

A URl is an identifier consisting of a sequence of characters

mat ching the syntax rule named <URI > in Section 3. It enables
uniformidentification of resources via a separately defined

ext ensi bl e set of nami ng schemes (Section 3.1). How that
identification is acconplished, assigned, or enabled is delegated to
each schene specification

Thi s specification does not place any limts on the nature of a
resource, the reasons why an application night seek to refer to a
resource, or the kinds of systens that might use URIs for the sake of
identifying resources. This specification does not require that a
URI persists in identifying the sane resource over time, though that
is a conmmpn goal of all URI schenmes. Nevertheless, nothing in this
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specification prevents an application fromlimting itself to
particul ar types of resources, or to a subset of URI's that maintains
characteristics desired by that application

URI's have a gl obal scope and are interpreted consistently regardl ess
of context, though the result of that interpretation may be in
relation to the end-user’s context. For exanple, "http://local host/"
has the sane interpretation for every user of that reference, even
though the network interface corresponding to "local host” may be
different for each end-user: interpretation is independent of access.
However, an action made on the basis of that reference will take
place in relation to the end-user’s context, which inplies that an
action intended to refer to a globally unique thing nmust use a UR
that distinguishes that resource fromall other things. URIs that
identify in relation to the end-user’s | ocal context should only be
used when the context itself is a defining aspect of the resource,
such as when an on-line help manual refers to a file on the end-
user's file system(e.g., "file:///etc/hosts").

1.1.1. Generic Syntax

Each URI begins with a schene name, as defined in Section 3.1, that
refers to a specification for assigning identifiers within that
scheme. As such, the URI syntax is a federated and extensibl e nam ng
system wherei n each schene’s specification nay further restrict the
syntax and semantics of identifiers using that schene.

Thi s specification defines those elenments of the URI syntax that are
required of all URI schenmes or are common to many URI schenes. It
thus defines the syntax and semantics needed to inpl enent a schene-

i ndependent parsing nmechanismfor URI references, by which the
schene- dependent handling of a URI can be postponed until the
schene- dependent senmantics are needed. Likew se, protocols and data
formats that nake use of URI references can refer to this
specification as a definition for the range of syntax allowed for al
URI's, including those schenes that have yet to be defined. This
decoupl es the evolution of identification schemes fromthe evol ution
of protocols, data formats, and inplenmentations that nmake use of

URI s.

A parser of the generic URI syntax can parse any URI reference into
its maj or conponents. Once the schene is determn ned, further

schene-speci fic parsing can be performed on the conmponents. In other
words, the URI generic syntax is a superset of the syntax of all UR
schenes.
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1.1.2. Exanples

The following exanple URIs illustrate several URl schemes and
variations in their compn syntax components:

ftp://ftp.is.co.zalrfc/rfcl808.txt
http://ww.ietf.org/rfc/rfc2396.txt

| dap://[2001: db8: : 7] / c=GB?0bj ect C ass?one
mai | t o: John. Doe@xanpl e. com

news: conp. i nf osyst ens. www. servers. uni X
tel:+1-816-555-1212
telnet://192.0. 2. 16: 80/

urn: oasi s: nanes: speci fi cati on: docbook: dtd: xm : 4.1.2

1.1.3. URI, URL, and URN

A URI can be further classified as a |ocator, a name, or both. The
term "Uni form Resource Locator" (URL) refers to the subset of URIs
that, in addition to identifying a resource, provide a neans of

| ocating the resource by describing its primry access nmechani sm
(e.g., its network "location"). The term "Uniform Resource Nane"
(URN) has been used historically to refer to both URIs under the
"urn" scheme [RFC2141], which are required to remain globally unique
and persistent even when the resource ceases to exist or becones
unavail able, and to any other URI with the properties of a nane.

An individual schene does not have to be classified as being just one
of "nane" or "locator". Instances of URIs fromany given schene may
have the characteristics of names or |ocators or both, often
dependi ng on the persistence and care in the assignnent of
identifiers by the namng authority, rather than on any quality of
the schene. Future specifications and rel ated docunentation should
use the general term"URI" rather than the nore restrictive terns
"URL" and "URN' [ RFC3305] .
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1.2. Design Considerations
1.2.1. Transcription

The URI syntax has been designed with global transcription as one of
its main considerations. A URl is a sequence of characters froma
very limted set: the letters of the basic Latin al phabet, digits,
and a few special characters. A URI may be represented in a variety
of ways; e.g., ink on paper, pixels on a screen, or a sequence of
character encoding octets. The interpretation of a URH depends only
on the characters used and not on how those characters are
represented in a network protocol

The goal of transcription can be described by a sinple scenario.

I mgi ne two col | eagues, Samand Kim sitting in a pub at an

i nternational conference and exchangi ng research ideas. Sam asks Kim
for a location to get nore infornmation, so Kimwites the URI for the
research site on a napkin. Upon returning honme, Samtakes out the
napkin and types the URI into a conputer, which then retrieves the
informati on to which Kimreferred.

There are several design considerations reveal ed by the scenari o:

o A URl is a sequence of characters that is not always represented
as a sequence of octets.

o0 A URl mght be transcribed froma non-network source and thus
shoul d consi st of characters that are nost |ikely able to be
entered into a conputer, within the constraints inposed by
keyboards (and rel ated i nput devices) across |anguages and
| ocal es.

o A URl often has to be renenbered by people, and it is easier for
people to renenber a URI when it consists of neaningful or
fam |iar conponents.

These design considerations are not always in alignnent. For
exanple, it is often the case that the nost neaningful name for a UR
component woul d require characters that cannot be typed into sone
systens. The ability to transcribe a resource identifier fromone
medi um t o anot her has been considered nore inportant than having a
URI consist of the nmpost meani ngful of conponents.

In local or regional contexts and with inproving technol ogy, users

m ght benefit frombeing able to use a wider range of characters;
such use is not defined by this specification. Percent-encoded
octets (Section 2.1) may be used within a URI to represent characters
outside the range of the US-ASCI| coded character set if this
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representation is allowed by the schenme or by the protocol elenent in
which the URI is referenced. Such a definition should specify the
character encoding used to map those characters to octets prior to
bei ng percent-encoded for the URI.

1.2.2. Separating ldentification fromlInteraction

A common m sunderstanding of URIs is that they are only used to refer
to accessible resources. The UR itself only provides
identification; access to the resource is neither guaranteed nor
inmplied by the presence of a URI. [Instead, any operation associated
with a URI reference is defined by the protocol elenent, data fornat
attribute, or natural |anguage text in which it appears.

Gven a URI, a systemmay attenpt to performa variety of operations
on the resource, as m ght be characterized by words such as "access",
"update", "replace", or "find attributes". Such operations are
defined by the protocols that nake use of URIs, not by this
specification. However, we do use a few general terns for describing
comon operations on URIs. UR "resolution" is the process of
determ ni ng an access nechani smand the appropriate paraneters
necessary to dereference a URI; this resolution may require severa
iterations. To use that access nmechanismto performan action on the
URI’'s resource is to "dereference" the UR.

When URIs are used within information retrieval systens to identify
sources of information, the most conmon form of URI dereference is
"retrieval": making use of a URl in order to retrieve a
representation of its associated resource. A "representation" is a
sequence of octets, along with representati on netadata descri bing
those octets, that constitutes a record of the state of the resource
at the tine when the representation is generated. Retrieval is

achi eved by a process that m ght include using the URI as a cache key
to check for a locally cached representation, resolution of the UR
to determ ne an appropriate access nmechanism (if any), and
dereference of the URI for the sake of applying a retrieva

operation. Depending on the protocols used to performthe retrieval,
additional information m ght be supplied about the resource (resource
metadata) and its relation to other resources.

URI references in information retrieval systens are designed to be

| ate-binding: the result of an access is generally determ ned when it
is accessed and may vary over time or due to other aspects of the
interaction. These references are created in order to be used in the
future: what is being identified is not sone specific result that was
obtained in the past, but rather sone characteristic that is expected
to be true for future results. In such cases, the resource referred
to by the URI is actually a sameness of characteristics as observed
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over time, perhaps elucidated by additional comrents or assertions
made by the resource provider.

Al t hough many URI schemes are naned after protocols, this does not
inmply that use of these URIs will result in access to the resource
via the nanmed protocol. URIs are often used sinply for the sake of
identification. Even when a URI is used to retrieve a representation
of a resource, that access m ght be through gateways, proxies,

caches, and nane resol ution services that are independent of the
protocol associated with the schene nane. The resolution of sone
URI's may require the use of nore than one protocol (e.g., both DNS
and HTTP are typically used to access an "http" URI's origin server
when a representation isn't found in a | ocal cache).

1.2. 3. H erarchical ldentifiers

The URI syntax is organi zed hierarchically, with conponents listed in
order of decreasing significance fromleft to right. For sonme URI
schenes, the visible hierarchy is linmted to the schene itself:
everything after the scheme conponent delimter (":") is considered
opaque to URI processing. Oher URI schemes nake the hierarchy
explicit and visible to generic parsing al gorithns.

The generic syntax uses the slash ("/"), question mark ("?"), and
nunmber sign ("#") characters to delimt conponents that are
significant to the generic parser’s hierarchical interpretation of an
identifier. 1In addition to aiding the readability of such
identifiers through the consistent use of fanmliar syntax, this

uni form representation of hierarchy across nam ng schenes all ows
schene-i ndependent references to be nmade relative to that hierarchy.

It is often the case that a group or "tree" of documents has been
constructed to serve a common purpose, wherein the vast majority of
URI references in these docunents point to resources within the tree
rather than outside it. Simlarly, docunents |ocated at a particul ar
site are nuch nore likely to refer to other resources at that site
than to resources at renote sites. Relative referencing of URs
al | ows docunent trees to be partially independent of their |ocation
and access scheme. For instance, it is possible for a single set of
hypert ext docunents to be sinultaneously accessible and traversable
via each of the "file", "http", and "ftp" schenes if the docunents
refer to each other with relative references. Furthernore, such
docunent trees can be noved, as a whole, wthout changing any of the
relative references.

A relative reference (Section 4.2) refers to a resource by describing

the difference within a hierarchical nane space between the reference
context and the target URI. The reference resolution algorithm
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presented in Section 5, defines how such a reference is transforned
to the target URI. As relative references can only be used within
the context of a hierarchical UR, designers of new URl schenes
shoul d use a syntax consistent with the generic syntax's hierarchica
conponents unless there are conpelling reasons to forbid relative
referencing within that schene.

NOTE: Previous specifications used the terns "partial UR" and
"relative URI" to denote a relative reference to a URI. As sone
readers m sunderstood those terns to nmean that relative URIs are a
subset of URIs rather than a nethod of referencing URIs, this
specification sinply refers to themas relative references

All UR references are parsed by generic syntax parsers when used.
However, because hierarchical processing has no effect on an absol ute
URI used in a reference unless it contains one or nore dot-segnents
(conpl ete path segnments of "." or "..", as described in Section 3.3),
URI schene specifications can define opaque identifiers by

di sall owi ng use of slash characters, question mark characters, and
the URIs "schenme:." and "schene:..".

1.3. Syntax Notation

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
notation of [RFC2234], including the followi ng core ABNF syntax rules
defined by that specification: ALPHA (letters), CR (carriage return),
DA T (decimal digits), DQUOTE (doubl e quote), HEXD G (hexadeci ma
digits), LF (line feed), and SP (space). The conplete URI syntax is
collected in Appendi x A

2. Characters

The URI syntax provides a nmethod of encoding data, presumably for the
sake of identifying a resource, as a sequence of characters. The UR
characters are, in turn, frequently encoded as octets for transport
or presentation. This specification does not nandate any particul ar
character encoding for mapping between URI characters and the octets
used to store or transmt those characters. Wen a URI appears in a
protocol elenent, the character encoding is defined by that protocol;
wi t hout such a definition, a URl is assuned to be in the sane
character encoding as the surroundi ng text.

The ABNF notation defines its term nal values to be non-negative

i ntegers (codepoi nts) based on the US-ASCI| coded character set
[ASCII]. Because a URI is a sequence of characters, we nust invert
that relation in order to understand the URI syntax. Therefore, the
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i nteger val ues used by the ABNF nust be mapped back to their
correspondi ng characters via US-ASCI| in order to conplete the syntax
rul es.

A URl is conposed froma limted set of characters consisting of
digits, letters, and a few graphic synbols. A reserved subset of
those characters may be used to delinmit syntax conponents within a
URI while the remaining characters, including both the unreserved set
and those reserved characters not acting as delinmters, define each
conponent’s identifying data.

2.1. Percent-Encoding

A percent-encodi ng nechanismis used to represent a data octet in a
component when that octet’s corresponding character is outside the
all owed set or is being used as a delimter of, or within, the
conponent. A percent-encoded octet is encoded as a character
triplet, consisting of the percent character "% followed by the two
hexadeci mal digits representing that octet’s nuneric value. For
exanpl e, "%0" is the percent-encoding for the binary octet
"00100000" (ABNF: %20), which in US-ASCI| corresponds to the space
character (SP). Section 2.4 describes when percent-encodi ng and
decoding is applied.

pct -encoded = "% HEXDI G HEXDI G

The uppercase hexadecimal digits A through 'F are equivalent to
the lowercase digits 'a through "f’', respectively. If two URIs
differ only in the case of hexadecinal digits used in percent-encoded
octets, they are equivalent. For consistency, URl producers and
normeal i zers shoul d use uppercase hexadecinmal digits for all percent-
encodi ngs.

2.2. Reserved Characters

URI s include conponents and subconponents that are delinmted by
characters in the "reserved" set. These characters are called
"reserved" because they may (or may not) be defined as delimters by
the generic syntax, by each schene-specific syntax, or by the

i mpl ementation-specific syntax of a URI's dereferencing algorithm

If data for a URI conponent would conflict with a reserved
character’s purpose as a delimter, then the conflicting data nust be
per cent - encoded before the URI is forned.
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reserved = gen-delins / sub-delins

1
~

gen-del i ns B e e A Y B Y AN )

sub-del i s R A S A A A A G A B
+

A R A A A

The purpose of reserved characters is to provide a set of delimting
characters that are distinguishable fromother data within a URl.
URIs that differ in the replacenent of a reserved character with its
correspondi ng percent-encoded octet are not equivalent. Percent-
encodi ng a reserved character, or decodi ng a percent-encoded octet
that corresponds to a reserved character, will change how the URl is
interpreted by nost applications. Thus, characters in the reserved
set are protected fromnornalization and are therefore safe to be
used by schene-specific and producer-specific algorithns for
delinmting data subconmponents within a URI.

A subset of the reserved characters (gen-delins) is used as
delinmters of the generic URI conponents described in Section 3. A
component’s ABNF syntax rule will not use the reserved or gen-delins
rule nanes directly; instead, each syntax rule lists the characters
all owed within that conponent (i.e., not delimting it), and any of
those characters that are also in the reserved set are "reserved" for
use as subconponent delinmiters within the conponent. Only the nost
common subconponents are defined by this specification; other
subconponents may be defined by a URI schene’s specification, or by
the inplementation-specific syntax of a URI's dereferencing

al gorithm provided that such subconponents are delinited by
characters in the reserved set allowed w thin that conponent.

URI producing applications shoul d percent-encode data octets that
correspond to characters in the reserved set unless these characters
are specifically allowed by the URI schene to represent data in that
conmponent. If a reserved character is found in a URl conponent and
no delimting role is knowmn for that character, then it must be
interpreted as representing the data octet corresponding to that
character’s encoding in US-ASClI.

2.3. Unreserved Characters
Characters that are allowed in a URI but do not have a reserved
purpose are called unreserved. These include uppercase and | owercase

letters, decimal digits, hyphen, period, underscore, and tilde.

unreserved = ALPHA/ DQET/ "-" [ "." [ " [ "~"
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URIs that differ in the replacenent of an unreserved character wth
its correspondi ng percent-encoded US-ASClI| octet are equival ent: they
identify the sane resource. However, URI conparison inplenmentations
do not always performnormalization prior to conparison (see Section
6). For consistency, percent-encoded octets in the ranges of ALPHA
(%11- %bA and %61-%A), DIAT (9%30-9%39), hyphen (9%2D), period (9%RE),
underscore (%F), or tilde (%E) should not be created by UR
producers and, when found in a URI, should be decoded to their
correspondi ng unreserved characters by UR normalizers.

2.4. \Wen to Encode or Decode

Under normal circunstances, the only tine when octets within a URI
are percent-encoded is during the process of producing the URI from
its conmponent parts. This is when an inplenentation determnm nes which
of the reserved characters are to be used as subconponent delimters
and which can be safely used as data. Once produced, a URl is always
inits percent-encoded form

When a URl is dereferenced, the conponents and subconponents
significant to the scheme-specific dereferencing process (if any)
must be parsed and separated before the percent-encoded octets within
those conponents can be safely decoded, as otherw se the data nmay be
nm st aken for conponent delimters. The only exception is for

per cent - encoded octets corresponding to characters in the unreserved
set, which can be decoded at any tine. For exanple, the octet
corresponding to the tilde ("~") character is often encoded as "%E"
by ol der URI processing inplenentations; the "%E" can be repl aced by
"~" without changing its interpretation

Because the percent ("% ) character serves as the indicator for
percent -encoded octets, it nmust be percent-encoded as "%®5" for that
octet to be used as data within a URI. Inplenentations nust not
percent - encode or decode the same string nore than once, as decoding
an al ready decoded string might lead to msinterpreting a percent
data octet as the beginning of a percent-encoding, or vice versa in
the case of percent-encoding an already percent-encoded string.

2.5. ldentifying Data

URI characters provide identifying data for each of the UR
conponents, serving as an external interface for identification

bet ween systemnms. Although the presence and nature of the UR
production interface is hidden fromclients that use its URIs (and is
thus beyond the scope of the interoperability requirements defined by
this specification), it is a frequent source of confusion and errors
inthe interpretation of URl character issues. |Inplenenters have to
be aware that there are multiple character encodings involved in the

Berners-Lee, et al. St andards Track [ Page 14]



RFC 3986 URI Ceneric Syntax January 2005

production and transnission of URIs: |ocal name and data encodi ng,
public interface encoding, URl character encoding, data fornat
encodi ng, and protocol encoding.

Local nanes, such as file system nanes, are stored with a | oca
character encoding. URI producing applications (e.g., origin
servers) will typically use the |ocal encoding as the basis for
produci ng neani ngful nanmes. The URI producer will transformthe

| ocal encoding to one that is suitable for a public interface and
then transformthe public interface encoding into the restricted set
of URI characters (reserved, unreserved, and percent-encodi ngs).
Those characters are, in turn, encoded as octets to be used as a
reference within a data format (e.g., a docunment charset), and such
data formats are often subsequently encoded for transm ssion over

I nternet protocols.

For nost systens, an unreserved character appearing within a URI
conmponent is interpreted as representing the data octet corresponding
to that character’s encoding in US-ASCII. Consuners of URIs assune
that the letter "X' corresponds to the octet "01011000", and even
when that assunption is incorrect, there is no harmin nmaking it. A
systemthat internally provides identifiers in the formof a

di fferent character encoding, such as EBCDIC, will generally perform
character translation of textual identifiers to UTF-8 [ STD63] (or
some ot her superset of the US-ASCI| character encoding) at an
internal interface, thereby providing nore neaningful identifiers
than those resulting fromsinply percent-encoding the origina
octets.

For exanple, consider an information service that provides data,
stored locally using an EBCDI C-based file system to clients on the
Internet through an HTTP server. \Wen an author creates a file with
the nanme "Laguna Beach" on that file system the "http" UR
corresponding to that resource is expected to contain the neaningfu
string "Laguna%0Beach". |f, however, that server produces URIs by
using an overly sinplistic raw octet mapping, then the result would
be a URI containing "%D3%81%87%A4%05%81@€C2Y85%81983%88". An
internal transcoding interface fixes this problem by transcoding the
| ocal name to a superset of US-ASCII prior to producing the URI.
Natural ly, proper interpretation of an incomng URI on such an
interface requires that percent-encoded octets be decoded (e.g.,
"920" to SP) before the reverse transcoding is applied to obtain the
| ocal nane.

In sone cases, the internal interface between a URI conponent and the
identifying data that it has been crafted to represent is nmuch |ess
direct than a character encoding translation. For exanple, portions
of a URI might reflect a query on non-ASCI| data, or nuneric
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coordi nates on a map. Likewise, a URl scheme nmay define conmponents
with additional encoding requirenents that are applied prior to
form ng the conmponent and producing the URI.

When a new URI schene defines a conponent that represents textua
data consisting of characters fromthe Universal Character Set [UCS],
the data should first be encoded as octets according to the UTF-8
character encoding [ STD63]; then only those octets that do not
correspond to characters in the unreserved set should be percent-
encoded. For exanple, the character A would be represented as "A"
the character LATIN CAPI TAL LETTER A WTH GRAVE woul d be represented
as "%C3980", and the character KATAKANA LETTER A woul d be represented
as " YE3YB2%A2" .

3. Syntax Conponents

The generic URI syntax consists of a hierarchical sequence of
conmponents referred to as the schene, authority, path, query, and
fragment.

URI schene

hier-part [ "?" query ] [ "#" fragnent ]
hi er - part = "//" authority path-abenpty
/ path-absol ute

| path-rootless
/

pat h- enpty

The schene and pat h conponents are required, though the path may be
enpty (no characters). \When authority is present, the path nust
either be enpty or begin with a slash ("/") character. Wen
authority is not present, the path cannot begin with two sl ash
characters ("//"). These restrictions result in five different ABNF
rules for a path (Section 3.3), only one of which will match any
given URI reference.

The following are two exanple URI's and their component parts:

foo://exampl e. com 8042/ over/t her e?name=f err et #nose

\ _/ \ I\ /\ I\
| B | | |
schene authority pat h query f ragnent
I | __
I\ \

urn: exanpl e: ani mal : ferret: nose
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3.1. Schene

Each URI begins with a scheme name that refers to a specification for
assigning identifiers within that schenme. As such, the URI syntax is
a federated and extensible nam ng system wherein each schene’'s
specification may further restrict the syntax and semantics of
identifiers using that schene.

Schene nanes consi st of a sequence of characters beginning with a
letter and followed by any conbination of letters, digits, plus
("+"), period ("."), or hyphen ("-"). Although schenes are case-
insensitive, the canonical formis | owercase and docunments that
specify schenmes nmust do so with |owercase letters. An inplenmentation
shoul d accept uppercase letters as equivalent to | owercase in schene
nanes (e.g., allow "HITP' as well as "http") for the sake of

r obust ness but should only produce | owercase schene nanes for
consi st ency.

schene = ALPHA *( ALPHA / DIGT / "+" [ "-" [ "." )

I ndi vi dual schenes are not specified by this docunent. The process
for registration of new URI schenes is defined separately by [BCP35].
The schene registry maintains the nmappi ng between schene nanes and
their specifications. Advice for designers of new URI schenes can be
found in [RFC2718]. URl schene specifications nust define their own
syntax so that all strings matching their schenme-specific syntax wll
al so match the <absol ute-URI > grammar, as described in Section 4. 3.

When presented with a URI that violates one or nore schene-specific
restrictions, the schene-specific resolution process should flag the
reference as an error rather than ignore the unused parts; doing so
reduces the number of equivalent URIs and hel ps detect abuses of the
generic syntax, which mght indicate that the URI has been
constructed to mslead the user (Section 7.6).

3.2. Authority

Many URI schenes include a hierarchical elenment for a nam ng
authority so that governance of the nane space defined by the

remai nder of the URI is delegated to that authority (which nmay, in
turn, delegate it further). The generic syntax provides a conmon
means for distinguishing an authority based on a registered nane or
server address, along with optional port and user information.

The authority conponent is preceded by a double slash ("//") and is

term nated by the next slash ("/"), question mark ("?"), or nunber
sign ("#") character, or by the end of the UR
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authority = [ userinfo "@ ] host | port ]

URI producers and normalizers should omit the ":" delimter that
separates host fromport if the port conmponent is enpty. Sone
schenes do not allow the userinfo and/or port subconponents.

If a URI contains an authority conponent, then the path component
must either be enpty or begin with a slash ("/") character. Non-
validating parsers (those that nmerely separate a URI reference into
its major conponents) will often ignore the subconponent structure of
authority, treating it as an opaque string fromthe doubl e-slash to
the first termnating delimter, until such tinme as the URl is

der ef er enced.

3.2.1. User Information

The userinfo subconponent may consi st of a user nane and, optionally,
schene-specific informati on about how to gain authorization to access
the resource. The user information, if present, is followed by a
comrercial at-sign ("@) that delimts it fromthe host.

userinfo = *( unreserved / pct-encoded / sub-delins / ":" )

Use of the format "user:password"” in the userinfo field is
deprecated. Applications should not render as clear text any data
after the first colon (":") character found within a userinfo
subconponent unless the data after the colon is the enpty string
(indicating no password). Applications may choose to ignore or
reject such data when it is received as part of a reference and
shoul d reject the storage of such data in unencrypted form The
passi ng of authentication information in clear text has proven to be
a security risk in alnost every case where it has been used

Applications that render a URI for the sake of user feedback, such as
i n graphi cal hypertext browsing, should render userinfo in a way that
i s distinguished fromthe rest of a URI, when feasible. Such
rendering will assist the user in cases where the userinfo has been
m sl eadingly crafted to look like a trusted domai n name

(Section 7.6).

3.2.2. Host

The host subconponent of authority is identified by an IP litera
encapsul ated within square brackets, an | Pv4 address in dotted-
decimal form or a registered nane. The host subconponent is case-
insensitive. The presence of a host subconponent within a URl does
not inply that the schene requires access to the given host on the
Internet. |In many cases, the host syntax is used only for the sake
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of reusing the existing registration process created and depl oyed for
DNS, thus obtaining a globally unique name w thout the cost of

depl oyi ng another registry. However, such use comes with its own
costs: donmai n name ownership may change over tine for reasons not
anticipated by the URI producer. |In other cases, the data within the
host conponent identifies a registered nane that has nothing to do
with an Internet host. W use the nane "host" for the ABNF rul e
because that is its nbst comon purpose, not its only purpose.

host = IP-literal / |Pv4address / reg-nane

The syntax rule for host is anbi guous because it does not conpletely
di stingui sh between an | Pv4address and a reg-name. |n order to

di sanbi guate the syntax, we apply the "first-match-wi ns" al gorithm
If host matches the rule for |Pv4address, then it should be
considered an | Pv4 address literal and not a reg-nane. Although host
is case-insensitive, producers and nornalizers should use | owercase
for registered nanes and hexadeci nal addresses for the sake of
uniformty, while only using uppercase letters for percent-encodings.

A host identified by an Internet Protocol literal address, version 6
[ RFC3513] or later, is distinguished by enclosing the IP litera

wi thin square brackets ("[" and "]"). This is the only place where
square bracket characters are allowed in the URI syntax. In
anticipation of future, as-yet-undefined IP literal address formats,
an inplementati on may use an optional version flag to indicate such a
format explicitly rather than rely on heuristic determ nation

"[" ( | Pv6address / |PvFuture ) "]"

IP-literal
| PvFuture = "v" 1*HEXDIG "." 1*( unreserved / sub-delinms / ":" )

The version flag does not indicate the IP version; rather, it
indicates future versions of the literal format. As such,

i npl ementations nust not provide the version flag for the existing

I Pv4 and I Pv6 literal address forms described below. [|f a UR
containing an IP-literal that starts with "v" (case-insensitive),
indicating that the version flag is present, is dereferenced by an
application that does not know the neaning of that version flag, then
the application should return an appropriate error for "address
mechani sm not support ed"

A host identified by an IPv6 literal address is represented inside
the square brackets w thout a preceding version flag. The ABNF
provided here is a translation of the text definition of an |IPv6
literal address provided in [RFC3513]. This syntax does not support
| Pv6 scoped addressing zone identifiers.
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A 128-bit IPv6 address is divided into eight 16-bit pieces. Each
piece is represented nunerically in case-insensitive hexadeci mal,
usi ng one to four hexadecimal digits (leading zeroes are permtted).
The ei ght encoded pieces are given nost-significant first, separated
by colon characters. Optionally, the |east-significant two pieces
may instead be represented in | Pv4 address textual format. A
sequence of one or more consecutive zero-valued 16-bit pieces within
the address may be elided, omitting all their digits and | eaving
exactly two consecutive colons in their place to mark the elision

| Pv6address = 6( hle ":" ) 1s32
/ "::" 5( hle ":" ) 1s32
| hi6 ] "::" 4( hl6é ":" ) 1s32
/[ *1( h16 ":" ) hi16 ] "::" 3( hle ":" ) 1s32
[ [ *2( h16 ":" ) hi6 ] "::" 2( hle ":" ) 1s32
[ [ *3( h16 ":" ) hie ] "::" hie ":" | s32
/[ *4( h16 ":" ) hi6 ] "::" | s32
[ [ *5( h16 ":" ) hl6 ] "::" h16
/[ *6( h16 ":" ) hl6 ] "::"

| s32 = ( hle ":" h1l6 ) / |1Pv4address
; least-significant 32 bits of address

h16 = 1*4HEXD G

; 16 bits of address represented in hexadeci ma

A host identified by an I1Pv4 literal address is represented in
dotted-deci mal notation (a sequence of four decimal nunbers in the
range 0 to 255, separated by "."), as described in [ RFC1123] by
reference to [RFC0952]. Note that other forns of dotted notation may
be interpreted on some platforns, as described in Section 7.4, but
only the dotted-decimal formof four octets is allowed by this

gr anmmar .
| Pv4address = dec-octet "." dec-octet "." dec-octet "." dec-octet
dec- oct et =DIAdT ; 0-9

/| %31-39 DIG T ; 10-99

/[ "1" 2DIGAT ; 100-199
/ "2" 9%30-34 DIGT ;. 200- 249
/[ "25" 9%30-35 ;. 250- 255

A host identified by a registered nanme is a sequence of characters
usual Iy intended for |ookup within a locally defined host or service
nane registry, though the URI's schene-specific semantics may require
that a specific registry (or fixed nane table) be used instead. The
nmost conmon nane registry nmechanismis the Dormai n Name System ( DNS)

A registered nane intended for |lookup in the DNS uses the syntax
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defined in Section 3.5 of [RFCL034] and Section 2.1 of [RFC1123].
Such a nane consists of a sequence of domain | abels separated by ".",
each domain | abel starting and ending with an al phanuneric character

and possibly also containing "-" characters. The rightnost domain
| abel of a fully qualified domain nane in DNS nay be followed by a
single "." and should be if it is necessary to distinguish between

the conpl ete dormai n name and somne | ocal donain
reg- name = *( unreserved / pct-encoded / sub-delins )

If the URI schene defines a default for host, then that default
appl i es when the host subconponent is undefined or when the
registered name is enpty (zero length). For exanple, the "file" UR
schene is defined so that no authority, an enpty host, and

"l ocal host" all mean the end-user’s machine, whereas the "http"
schene considers a missing authority or enpty host invalid.

Thi s specification does not mandate a particul ar regi stered nanme

| ookup technol ogy and therefore does not restrict the syntax of reg-
nane beyond what is necessary for interoperability. Instead, it

del egates the issue of registered name syntax conformance to the
operating system of each application performng URI resolution, and
that operating systemdecides what it will allow for the purpose of
host identification. A UR resolution inplenentation m ght use DNS
host tables, yellow pages, Netlnfo, WNS, or any other systemfor

| ookup of registered nanes. However, a globally scoped nam ng
system such as DNS fully qualified domain nanes, is necessary for
URIs intended to have gl obal scope. URl producers should use nanes
that conformto the DNS syntax, even when use of DNS is not

i mredi ately apparent, and should limt these nanes to no nore than
255 characters in | ength.

The reg-name syntax all ows percent-encoded octets in order to
represent non-ASClI| registered nanes in a uniformway that is

i ndependent of the underlying nanme resol ution technol ogy. Non-ASCl I
characters nust first be encoded according to UTF-8 [STD63], and then
each octet of the correspondi ng UTF-8 sequence rust be percent-
encoded to be represented as URI characters. URl producing
appl i cations nmust not use percent-encoding in host unless it is used
to represent a UTF-8 character sequence. Wen a non-ASClI| registered
nane represents an internationalized donmain nane intended for
resolution via the DNS, the name nust be transformed to the | DNA
encodi ng [ RFC3490] prior to nane | ookup. URlI producers should
provi de these registered names in the | DNA encodi ng, rather than a
percent-encoding, if they wish to maxim ze interoperability with

| egacy URI resol vers.
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3.2. 3. Port

The port subconponent of authority is designated by an optional port
nunber in decimal following the host and delinmted fromit by a
single colon (":") character

port =*DAT

A schene may define a default port. For exanple, the "http" schene
defines a default port of "80", corresponding to its reserved TCP
port nunber. The type of port designated by the port nunber (e.g.,
TCP, UDP, SCTP) is defined by the URI scherme. URI producers and
normel i zers should onmt the port conponent and its ":" delimter if
port is enpty or if its value would be the same as that of the
schene’ s defaul t.

3.3. Path

The path conponent contains data, usually organized in hierarchica
form that, along with data in the non-hierarchical query component
(Section 3.4), serves to identify a resource within the scope of the
URI's schene and naming authority (if any). The path is term nated
by the first question mark ("?") or nunber sign ("#") character, or
by the end of the URI

If a URI contains an authority conponent, then the path component
must either be enpty or begin with a slash ("/") character. |If a UR
does not contain an authority conponent, then the path cannot begin
with two slash characters ("//"). 1In addition, a URI reference
(Section 4.1) may be a relative-path reference, in which case the
first path segnent cannot contain a colon (":") character. The ABNF
requires five separate rules to disanbiguate these cases, only one of
which will match the path substring within a given URl reference. W
use the generic term"path conponent” to describe the URI substring
mat ched by the parser to one of these rules.

pat h

pat h- abenpty begins with "/" or is enpty

/ path-absol ute ; begins with "/" but not "//"

/ pat h-noschene ; begins with a non-col on segnent
/ path-rootless ; begins with a segnent

/ path-enpty ; zero characters

pat h- abenpty

pat h- absol ut e
pat h- noscheme
pat h-root| ess

pat h-enpty

*( """ segnment )

"/" [ segnent-nz *( "/" segnent ) ]
segnment-nz-nc *( "/" segnment )
segnent-nz *( "/" segnment )
O<pchar >
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segnent
segnent - nz
segnment - nz- nc

*pchar

1*pchar

1*( unreserved / pct-encoded / sub-delins / "@ )
non-zero-|l ength segnment w thout any colon ":"

pchar = unreserved / pct-encoded / sub-delins / ":" | "@

A path consists of a sequence of path segnents separated by a sl ash
("/") character. A path is always defined for a URI, though the
defined path may be enpty (zero length). Use of the slash character
to indicate hierarchy is only required when a URl will be used as the
context for relative references. For exanple, the UR

<mai | t o: fred@xanpl e. con> has a path of "fred@xanpl e.conm', whereas
the URI <foo://info.exanple.conPfred> has an enpty path.

The path segnents and "..", also known as dot-segnents, are
defined for relative reference within the path nane hierarchy. They
are intended for use at the beginning of a relative-path reference
(Section 4.2) to indicate relative position within the hierarchica
tree of names. This is simlar to their role within sone operating
systens’ file directory structures to indicate the current directory
and parent directory, respectively. However, unlike in a file
system these dot-segnments are only interpreted within the URI path
hi erarchy and are renoved as part of the resolution process (Section
5.2).

Aside from dot-segnments in hierarchical paths, a path segnment is
consi dered opaque by the generic syntax. URlI producing applications
often use the reserved characters allowed in a segnment to delimt
schene-speci fic or dereference-handl er-specific subconponents. For
exanple, the semicolon (";") and equals ("=") reserved characters are
often used to delimt paraneters and paraneter val ues applicable to
that segnent. The comma (",") reserved character is often used for
sim lar purposes. For exanple, one URH producer might use a segnent
such as "name;v=1.1" to indicate a reference to version 1.1 of

"nanme", whereas another m ght use a segnent such as "nane,1.1" to
indicate the sane. Paraneter types nay be defined by scheme-specific
semantics, but in nost cases the syntax of a parameter is specific to
the inplementation of the URI’'s dereferencing algorithm

3.4. Query

The query conponent contai ns non-hierarchical data that, along with
data in the path conponent (Section 3.3), serves to identify a
resource within the scope of the URI's schene and nami ng authority
(if any). The query conponent is indicated by the first question
mark ("?") character and terninated by a nunber sign ("#") character
or by the end of the URI.
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query = *( pchar / "/" [ "?" )

The characters slash ("/") and question mark ("?") may represent data
within the query conponent. Beware that sone ol der, erroneous

i npl ementati ons may not handl e such data correctly when it is used as
the base URI for relative references (Section 5.1), apparently
because they fail to distinguish query data from path data when

| ooking for hierarchical separators. However, as query components
are often used to carry identifying information in the form of
"key=val ue" pairs and one frequently used value is a reference to
another URI, it is sonmetines better for usability to avoid percent-
encodi ng those characters.

3.5. Fragnent

The fragment identifier conponent of a URI allows indirect
identification of a secondary resource by reference to a primary
resource and additional identifying information. The identified
secondary resource nmay be some portion or subset of the primary
resource, sone view on representations of the primary resource, or
some ot her resource defined or described by those representations. A
fragment identifier conponent is indicated by the presence of a
nunber sign ("#") character and term nated by the end of the UR

f ragment = *( pchar [/ "/" | "?" )

The semantics of a fragment identifier are defined by the set of
representations that mght result froma retrieval action on the
primary resource. The fragnment’'s format and resolution is therefore
dependent on the nedia type [ RFC2046] of a potentially retrieved
representation, even though such a retrieval is only perforned if the
URI is dereferenced. |If no such representation exists, then the
semantics of the fragment are considered unknown and are effectively
unconstrai ned. Fragnent identifier semantics are independent of the
URI schene and thus cannot be redefined by schene specifications.

I ndi vi dual media types may define their own restrictions on or
structures within the fragnment identifier syntax for specifying
different types of subsets, views, or external references that are
identifiable as secondary resources by that nmedia type. If the
primary resource has nultiple representations, as is often the case
for resources whose representation is selected based on attributes of
the retrieval request (a.k.a., content negotiation), then whatever is
identified by the fragnent shoul d be consistent across all of those
representations. Each representation should either define the
fragnment so that it corresponds to the sane secondary resource,
regardl ess of howit is represented, or should | eave the fragnent
undefined (i.e., not found).
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As with any URI, use of a fragment identifier conponent does not
inmply that a retrieval action will take place. A URl with a fragnent
identifier may be used to refer to the secondary resource w thout any
inplication that the primary resource is accessible or will ever be
accessed.

Fragment identifiers have a special role in information retrieva
systens as the primary formof client-side indirect referencing,

all owi ng an author to specifically identify aspects of an existing
resource that are only indirectly provided by the resource owner. As
such, the fragnent identifier is not used in the schene-specific
processing of a URI; instead, the fragnent identifier is separated
fromthe rest of the URl prior to a dereference, and thus the
identifying information within the fragment itself is dereferenced
solely by the user agent, regardl ess of the URI scheme. Although
this separate handling is often perceived to be a | oss of

information, particularly for accurate redirection of references as
resources nove over time, it also serves to prevent information

provi ders from denying reference authors the right to refer to
information within a resource selectively. Indirect referencing al so
provides additional flexibility and extensibility to systens that use
URI's, as new nedia types are easier to define and depl oy than new
schenmes of identification

The characters slash ("/") and question mark ("?") are allowed to
represent data within the fragnent identifier. Beware that sone

ol der, erroneous inplenentations may not handle this data correctly
when it is used as the base URI for relative references (Section
5.1).

4. Usage

When applications make reference to a URI, they do not always use the
full formof reference defined by the "URI" syntax rule. To save
space and take advantage of hierarchical locality, nany Internet
protocol elenents and nedia type fornmats allow an abbrevi ation of a
URI, whereas others restrict the syntax to a particular formof URI
We define the nbst comon forns of reference syntax in this

speci ficati on because they inpact and depend upon the design of the
generic syntax, requiring a uniformparsing algorithmin order to be
interpreted consistently.

4.1. URI Reference

URI -reference is used to denote the nost common usage of a resource
identifier.

URI -reference = URI / relative-ref
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A URI -reference is either a URl or a relative reference. |If the

URI -reference’s prefix does not match the syntax of a schenme foll owed
by its colon separator, then the URI-reference is a relative
reference

A URI -reference is typically parsed first into the five UR
components, in order to determ ne what conponents are present and
whet her the reference is relative. Then, each conponent is parsed
for its subparts and their validation. The ABNF of URI-reference,
along with the "first-nmatch-w ns" disanbiguation rule, is sufficient
to define a validating parser for the generic syntax. Readers

fam liar with regul ar expressions should see Appendix B for an
exanmpl e of a non-validating URI -reference parser that will take any
given string and extract the URI conponents.

4.2. Relative Reference

A relative reference takes advantage of the hierarchical syntax
(Section 1.2.3) to express a URI reference relative to the nane space
of another hierarchical URI.

relative-ref = relative-part [ "?" query ] [ "#" fragnent ]
relative-part = "//" authority path-abenpty
/ path-absol ute

/ pat h-noschene

[ path-enpty

The URI referred to by a relative reference, also known as the target
URI, is obtained by applying the reference resolution algorithm of
Section 5.

A relative reference that begins with two slash characters is ternmed
a network-path reference; such references are rarely used. A
relative reference that begins with a single slash character is
ternmed an absolute-path reference. A relative reference that does
not begin with a slash character is terned a relative-path reference.

A path segnment that contains a colon character (e.g., "this:that")
cannot be used as the first segnent of a relative-path reference, as
it would be m staken for a scheme nane. Such a segnent nust be
preceded by a dot-segnment (e.g., "./this:that") to nake a relative-
pat h reference
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4.3. Absolute UR

Sone protocol elenents allow only the absolute formof a URI without
a fragnent identifier. For exanple, defining a base URI for |ater
use by relative references calls for an absolute-URl syntax rule that
does not allow a fragment.

absolute-URI = scheme ":" hier-part [ "?" query ]

URI schene specifications nust define their own syntax so that al
strings matching their schene-specific syntax will also natch the
<absol ute-URlI > grammar. Schene specifications will not define
fragment identifier syntax or usage, regardless of its applicability
to resources identifiable via that schene, as fragnent identification
is orthogonal to scheme definition. However, schene specifications
are encouraged to include a wi de range of exanples, including
exanpl es that show use of the schene’s URIs with fragnent identifiers
when such usage is appropriate.

4. 4. Same-Docunent Reference

When a URI reference refers to a URI that is, aside fromits fragnent
conmponent (if any), identical to the base URI (Section 5.1), that
reference is called a "sane-docunent" reference. The nopst frequent
exanpl es of sane-docurment references are relative references that are
enpty or include only the number sign ("#") separator followed by a
fragment identifier

When a sane-docunent reference is dereferenced for a retrieva

action, the target of that reference is defined to be within the sane
entity (representation, document, or nessage) as the reference;
therefore, a dereference should not result in a newretrieval action.

Normal i zati on of the base and target URIs prior to their conparison,
as described in Sections 6.2.2 and 6.2.3, is allowed but rarely
performed in practice. Normalization may increase the set of sane-
docunent references, which may be of benefit to sone caching
applications. As such, reference authors should not assunme that a
slightly different, though equivalent, reference URl will (or wll
not) be interpreted as a sanme-docunent reference by any given
appl i cation.

4.5. Suffix Reference
The URI syntax is designed for unanbi guous reference to resources and
extensibility via the URI schene. However, as URI identification and

usage have becone commonpl ace, traditional nedia (tel evision, radio,
newspapers, billboards, etc.) have increasingly used a suffix of the
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URI as a reference, consisting of only the authority and path
portions of the URI, such as

www. W3. or g/ Addr essi ng/

or sinply a DNS registered name on its own. Such references are
primarily intended for human interpretation rather than for machines,
with the assunption that context-based heuristics are sufficient to
complete the URI (e.g., nost registered names beginning with "ww'
are likely to have a URI prefix of "http://"). A though there is no
standard set of heuristics for disanbiguating a URl suffix, many
client inplenmentations allow themto be entered by the user and
heuristically resol ved.

Al t hough this practice of using suffix references is comon, it
shoul d be avoi ded whenever possible and shoul d never be used in
situations where long-termreferences are expected. The heuristics
not ed above will change over time, particularly when a new URl schene
becones popul ar, and are often incorrect when used out of context.
Furthernmore, they can lead to security issues along the lines of
those described in [ RFC1535].

As a URI suffix has the sane syntax as a relative-path reference, a
suf fix reference cannot be used in contexts where a relative
reference is expected. As a result, suffix references are linmted to
pl aces where there is no defined base URI, such as dial og boxes and
of f-1ine adverti sements.

5. Reference Resol ution

This section defines the process of resolving a URI reference within
a context that allows relative references so that the result is a
string matching the <URI > syntax rul e of Section 3.

5.1. Establishing a Base URI

The term"relative" inplies that a "base URI" exists against which
the relative reference is applied. Aside fromfragment-only
references (Section 4.4), relative references are only usabl e when a
base URI is known. A base URI nust be established by the parser
prior to parsing URI references that might be relative. A base UR
must conformto the <absolute-URI > syntax rule (Section 4.3). |If the
base URI is obtained froma URl reference, then that reference nust
be converted to absolute formand stripped of any fragnent comnmponent
prior to its use as a base URI.
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5.

5

The base URI of a reference can be established in one of four ways,
di scussed below in order of precedence. The order of precedence can
be thought of in terns of |ayers, where the innernost defined base
URI has the highest precedence. This can be visualized graphically
as foll ows:

(5.1.2) Base URI of the encapsulating entity
(message, representation, or none)

(5.1.3) URI used to retrieve the entity

1.1. Base URI Enbedded in Content

Wthin certain nmedia types, a base URI for relative references can be
enbedded within the content itself so that it can be readily obtained
by a parser. This can be useful for descriptive docunents, such as
tabl es of contents, which nay be transnmitted to others through
protocols other than their usual retrieval context (e.g., email or
USENET news) .

It is beyond the scope of this specification to specify how, for each
medi a type, a base URI can be enbedded. The appropriate syntax, when
avail abl e, is described by the data format specification associated
with each nedia type

1.2. Base URI fromthe Encapsulating Entity

If no base URI is enbedded, the base URI is defined by the
representation’s retrieval context. For a docunent that is enclosed
wi thin another entity, such as a nessage or archive, the retrieva
context is that entity. Thus, the default base URI of a
representation is the base URI of the entity in which the
representation is encapsul at ed.
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A mechani sm for enbeddi ng a base URI within M ME contai ner types
(e.g., the nmessage and nultipart types) is defined by MHTM

[ RFC2557]. Protocols that do not use the M ME nessage header syntax,
but that do allow sone form of tagged netadata to be included within
messages, nay define their own syntax for defining a base URI as part
of a nessage

5.1.3. Base URI fromthe Retrieval UR

If no base URI is enbedded and the representation is not encapsul ated
within some other entity, then, if a URl was used to retrieve the
representation, that URI shall be considered the base URI. Note that
if the retrieval was the result of a redirected request, the last UR
used (i.e., the URI that resulted in the actual retrieval of the
representation) is the base URl.

5.1.4. Default Base UR

If none of the conditions described above apply, then the base URl is
defined by the context of the application. As this definition is
necessarily application-dependent, failing to define a base URl by
usi ng one of the other nmethods may result in the sane content being
interpreted differently by different types of applications.

A sender of a representation containing relative references is
responsi ble for ensuring that a base URI for those references can be
established. Aside fromfragnment-only references, relative
references can only be used reliably in situations where the base UR
is well defined.

5.2. Relative Resol ution

This section describes an algorithmfor converting a URl reference
that might be relative to a given base URl into the parsed conponents
of the reference’s target. The conponents can then be reconposed, as
described in Section 5.3, to formthe target URI. This algorithm
provides definitive results that can be used to test the output of
other inplenentations. Applications may inplement relative reference
resol ution by using sonme other algorithm provided that the results
mat ch what woul d be given by this one.
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5.2.1. Pre-parse the Base UR

The base URI (Base) is established according to the procedure of
Section 5.1 and parsed into the five nmamin conponents described in
Section 3. Note that only the schene conponent is required to be
present in a base URI; the other conponents nay be enpty or
undefined. A component is undefined if its associated delimter does
not appear in the URI reference; the path conponent is never
undefined, though it may be enpty.

Normal i zation of the base URI, as described in Sections 6.2.2 and
6.2.3, is optional. A UR reference nust be transformed to its
target URI before it can be normalized.

5.2.2. Transform Ref erences

For each URI reference (R), the follow ng pseudocode describes an
algorithmfor transforming Rinto its target URl (T):

-- The URI reference is parsed into the five URl conponents

(R schene, R authority, R path, R query, R fragment) = parse(R)

-- A non-strict parser may ignore a schene in the reference

-- if it is identical to the base URI's schene.

if ((not strict) and (R schene == Base.schene)) then
undefi ne(R schene);

endi f;
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i f defined(R schene) then

T. schene = R scheneg;
T.authority = R authority;
T. path = renove_dot _segnents(R path);
T. query = R query;
el se

if defined(R authority) then
T.authority = R authority;

T. path = renove_dot _segment s(R path);
T. query = R query;

el se
if (Rpath == "") then

T. path = Base. pat h;
i f defined(R query) then
T.query = R query;,
el se
T.query = Base. query;
endi f;
el se
if (Rpath starts-with "/") then

T.path = renove_dot _segnment s(R. path);
el se
T.path = nerge(Base. path, R path);
T.path = renove_dot _segnment s(T. path);
endi f;
T.query = R query;,
endi f;
T.authority = Base.authority;
endi f;
T.schene = Base. schene;

endi f;
T.fragnent = R fragnent;
5.2.3. Merge Paths
The pseudocode above refers to a "nmerge" routine for nerging a
relative-path reference with the path of the base URI. This is
acconpl i shed as foll ows:
o |f the base URI has a defined authority conponent and an enpty

path, then return a string consisting of "/" concatenated with the
reference’s path; otherw se,
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5.

2

0 return a string consisting of the reference’s path conponent
appended to all but the |last segnent of the base URI's path (i.e.,
excl udi ng any characters after the right-nmost "/" in the base UR
path, or excluding the entire base URI path if it does not contain
any "/" characters).

4. Renove Dot Segnents

The pseudocode al so refers to a "renove_dot _segnents” routine for
interpreting and renoving the special "." and ".." conplete path
segnents froma referenced path. This is done after the path is
extracted froma reference, whether or not the path was relative, in
order to renove any invalid or extraneous dot-segnments prior to
formng the target URI. Although there are many ways to acconplish
this renoval process, we describe a sinple nmethod using two string
buffers.

1. The input buffer is initialized with the now appended path
components and the output buffer is initialized to the enpty
string.

2. Wile the input buffer is not enpty, |oop as follows:

A If the input buffer begins with a prefix of "../" or "./",
then renove that prefix fromthe input buffer; otherwi se,

B. if the input buffer begins with a prefix of "/./" or "/.",
where "." is a conplete path segnent, then replace that
prefix with "/" in the input buffer; otherw se,

C. if the input buffer begins with a prefix of “/../" or "/..",
where ".." is a conplete path segnment, then repl ace that
prefix with "/" in the input buffer and renmpove the | ast
segnent and its preceding "/" (if any) fromthe output
buffer; otherwi se,

or "..", then renpve

D. if the input buffer consists only of
that fromthe input buffer; otherw se,

E. nove the first path segnent in the input buffer to the end of
the output buffer, including the initial "/" character (if
any) and any subsequent characters up to, but not including,
the next "/" character or the end of the input buffer

3. Finally, the output buffer is returned as the result of
renove_dot segnents.
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Note that dot-segments are intended for use in URl references to
express an identifier relative to the hierarchy of names in the base
URI. The renove_dot_segments al gorithmrespects that hierarchy by
renovi ng extra dot-segnents rather than treat themas an error or

| eaving themto be misinterpreted by dereference inplenentations.

The following illustrates how the above steps are applied for two
exanpl es of nerged paths, showing the state of the two buffers after
each step.
STEP  OUTPUT BUFFER I NPUT BUFFER
1: lalblcl./..]..19g
2E: /a Iblcl.l..1..]g
2E: [alb lcl.l..1..1g
2E: lalblc [.1..1..19g
2B: [alblc [..1..1g
2C. [alb /..1g
2C: /a /g
2E: lalg
STEP  OUTPUT BUFFER I NPUT BUFFER
1: m d/ content=5/../6
2E: nd /content=5/../6
2E: m d/ cont ent =5 [..16
2C: m d /6
2E: m d/ 6

Sone applications may find it nore efficient to inplenent the
renove_dot _segnments al gorithm by using two segnent stacks rather than

strings.

Not e: Beware that sonme ol der,

erroneous inplenmentations will fail

to separate a reference’s query conponent fromits path conponent
prior to nerging the base and reference paths, resulting in an
interoperability failure if the query conponent contains the

strings

Ber ner s- Lee,
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Parsed URI conponents can be reconposed to obtain the correspondi ng

URI

Note that we are carefu
component t hat
pr esent

reference string. Using pseudocode,

result =

i f defined(schene) then
append schene to result;
append ":" to result;

endif;

i f defined(authority) then
append "//" to result;
append authority to result;

endif;

append path to result;

i f defined(query) then
append "?" to result;
append query to result;

endif;

i f defined(fragnent) then
append "#" to result;
append fragnment to result;

endif;

return result;

in the reference,

i s undefined, meaning that
and a conponent that

this woul d be:

to preserve the distinction between a

its separator was not
is enpty, neaning that

the separator was present and was i medi ately followed by the next
conponent separator or the end of the reference.

5. 4.

Ber ner s- Lee,

Wthin a representation with a well

Ref erence Resol uti on Exanpl es

http://albl/cl/d;p?q

def i ned base URI

of

a relative reference is transforned to its target URI as foll ows.

et al.
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4.

4.

1. Normal Exanples
"g: h" = "g:h"
"g" = "http://albl/c/g"
"olg" = "http://albl/c/lg"
"gl" = "http://albl/clgl"
"Ig" = "http://alg"
"Ilg" = "http://g"
"2y = "http://alblc/d;p?y"
"g?y" = "http://albl/c/g?y"
"#s" = "http://alblcld;p?g#s"
" g#s" = "http://albl/cl/g#s"
" g?y#s” = "http://alblclg?y#s"
'S = "http://alblcl/;x"
"g; x" = "http://alblcl/g;x"
"g; X?y#s" = "http://alblclg;x?y#s"
" = "http://albl/c/d;p?q"
M = "http://alblcl"
A = "http://alblcl"
S = "http://alb/"
R = "http://alb/"
"ol g" = "http://alblg"
P = "http://al"
R A = "http://al"
ol g = "http://alg"

2. Abnormal Exanpl es

Al t hough the foll owi ng abnornmal exanples are unlikely to occur in
normal practice, all URl parsers should be capable of resolving them
consistently. Each exanmple uses the same base as that above.

Parsers nust be careful in handling cases where there are nore "
segnents in a relative-path reference than there are hierarchica
levels in the base URI's path. Note that the ".." syntax cannot be
used to change the authority conponent of a URI.

Aol lg

" "http://alg"
RPN A A S B

"http://alg"
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Simlarly, parsers rmust renpove the dot-segnments and ".." when
they are conpl ete conponents of a path, but not when they are only
part of a segnent.

"http://alg"
"http://alg"
"http://alblc/g."
"http://albl/c/.qg"
"http://alblc/g.."
"http://alblc/..g"

" . / gu
" . gu

g" "

-‘Q--@ ~

.g"

Less likely are cases where the relative reference uses unnecessary
or nonsensical forns of the "." and ".." conplete path segnents.

o gt = "http://alblg"

“.lgl." = "http://albl/clgl"
"gl./lh" = "http://albl/c/glh"
"gl/../h" = "http://alb/c/h"
"g;x=1/.1y" = "http://alblclg;x=1/y"
"g;x=1/../y" = "http://alblcly"

Sone applications fail to separate the reference’s query and/or
fragment conponents fromthe path conponent before nmerging it with
the base path and renovi ng dot-segnents. This error is rarely
noticed, as typical usage of a fragment never includes the hierarchy
("/") character and the query conponent is not normally used within
relative references.

"g?yl. [ x" = "http://alblclg?yl./x"
"g?y/. ./ x" = "http://alblcl/g?yl../x"
"g#s/ . [ x" = "http://alblclg#s/./x"
"g#s/. ./ x" = "http://alblc/g#s/../x"

Sone parsers allow the schenme name to be present in a relative
reference if it is the same as the base URI scheme. This is
considered to be a | oophole in prior specifications of partial UR
[ RFC1630]. Its use should be avoided but is allowed for backward
compatibility.

"http:g" = "http:g" ; for strict parsers
[ "http://alblc/g" ; for backward conpatibility
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6

Normal i zati on and Conpari son

One of the nost common operations on URIs is sinple conparison
determ ning whether two URIs are equivalent without using the URIs to
access their respective resource(s). A conparison is perfornmed every
time a response cache is accessed, a browser checks its history to
color a link, or an XML parser processes tags within a namespace.

Ext ensi ve nornmalization prior to conparison of URIs is often used by
spi ders and i ndexing engines to prune a search space or to reduce
duplication of request actions and response storage.

URI conparison is performed for sone particul ar purpose. Protocols
or inplenmentations that conpare URIs for different purposes wll
often be subject to differing design trade-offs in regards to how
much effort should be spent in reducing aliased identifiers. This
section describes various nethods that nmay be used to conpare URl s,
the trade-offs between them and the types of applications that night
use them

1. Equival ence

Because URI's exist to identify resources, presunmably they should be
consi dered equi val ent when they identify the same resource. However,
this definition of equivalence is not of nuch practical use, as there
is no way for an inplenentation to conpare two resources unless it
has full know edge or control of them For this reason,

determ nati on of equival ence or difference of URIs is based on string
conpari son, perhaps augnented by reference to additional rules
provided by URI schene definitions. W use the terns "different" and
"equivalent" to describe the possible outcones of such conparisons,
but there are many application-dependent versions of equival ence.

Even though it is possible to determne that two URIs are equival ent,
URI conparison is not sufficient to determ ne whether two URI's
identify different resources. For exanple, an owner of two different
domai n names coul d decide to serve the sanme resource from both
resulting in tw different URIs. Therefore, conparison nethods are
designed to ninimze fal se negatives while strictly avoiding fal se
positives.

In testing for equival ence, applications should not directly conpare
relative references; the references should be converted to their
respective target URIs before conparison. Wen URIs are conpared to
sel ect (or avoid) a network action, such as retrieval of a
representation, fragnent conponents (if any) should be excluded from
t he conpari son.
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6.2. Comparison Ladder

A variety of nethods are used in practice to test URl equival ence.
These nethods fall into a range, distinguished by the amount of
processing required and the degree to which the probability of false
negatives is reduced. As noted above, false negatives cannot be
elimnated. |In practice, their probability can be reduced, but this
reduction requires nore processing and is not cost-effective for al
appl i cations.

If this range of conparison practices is considered as a | adder, the
followi ng discussion will clinb the |adder, starting with practices
that are cheap but have a relatively higher chance of producing false
negatives, and proceeding to those that have hi gher conputationa

cost and |lower risk of false negatives.

6.2.1. Sinple String Conparison

If two URI's, when considered as character strings, are identical,

then it is safe to conclude that they are equivalent. This type of
equi val ence test has very | ow conputational cost and is in w de use
in a variety of applications, particularly in the domain of parsing.

Testing strings for equival ence requires sone basic precautions.

This procedure is often referred to as "bit-for-bit" or
"byte-for-byte" conparison, which is potentially msleading. Testing
strings for equality is normally based on pair comparison of the
characters that make up the strings, starting fromthe first and
proceeding until both strings are exhausted and all characters are
found to be equal, until a pair of characters conpares unequal, or
until one of the strings is exhausted before the other

Thi s character conparison requires that each pair of characters be
put in conparable form For exanple, should one URI be stored in a
byte array in EBCDI C encoding and the second in a Java String object
(UTF-16), bit-for-bit conparisons applied naively will produce
errors. It is better to speak of equality on a character-for-
character basis rather than on a byte-for-byte or bit-for-bit basis.
In practical termnms, character-by-character comparisons should be done
codepoi nt - by- codepoi nt after conversion to a common character

encodi ng.

Fal se negatives are caused by the production and use of URl aliases.
Unnecessary aliases can be reduced, regardl ess of the comnparison

met hod, by consistently providing URI references in an already-
nornmalized form(i.e., a formidentical to what woul d be produced
after nornalization is applied, as described bel ow).
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Protocols and data formats often linit some URI conparisons to sinple
string conparison, based on the theory that people and
implementations will, in their own best interest, be consistent in
providing URI references, or at |east consistent enough to negate any
efficiency that m ght be obtained fromfurther normalization

6.2.2. Syntax-Based Normalization

I mpl enent ati ons may use | ogi c based on the definitions provided by
this specification to reduce the probability of fal se negatives.

This processing is noderately higher in cost than character-for-
character string comparison. For exanple, an application using this
approach coul d reasonably consider the following two URI s equival ent:

exanpl e: // al b/ c/ % Bf 00%/ D
eXAMPLE: //al . /bl .. /bl %3/ % bf oo%d

Wb user agents, such as browsers, typically apply this type of UR
normel i zati on when determi ni ng whet her a cached response is
avai | abl e. Synt ax-based normalization includes such techni ques as
case nornalization, percent-encoding normalization, and renoval of
dot - segnent s.

6.2.2.1. Case Normalization

For all URI's, the hexadecinmal digits within a percent-encoding
triplet (e.g., "¥3a" versus "%BA") are case-insensitive and therefore
shoul d be nornmalized to use uppercase letters for the digits A-F.

When a URI uses conponents of the generic syntax, the conponent
syntax equi val ence rul es always apply; nanely, that the schenme and
host are case-insensitive and therefore should be normalized to

| owercase. For exanple, the URI <HTTP://wwmv. EXAMPLE. com’ > i s

equi val ent to <http://ww.exanpl e.conf>  The other generic syntax
conponents are assuned to be case-sensitive unless specifically
defined otherwi se by the schene (see Section 6.2.3).

6.2.2.2. Percent-Encodi ng Normalization

The percent-encodi ng mechani sm (Section 2.1) is a frequent source of
vari ance anong otherw se identical URIs. In addition to the case
normal i zati on i ssue noted above, some URlI producers percent-encode
octets that do not require percent-encoding, resulting in URIs that
are equivalent to their non-encoded counterparts. These URIs should
be normalized by decodi ng any percent-encoded octet that corresponds
to an unreserved character, as described in Section 2.3.
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6.2.2.3. Path Segnent Nornalization

The conpl ete path segnments and are intended only for use
within relative references (Section 4.1) and are renpved as part of
the reference resol ution process (Section 5.2). However, sone

depl oyed i npl enentations incorrectly assunme that reference resol ution
is not necessary when the reference is already a URI and thus fail to
renove dot-segments when they occur in non-relative paths. UR
normal i zers should renove dot-segnents by applying the

renove_dot segnments algorithmto the path, as described in

Section 5.2.4.

6.2.3. Schene-Based Nornmmlization

The syntax and semantics of URIs vary from schenme to scheme, as
descri bed by the defining specification for each schene.

| mpl enent ati ons may use schene-specific rules, at further processing
cost, to reduce the probability of false negatives. For exanple,
because the "http" schene makes use of an authority conponent, has a
default port of "80", and defines an enpty path to be equivalent to
"/", the following four URIs are equival ent:

http://exanpl e. com
http://exanpl e. cont
http://exanmpl e.com/
http://exanpl e. com 80/

In general, a URI that uses the generic syntax for authority with an
enpty path should be normalized to a path of "/". Likew se, an
explicit ":port", for which the port is enpty or the default for the
schenme, is equivalent to one where the port and its ":" deliniter are
elided and thus should be removed by schene-based normalization. For
exanpl e, the second URI above is the normal formfor the "http"
schene.

Anot her case where normalization varies by scheme is in the handling
of an enpty authority conponent or enpty host subconponent. For many
schene specifications, an enpty authority or host is considered an
error; for others, it is considered equivalent to "local host" or the
end-user’s host. Wen a schene defines a default for authority and a
URI reference to that default is desired, the reference should be
normalized to an enpty authority for the sake of uniformity, brevity,
and internationalization. |If, however, either the userinfo or port
subconponents are non-enpty, then the host should be given explicitly
even if it matches the default.

Normal i zati on should not renpve delimters when their associated
conmponent is enpty unless licensed to do so by the schene
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specification. For exanple, the URI "http://exanple.com ?" cannot be
assuned to be equivalent to any of the exanples above. Likew se, the
presence or absence of delimters within a userinfo subconponent is
usually significant to its interpretation. The fragnment conponent is
not subject to any schene-based nornalization; thus, two URIs that
differ only by the suffix "#" are considered different regardl ess of
t he schene.

Sone schenes define additional subconponents that consist of case-
insensitive data, giving an inplicit license to normalizers to
convert this data to a conmon case (e.g., all |owercase). For
exanpl e, URI schenes that define a subconponent of path to contain an
I nternet hostnanme, such as the "mailto" URI schene, cause that
subconponent to be case-insensitive and thus subject to case
normal i zation (e.g., "mailto:Joe@xanple.COM' is equivalent to

"mai | to: Joe@xanpl e. conf', even though the generic syntax considers
the path conponent to be case-sensitive).

O her schene-specific normalizations are possible.
6.2.4. Protocol -Based Normalization
Substantial effort to reduce the incidence of fal se negatives is
often cost-effective for web spiders. Therefore, they inplenment even
nmor e aggressive techniques in URl conparison. For exanple, if they
observe that a URI such as
http://exanpl e. com dat a
redirects to a URl differing only in the trailing slash
http://exanpl e. com dat a/
they will likely regard the two as equivalent in the future. This
ki nd of technique is only appropriate when equivalence is clearly
i ndicated by both the result of accessing the resources and the
conmon conventions of their schenme’s dereference algorithm (in this

case, use of redirection by HITP origin servers to avoid probl enms
with relative references).
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7

7

7

Security Considerations

A URI does not in itself pose a security threat. However, as URI's
are often used to provide a conpact set of instructions for access to
network resources, care nust be taken to properly interpret the data
within a URI, to prevent that data from causi ng uni ntended access,
and to avoid including data that should not be revealed in plain
text.

1. Reliability and Consi stency

There is no guarantee that once a URl has been used to retrieve
information, the same information will be retrievable by that URl in
the future. Nor is there any guarantee that the information
retrievable via that URI in the future will be observably simlar to
that retrieved in the past. The URl syntax does not constrain how a
gi ven schene or authority apportions its nanespace or naintains it
over time. Such guarantees can only be obtained fromthe person(s)
controlling that nanespace and the resource in question. A specific
URI schene may define additional semantics, such as name persistence,
if those semantics are required of all naming authorities for that
schene.

2. Malicious Construction

It is sonetimes possible to construct a URI so that an attenpt to
performa seem ngly harnl ess, idenpotent operation, such as the
retrieval of a representation, will in fact cause a possi bly damagi ng
renote operation. The unsafe URI is typically constructed by

speci fying a port nunber other than that reserved for the network
protocol in question. The client unwittingly contacts a site running
a different protocol service, and data within the URl contains
instructions that, when interpreted according to this other protocol,
cause an unexpected operation. A frequent exanple of such abuse has
been the use of a protocol -based schene with a port conponent of

"25", thereby fooling user agent software into sending an uni ntended
or inpersonating nessage via an SMIP server

Applications should prevent dereference of a URI that specifies a TCP
port nunber within the "well-known port” range (0 - 1023) unless the
protocol being used to dereference that URI is conpatible with the
protocol expected on that well-known port. Although | ANA nmaintains a
registry of well-known ports, applications should rmake such
restrictions user-configurable to avoid preventing the depl oyment of
new services
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When a URI contains percent-encoded octets that match the delimiters
for a given resolution or dereference protocol (for exanple, CR and
LF characters for the TELNET protocol), these percent-encodi ngs nust
not be decoded before transm ssion across that protocol. Transfer of
t he percent-encodi ng, which mght violate the protocol, is |ess
harnful than allow ng decoded octets to be interpreted as additiona
operations or paraneters, perhaps triggering an unexpected and

possi bly harnful renote operation

7.3. Back-End Transcodi ng

When a URI is dereferenced, the data within it is often parsed by
both the user agent and one or nore servers. |In HITP, for exanple, a
typical user agent will parse a URI into its five nmajor conponents,
access the authority’'s server, and send it the data within the
authority, path, and query conmponents. A typical server will take
that information, parse the path into segnents and the query into
key/val ue pairs, and then invoke inplenentation-specific handlers to
respond to the request. As a result, a common security concern for
server inplenentations that handle a URI, either as a whole or split
into separate components, is proper interpretation of the octet data
represented by the characters and percent-encodings within that UR

Per cent - encoded octets nust be decoded at sone point during the
dereference process. Applications nust split the URl into its
components and subcomponents prior to decoding the octets, as

ot herw se the decoded octets m ght be mistaken for delimters.
Security checks of the data within a URI should be applied after
decoding the octets. Note, however, that the "%0" percent-encodi ng
(NUL) may require special handling and should be rejected if the
application is not expecting to receive raw data within a component.

Speci al care should be taken when the URI path interpretation process
i nvol ves the use of a back-end file systemor related system
functions. File systens typically assign an operational nmeaning to

speci al characters, such as the "/", "\", ":", "[", and "]"
characters, and to special device nanmes like ".", "..", "...", "aux",
"I pt", etc. In some cases, nerely testing for the existence of such

a nane will cause the operating systemto pause or invoke unrelated
systemcalls, leading to significant security concerns regarding
deni al of service and unintended data transfer. It would be

i mpossible for this specification to list all such significant
characters and device nanes. |nplenenters should research the
reserved names and characters for the types of storage device that
may be attached to their applications and restrict the use of data
obtai ned from URI conponents accordingly.
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7.4. Rare | P Address Fornmats

Al t hough the URI syntax for |Pv4address only allows the common
dotted-decimal formof |IPv4 address literal, many inplenentations
that process URIs nmake use of platformdependent systemroutines,
such as gethostbynane() and inet_aton(), to translate the string
literal to an actual | P address. Unfortunately, such systemroutines
often allow and process a much larger set of formats than those
described in Section 3.2.2.

For exanple, nany inplenentations allow dotted forns of three
nunbers, wherein the last part is interpreted as a 16-bit quantity
and placed in the right-nmost two bytes of the network address (e.g.,
a Class B network). Likewise, a dotted formof two nunbers means
that the last part is interpreted as a 24-bit quantity and placed in
the right-nost three bytes of the network address (Class A), and a
single nunber (wthout dots) is interpreted as a 32-bit quantity and
stored directly in the network address. Adding further to the
confusion, some inplenmentations allow each dotted part to be
interpreted as decimal, octal, or hexadecimal, as specified in the C
| anguage (i.e., a leading Ox or OX inplies hexadecimal; a leading O
inmplies octal; otherwi se, the nunber is interpreted as decinal).

These additional |P address formats are not allowed in the URl syntax
due to differences between platforminplementations. However, they
can beconme a security concern if an application attenpts to filter
access to resources based on the IP address in string literal format.
If this filtering is perforned, literals should be converted to
numeric formand filtered based on the nuneric value, and not on a
prefix or suffix of the string form

7.5. Sensitive Information

URI producers should not provide a URI that contains a username or
password that is intended to be secret. URIs are frequently

di spl ayed by browsers, stored in clear text booknarks, and | ogged by
user agent history and intermediary applications (proxies). A
password appearing within the userinfo conponent is deprecated and
shoul d be considered an error (or sinmply ignored) except in those
rare cases where the 'password’ paraneter is intended to be public.

7.6. Semantic Attacks

Because the userinfo subconponent is rarely used and appears before
the host in the authority conponent, it can be used to construct a
URI intended to mslead a human user by appearing to identify one
(trusted) nam ng authority while actually identifying a different
aut hority hidden behind the noise. For exanple
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ftp://cnn. exanpl e. com&st or y=br eaki ng_news@0. 0. 0.1/top_story. htm

m ght | ead a human user to assunme that the host is ’cnn. exanple.com,
whereas it is actually "10.0.0.1'. Note that a m sl eading userinfo
subconponent could be nuch | onger than the exanpl e above.

A misleading URI, such as that above, is an attack on the user’s
preconcei ved noti ons about the nmeaning of a URI rather than an attack
on the software itself. User agents may be able to reduce the inpact
of such attacks by distinguishing the various conponents of the URI
when they are rendered, such as by using a different color or tone to
render userinfo if any is present, though there is no panacea. Mre
i nformati on on URI -based semantic attacks can be found in [Siedzik].

8. | ANA Consi der ations

URI schene nanes, as defined by <scheme> in Section 3.1, forma

regi stered namespace that is nmanaged by | ANA according to the
procedures defined in [BCP35]. No | ANA actions are required by this
docurnent .
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Appendi x A.  Coll ected ABNF for URI

URI = schenme ":" hier-part [

hi er - part "/1" authority path-abenpty

URI -ref erence

absol ut e- URI

rel ative-ref

rel ative-part

schene
authority
userinfo
host

port
IP-literal
| PvFut ur e

| Pv6addr ess

h1l6
| s32
| Pv4addr ess

1 i ||

e e e e |

et al.

pat h- absol ut e

pat h-root| ess

pat h- enpty

URI / relative-ref

schene ":" hier-part |
relative-part [ "?" query ]

"//" authority path-abenpty

" query | [

" query ]

[

" gy

January 2005

fragment |

"#" fragment |

pat h- absol ute

pat h- noschene

pat h-enpty

ALPHA *( ALPHA / DIAT / R ")

[ userinfo "@ ] host | port ]

*( unreserved / pct-encoded / sub-delins / ":" )

IP-literal / |Pv4address / reg-nane

*DIAT

"[" ( | Pv6address / |PvFuture ) "]"

"v'" 1*HEXDIG "." 1*( unreserved / sub-delinms / ":" )

6( hl6 ":" ) 1s32

"::" 5( hle ":" ) 1s32

[ hi6 ] "::" 4( hlé ":" ) 1s32

[ *2( h16 ":" ) hie ] "::" 3( hle ":" ) 1s32

[ *2( h16 ":" ) hi6 ] "::" 2( hleé ":" ) 1s32

[ *3( hi6 ":" ) h1l6 ] "::" hie ":" | s32

[ *4( h16 ":" ) hl6 ] "::" | s32

[ *5( h16 ":" ) hl1l6 ] h16

[ *6( h16 ":" ) hl6 ]

1*4HEXDI G

( h16 ":" h16 ) / |Pv4address

dec- oct et ' dec-octet ' dec-octet ' dec-octet
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dec- oct et

r eg- name

pat h

pat h- abenpty

pat h- absol ute
pat h- noschene
pat h-root| ess

pat h- enpty
segment

segnent - nz
segnment - nz- nc

pchar

query

f ragnment
pct - encoded
unreserved
reserved

gen-deli s
sub-del i s

Appendi x B

As the "first-match-wins" algorithmis identica
di sanbi guati on nmet hod used by POSI X regul ar expressi ons,
and conmmonpl ace to use a regul ar expression for parsing the
five conponents of a UR

nat ur a
pot enti al

~~ ==

(1 T T I 1| —T==1

=aonoun

Parsing a UR

URI

DAT

%31-39 DA T
"1" 2DIG T
uou

"25" U%30-35

*( unreserved /

%30-34 DA T

Generi ¢ Synt ax

0-9
10-99

pct - encoded /

January 2005

100- 199
200- 249
250- 255

sub-delins )

pat h- abenpty ; begins with "/" or is enpty

pat h- absol ute ; begins with "/" but not "//"
pat h- noschene ; begins with a non-col on segnent
pat h-root| ess ; begins with a segnent

pat h-enpty ; zero characters

*("/" segnment )

"/" [ segnent-nz *( "/" segnent ) ]
segnent-nz-nc *( "/" segnent )
segnent-nz *( "/" segnment )

O<pchar >

*pchar

1*pchar

1*( unreserved / pct-encoded / sub-delins / "@ )
non-zero-|l ength segnment w thout any colon ":"
unreserved / pct-encoded / sub-delins / ":" | "@
*( pchar [ /" [ "?" )

*( pchar [ "[" | "?" )

"o HEXDI G HEXDI G

ALPHA / DGQEGT / "-" [ "." | " " [ "~"

gen-delinms / sub-delins

TR B B B B S A I A B AN G )

n ! n / n $II / n &II / mon / n ( n / II) n

R A T A B

3 ’

Ref erence with a Regul ar Expression

to the "greedy"
it is

ref erence

Ber ner s- Lee,

The following line is the regul ar expression for breaking-down a
wel | -fornmed URI reference into its conponents.
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AOCIN T 2# +) ) 2L 24 ) ) 224 ) (\2([7#] %) ) 2(#(. 7)) 2
12 3 4 5 6 7 89

The nunbers in the second |line above are only to assist readability;
they indicate the reference points for each subexpression (i.e., each
paired parenthesis). W refer to the value matched for subexpression
<n> as $<n>. For exanple, matching the above expression to

http://wwv. ics. uci.edu/ pub/ietf/uri/#Rel ated

results in the foll owi ng subexpressi on matches:

$1 = http:

$2 = http

$3 = //ww\. i CcS. uci . edu
$4 = www. i cs. uci.edu
$5 = /pub/ietf/uri/

$6 = <undefi ned>

$7 = <undefined>

$8 = #Rel at ed

$9 = Rel ated

wher e <undefi ned> indicates that the conponent is not present, as is
the case for the query conponent in the above exanple. Therefore, we
can determ ne the value of the five conponents as

schene = $2
authority = $4
pat h = $5
query = $7
fragnent = $9

Going in the opposite direction, we can recreate a URl reference from
its conmponents by using the algorithmof Section 5.3.

Appendix C. Delimting a URl in Context

URIs are often transmitted through formats that do not provide a
clear context for their interpretation. For exanple, there are many
occasions when a URI is included in plain text; exanples include text
sent in enmail, USENET news, and on printed paper. In such cases, it
is inmportant to be able to delinmit the URI fromthe rest of the text,
and in particular frompunctuation marks that nmight be mi staken for
part of the URI.

In practice, URIs are delinmted in a variety of ways, but usually

wi t hi n doubl e-quotes "http://exanple.com", angle brackets
<http://exanple.conl > or just by using whitespace:
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http://exanpl e. cont
These wrappers do not formpart of the URI.

In sone cases, extra whitespace (spaces, |ine-breaks, tabs, etc.) may
have to be added to break a long URI across |ines. The whitespace
shoul d be ignored when the URI is extracted.

No whitespace should be introduced after a hyphen ("-") character
Because sone typesetters and printers may (erroneously) introduce a
hyphen at the end of |ine when breaking it, the interpreter of a UR
containing a line break imedi ately after a hyphen should ignore al
whi t espace around the |ine break and should be aware that the hyphen
may or may not actually be part of the URI.

Usi ng <> angl e brackets around each URI is especially recommended as
a delimting style for a reference that contains enbedded whitespace.

The prefix "URL:" (with or without a trailing space) was formerly
recomrended as a way to help distinguish a URI from ot her bracketed
designators, though it is not comonly used in practice and is no

| onger recomended.

For robustness, software that accepts user-typed URI should attenpt
to recogni ze and strip both deliniters and enbedded whitespace.

For exanple, the text
Yes, Jim | found it under "http://ww.w3. org/ Addressing/",
but you can probably pick it up from<ftp://foo.exanple.
comrfc/>  Note the warning in <http://wwvics. uci.edu/pub/
ietf/uri/historical.htm #WARNI NG>.

contains the URI references
http://ww. w3. or g/ Addr essi ng/

ftp://foo. exanple.comrfc/
http://wwv. ics.uci.edu/ pub/ietf/uri/historical.htm #WARNI NG

Berners-Lee, et al. St andards Track [ Page 52]



RFC 3986 URI Ceneric Syntax January 2005

Appendi x D. Changes from RFC 2396
D.1. Additions

An ABNF rule for URI has been introduced to correspond to one conmon
usage of the term an absolute URI with optional fragment.

IPv6 (and later) literals have been added to the list of possible
identifiers for the host portion of an authority conponent, as
described by [RFC2732], with the addition of "[" and "]" to the
reserved set and a version flag to anticipate future versions of IP
literals. Square brackets are now specified as reserved within the
authority conponent and are not allowed outside their use as
delinmters for an IP literal within host. In order to nmake this
change wi t hout changing the technical definition of the path, query,
and fragment conponents, those rules were redefined to directly
specify the characters all owed.

As [ RFC2732] defers to [RFC3513] for definition of an IPv6 litera
address, which, unfortunately, |acks an ABNF description of

| Pv6address, we created a new ABNF rule for |Pv6address that matches
the text representations defined by Section 2.2 of [RFC3513].

Li kewi se, the definition of |Pv4address has been inproved in order to
limt each decinal octet to the range 0-255.

Section 6, on URI normalization and conpari son, has been conpletely
rewritten and extended by using input fromTimBray and di scussion
within the WBC Technical Architecture G oup.

D.2. Modifications

The ad-hoc BNF syntax of RFC 2396 has been replaced with the ABNF of

[ RFC2234]. This change required all rule nanes that formerly

i ncl uded underscore characters to be renanmed with a dash instead. In
addition, a nunber of syntax rules have been elimnated or sinplified
to nake the overall grammar nore conprehensible. Specifications that
refer to the obsol ete grammar rul es may be understood by replacing
those rul es according to the follow ng table:
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absol ut e- URI

relative-part [ "?" query ]

( "//" authority path-abenpty /
pat h-absolute ) [ "?" query ]

absol ut eUR
rel ati veURI
hi er _part

opaque_part pat h-rootless [ "?" query ]

I I I
I I I
I I I
I I I
I I I
I I I
| net_path | "//" authority path-abempty |
| abs_path | pat h-absol ute |
| rel _path | path-rootless |
| rel _segnent | segnent-nz-nc |
| reg_nane | reg-nane |
| server | authority |
| hostport | host [ ":" port ] |
| hostnane | reg-nane |
| path_segnents | path-abenpty |
| param | *<pchar excluding ";"> |
I I I
| uric | unreserved / pct-encoded / ";" [ "7 [ "M |
| | /7 "@ / "& / ot=" ot e o |
I I I
| uric_no_slash | unreserved / pct-encoded / ";" [/ "?" [ ":" |
| | /"@ / "& /[ =" v+t /ot |
I I I
| mark I A A A R T A B |
I |7 ()" I
I I I
| escaped | pct-encoded |
| hex | HEXDI G |
| al phanum | ALPHA / DIAT |
o e o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +

Use of the above obsolete rules for the definition of schene-specific
syntax i s deprecated.

Section 2, on characters, has been rewitten to explain what
characters are reserved, when they are reserved, and why they are
reserved, even when they are not used as delimters by the generic
syntax. The mark characters that are typically unsafe to decode,
including the exclamation mark ("!"), asterisk ("*"), single-quote
("""), and open and cl ose parentheses ("(" and ")"), have been noved
to the reserved set in order to clarify the distinction between
reserved and unreserved and, hopefully, to answer the nobst common
question of schene designers. Likew se, the section on

per cent - encoded characters has been rewitten, and URl nornalizers
are now given |license to decode any percent-encoded octets
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correspondi ng to unreserved characters. |In general, the terns
"escaped" and "unescaped" have been replaced with "percent-encoded”
and "decoded", respectively, to reduce confusion with other forns of
escape nechani sns.

The ABNF for URI and URI-reference has been redesi gned to make them
more friendly to LALR parsers and to reduce conplexity. As a result,
the layout form of syntax description has been renoved, along with
the uric, uric_no_slash, opaque_part, net_path, abs_path, rel _path,
pat h_segnents, rel _segnent, and mark rules. All references to
"opaque" URI's have been replaced with a better description of how the
pat h conponent nay be opaque to hierarchy. The relativeUR rule has
been replaced with relative-ref to avoid unnecessary confusion over
whet her they are a subset of URI. The anbiguity regarding the
parsing of URI-reference as a URl or a relative-ref with a colon in
the first segnent has been elimnated through the use of five
separate path matching rul es

The fragnent identifier has been noved back into the section on
generic syntax conponents and within the URI and rel ative-ref rules,
though it remai ns excluded from absolute-URI. The nunber sign ("#")
character has been noved back to the reserved set as a result of
reintegrating the fragnent syntax.

The ABNF has been corrected to allow the path conponent to be enpty.
This also allows an absolute-URl to consist of nothing after the
"schenme:", as is present in practice with the "dav:" nanespace

[ RFC2518] and with the "about:" schene used internally by many WW
browser inplenmentations. The anbiguity regarding the boundary

bet ween authority and path has been elimninated through the use of
five separate path nmatching rul es

Regi stry-based nam ng authorities that use the generic syntax are now
defined within the host rule. This change allows current

i mpl ement ati ons, where whatever name provided is sinply fed to the

| ocal name resolution mechanism to be consistent with the
specification. It also renpves the need to re-specify DNS nane
formats here. Furthernore, it allows the host conponent to contain
per cent - encoded octets, which is necessary to enable
internationalized donmain nanmes to be provided in URI's, processed in
their native character encodings at the application |ayers above UR
processing, and passed to an IDNA library as a registered nanme in the
UTF- 8 character encoding. The server, hostport, hostnane,
domai nl abel , topl abel, and al phanum rul es have been renoved.

The resolving relative references al gorithmof [RFC2396] has been

rewritten with pseudocode for this revision to inprove clarity and
fix the followi ng issues:
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| ndex

[ RFC2396] section 5.2, step 6a, failed to account for a base UR
with no path.

Rest ored the behavi or of [RFC1808] where, if the reference
contains an enpty path and a defined query conponent, the target
URI inherits the base URI's path conponent.

The determ nation of whether a URI reference is a same-docunent
ref erence has been decoupled fromthe URl parser, sinplifying the
URI processing interface within applications in a way consi stent
with the internal architecture of deployed URI processing

i npl ementations. The determ nation is now based on conparison to
the base URI after transfornming a reference to absolute form
rather than on the format of the reference itself. This change
may result in nore references being considered "same-docunent”
under this specification than there woul d be under the rules given
in RFC 2396, especially when nornalization is used to reduce

al i ases. However, it does not change the status of existing
sane- docunent references

Separated the path nmerge routine into two routines: merge, for
descri bi ng conbi nation of the base URI path with a relative-path
ref erence, and renove_dot_segnents, for describing howto renpve
the special "." and ".." segnments froma conposed path. The
renove_dot _segments algorithmis now applied to all UR reference
paths in order to match comon i npl enentati ons and to inprove the
normal i zation of URIs in practice. This change only inpacts the
parsi ng of abnornmal references and sane-schene references wherein
the base URI has a non-hierarchical path.

ABNF 11

absolute 27
absol ute-path 26
absolute-URI 27
access 9
authority 17, 18

base URI 28

character encoding 4
character 4
characters 8, 11
coded character set 4
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dec-octet 20
dereference 9
dot -segnents 23

fragment 16, 24

gen-delinms 13
generic syntax 6

hie6 20
hier-part 16

hi erarchical 10
host 18

identifier 5
IP-literal 19

IPv4 20

| Pv4address 19, 20
IPv6 19

| Pv6address 19, 20
| PvFuture 19

| ocator 7
1s32 20

merge 32

name 7
net wor k-path 26

path 16, 22, 26
pat h-abenpty 22
pat h-absol ute 22
pat h-enmpty 22
pat h-noschenme 22
pat h-rootl ess 22

pat h-abenpty 16, 22,

URI Ceneric Syntax

26

pat h-absol ute 16, 22, 26
pat h-enmpty 16, 22, 26
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pat h-rootl ess 16, 22
pchar 23

pct -encoded 12
percent -encoding 12
port 22

query 16, 23

reg-nane 21

regi stered name 20
relative 10, 28
relative-path 26
relative-ref 26
renove_dot segnents 33
representation 9
reserved 12
resolution 9, 28
resource 5
retrieval 9

sane- docunent 27

sameness 9

schene 16, 17

segment 22, 23
segnent-nz 23
segnment-nz-nc 23

sub-delins 13

suffix 27

transcription 8

uniform 4

unreserved 13

URI gr ammar
absolute-URI 27
ALPHA 11
authority 18
CR 11
dec-octet 20
DAT 11
DQUOTE 11
fragnment 24
gen-delinms 13

Generi ¢ Synt ax
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UR

hi6 20
HEXDI G 11
hier-part 16
host 19
IP-literal 19
| Pv4address 20
| Pv6address 20
| PvFuture 19
LF 11
Is32 20
OCTET 11
path 22
pat h- abempty 22
pat h-absol ute 22
pat h-enpty 22
pat h-noschene 22
pat h-rootl ess 22
pchar 23
pct -encoded 12
port 22
query 24
reg-nanme 21
relative-ref 26
reserved 13
schene 17
segment 23
segment-nz 23
segnent-nz-nc 23
SP 11
sub-delinms 13
unreserved 13
URI 16
URI -reference 25
userinfo 18

16

URI -reference 25
URL 7

URN 7

userinfo 18
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the IETF s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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