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1.

1.

I nt roducti on

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for Traffic Engi neered
(TE) Tunnels; for exanple, Milti-Protocol Label Switched Paths ([7],
[8]). The MB nodule defined by this meno all ows one to configure TE
Tunnel s, to assign one or nore paths to a Tunnel, and to nonitor
operational aspects of the Tunnel, such as the nunber of octets and
packets that have passed through the Tunnel.

As it stands, this MB nodule can only be used to configure or
monitor a TE Tunnel at its ingress. The ingress is then expected to
use some protocol (such as RSVP-TE) to signal the other routers in
the path the information they need to set up the tunnel. The
extension of this nodule for use at other points of a Tunnel is for
further study.

1. Specification of Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

The | nternet-Standard Managenment Framework

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to Section 7 of
RFC 3410 [8].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [2], STD 58, RFC 2579 [3] and STD 58, RFC 2580 [4].

Overview of the M B Mdul e
The Traffic Engi neering MB nodul e consists of four parts:
1) Traffic Engineering information,
2) a table of Traffic Engineering Tunnels,
3) a table of Paths that tunnels take, and
4) a table of Hops that make up a tunnel path.

The M B nodul e al so has statenments for minimal and full conpliance.
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The foll owi ng subsections give an overview of each part. All objects
are mandatory. For mniml conpliance, all objects MAY be

i mpl emented read-only; for full compliance, all objects nust be
implemented to their stated MAX- ACCESS capabilities. Notifications
are optional

3.1. Traffic Engineering Information

This part contains information about the Link State Protocols used to
carry TE information, the signaling protocols used to set up Traffic
Tunnel s, the nunber of Traffic Tunnels that have been configured and
that are operational, and a mapping of Adnministrative Group (called
Resource Classes in [7]) numbers to nanes.

3.2. Traffic Tunnel Infornmation

This part contains a table of Traffic Tunnels and information about
each one. This information includes the Tunnel nane, its
configuration information, its operational information, and the
active path(s) that the Tunnel takes.

Configuration information includes the end points of the Traffic
Tunnel, and t he nunber of configured paths for the Traffic Tunnel

Operational information includes the current state (up/down), the
count of octets and packets sent on the Traffic Tunnel, how long it
has been up, and how many state transitions the Traffic Tunnel has
had.

Qperational path information includes the nunber of operationa
pat hs, the number of path changes, and when the |ast path change was.

3. 3. Path I nformati on

A Tunnel is a logical entity. An instantiation of a Tunnel is one or
nmore Pat hs; each Path has a route (also called Explicit Route) or
sequence of hops. A Path is indexed by a dual index: The primary
index is that of the Tunnel to which the Path bel ongs; the secondary
index is that of the Path itself.

The configured information for a Path consists of the constraints for
the Path and a configured route.

The operational information consists of the Path status, the conputed

route (i.e., the route that was conmputed to satisfy the constraints),
and the actual path as recorded by the signaling protocol
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3.4. Hop Information

A path consists of a sequence of hops. A hop can be | oose (nmeaning
that the path eventually traverses the specified node) or strict
(meani ng that the specified node and possibly the Iink nmust be the
next node in the path). A hop can be specified as an | Pv4 address,
an | Pv6 address, an Autononous System nunber or an unnunbered
interface index [5].

The Hop Table contains all hops for all paths on a given router. It
is organi zed as follows. There is a primary index that identifies a
list of hops and a secondary index that identifies individual hops.
Thus, to get the sequence of recorded hops for a path, one |ooks up
the path’s tePat hRecordedRoute, which is a primary index into the Hop
Table. Then to get the list of actual hops in order for the recorded
pat h, one uses a secondary index of 1, 2,

3.5. Relationship with Gher MB Mdul es

A TE Tunnel can extend objects fromtwo other MB nodul es; one is the
Interfaces MB [10], and the other is the IP Tunnel MB [11]. The
mechani sm for doing so is to assign the TE Tunnel index

(teTunnel Index) with a valid iflndex value in ifTable.

If a TE Tunnel is deened an interface, a new interface object is
created and assigned an iflndex value in ifTable. Then a TE Tunne
object is created, setting teTunnellndex to the sanme value as the
interface index.

If (and only if) a TE Tunnel is considered an interface, it may al so
be considered an I P tunnel (if the encapsulation of the TE Tunnel is
IP). In that case, the interface associated with the TE Tunne
shoul d have its ifType set to tunnel (131).

If a TE Tunnel is not considered an interface, then the TE Tunne
i ndex (teTunnel I ndex) SHOULD be set to a value at |east 2724, so that
it is distinct fromnormal interfaces.

4. Creating, Mdifying, and Deleting a TE Tunne

To create a TE Tunnel, one first obtains a free Tunnel index by using
t he object teNextTunnellndex. One then creates the Tunnel, including
all paraneters, either as createAndGo or createAndWait. Then, TE
Paths for this Tunnel can be created by using the

t eTunnel Next Pat hl ndex obj ect, again as createAndGo or createAndWait.
A particular Path is conputed and signal ed when both the Path and the
encl osi ng Tunnel have RowStatus 'active’
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To build a Path’s configured route, one first gets a free PathHop

i ndex by using teNextPat hHopl ndex, and then builds the route hop-by-
hop using the secondary index, setting the AddrType, Address, and
HopType for each Hop. Finally, one sets the tePathConfiguredRoute in
the Path to the PathHop i ndex obtai ned.

Modi fying certain properties of a TE Tunnel or a TE Path may require
setting the RowStatus of the Tunnel (or Path) to 'notlnService’

bef ore nmaki ng the changes and then setting the RowStatus of the
Tunnel (or Path) back to 'active' to re-signal all Paths of the
Tunnel (or the nodified Path).

A TE Tunnel and all its Paths can be deleted by setting the Tunnel’s
RowSt atus to 'destroy’. A specific Path within a Tunnel can be
destroyed by setting that Path’s RowStatus to ’destroy’.

5. MB Specification

This M B nodul e | MPORTs objects from RFCs 2578 [2], 2579 [3], 2580
[3], 3411 [6], and 3811 [5] and it al so has REFERENCE cl auses to RFCs
3209 [8] and 3212 [12].

TE-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, mi b- 2,
I nt eger 32, Gauge32, Counter 32,

Count er 64, Unsi gned32, TineTicks FROM SNWPv2- SM

RowSt at us, StorageType, Ti neStanp,

Tr ut hVval ue FROM SNWVPv2- TC

SnnpAdmi nStri ng FROM SNWVP- FRAMEWORK- M B

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP FROM SNWVPv2- CONF

TeHopAddr ess, TeHopAddressType,
Mpl sBi t Rat e FROM MPLS- TC- STD- M B;

teM B MODULE- | DENTI TY
LAST- UPDATED "2005010400002" -- 01 January 2005
ORGANI ZATI ON "I ETF Traffic Engi neeri ng Wrki ng G oup"
CONTACT- | NFO "
Edi t or: Kireeti Konpella
Postal : Juni per Networks, Inc.
1194 Mat hil da Ave
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Sunnyval e, CA 94089
Tel : +1 408 745 2000
E-mail: kireeti @ uni per. net

The | ETF Traffic Engi neering Working Goup is
chaired by JimBoyle and Ed Kern.

WG Mailing List information:

General Discussion: te-wg@ps.ietf.org

To Subscri be: te-wg-request @ps.ietf.org
I n Body: subscri be
Ar chi ve: ftp://ops.ietf.org/pub/lists

Conments on the M B nodul e should be sent to the
mailing list. The archives for this mailing |ist
shoul d be consulted for previous di scussion on
this MB.

DESCRI PTION "The Traffic Engi neering M B nodul e.

Copyright (C The Internet Society (2005). This
version of this MB nodule is part of RFC 3970;
see the RFC itself for full legal notices.

-- revision history

REVI SI ON "200501040000Z" -- 01 January 2005
DESCRI PTION "lInitial version, published as RFC 3970."
i={ mb-2 122 }

-- Top |l evel objects

teM BNotifications OBJECT IDENTIFIER ::={ teMB 0 }
t eM BObj ect s OBJECT IDENTIFIER ::= { teMB 1 }
t eM BConf or mance OBJECT IDENTIFIER ::= { teMB 2}

ER R R S R R Rk I S O R Rk I SRR R R S R R R R S R O

-- TE MB njects

-- TE Info
telnfo OBJECT IDENTIFIER ::= { teM Bbj ects 1 }

t eDi st Prot ocol OBJECT- TYPE
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SYNTAX BI TS {
ot her (0),
isis(l),
ospf (2)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTION "I GP used to distribute Traffic Engineering
i nformati on and topol ogy to each device for the
pur pose of automatic path conputation. More than
one I GP may be used to distribute TE i nformation.

:={ telnfo 1}

teSi gnal i ngProt o OBJECT- TYPE
SYNTAX BI TS {
ot her (0),
rsvpte(l),
crldp(2),
static(3) -- static configuration

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "Traffic Engi neering signaling protocols supported
by this device. Mre than one protocol may be
support ed.

REFERENCE "For a description of RSVP-TE, see RFC 3209;
for CR-LDP, see RFC 3212.

:={ telnfo 2}

teNotificati onEnabl e OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTION "If this object is true, then it enables the
generation of notifications fromthis M B nodul e.
O herwi se notifications are not generated.

DEFVAL { false }

:={ telnfo 3}

t eNext Tunnel | ndex OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "An integer that may be used as a new Index in the
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t eTunnel Tabl e.

The special value of 0 indicates that no nore new
entries can be created in that table.

When this M B nmodul e is used for configuration, this
obj ect always contains a legal value (if non-zero)
for an index that is not currently used in that
table. The Command Generator (Network Managenent
Application) reads this variable and uses the
(non-zero) value read when creating a new row with
an SNMP SET. Wien the SET is performed, the Command
Responder (agent) nust determ ne whether the val ue
is indeed still unused; Two Network Managenent
Applications may attenpt to create a row
(configuration entry) simultaneously and use the
same value. If it is currently unused, the SET
succeeds, and the Comrand Responder (agent) changes
the value of this object according to an

i mpl ement ation-specific algorithm |If the value is
in use, however, the SET fails. The Network
Managenent Application nust then re-read this
variable to obtain a new usabl e val ue.

:={ telnfo 4}

t eNext Pat hHopl ndex OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

Unsi gned32
read-only
current

DESCRI PTI ON "An integer that may be used as a new Index in the
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t ePat hHopTabl e.

The special value of 0 indicates that no nore new
entries can be created in that table.

When this MB nodule is used for configuration, this
obj ect always contains a legal value (if non-zero)
for an index that is not currently used in that
table. The Command Generator (Network Managenent
Application) reads this variable and uses the
(non-zero) value read when creating a new row with
an SNMP SET. When the SET is performed, the Comand
Responder (agent) nust determ ne whether the val ue
is indeed still unused; Two Network Managenent
Applications may attenpt to create a row
(configuration entry) simultaneously and use the
sane value. If it is currently unused, the SET
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succeeds, and the Comrand Responder (agent) changes
the value of this object according to an

i npl ementation-specific algorithm If the value is
in use, however, the SET fails. The Network
Managenent Application nust then re-read this
variabl e to obtain a new usabl e val ue.

:={ telnfo 5}
t eConfi guredTunnel s OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Nunber of currently configured Tunnels."
c:={ telnfo 6 }
teActiveTunnel s OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "Nunber of currently active Tunnels."”
::={ telnfo 7 }
tePri maryTunnel s OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "Nunber of currently active Tunnels running on
their primary paths.

:={ telnfo 8}
t eAdm nG oupTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF TeAdni nGroupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON " A mappi ng of configured adninistrative groups. Each
entry represents an Adm nistrative G oup and
provi des a name and index for the group.
Adm ni strative groups are used to label links in the
Traffic Engineering topology in order to place
constraints (include and exclude) on Tunnel paths.

A groupName can only be |inked to one group nunber.
The groupNunber is the nunber assigned to the

adm ni strative group used in constraints,

such as tePat hl ncl udeAny or tePat hl ncl udeAl | .
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:={ telnfo 9}

t eAdm nG oupEnt ry OBJECT- TYPE

SYNTAX TeAdnm nG oupEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON " A mappi ng between a configured group nunber and
its human-readabl e name. The group nunber shoul d
be between 1 and 32, inclusive. G oup nunber n
represents bit nunber (n-1) in the bit vector for
I ncl ude/ Excl ude constraints.

Al entries in this table MIST be kept in stable
storage so that they will re-appear in case of a
restart/reboot.

I NDEX { teAdni nG oupNunber }

.= { teAdm nGoupTable 1}

TeAdni nG oupEntry ::=

SEQUENCE {
t eAdm nG oupNunber I nt eger 32,
t eAdm nGr oupNane SnnpAdmi nStri ng,
t eAdm nGr oupRowSt at us RowSt at us

}

t eAdm nG oupNunber OBJECT- TYPE

SYNTAX I nteger32 (1..32)

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON "I ndex of the adm nistrative group."
:={ teAdm nG oupEntry 1 }

t eAdm nGr oupName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (1..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "Nane of the administrative group.”
:={ teAdm nG oupEntry 2 }

t eAdm nGr oupRowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be
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:={ teAdm nG oupEntry 3}

-- Tunnel

Tabl e

t eTunnel Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF TeTunnel Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Tabl e of Configured Traffic Tunnels."

teTunnel Entry

{ teM Bbj ects 2 }

OBJECT- TYPE

SYNTAX TeTunnel Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "Entry containing information about a particul ar

I NDEX

Traffic Tunnel

{ teTunnel I ndex }
{ teTunnel Table 1 }

TeTunnel Entry ::=
SEQUENCE {

Konpel | a

t eTunnel | ndex

t eTunnel Nane

t eTunnel Next Pat hl ndex
Conceptual row infornation:
t eTunnel RowSt at us

t eTunnel St or ageType
Address information

t eTunnel Sour ceAddr essType
t eTunnel Sour ceAddr ess

t eTunnel Dest i nati onAddr essType
t eTunnel Desti nati onAddr ess
St at e/ performance i nfornmation:
teTunnel St at e

teTunnel Di sconti nuityTi mer
t eTunnel Cct et s

t eTunnel Packet s

teTunnel LPCct et s

t eTunnel LPPacket s

t eTunnel Age

teTunnel Ti meUp
teTunnel Pri maryTi meUp

t eTunnel Transi ti ons

t eTunnel Last Transiti on

St andards Track

Unsi gnhed32,
SnnpAdmi nStri ng,
Unsi gned32,

RowsSt at us,
St or ageType,

TeHopAddr essType,
TeHopAddr ess,
TeHopAddr essType,
TeHopAddr ess,

| NTEGER,

Ti meSt anp,
Count er 64,
Count er 64,
Count er 32,
Count er 32,
Ti meTi cks,
Ti meTi cks,
Ti meTi cks,
Count er 32,
Ti meTi cks,
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t eTunnel Pat hChanges Count er 32,
t eTunnel Last Pat hChange Ti meTi cks,
t eTunnel Conf i gur edPat hs Gauge32,
t eTunnel St andbyPat hs Gauge32,
t eTunnel Oper at i onal Pat hs Gauge32
}
t eTunnel | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTION "A uni que index that identifies a Tunnel. |If the TE
Tunnel is considered an interface, then this index
must match the interface i ndex of the correspondi ng
interface. QOherw se, this index must be at |east
2724, so that it does not overlap with any existing
i nterface index.
c:={ teTunnel Entry 1 }
t eTunnel Name OBJECT- TYPE
SYNTAX SnnpAdm nString (SIZE (1..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "Nanme of the Traffic Tunnel.

Note that the name of a Tunnel MJST be uni que.
When a SET request contains a nane that is already
in use for another entry, then the inplenentation
must return an inconsistentValue error.

The val ue of this object cannot be changed if the
if the value of the correspondi ng teTunnel RowsSt at us
object is "active'.

c:={ teTunnel Entry 2 }

t eTunnel Next Pat hl ndex OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current

DESCRI PTION "An integer that may be used as a new I ndex for the
next Path in this Tunnel.

The special value of 0 indicates that no nore Paths

can be created for this Tunnel, or that no nore new
entries can be created in tePathTabl e.

Konpel | a St andards Track [ Page 12]



RFC 3970 A Traffic Engineering (TE) MB January 2005

When this MB nodule is used for configuration, this
obj ect always contains a legal value (if non-zero)
for an index that is not currently used in that
table. The Command Generator (Network Managenent
Application) reads this variable and uses the
(non-zero) value read when creating a new row with
an SNMP SET. Wien the SET is performed, the Comand
Responder (agent) nust determ ne whether the val ue
is indeed still unused; Two Network Managenent
Applications may attenpt to create a row
(configuration entry) simultaneously and use the
sane value. If it is currently unused, the SET
succeeds, and the Command Responder (agent) changes
the value of this object according to an

i npl ementation-specific algorithm If the value is
in use, however, the SET fails. The Network
Managenent Application nust then re-read this
variabl e to obtain a new usabl e val ue.

::={ teTunnel Entry 3 }

t eTunnel RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

When the value of this object is "active', then
the values for the correspondi ng objects

t eTunnel Narme, teTunnel Sour ceAddr essType,

t eTunnel Sour ceAddr ess,

t eTunnel Dest i nati onAddr essType, and
teTunnel Desti nati onAddr ess cannot be changed.

::={ teTunnel Entry 4 }

teTunnel St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row.

Conceptual rows having the value 'permanent’ need
not allow wite-access to any col umar objects
in the row

::={ teTunnel Entry 5 }
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t eTunnel Sour ceAddr essType OBJECT- TYPE

SYNTAX TeHopAddr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "The type of Traffic Engi neered Tunnel hop address
for the source of this Tunnel. Typically, this

address type is IPv4d or IPv6, with a prefix length
of 32 or 128, respectively. |If the TE Tunnel path
is being conputed by a path conputation server
however, it is possible to use nore flexible source
address types, such as AS nunbers or prefix |engths
| ess than host address | engths.

The val ue of this object cannot be changed
if the value of the correspondi ng teTunnel RowsSt at us
object is 'active’

::={ teTunnel Entry 6 }

t eTunnel Sour ceAddr ess OBJECT- TYPE

SYNTAX TeHopAddr ess
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The Source Traffic Engi neered Tunnel hop address of
this Tunnel

The type of this address is determ ned by the val ue
of the correspondi ng teTunnel Sour ceAddr essType.

Note that the source and destination addresses of a
Tunnel can be different address types.

The val ue of this object cannot be changed
if the value of the correspondi ng teTunnel RowSt at us
object is 'active’

2= { teTunnel Entry 7 }

t eTunnel Desti nati onAddr essType OBJECT- TYPE

SYNTAX TeHopAddr essType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The type of Traffic Engi neered Tunnel hop address
for the destination of this Tunnel

The val ue of this object cannot be changed

if the value of the correspondi ng teTunnel Rowst at us
object is 'active’
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::={ teTunnel Entry 8 }

t eTunnel Desti nati onAddress OBJECT- TYPE

SYNTAX TeHopAddr ess
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The Destination Traffic Engi neered Tunnel hop
address of this Tunnel

The type of this address is determ ned by the val ue
of the correspondi ng teTunnel Desti nati onAddr essType.

Not e that source and destinati on addresses of a
Tunnel can be different address types.

The val ue of this object cannot be changed
if the value of the correspondi ng teTunnel RowsSt at us
object is 'active’

::={ teTunnel Entry 9 }

teTunnel State OBJECT- TYPE
SYNTAX | NTEGER {
unknown( 1),
up(2),
down( 3),
testing(4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "The operational state of the Tunnel."
::={ teTunnel Entry 10 }

teTunnel Di scontinuityTi mer OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The val ue of sysUpTime on the nost recent occasion
at which any one or nore of this tunnel’s counters
suffered a discontinuity. The relevant counters
are teTunnel Cctets, teTunnel Packets,
teTunnel LPCctets, and teTunnel LPPackets. |If no such
di scontinuities have occurred since the |ast
re-initialization of the |ocal management subsystem
then this object contains a zero val ue.

.= { teTunnel Entry 11 }

Konpel | a St andards Track [ Page 15]



RFC 3970 A Traffic Engineering (TE) MB January 2005

t eTunnel Cctets OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of octets that have been forwarded over
t he Tunnel .

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes, as indicated by the val ue of
teTunnel Di sconti nuityTi ner.

c:={ teTunnel Entry 12 }

t eTunnel Packets OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The number of packets that have been forwarded over
the Tunnel .

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes, as indicated by the val ue of
teTunnel Di sconti nuityTi mer.

::={ teTunnel Entry 13 }

t eTunnel LPCct ets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of octets that have been forwarded over
t he Tunnel .

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times, as indicated by the val ue of
teTunnel Di sconti nui tyTi ner.

::={ teTunnel Entry 14 }

t eTunnel LPPackets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of packets that have been forwarded over
the Tunnel .
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Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times, as indicated by the val ue of

t eTunnel Di sconti nui tyTi ner.

::={ teTunnel Entry 15 }

t eTunnel Age OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "The age (i.e., time fromcreation of this conceptua
rowtill now) of this Tunnel in hundredths of a

second. Note that because Ti meTicks wap in about
16 nmonths, this value is best used in interva
nmeasur enents.

::={ teTunnel Entry 16 }

teTunnel Ti meUp OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTION "The total time in hundredths of a second that this
Tunnel has been operational. Note that because

Ti meTi cks wap in about 16 nonths, this value is
best used in interval measurenents.

An exanpl e of usage of this object would be to
conmpute the percentage up tinme over a period of tine
by obtai ni ng val ues of teTunnel Age and

teTunnel TimeUp at two points in tine and computing
the followi ng ratio:

((teTunnel Ti meUp2 - teTunnel Ti meUpl)/

(teTunnel Age2 - teTunnel Agel)) * 100 % In doing
so, the managenent station nust account for

wr appi ng of the val ues of teTunnel Age and
teTunnel Ti meUp between the two nmeasuremnents.

::={ teTunnel Entry 17 }

teTunnel Pri maryTi neUp OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTION "The total tinme in hundredths of a second that this
Tunnel's primary path has been operational. Note

that because TinmeTicks wap in about 16 nonths, this
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value is best used in interval neasurenents.

An exanpl e of usage of this field would be to
conput e what percentage of tine that a TE Tunnel was
on the primary path over a period of tinme by
conputi ng

((teTunnel PrimaryTi meUp2 - teTunnel PrimaryTi neUpl)/
(teTunnel Ti meUp2 - teTunnel Ti meUpl))*100 % In
doi ng so, the nmanagenent station nust account for

wr appi ng of the val ues of teTunnel PrinmaryTi mneUp and
teTunnel Ti mreUp between the two neasurenents.

::={ teTunnel Entry 18 }

t eTunnel Transi ti ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The numnber of operational state transitions
(up -> down and down -> up) this Tunnel has
under gone.

::={ teTunnel Entry 19 }

t eTunnel Last Transi ti on OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current

DESCRI PTION "The time in hundredths of a second since the |ast
operational state transition occurred on this
Tunnel

Note that if the last transition was over 16
mont hs ago, this value will be inaccurate.

::={ teTunnel Entry 20 }

t eTunnel Pat hChanges OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of path changes this Tunnel has had."
c:={ teTunnel Entry 21 }

t eTunnel Last Pat hChange OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
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DESCRI PTION "The tinme in hundredths of a second since the |ast
pat h change occurred on this Tunnel.

Note that if the last transition was over 16
mont hs ago, this value will be inaccurate.

Pat h changes nay be caused by network events or by
reconfiguration that affects the path.

::={ teTunnel Entry 22 }

t eTunnel Confi gur edPat hs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of paths configured for this Tunnel."
::={ teTunnel Entry 23 }

t eTunnel St andbyPat hs OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of standby paths configured for this
Tunnel .

::={ teTunnel Entry 24 }

t eTunnel Oper ati onal Pat hs OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The number of operational paths for this Tunnel.
This includes the path currently active, as
wel | as operational standby paths.

::={ teTunnel Entry 25 }

ER R I I I R R R R S Ik S R R R S R R R

-- Tunnel Path Table

t ePat hTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF TePat hEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Tabl e of Configured Traffic Tunnels."
:={ teMBjects 3}
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tePat hEntry

A Traffic Engineering (TE) MB

OBJECT- TYPE

SYNTAX TePat hEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Entry contai ning information about a particul ar

I NDEX

Traffic Tunnel.

Each Traffic Tunnel

or nore Traffic Paths.

As a Traffic Path can only exist over an existing
al |
a value of n for teTunnel Il ndex MJST be renpbved by

Traffic Tunnel,

tePat hEntries with

the inplenentati on when the correspondi ng

teTunnel Entry with a value of n for teTunnel | ndex

is renoved.
{ teTunnel | ndex,
{ tePathTable 1 }

TePat hEntry :: =
SEQUENCE {

}

t ePat hl ndex

t ePat hl ndex

t ePat hNane

Conceptual row infornmation
t ePat hRowSt at us

t ePat hSt or ageType

Pat h properties

t ePat hType

t ePat hConfi gur edRout e
t ePat hBandwi dt h

t ePat hl ncl udeAny

t ePat hl ncl udeAl |

t ePat hExcl ude

tePat hSetupPriority
tePathHol dPriority

t ePat hProperties

Pat h status

t ePat hOper St at us

t ePat hAdni nSt at us

t ePat hConput edRout e

t ePat hRecor dedRout e

OBJECT- TYPE

t ePat hl ndex }

Unsi gned32,
SnnpAdmi nString,

RowsSt at us,
St or ageType,

| NTEGER,
Unsi gned32,
Mol sBi t Rat e,
Unsi gned32,
Unsi ghed32,
Unsi gnhed32,
| nt eger 32,

I nt eger 32,
BI TS,

| NTEGER,
| NTEGER,
Unsi gned32,
Unsi gned32

DESCRI PTI ON "An index that uniquely identifies a path within

Tr ack

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
a Tunnel .
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The conbi nation of <teTunnel | ndex, tePathlndex> thus
uniquely identifies a path anong all paths on this
router.

::={ tePathEntry 1 }

t ePat hNane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The name of this path.

A pat hNane nust be unique within the set of paths
over a single tunnel. |If a SET request is received
with a duplicate nane, then the inplenentati on MIST
return an inconsistentVal ue error.

The val ue of this object cannot be changed
if the value of the correspondi ng teTunnel RowsSt at us
object is 'active'.

::={ tePathEntry 2 }

t ePat hRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

When the value of this object is "active', then
the val ue of tePathNane cannot be changed. All
other witable objects may be changed; however,
these changes may affect traffic going over the TE
tunnel or require the path to be conputed and/or

r e-si gnal ed.

::={ tePathEntry 3 }

t ePat hSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row

Conceptual rows having the value ’permanent’ need
not allow wite-access to any col umar objects
in the row
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c:={ tePathEntry 4}

t ePat hType OBJECT- TYPE
SYNTAX | NTEGER {
other (1),
primry(2),
st andby( 3),
secondary(4)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "The type for this PathEntry; i.e., whether this path
is a primary path, a standby path, or a secondary
pat h.

::={ tePathEntry 5 }

t ePat hConfi gur edRout e OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current

DESCRI PTION "The route that this TE path is configured to foll ow
i.e., an ordered list of hops. The value of this
obj ect gives the primary index into the Hop Table.
The secondary index is the hop count in the path, so
to get the route, one could get the first hop with
i ndex <tePathConfiguredRoute, 1> in the Hop Tabl e
and do a getnext to get subsequent hops.

.= { tePathEntry 6 }

t ePat hBandw dth OBJECT- TYPE

SYNTAX Mpl sBi t Rat e

UNI TS "Kil obits per second"
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "The configured bandwi dth for this Tunnel,
in units of thousands of bits per second (Kbps).

DEFVAL { 0}
::={ tePathEntry 7 }

t ePat hl ncl udeAny OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current

DESCRI PTION "This is a configured set of adnministrative groups
specified as a bit vector (i.e., bit nis 1 if group
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nisinthe set, where n = 0 is the LSB). For each
link that this path goes through, the link nmust have
at | east one of the groups specified in IncludeAny
to be acceptable. If IncludeAny is zero, all links
are accept abl e.

DEFVAL {0}

::={ tePathEntry 8 }

t ePat hl ncl udeAl | OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current

DESCRI PTION "This is a configured set of adm nistrative groups
specified as a bit vector (i.e., bit nis 1 if group
nisinthe set, where n = 0 is the LSB). For each
link that this path goes through, the link nust have
all of the groups specified in IncludeAll to be
acceptable. If IncludeAll is zero, all links are
accept abl e.

DEFVAL { 0}
.= { tePathEntry 9 }

t ePat hExcl ude OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current

DESCRI PTION "This is a configured set of administrative groups
specified as a bit vector (i.e., bit nis 1 if group
nisinthe set, where n = 0 is the LSB). For each
link that this path goes through, the |ink MJST have
groups associated with it, and the intersection of
the link’s groups and the 'exclude’ set MJST be
nul | .

DEFVAL { 0}

:={ tePathEntry 10 }

tePat hSet upPriority OBJECT- TYPE

SYNTAX Integer32 (0..7)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The setup priority configured for this path, with 0
as the highest priority and 7 as the | owest.

DEFVAL {71}
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c:={ tePathEntry 11 }

tePat hHol dPriority OBJECT- TYPE

SYNTAX Integer32 (0..7)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The hold priority configured for this path, with 0
as the highest priority and 7 as the | owest.

DEFVAL { 0}

::={ tePathEntry 12 }

t ePat hProperti es OBJECT- TYPE
SYNTAX BI TS {

recor dRout e( 0),
cspf (1),
makeBef or eBr eak(2),
mer geabl e(3),
fast Rerout e(4),
pr ot ect ed(5)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON "The set of configured properties for this path,
expressed as a bit map. For exanple, if the path
supports 'make before break’, then bit 2 is set.

;= { tePathEntry 13 }

t ePat hOper St at us OBJECT- TYPE
SYNTAX I NTEGER {

unknown(0),
down(1),
testing(2),
dor mant ( 3),
ready(4),
oper ati onal (5)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON "The operational status of the path:
unknown:
down: Signaling fail ed.
testing: Admi ni stratively set aside for testing.
dor mant : Not signaled (for a backup tunnel).
r eady: Si gnal ed but not yet carrying traffic.

operational: Signaled and carrying traffic.
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c:={ tePathEntry 14 }

t ePat hAdm nSt at us OBJECT- TYPE

SYNTAX I NTEGER {
normal (1),
testing(2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON "The operational status of the path:
nor nal : Used nornally for forwarding.
testing: Admi ni stratively set aside for testing.

:={ tePathEntry 15 }

t ePat hConput edRout e OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The route conmputed for this path, perhaps using
some form of Constraint-based Routing. The
algorithmis inplenentation dependent.

Thi s object returns the conputed route as an ordered
list of hops. The value of this object gives the
primary index into the Hop Table. The secondary
index is the hop count in the path, so to get the
route, one could get the first hop with index

<t ePat hConput edRoute, 1> in the Hop Table and do a
getnext to get subsequent hops.

A value of zero (0) neans there is no conput edRoute.

::={ tePathEntry 16 }

t ePat hRecor dedRout e OBJECT- TYPE

SYNTAX Unsi gnhed32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The route actually used for this path, as recorded
by the signaling protocol. This is again an ordered

list of hops; each hop is expected to be strict.

The val ue of this object gives the primary index
into the Hop Table. The secondary index is the hop
count in the path, so to get the route, one can get
the first hop with index <tePathRecordedRoute, 1>
in the Hop Table and do a getnext to get subsequent
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hops.

A value of zero (0) nmeans there is no recordedRoute.

:={ tePathEntry 17 }

EEE I I I O R R I A O S

-- Tunnel Path Hop Tabl e

t ePat hHopTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TePat hHopEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Tabl e of Tunnel Path Hops."
= { teMBjects 4}

t ePat hHopEntry OBJECT- TYPE

SYNTAX TePat hHopEnt ry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTION "Entry contai ning information about a particul ar
hop.

I NDEX { teHoplLi stlndex, tePathHoplndex }

::={ tePathHopTable 1 }

TePat hHopEntry :: =

SEQUENCE {
t eHopLi st | ndex Unsi ghed32,
t ePat hHopl ndex Unsi gnhed32,

-- Conceptual row information

t ePat hHopRowSt at us RowsSt at us,
t ePat hHopSt or ageType St or ageType,
t ePat hHopAddr Type TeHopAddr essType,
t ePat hHopAddr ess TeHopAddr ess,
t ePat hHopType | NTEGER

}

t eHopLi st | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS  not - accessi bl e

STATUS current

DESCRI PTION "An index that identifies a list of hops. This is
the primary index to access hops.

c:={ tePathHopEntry 1 }
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t ePat hHopl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTION "An index that identifies a particular hop anong the
list of hops for a path. An index of i identifies
the ith hop. This is the secondary index for a hop
entry.

::={ tePathHopEntry 2 }

t ePat hHopRowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

Any field in this table can be changed, even if the

val ue of this object is "active'. However, such a
change may cause traffic to be rerouted or even
di srupt ed.

::={ tePat hHopEntry 3 }

t ePat hHopSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row.

Conceptual rows having the value 'permanent’ need
not allow wite-access to any col umar objects
in the row.

::={ tePat hHopEntry 4 }

t ePat hHopAddr Type OBJECT- TYPE

SYNTAX TeHopAddr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "The type of Traffic Engi neered Tunnel hop Address
of this hop.

The val ue of this object cannot be changed
if the value of the correspondi ng tePat hRowSt at us
object is "active'.

::={ tePat hHopEntry 5 }
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t ePat hHopAddr ess OBJECT- TYPE

SYNTAX TeHopAddr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON "The Traffic Engi neered Tunnel hop Address of this
hop.

The type of this address is determ ned by the val ue
of the correspondi ng tePat hHopAddr essType.

The val ue of this object cannot be changed
if the value of the correspondi ng teTunnel RowsSt at us
object is 'active'.
::={ tePat hHopEntry 6 }
t ePat hHopType OBJECT- TYPE
SYNTAX | NTEGER {
unknown(0),

| oose(1),
strict(2)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON "The type of hop:
unknown:
| oose: This hop is a LOOSE hop.

strict: This hop is a STRICT hop.

c:={ tePathHopEntry 7 }

ER R I I I O I R R R R S kS R R R O O R R I R R R I

-- TE Notifications

t eTunnel Up NOTI FI CATI ON- TYPE
OBJECTS { teTunnel Name,
tePat hNane } -- Tunnel Path
STATUS current

DESCRI PTI ON "A teTunnel Up notification is generated when the
Tunnel indexed by teTunnel Nane transitions to the
up’ state.

A tunnel is up when at |east one of its paths is up.

The tePathName is the nane of the path whose
transition to up nmade the tunnel go up.
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This notification MJST be linited to at nost one
every mnute, in case the tunnel flaps up and down.

::={ teMBNotifications 1 }

t eTunnel Down NOTI FI CATI ON- TYPE
OBJECTS { teTunnel Name,
tePathNane } -- Tunnel Path
STATUS current

DESCRI PTI ON "A teTunnel Down notification is generated when the
Tunnel indexed by teTunnel Nane transitions to the
"down’ state.

A tunnel is up when at |least one of its paths is up
The tePathNanme is the nane of the path whose
transition to down nade the tunnel go down.

This notification MIST be linmted to at nost one
every mnute, in case the tunnel flaps up and down.

c:={ teMBNotifications 2 }

t eTunnel Changed NOTI FI CATI ON- TYPE

OBJECTS { teTunnel Nane,
tePathNane } -- toTunnel Path
STATUS current

DESCRI PTI ON " A teTunnel Changed notification is generated when an
active path on the Tunnel indexed by teTunnel Nane
changes or a new path becones active. The val ue
of tePathName is the new active path.

This notification MJST be linmted to at nost one
every mnute, in case the tunnel changes quickly.

::={ teMBNotifications 3}

t eTunnel Rer out ed NOTI FI CATI ON- TYPE

OBJECTS { teTunnel Name,
tePathNane } -- toTunnel Path
STATUS current

DESCRI PTI ON "A teTunnel Rerouted notification is generated when
an active path for the Tunnel indexed by
teTunnel Name stays the same, but its route changes.

This notification MIUST be Iimted to at nost one
every mnute, in case the tunnel reroutes quickly.

:={ teMBNotifications 4}
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ER R I S I S O R R R I Sk S R R R R R S R R R R O R R R R S R

-- TE Conpliance Statenents

teG oups

OBJECT IDENTIFIER ::= { teM BConformance 1 }

t eModul eConpl i ance

OBJECT I DENTIFIER ::= { teM BConfornance 2 }

ER R I I I R R R R Sk I S R R R I O R Rk Ik R I A R

-- TE object group

teTraf fi cEngi neeri
OBJECTS {

S

ngG oup OBJECT- GROUP

t eTunnel Name,

t eTunnel Ne
t eTunnel Ro
t eTunnel St
t eTunnel So
t eTunnel So
t eTunnel De
t eTunnel De
t eTunnel St
t eTunnel Di
t eTunnel Cc

xt Pat hl ndex,

WSt at us,

orageType,

ur ceAddr essType,

ur ceAddr ess,

sti nati onAddr essType,
stinati onAddress,

at e,
scontinuityTimer,
tets,

t eTunnel Packet s,
t eTunnel LPCct et s,
t eTunnel LPPacket s,

teTunnel Ag
t eTunnel Ti
t eTunnel Pr
t eTunnel Tr

e,

meUp,

i maryTi meUp,
ansi tions,

t eTunnel Last Transi ti on,
t eTunnel Pat hChanges,
t eTunnel Last Pat hChange,

t eTunnel Co
t eTunnel St
teTunnel Op
t ePat hBand
t ePat hl ncl
t ePat hl ncl
t ePat hExcl

Konpel | a

nfi gur edPat hs,
andbyPat hs,

er ati onal Pat hs,
wi dt h,

udeAny,

udeAl |,

ude,
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t ePat hSet upPriority,
tePat hHol dPriority,

t ePat hProperti es,

t ePat hOper St at us,

t ePat hAdmi nSt at us,

t ePat hConput edRout e,
t ePat hRecor dedRout e,
teDi st Protocol ,

teSi gnal i ngPr ot o,
teNotificationEnabl e,
t eNext Tunnel | ndex,

t eNext Pat hHopl ndex,

t eAdm nG oupNane,

t eAdm nG oupRowSt at us,
t eConfi gur edTunnel s,
teActi veTunnel s,
tePri maryTunnel s,

t ePat hNane,

t ePat hType,

t ePat hRowSt at us,

t ePat hSt or ageType,

t ePat hConfi gur edRout e,
t ePat hHopRowSt at us,

t ePat hHopSt or ageType,
t ePat hHopAddr Type,

t ePat hHopAddr ess,

t ePat hHopType

}

STATUS current

DESCRI PTI ON "Ohj ects for Traffic Engineering in this MB nodule."
:={ teGoups 1}

teNotificati onG oup NOTIFI CATI ON- GROUP
NOTI FI CATI ONS {
t eTunnel Up,
t eTunnel Down,
t eTunnel Changed,
t eTunnel Rer out ed

}
STATUS current

DESCRI PTI ON "Notifications specified in this MB nodule."”
:={ teGoups 2}

ER R I b I I R R R R S kS R AR R O S O R I

-- TE conpliance statenents

-- There are four conpliance statements: read-only and full
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compliance for regular TE devi ces,

A Traffic Engineering (TE) MB

compliance for path conputation servers.

t eModul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS
DESCRI PTI ON "When this M B nodul e is inplenmented without support

MCDULE

Konpel | a

for read-create (i.e.,

current

-- enclosing nodule, i.e., TEEMB

MANDATCORY- GROUPS {
teTraf fi cEngi neeri ngG oup

}

GROUP teNotificationG oup

DESCRI PTI ON "I npl enent ati on of this group
OBJECT teNotificationEnabl e

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT

t eAdm nG oupNane

M N-ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT
SYNTAX

t eAdm nG oupRowsSt at us
RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT

t eTunnel Nanme

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT
SYNTAX

t eTunnel RowsSt at us
RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.

OBJECT

t eTunnel St or ageType

M N-ACCESS read-only

DESCRI PTION "Wite access is not required.

St andards Track

January 2005

and read-only and full

in read-only nmode), then such
an i npl ementation can clai mread-only conpliance.
Such a device can be nonitored but cannot be
configured with this M B nodul e.

is optional."

[ Page 32]



RFC 3970 A Traffic Engineering (TE) MB January 2005

OBJECT t eTunnel Sour ceAddr essType

SYNTAX TeHopAddr essType { ipv4(1l), ipve(2) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required. An
i npl ementation is only required to support
| Pv4 and | Pv6 host addresses."

OBJECT t eTunnel Sour ceAddr ess
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t eTunnel Dest i nati onAddr essType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t eTunnel Desti nati onAddr ess
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t ePat hNane
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t ePat hRowsSt at us

SYNTAX RowsSt atus { active(1l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.™

OBJECT t ePat hSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t ePat hType
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t ePat hConfi gur edRout e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t ePat hBandwi dt h
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t ePat hl ncl udeAny

M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”
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M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT
SYNTAX

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

OBJECT

M N- ACCESS

DESCRI PTI ON

t ePat hl ncl udeAl
read-only

"Wite access is not

t ePat hExcl ude
read-only

"Wite access is not

tePat hSetupPriority
read-only

"Wite access i s not

tePat hHol dPriority
read-only

"Wite access is not

t ePat hProperties
read-only

"Wite access is not

t ePat hAdm nSt at us
read-only

"Wite access i s not

t ePat hHopRowSt at us

requi

r equi

r equi

requi

r equi

r equi

RowSt atus { active(l) }

read-only

"Wite access i s not

t ePat hHopSt or ageType
read-only

"Wite access is not

t ePat hHopAddr Type
read-only

"Wite access i s not

t ePat hHopAddr ess
read-only

"Wite access i s not

.= { teModul eConpliance 1 }

t eModul eFul | Conpl i ance MODULE- COVPLI ANCE
current
DESCRI PTI ON "When this M B nodule is inplenented with support for

STATUS

Konpel | a
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full

r equi

r equi

r equi

r equi

red.

red.

red.

red.

red.

red.

red.
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nmonitored and configured with this M B nodul e.

MODULE -- enclosing nodule, i.e., TEEMB

MANDATCORY- GROUPS {
teTraf fi cEngi neeri ngG oup
}

GROUP teNotificationG oup
DESCRI PTI ON "I npl enentation of this group is optional."

OBJECT t eAdm nG oupRowsSt at us

SYNTAX RowSt atus { active(l) }

VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }

DESCRI PTI ON " Support for notlnService, createAndWait and
not Ready is not required.

OBJECT t eTunnel RowSt at us

SYNTAX RowSt atus { active(1l), notlnService(2) }

VRl TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is not

required.
OBJECT t eTunnel Sour ceAddr essType
SYNTAX TeHopAddr essType { ipv4(l), ipv6(2) }

DESCRI PTION "Wite access is required. An inplementation is
only required to support 1Pv4 and | Pv6 host

addr esses.
OBJECT t ePat hRowSt at us
SYNTAX RowSt atus { active(1l), notlnService(2) }

VRl TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWiit and notReady is not

required.
OBJECT t ePat hHopRowSt at us
SYNTAX RowSt atus { active(1l), notlnService(2) }

VRl TE- SYNTAX RowSt atus { active(l), notlnService(2),
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creat eAndGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait and notReady is not
required.

.= { teModul eConpliance 2 }

t eMbdul eSer ver ReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON "When this MB nodule is inplemented by a path
conputation server w thout support for read-create
(i.e., in read-only node), then the inplenmentation
can clai mread-only conpliance. Such
a device can be nonitored but cannot be
configured with this M B nodul e.

MODULE -- enclosing nodule, i.e., TEEMB

MANDATORY- GROUPS {
teTraf fi cEngi neeri ng& oup
}

GROUP teNotificationG oup
DESCRI PTI ON "I npl enentation of this group is optional."

OBJECT teNotificationEnable
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t eAdm nGr oupNane
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.™

OBJECT t eAdm nGr oupRowsSt at us

SYNTAX RowsSt atus { active(1) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT t eTunnel Name
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t eTunnel RowsSt at us

SYNTAX RowSt atus { active(l) }

M N-ACCESS read-only

DESCRI PTION "Wite access is not required.”
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OBJECT t eTunnel St or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t eTunnel Sour ceAddr essType

M N- ACCESS read-only

DESCRI PTION "Wite access is not required. A path
comput ati on server SHOULD inplement all types
of tunnel source address types.

OBJECT t eTunnel Sour ceAddr ess
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t eTunnel Dest i nati onAddr essType
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t eTunnel Desti nati onAddr ess
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t ePat hName
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t ePat hRowSt at us

SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."

OBJECT t ePat hSt or ageType
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t ePat hType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT t ePat hConfi gur edRout e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t ePat hBandw dt h

M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”
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OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
SYNTAX
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

Traffic Engineering (TE) MB

t ePat hl ncl udeAny
read-only
"Wite access is not

t ePat hl ncl udeAl
read-only
"Wite access is not

t ePat hExcl ude
read-only
"Wite access i s not

tePat hSetupPriority
read-only
"Wite access is not

tePathHol dPriority
read-only
"Wite access is not

t ePat hProperties
read-only
"Wite access is not

t ePat hAdm nSt at us
read-only
"Wite access is not

t ePat hHopRowSt at us
RowsSt atus { active(1l
read-only
"Wite access is not

t ePat hHopSt or ageType
read-only
"Wite access is not

t ePat hHopAddr Type
read-only
"Wite access is not

t ePat hHopAddr ess
read-only
"Wite access is not

;.= { teModul eConpliance 3 }

requi

r equi

r equi

requi

r equi

r equi

requi

)}

r equi

r equi

r equi

r equi

red.

red.

red.

red.

red.

red.

red.

red.

red.

red.

red.

t eModul eSer ver Ful | Conpl i ance MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON "When this MB nodule is inplemented by a path

comput ation server with support for read-create,
then the inplenentation can claimfull
conpl i ance.

MODULE -- enclosing nodule, i.e., TEEMB

Konpel | a

MANDATCORY- GROUPS {
teTraf fi cEngi neeri ngG oup
}

GROUP teNotificationG oup
DESCRI PTI ON "I npl enentation of this group is optional."

OBJECT t eAdm nGr oupRowsSt at us

SYNTAX RowsSt atus { active(1l) }

VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }

DESCRI PTI ON " Support for notlnService, createAndWit, and
not Ready i s not required.

OBJECT t eTunnel Rowst at us

SYNTAX Rowst atus { active(1l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWiit and notReady is not
required.
OBJECT t eTunnel Sour ceAddr essType

DESCRI PTION "Wite access is required. An inplenmentation
of a path conputation server SHOULD support all
types of tunnel source address types.

OBJECT t ePat hRowSt at us

SYNTAX RowSt atus { active(1l), notlnService(2) }

VRl TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON "Support for createAndWait and notReady is not
required.

OBJECT t ePat hHopRowSt at us
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END

SYNTAX Rowst atus { active(1l), notlnService(2) }

VRl TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6)

}

r

DESCRI PTI ON " Support fo
required.

creat eAndWait and not Ready is not

::={ teModul eConpliance 4 }
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7. Security Considerations

This M B nodule relates to the configurati on and managenent of
Traffic Engineering tunnels. The unauthorized mani pul ation of fields
in the tables teAdnm nG oupTabl e, teTunnel Tabl e, tePathTable, and

t ePat hHopTabl e may | ead to tunnel flapping, tunnel paths being
changed, or traffic being disrupted. 1In addition, if these tables
are read by unauthorized parties, the infornmation can be used to
trace traffic patterns, traffic volunes, and tunnel paths. This may
be considered proprietary and confidential information by sone

provi ders.

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

t eAdm nGroupTabl e: Changing this will affect the semantics of include
and exclude constraints, and thus traffic takes unintended routes.

teTunnel Tabl e: Changing this affects nany properties of traffic
tunnel s.

tePat hTabl e: Changing this affects the constraints (including
bandwi dt h) of tunnel paths, as well as the status of the path.

t ePat hHopTabl e: Changing this affects the route followed by a traffic
tunnel path.
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Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

teTunnel Tabl e: Describes tunnel endpoints and traffic vol unes.
t ePat hTabl e: Descri bes path properti es.
t ePat hHopTabl e: Descri bes path routes.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [9], section 8), including ful
support for the SNMPv3 cryptographi c nechani sns (for authentication
and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/ delete) them
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