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Abst ract

| ETF procedures generally require that a standards track RFC may not
have a normative reference to another standards track docunment at a
|l ower maturity level or to a non standards track specification (other
than specifications fromother standards bodies). For exanple, a
standards track docunment nmay not have a nornative reference to an
informati onal RFC. Exceptions to this rule are sonetines needed as
the | ETF uses informational RFCs to describe non-I1ETF standards or

| ETF-specific nodes of use of such standards. This docunent
clarifies and updates the procedure used in these circunstances.

1. Introduction

The I nternet Standards Process [ RFC2026] Section 4.2.4 specifies the
fol | owi ng:

St andards track specifications normally nmust not depend on other
standards track specifications which are at a lower maturity | eve
or on non standards track specifications other than referenced
speci fications from other standards bodies.

One intent is to avoid creating a perception that a standard is nore
mature than it actually is.
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It should al so be noted that Best Current Practice docunents

[ RFC1818] have generally been considered simlar to Standards Track
docunents in terms of what they can reference. For exanple, a
normative reference to an Experinental RFC has been considered an

i mproper reference per [RFC2026].

1.1. Normative References

Wthin an RFC, references to other docunents fall into two genera
categories: "normative" and "informative". Broadly speaking, a
normative reference specifies a docunent that nust be read to fully
understand or inplenment the subject matter in the new RFC, or whose
contents are effectively part of the new RFC, as its om ssion would
| eave the new RFC i nconpletely specified. An informative reference
is not normative; rather, it provides only additional background

i nformation.

An exact and precise definition of what is (and is not) a normative
ref erence has proven challenging in practice, as the details and
inplications can be subtle. Moreover, whether a reference needs to
be normative can depend on the context in which a particular RFC is
bei ng published in the first place. For exanple, in the context of
an | ETF Standard, it is inportant that all dependent pieces be
clearly specified and available in an archival formso that there is
no di sagreenent over what constitutes a standard. This is not always
the case for other docunents.

The rest of this section provides gui dance on what m ght (and m ght
not) be considered normative in the context of the | ETF standards
process.

In the IETF, it is a basic assunption that inplementors nmust have a
cl ear understandi ng of what they need to inplenment in order to be
fully conpliant with a standard and to be able to interoperate with
other inplenentations of that standard. For docunents that are

ref erenced, any docunent that includes key information an inplenenter
needs woul d be normative. For example, if one needs to understand a
packet format defined in another docunment in order to fully inplenent
a specification, the reference to that format woul d be normati ve.
Likewise, if areference to a required algorithmis nade, the
reference woul d be nornative.

Some specific exanpl es:
- |If a protocol relies on I Psec to provide security, one cannot

fully inplenent the protocol unless the specification for IPsec is
avai | abl e; hence, the reference would be normative.
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The referenced specification would likely include details about
speci fic key managenent requirenments, which transforns are
required and which are optional, etc.

In MB docunents, an | MPORTS cl ause by definition is a normative
ref erence

When a reference to an exanple is made, such a reference need not
be normative. For exanple, text such as "an algorithm such as the
one specified in [ RFCxxxx] woul d be acceptabl e" indicates an
informative reference, since that cited algorithmis just one of
several possible algorithms that coul d be used.

The Need for Downward References

There are a nunber of circunstances in which an | ETF docunent may
need to nmake a normative reference to a docunent at a |ower maturity
| evel, but such a reference conflicts with Section 4.2.4 of

[ RFC2026]. For exanpl e:

(0]

A standards track document may need to refer to a protocol or

al gorithm devel oped by an external body but nodified, adapted, or
profiled by an | ETF i nformational RFC, for exanple, M»b [ RFCL321]
and HVAC [ RFC2104]. Note that this does not override the IETF s
duty to see that the specification is indeed sufficiently clear to
enabl e creation of interoperable inplenentations.

A standards docunent may need to refer to a proprietary protocol,
and the | ETF normal |y docunents proprietary protocols using
i nformati onal RFCs.

A migration or co-existence docunent nmay need to define a
standards track mechanismfor migration from and/or co-existence
with, an historic protocol, a proprietary protocol, or possibly a
non- st andards track protocol

There are exceptional procedural or |egal reasons that force the
target of the normative reference to be an informational or
historical RFC or to be at a | ower standards |evel than the
referring docunent.

A BCP docurent may want to describe best current practices for
experinental or informational specifications.
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3.

The Procedure to Be Used

For Standards Track or BCP docunents requiring normative reference to
docunents of |lower maturity, the normal | ETF Last Call procedure wll
be issued, with the need for the downward reference explicitly
docunmented in the Last Call itself. Any community coments on the
appropri at eness of downward references will be considered by the | ESG
as part of its deliberations.

Once a specific down reference to a particular docunent has been
accepted by the community (e.g., has been nentioned in several Last
Calls), an Area Director nmay wai ve subsequent notices in the Last
Call of down references to it. This should only occur when the sane
docunent (and version) are being referenced and when the AD believes
that the docunent’s use is an accepted part of the community’s
under st andi ng of the relevant technical area. For exanple, the use
of MD5 [ RFC1321] and HMAC [ RFC2104] is well known anobng
crypt ogr aphers.

Thi s procedure should not be used if the proper step is to nove the
docunent to which the reference is being made into the appropriate
category. It is not intended as an easy way out of normal process.
Rat her, the procedure is intended for dealing with specific cases
where putting particular docunents into the required category is
probl ematic and unlikely ever to happen

Security Considerations

Thi s docunent is not known to create any new vulnerabilities for the
Internet. On the other hand, inappropriate or excessive use of the
process m ght be considered a downgrade attack on the quality of |IETF
standards or, worse, on the rigorous review of security aspects of

st andar ds.
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8. Full Copyright Statenent
Copyright (C) The Internet Society (2004).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and at ww. rfc-editor.org, and except as set
forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the 1SOC s procedures with respect to rights in | SOC Docunments can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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