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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract

Thi s docunent defines a new disposition type (early-session) for the
Content-Di sposition header field in the Session Initiation Protoco
(SIP). The treatnent of "early-session"” bodies is simlar to the
treatnment of "session" bodies. That is, they follow the offer/answer
nmodel . Their only difference is that session descriptions whose

di sposition type is "early-session" are used to establish early nedia
sessions within early dialogs, as opposed to regular sessions wthin
regul ar di al ogs.

Tabl e of Contents

I ntroduction .

Ter mi nol ogy .

| ssues Rel at ed to Earl y |\/de a SeSS| on Est abl i shrrent
The Early Session Di sp03|t| on Type .
Precondi ti ons . .
Option tag .

Exanpl e .

Security Consi der atl ons

I ANA Consi derati ons

Acknow edgenents .

Ref erences . .

11.1. Normative Ref erences .

11. 2. Informational References .

Aut hor’ s Address . .

Ful I Copyright Stat errent

Rbowo~No bR

=or
PO©OOOO©ONUIUIADMNNN

el

Camarillo St andards Track [ Page 1]



RFC 3959 Early Session Disposition Type Decenber 2004

1.

I nt roducti on

Early media refers to nmedia (e.g., audio and video) that is exchanged
before a particular session is accepted by the called user. Wthin a
dial og, early nedia occurs fromthe nonent the initial INVITE is sent
until the User Agent Server (UAS) generates a final response. It may
be unidirectional or bidirectional, and can be generated by the
caller, the callee, or both. Typical examples of early nedia
generated by the callee are ringing tone and announcenents (e.g.,
queui ng status). Early nedia generated by the caller typically

consi sts of voice commands or dual tone nmulti-frequency (DTMF) tones
to drive interactive voice response (I VR) systens.

The basic SIP specification (RFC 3261 [2]) only supports very sinple
early nedi a nmechani sns. These sinple nechani sns have a nunber of
problens related to forking and security, and do not satisfy the
requi renents of nost applications. RFC 3960 [8] goes beyond the
mechani snms defined in RFC 3261 [2] and describes two nodels of early
medi a using SIP: the gateway nodel and the application server nodel.

Al t hough both early medi a nodel s described in RFC 3960 [8] are
superior to the one specified in RFC 3261 [2], the gateway nodel
still presents a set of issues. 1In particular, the gateway nodel
does not work well with forking. Nevertheless, the gateway nodel is
needed because sone SIP entities (in particular, sone gateways)
cannot i nplenment the application server nodel

The application server nodel addresses sone of the issues present in
the gateway nodel. This nodel uses the early-session disposition
type specified in this docunent.

Ter m nol ogy

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED', "MAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [1] and indicate requirenent |evels for
compl i ant inplenmentations.

I ssues Related to Early Medi a Session Establishnent

Traditionally, early nmedia sessions have been established in the sane
way as regul ar sessions. That is, using an offer/answer exchange
where the disposition type of the session descriptions is "session"
Application servers performan offer/answer exchange with the User
Agent Client (UAC) to exchange early nedia exclusively, while UASs
use the sane of fer/answer exchange, first to exchange early nedia,
and once the regular dialog is established, to exchange regul ar
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media. This way of establishing early nmedia sessions is known as the
gateway nodel [8], which presents sonme issues related to forking and
security. These issues exist when this nodel is used by either an
application server or by a UAS

Application servers may not be able to generate an answer for an
offer received in the INVITE. The UAC created the offer for the UAS,
and so, it may have applied end-to-end encryption or have included
information (e.g., related to key managenent) that the application
server is not supposed to use. Therefore, application servers need a
means to performan offer/answer exchange with the UAC that is

i ndependent fromthe of fer/answer exchange between both UAs.

UASs using the offer/answer exchange that will carry regular medi a
for sending and receiving early nedia can cause nedia clipping, as
described in Section 2.1.1 of [8]. Sone UACs cannot receive early
media fromdifferent UASs at the sane time. So, when an | NVITE forks
and several UASs start sending early nedia, the UAC nutes all the
UASs but one (which is usually chosen at random. |f the UAS that
accepts the INVITE (i.e., sends a 200 OK) was muted, a new

of f er/ answer exchange is needed to unnute it. This usually causes
medi a clipping. Therefore, UASs need a neans of performing an

of fer/ answer exchange with the UAC to exchange early nedia that is

i ndependent fromthe of fer/answer exchanged used to exchange regul ar
medi a.

A potential solution to this need would be to establish a different
dialog using a globally routable URI to perform an independent

of fer/ answer exchange. This dialog would be |abelled as a dialog for
early nedia and woul d be sonehow related to the original dialog at
the UAC. However, performing all the offer/answer exchanges within
the original dialog has nany advant ages:

o It is sinpler.

o It does not have synchroni zation probl ens, because all the early
di al ogs are term nated when the session is accepted.

o It does not require globally routable URI's

o |t does not introduce service interaction issues related to
services that nmay be wongly applied to the new di al og.

o It makes firewall managenent easier.
This way of perform ng of fer/answer exchanges for early nedia is

referred to as the application server nodel [8]. This nodel uses the
earl y-session disposition type defined in the foll owi ng section
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4. The Early Session Disposition Type

We define a new disposition type for the Content-Di sposition header
field: early-session. User agents MJST use early-session bodies to
establish early nmedia sessions in the sane way as they use session
bodies to establish regul ar sessions, as described in RFCs 3261 [ 2]
and 3264 [3]. Particularly, early-session bodies MIST follow the

of fer/ answer nodel and MAY appear in the sane nessages as session
bodies do with the exceptions of 2xx responses for an INvVITE and
ACKs. Nevertheless, it is NOT RECOMVENDED that early offers in

I NVI TEs be included because they can fork, and the UAC coul d receive
multiple early answers establishing early nedia streams at roughly
the sane tine. Also, the use of the sane transport address (IP
address plus port) in a session body and in an early-session body is
NOT RECOMMENDED. Using different transport addresses (e.g.,
different ports) to receive early and regular nedia nakes it easy to
detect the start of the regular nedia.

If a User Agent (UA) needs to refuse an early-session offer, it MJST
do so by refusing all the media streans in it. Wen SDP [7] is used,
this is done by setting the port nunmber of all the media streans to
zero.

This is the sane nechani smthat UACs use to refuse regular offers
that arrive in a response to an enpty |INVITE

An early medi a session established using early-session bodi es MIST be
term nated when its corresponding early dialog is ternmnated or it
transitions to a regul ar dial og.

It is RECOWENDED that UAs generating regular and early session
descriptions use, as long as it is possible, the sane codecs in both.
This way, the renpte UA does not need to change codecs when the early
session transitions to a regular session

5. Preconditions

RFC 3312 [4] defines a franmework for preconditions for SDP. Early-
sessions MAY contain preconditions, which are treated in the sane way
as preconditions in regular sessions. That is, the UAs do not
exchange nedia, and the called user is not alerted until the
preconditions are net.
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6. Option Tag

We define an option tag to be used in Require and Supported header
fields: early-session. A UA adding the early-session option tag to a
nmessage indicates that it understands the early-session disposition

t ype.
7. Exanple

Figure 1 shows the nessage flow between two UAs. INVITE (1) has an
early-session option tag in its Supported header field and the body
shown in Figure 2. The UAS sends back a response with two body
parts, as shown in Figure 3: one of disposition type session and the
other early-session. The session body part is the answer to the
offer in the INVITE. The early-session body part is an offer to
establish an early nedia session. Wen the UAC receives the 183
(Session Progress) response, it sends the answer to the early-session
offer in a PRACK, as shown in Figure 4. This early nedia session is
term nated when the early dialog transitions to a regul ar dial og.
That is, when the UAS sends the (5) 200 (OK) response for the INVITE

[-------- (1) INVITE-------- >
| of fer

| <--(2) Session Progress----
| early-offer
| answer

earl y-answer

B
I
I
I
I
|
I
I
I
I
I
|

. (4) 200 OK-=------ |

I

|

I

I I
| *
| EIE IR R R I R I R I R I I O I O I |
| * Early Media *|
| R R Sk S S S R S S |
I I
I I
I

* *

Cmmmmmm-- (5) 200 OK-------- |
Figure 1. Message flow
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Cont ent - Type: application/sdp
Content - Di sposition: session

v=0

o=al i ce 2890844730 2890844731 I N | P4 host.exanpl e.com
S=

c=INIP4 192.0.2.1

t=0 0

mFaudi o 20000 RTP/ AVP 0

Figure 2: Ofer

Cont ent - Type: mul ti part/m xed; boundary="boundaryl"
Cont ent - Lengt h: 401

--boundary1l
Cont ent - Type: application/sdp
Content-Di sposition: session

v=0

0=Bob 2890844725 2890844725 I N | P4 host. exanpl e.org
S=

c=INIP4 192.0.2.2

t=0 0

mrFaudi o 30000 RTP/ AVP 0O

--boundaryl
Cont ent - Type: application/sdp
Content - Di sposition: early-session

v=0

0=Bob 2890844714 2890844714 I N | P4 host. exanpl e. org
S=

c=INI1P4 192.0.2.2

t=0 0

mraudi o 30002 RTP/ AVP 0

--boundaryl- -

Figure 3: Early offer and answer
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Cont ent - Type: application/sdp
Content-Di sposition: early-session

v=0

o=al i ce 2890844717 2890844717 I N | P4 host.exanpl e.com
S=

c=INIP4 192.0.2.1

t=0 0

mraudi o 20002 RTP/ AVP 0
Figure 4: Early answer
8. Security Considerations

The security inplications of using early-session bodies in SIP are
the sane as when using session bodies; they are part of the
of fer/ answer nodel .

SIP uses the offer/answer nmodel [3] to establish early sessions in
both the gateway and the application server nmodels. User Agents
(UAs) generate a session description, which contains the transport
address (i.e., | P address plus port) where they want to receive
media, and send it to their peer in a SIP nessage. Wen nedia
packets arrive at this transport address, the UA assunes that they
come fromthe receiver of the SIP nmessage carrying the session
description. Neverthel ess, attackers may attenpt to gain access to
the contents of the SIP nessage and send packets to the transport
address contained in the session description. To prevent this
situation, UAs SHOULD encrypt their session descriptions (e.g., using
S/' M ME)

Still, even if a UA encrypts its session descriptions, an attacker
may try to guess the transport address used by the UA and send nedi a
packets to that address. @uessing such a transport address is
sonetines easier than it may seem because many UAs al ways pick up the
same initial nmedia port. To prevent this situation, UAs SHOULD use
medi a- |1 evel authentication nechanisns (e.g., Secure Realtine
Transport Protocol (SRTP)[6]). |In addition, UAs that w sh to keep
their conmmuni cations confidential SHOULD use nedia-level encryption
mechani sns (e.g, SRTP [6])

Attackers may attenpt to nmake a UA send nedia to a victimas part of
a DoS attack. This can be done by sending a session description with
the victims transport address to the UA. To prevent this attack,
the UA SHOULD engage in a handshake with the owner of the transport
address received in a session description (just verifying willingness
to receive nedia) before sending a | arge anount of data to the
transport address. This check can be performed by using a connection
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oriented transport protocol, by using Sinple Traversal of the UDP
Prot ocol through NAT (STUN)[5] in an end-to-end fashion, or by the
key exchange in SRTP [6].

In any event, note that the previous security considerations are not
early nedia specific, but apply to the usage of the offer/answer
nmodel in SIP to establish sessions in general

Additionally, an early media-specific risk (roughly speaking, an
equivalent to forns of "toll fraud" in the Public Switched Tel ephone
Network (PSTN)) attenpts to exploit the different charging policies
sonme operators apply to early and to regular nedia. Wen UAs are

all oned to exchange early nedia for free, but are required to pay for
regul ar medi a sessions, rogue UAs may try to establish a
bidirectional early nedia session and never send a 2xx response for
the I NVITE

On the other hand, sone application servers (e.g., Interactive Voice
Response systens) use bidirectional early nedia to obtain information
fromthe callers (e.g., the Personal Identification Nunmber (PIN) code
of a calling card). So, we do not recommend that operators disallow
bidirectional early nedia. Instead, operators should consider a
renedy of charging early nedia exchanges that |ast too |ong, or
stopping themat the nedia | evel (according to the operator’s

policy).
9. | ANA Consi derations

Thi s docunent defines a new Content-Disposition header field

di sposition type (early-session) in Section 4. This value has been
registered in the 1ANA registry for Content-Dispositions with the
foll owi ng description:

ear| y-session The body describes an early conmunications
session, for exanple, an RFC 2327 SDP body

Thi s docunent defines a SIP option tag (early-session) in Section 6
It has been registered in the SIP paranmeters registry
(http://ww.iana. org/ assi gnment s/ si p- paraneters) under "Option Tags",
with the follow ng description.

earl y-session A UA adding the early-session option tag to a

message indicates that it understands the early-
session content disposition.
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