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Abst ract
Thi s docunment describes how to detect one or nore network address
transl ati on devices (NATs) between |IPsec hosts, and how to negotiate

the use of UDP encapsul ati on of |Psec packets through NAT boxes in
I nternet Key Exchange (IKE)
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1. Introduction

This docunent is split into two parts. The first describes what is
needed in | KE Phase 1 for NAT-Traversal support. This includes
detecting whether the other end supports NAT-Traversal, and detecting
whet her there is one or nore NATs between the peers.

The second part describes how to negotiate the use of UDP

encapsul ated | Psec packets in IKE's Quick Mbde. It also describes
how to transmit the original source and destination addresses to the
peer, if required. These addresses are used in transport node to
update the TCP/I P checksuns increnentally so that they will match
after the NAT transform (The NAT cannot do this, because the TCP/IP
checksumis inside the UDP encapsul ated | Psec packet.)

The docunent [RFC3948] describes the details of UDP encapsul ati on,
and [ RFC3715] provides background information and notivation of NAT-
Traversal in general. |n conbination with [RFC3948], this docunent
represents an "unconditionally conpliant" solution to the

requi renents as defined by [ RFC3715].

In the basic scenario for this docunent, the initiator is behind
NA(P) T, and the responder has a fixed static |IP address.
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Thi s docurment defines a protocol that will work even if both ends are
behi nd NAT, but the process of howto |ocate the other end is out of
the scope of this document. In one scenario, the responder is behind
a static host NAT (only one responder per |IP, as there is no way to
use any destination ports other than 500/4500). That is, it is known
by the configuration

2. Specification of Requirenents

Thi s docunent shall use the keywords "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOTI", "SHOULD', "SHOULD NOT", "RECOWMENDED, " NMAY",
and "OPTIONAL" to describe requirenments. They are to be interpreted
as described in [RFC2119].

3. Phase 1

The detection of support for NAT-Traversal and detection of NAT al ong
the path between the two | KE peers occurs in | KE [ RFC2409] Phase 1.

The NAT may change the | KE UDP source port, and recipients MIST be
abl e to process | KE packets whose source port is different from 500.
The NAT does not have to change the source port if:

o only one | Psec host is behind the NAT, or

o for the first |IPsec host, the NAT can keep the port 500, and the
NAT wi Il only change the port number for |ater connections.

Reci pi ents MJST reply back to the source address fromthe packet (see
[ RFC3715], section 2.1, case d). This neans that when the origina
responder is doing rekeying or sending notifications to the origina
initiator, it MJST send the packets using the same set of port and IP
nunbers used when the I KE SA was | ast used.

For exanple, when the initiator sends a packet with source and
destination port 500, the NAT nay change it to a packet with source
port 12312 and destination port 500. The responder mnmust be able to
process the packet whose source port is 12312. It nust reply back
with a packet whose source port is 500 and destination port is 12312.
The NAT will then translate this packet to source port 500 and
destination port 500.
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3.1. Detecting Support of NAT-Traversa

The NAT-Traversal capability of the renmpte host is deternmined by an
exchange of vendor ID payloads. 1In the first two nmessages of Phase
1, the vendor id payload for this specification MJST be sent if
supported (and it MJST be received by both sides) for the NAT-
Traversal probe to continue. The content of the payload is the M5
hash of

RFC 3947
The exact content in hex for the payload is
4a131c81070358455c5728f 20e95452f
3.2. Detecting the Presence of NAT

The NAT-D payl oad not only detects the presence of NAT between the
two | KE peers, but also detects where the NAT is. The |ocation of
the NAT device is inportant, as the keepalives have to initiate from
the peer "behind" the NAT

To detect NAT between the two hosts, we have to detect whether the IP
address or the port changes along the path. This is done by sending
the hashes of the | P addresses and ports of both | KE peers from each
end to the other. |If both ends cal cul ate those hashes and get same
result, they know there is no NAT between. |If the hashes do not

mat ch, sonebody has translated the address or port. This neans that
we have to do NAT-Traversal to get |Psec packets through

If the sender of the packet does not know his own |P address (in case
of multiple interfaces, and the inplenentation does not know which IP
address is used to route the packet out), the sender can include

mul tiple local hashes to the packet (as separate NAT-D payloads). In
this case, NAT is detected if and only if none of the hashes natch.

The hashes are sent as a series of NAT-D (NAT di scovery) payl oads.
Each payl oad contains one hash, so in case of multiple hashes,
mul ti pl e NAT-D payl oads are sent. In the norrmal case there are only
two NAT-D payl oads.

The NAT-D payl oads are included in the third and fourth packets of

Main Mode, and in the second and third packets in the Aggressive
Mode.
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The format of the NAT-D packet is

1234567812345678123456781234561738

S S S S +
| Next Payload | RESERVED | Payload | ength |
o o o o +
~ HASH of the address and port ~
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +

The payl oad type for the NAT discovery payload is 20.
The HASH i s cal cul ated as foll ows:
HASH = HASH(CKY-I | CKY-R | IP | Port)

This uses the negotiated HASH al gorithm Al data inside the HASH is
in the network byte-order. The IPis 4 octets for an |IPv4 address
and 16 octets for an | Pv6 address. The port nunmber is encoded as a 2
octet nunber in network byte-order. The first NAT-D payl oad contains
the renote end’s | P address and port (i.e., the destination address
of the UDP packet). The renai ni ng NAT-D payl oads contai n possible

| ocal -end I P addresses and ports (i.e., all possible source addresses
of the UDP packet).

If there is no NAT between the peers, the first NAT-D payl oad

recei ved shoul d match one of the | ocal NAT-D payloads (i.e., the

| ocal NAT-D payloads this host is sending out), and one of the other
NAT- D payl oads nust match the renpte end’ s | P address and port. |If

the first check fails (i.e., first NAT-D payl oad does not nmatch any

of the local |P addresses and ports), it means that there is dynanic
NAT between the peers, and this end should start sendi ng keepalives

as defined in the [RFC3948] (this end is behind the NAT).

The CKY-1 and CKY-R are the initiator and responder cookies. They
are added to the hash to nake preconputation attacks for the IP
address and port inpossible.

The following exanple is of a Phase 1 exchange using NAT-Traversal in
Mai n Mbde (authentication with signatures):

Initiator Responder

HDR, SA, VID -->

<-- HDR, SA, VID
HDR, KE, Ni, NAT-D, NAT-D -->

<-- HDR, KE, Nr, NAT-D, NAT-D
HDR*#, IDi, [CERT, ] SIGI -->

<-- HDR*#, IDr, [CERT, ], SIGR

Ki vinen, et al. St andards Track [ Page 5]



RFC 3947 Negoti ati on of NAT-Traversal in the IKE January 2005

The foll owing exanple is of Phase 1 exchange using NAT-Traversal in
Aggressive Mode (authentication with signatures):

Initiator Responder
HDR, SA, KE, Ni, IDi, VID-->
<-- HDR, SA, KE, Nr, IDr,
[CERT, ], VID, NAT-D
NAT-D, SIGR
HDR*#, [CERT, ], NAT-D, NAT-D
SIGI -->

The # sign indicates that those packets are sent to the changed port
if NAT is detected.

4. Changing to New Ports

| Psec-aware NATs can cause problenms (See [ RFC3715], section 2.3).
Some NATs will not change | KE source port 500 even if there are
multiple clients behind the NAT (See [RFC3715], section 2.3, case n).
They can al so use | KE cookies to denultiplex traffic instead of using
the source port (See [ RFC3715], section 2.3, case n). Both of these
are problematic for generic NAT transparency, as it is difficult for

| KE to discover the capabilities of the NAT. The best approach is
sinply to nove the IKE traffic off port 500 as soon as possible to
avoi d any | Psec-aware NAT special casing.

Take the common case of the initiator behind the NAT. The initiator
must qui ckly change to port 4500 once the NAT has been detected to
m nim ze the wi ndow of | Psec-aware NAT probl ens.

In Main Mode, the initiator MJUST change ports when sending the ID
payload if there is NAT between the hosts. The initiator MJST set
bot h UDP source and destination ports to 4500. All subsequent
packets sent to this peer (including informational notifications)
MJUST be sent on port 4500. |In addition, the | KE data MJST be
prepended with a non-ESP marker allow ng for denultiplexing of
traffic, as defined in [ RFC3948].

Thus, the | KE packet now | ooks like this:
| P UDP( 4500, 4500) <non-ESP marker> HDR*, IDii, [CERT, ] SIG|

Thi s assunes authentication using signatures. The 4 bytes of non-ESP
mar ker are defined in the [ RFC3948].
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When the responder gets this packet, the usual decryption and
processing of the various payloads is performed. |If these are
successful, the responder MJST update |ocal state so that all
subsequent packets (including informational notifications) to the
peer use the new port, and possibly the new | P address obtained from
the incomng valid packet. The port will generally be different, as
the NAT will map UDP(500, 500) to UDP(X, 500), and UDP(4500, 4500) to
UDP(Y, 4500). The IP address will seldombe different fromthe pre-
changed | P address. The responder MJST respond with all subsequent

| KE packets to this peer by using UDP(4500,Y).

Simlarly, if the responder has to rekey the Phase 1 SA, then the
rekey negotiation MJST be started by using UDP(4500,Y). Any

i mpl ementation that supports NAT traversal MJST support negotiations
that begin on port 4500. |If a negotiation starts on port 4500, then
it doesn’'t need to change anywhere else in the exchange.

Once port change has occurred, if a packet is received on port 500,
that packet is old. |If the packet is an informational packet, it MAY
be processed if local policy allows this. |If the packet is a Miin
Mode or an Aggressive Mdde packet (with the same cookies as previous
packets), it SHOULD be discarded. |If the packet is a new Main Mde
or Aggressive exchange, then it is processed nornally (the other end
m ght have rebooted, and this is starting new exchange).

Here is an exanple of a Phase 1 exchange using NAT-Traversal in Miin
Mode (authentication with signatures) with changing port:

Initiator Responder
UDP( 500, 500) HDR, SA, VID -->
<-- UDP(500, X) HDR, SA, WID
UDP( 500, 500) HDR, KE, N,
NAT-D, NAT-D -->
<-- UDP(500, X) HDR, KE, Nr,
NAT- D, NAT-D
UDP( 4500, 4500) HDR*#, 1Dii,
[CERT, ]SIGI -->
<-- UDP(4500,Y) HDR*#, IDir,
[ CERT, ], SIGR

The procedure for Aggressive Mdde is very simlar. After the NAT has
been detected, the initiator sends | P UDP(4500,4500) <4 bytes of

non- ESP mar ker> HDR*, [CERT, ], NAT-D, NAT-D, and SIGI. The
responder does simlar processing to the above, and if successful,
MUST update it's internal IKE ports. The responder MJUST respond with
al | subsequent | KE packets to this peer by using UDP(4500,Y).
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Initiator Responder
UDP( 500, 500) HDR, SA, KE
Ni, IDi, VID -->
<-- UDP(500, X) HDR, SA KE
Nr, IDr, [CERT, ],
VI D, NAT-D, NAT-D,
SIGR
UDP( 4500, 4500) HDR*#, [ CERT, ],
NAT- D, NAT- D,
SIGI -->
<-- UDP(4500, Y) HDR*#,

If the support of the NAT-Traversal is enabled, the port in the ID
payl oad i n Mai n Mbde/ Aggressive Mbde MUST be set to O.

The nobst common case for the responder behind the NAT is if the NAT

is sinply doing 1:1 address translation. |In this case, the initiator
still changes both ports to 4500. The responder uses an al gorithm
identical to that above, although in this case Y will equal 4500, as

no port translation is happening.

A different port change case involves out-of-band di scovery of the
ports to use. Those discovery nethods are out of the scope of this
docunent. For instance, if the responder is behind a port
translating NAT, and the initiator needs to contact it first, then
the initiator will have to determ ne which ports to use, usually by
contacting sonme other server. Once the initiator knows which ports
to use to traverse the NAT, generally sonmething |ike UDP(Z 4500), it
initiates using these ports. This is simlar to the responder rekey
case above in that the ports to use are already known up front, and
no additi onal change has to take place. Also, the first keepalive
timer starts after the change to the new port, and no keepalives are
sent to the port 500.

5. Qick Mde

After Phase 1, both ends know whether there is a NAT present between
them The final decision of using NAT-Traversal is left to Quick
Mode. The use of NAT-Traversal is negotiated inside the SA payl oads
of Quick Mbde. In Quick Mdde, both ends can al so send the origina
addresses of the | Psec packets (in case of the transport node) to the
other end so that each can fix the TCP/IP checksumfield after the
NAT transformation.
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5.1. Negotiation of the NAT-Traversal Encapsul ation

The negoti ati on of the NAT-Traversal happens by adding two new
encapsul ati on nbdes. These encapsul ati on npdes are

UDP- Encapsul at ed- Tunnel 3
UDP- Encapsul at ed- Tr ansport 4

It is not normally useful to propose both normal tunnel or transport
node and UDP- Encapsul at ed nodes. UDP encapsulation is required to
fix the inability to handl e non-UDP/ TCP traffic by NATs (see

[ RFC3715], section 2.2, case i).

If there is a NAT box between hosts, normal tunnel or transport
encapsul ati ons may not work. In this case, UDP-Encapsul ati on SHOULD
be used.

If there is no NAT box between, there is no point in wasting
bandwi dt h by addi ng UDP encapsul ati on of packets. Thus, UDP-
Encapsul ati on SHOULD NOT be used.

Al'so, the initiator SHOULD NOT include both normal tunnel or
transport nmode and UDP- Encapsul at ed- Tunnel or UDP- Encapsul at ed-
Transport in its proposals.

5.2. Sending the Original Source and Destination Addresses

To performincrenmental TCP checksum updates, both peers may need to
know the original |IP addresses used by their peers when those peers
constructed the packet (see [RFC3715], section 2.1, case b). For the
initiator, the original Initiator address is defined to be the
Initiator’s I P address. The original Responder address is defined to
be the perceived peer’s | P address. For the responder, the origina
Initiator address is defined to be the perceived peer’s address. The
ori gi nal Responder address is defined to be the Responder’s IP

addr ess.

The original addresses are sent by using NAT- QA (NAT Origina
Addr ess) payl oads.

The Initiator NAT-QA payload is first. The Responder NAT- QA payl oad
i s second.

Exampl e 1:
Initiator <--------- > NAT <--------- > Responder
N

N N

| addr Nat Pub Raddr
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The initiator is behind a NAT talking to the publicly avail abl e
responder. Initiator and Responder have the |IP addresses |addr and
Raddr. NAT has public |IP address Nat Pub

Initiator:
NAT- CAi = | addr
NAT- QAr = Raddr
Responder :
NAT- QAi = NATPub
NAT- QAr = Raddr
Exampl e 2:
Initiator <------ > NATL <--------- > NAT2 <------- > Responder
N N N N
| addr Nat 1Pub Nat 2Pub Raddr

Here, NAT2 "publishes" Nat2Pub for Responder and forwards all traffic
to that address to Responder

Initiator:
NAT- QAi = | addr
NAT- QAr = Nat 2Pub
Responder :
NAT- QAi = Nat 1Pub
NAT- OAr = Raddr

In the case of transport nmode, both ends MJST send both origina
Initiator and Responder addresses to the other end. For tunnel node,
bot h ends SHOULD NOT send original addresses to the other end.

The NAT- QA payl oads are sent inside the first and second packets of
Quick Mode. The initiator MJST send the payloads if it proposes any
UDP- Encapsul at ed- Transport node, and the responder MJST send the

payl oad only if it sel ected UDP-Encapsul at ed- Transport node. It is
possible that the initiator sends the NAT-QA payl oad but proposes
bot h UDP- Encapsul ated transport and tunnel node. Then the responder
sel ects the UDP-Encapsul ated tunnel node and does not send the NAT- OA
payl oad back.
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The format of the NAT-OA packet is

1234567812345678123456781234561738

R R R R +
| Next Payload | RESERVED | Payload | ength |
o o o o +
| 1D Type | RESERVED | RESERVED |
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| I Pv4 (4 octets) or I Pv6 address (16 octets) |
R R R R +

The payl oad type for the NAT origi nal address payload is 21.

The ID type is defined in the [ RFC2407]. Only ID_I PV4_ADDR and
I D I PV6_ADDR types are allowed. The two reserved fields after the ID
Type nust be zero.

The foll owi ng exanple is of Quick Mde using NAT- QA payl oads:

Initiator Responder
HDR*, HASH(1), SA, N, [, KH
[, IDci, IDcr ]
[, NAT-QAI, NAT-OAr] -->
<-- HDR*, HASH(2), SA, Nr, [, KH
[, IDci, IDcr ]
[, NAT-QAi, NAT-CQAr]
HDR*, HASH(3) -->

6. Initial Contact Notifications

The source | P and port address of the I N Tl AL- CONTACT notification
for the host behind NAT are not neani ngful (as NAT can change them,
so the I P and port nunmbers MUST NOT be used to determ ne which

| KE/ | Psec SAs to renpbve (see [ RFC3715], section 2.1, case c). The ID
payl oad sent fromthe other end SHOULD be used instead; i.e., when an
I NI TI AL- CONTACT notification is received fromthe other end, the

recei ving end SHOULD renove all the SAs associated with the sane ID
payl oad.

7. Recovering fromthe Expiring NAT Mappi ngs

There are cases where NAT box decides to renpve nappings that are
still alive (for exanple, when the keepalive interval is too |ong, or
when the NAT box is rebooted). To recover fromthis, ends that are
NOT behi nd NAT SHOULD use the last valid UDP encapsul ated | KE or

| Psec packet fromthe other end to determ ne which I P and port
addresses shoul d be used. The host behind dynam ¢ NAT MJUST NOT do
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this, as otherwise it opens a DoS attack possibility because the IP
address or port of the other host will not change (it is not behind
NAT) .

Keepal i ves cannot be used for these purposes, as they are not
aut henti cated, but any | KE authenticated | KE packet or ESP packet can
be used to detect whether the IP address or the port has changed.

8. Security Considerations

Whenever changes to sonme fundanmental parts of a security protocol are
proposed, the exam nation of security inplications cannot be ski pped.
Therefore, here are sone observations about the effects, and about
whet her or not these effects matter.

0 | KE probes reveal NAT-Traversal support to anyone watching the
traffic. Disclosing that NAT-Traversal is supported does not
i ntroduce new vul nerabilities.

o The value of authentication mechani sns based on | P addresses
di sappears once NATs are in the picture. That is not necessarily
a bad thing (for any real security, authentication neasures other
than | P addresses should be used). This neans that authentication
with pre-shared keys cannot be used in Main Mdde without using
group-shared keys for everybody behind the NAT box. Using group
shared keys is a huge risk because it allows anyone in the group
to authenticate to any other party and claimto be anybody in the
group; e.g., a nornmal user could inpersonate a vpn-gateway and act
as a man in the mddle, and read/nodify all traffic to/fromothers
in the group. Use of group-shared keys is NOI RECOVMENDED

0 As the internal address space is only 32 bits and is usually very
sparse, it mght be possible for the attacker to find out the
i nternal address used behind the NAT box by trying all possible
| P-addresses to find the matching hash. The port nunbers are
normal ly fixed to 500, and the cookies can be extracted fromthe
packet. This limts the hash calculations to 27232. |f an
educat ed guess of the private address space is nmade, then the
nunber of hash cal cul ati ons needed to find out the internal IP
address goes down to 2724 + 2 * (2716).

0 Neither NAT-D payl oads nor Vendor |D payloads are authenticated in
Mai n Mbde nor in Aggressive Mdde. This means that attacker can
renove those payl oads, nodify them or add them By renpving or
addi ng them the attacker can cause Denial of Service attacks. By
nmodi fyi ng t he NAT-D packets, the attacker can cause both ends to
use UDP-Encapsul ated nodes instead of directly using tunnel or
transport node, thus wasting sonme bandw dth.
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9

(0]

Sendi ng the original source address in the Quick Mde reveals the
internal | P address behind the NAT to the other end. |In this case
we have already authenticated the other end, and sending the
original source address is only needed in transport node.

Updating the | KE SA/ESP UDP encapsul ation | P addresses and ports
for each valid authenticated packet can cause DoS if an attacker
can listen to all traffic in the network, change the order of the
packets, and inject new packets before the packet he has already
seen. In other words, the attacker can take an authenticated
packet fromthe host behind NAT, change the packet UDP source or
destination ports or |P addresses and send it out to the other end
before the real packet reaches it. The host not behind the NAT
will update its I P address and port mappi ng and send further
traffic to the wong host or port. This situation is fixed

i medi atel y when the attacker stops nodifying the packets, as the
first real packet will fix the situation. |nplenentations SHOULD
AUDI T the event every tine the mapping is changed, as it should
not happen that often

| ANA Consi der ations

Thi s docunent contains two new "nmagi ¢ nunbers" all ocated fromthe
existing | ANA registry for I Psec and renames existing registered port
4500. This docunent al so defines 2 new payl oad types for |IKE

The following are new itens that have been added in the "Internet
Security Association and Key Management Protocol (| SAKMP)
Identifiers" Encapsul ation Mode registry:

Narmre Val ue Ref erence

UDP- Encapsul at ed- Tunnel 3 [ RFC3947]
UDP- Encapsul at ed- Tr ansport 4 [ RFC3947]

Change in the registered port registry:

Keywor d Deci mal Descri ption Ref erence

i psec-nat-t 4500/ tcp | Psec NAT-Traversal [RFC3947]
i psec-nat-t 4500/ udp | Psec NAT-Traversal [RFC3947]
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10.

11.

12.

12.

12.

New | KE payl oad nunbers need to be added to the Next Payl oad Types
registry:

NAT- D 20 NAT Di scovery Payl oad
NAT- CA 21 NAT Ori gi nal Address Payl oad

| AB Consi der ati ons

The UNSAF [ RFC3424] questions are addressed by the | Psec-NAT
conpatibility requirenments docunment [RFC3715].

Acknowl edgnent s

Thanks to Markus Stenberg, Larry DiBurro, and WIIliam D xon, who
contributed actively to this docunent.

Thanks to Tatu Yl onen, Santeri Paavol ai nen, and Joern Sierwald, who
contributed to the docunent used as the base for this docunent.

Ref er ences
1. Normative References

[ RFC2409] Harkins, D. and D. Carrel, "The Internet Key Exchange
(IKE)", RFC 2409, Novenber 1998.

[ RFC2407] Piper, D., "The Internet IP Security Domain of
Interpretation for | SAKMP', RFC 2407, Novenber 1998.

[ RFC3948] Huttunen, A, Swander, B., Volpe, V., DiBurro, L., and M
St enberg, "UDP Encapsul ation of |Psec Packets", RFC 3948,
January 2005.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

2. Infornmtive References

[ RFC3715] Aboba, B. and W Dixon, "IPsec-Network Address Transl ation
(NAT) Conpatibility Requirenments", RFC 3715, March 2004.

[ RFC3424] Daigle, L. and 1 AB, "I AB Considerations for UNi|ateral
Sel f - Address Fi xi ng (UNSAF) Across Network Address
Transl ation", RFC 3424, Novenber 2002.

Ki vinen, et al. St andards Track [ Page 14]



RFC 3947 Negoti ati on of NAT-Traversal

Aut hors’ Addresses

Tero Kivinen

Saf eNet, |nc.
Fredri ki nkatu 47
FI' N- 00100 HELSI NKI
Fi nl and

EMai | : kivinen@af enet-inc.com

Ari Huttunen

F- Secure Corporation
Tammasaar enkatu 7,

FI N- 00181 HELSI NKI

Fi nl and

EMail: Ari.Huttunen@-- Secure.com

Bri an Swander

M crosof t

One M crosoft Wy
Rednond, WA 98052
USA

EMai | : briansw@n crosoft.com

Vi ctor Vol pe

Ci sco Systemns

124 Grove Street
Suite 205
Franklin, MA 02038
USA

EMai | : vvol pe@i sco. com

Ki vi nen, et al. St andards Track

in the IKE

January 2005

[ Page 15]



RFC 3947 Negoti ati on of NAT-Traversal in the IKE January 2005

Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the IETF s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Ki vinen, et al. St andards Track [ Page 16]






