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Recl assi fyi ng Dynam ¢ Host Confi guration Protocol
versi on 4 (DHCPv4) Options

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2004).
Abst ract

Thi s docunent updates RFC 2132 to reclassify Dynam c Host
Configuration Protocol version 4 (DHCPv4) option codes 128 to 223
(decimal) as publicly defined options to be managed by I ANA in
accordance with RFC 2939. This docunment directs | ANA to nake these
option codes avail able for assignment as publicly defined DHCP
options for future options.
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1.

3.

I nt roducti on

The DHCPv4 [ RFC2131] publicly defined options range, options 1 - 127,
is nearly used up. Efforts such as [RFC3679] help extend the |life of
this space, but ultimately the space will be exhausted.

Thi s docunent reclassifies nmuch of the site-specific option range,
whi ch has not been widely used for its original intended purpose, to
extend the publicly defined options space.

Requi renments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Backgr ound
The DHCP option space (0 - 255) is divided into two ranges [ RFC2132]:

1. 1 - 127 are publicly defined options, now allocated in accordance
with [ RFC2939].

2. 128 - 254 are site-specific options.
Options 0 (pad) and 255 (end) are special and defined in [ RFC2131].
1. Publicly Defined Options Range

The publicly defined options space (1 - 127) is nearly exhausted.
Recent work [RFC3679] will buy nore tinme, as several allocated but
unused option codes have been reclained. A review could be made from
time to time to determ ne whether there are other option codes that
can be recl ai ned.

A longer-termsolution to the eventual exhaustion of the publicly
defined options space is desired. The DHC WG eval uated severa
sol utions:

1. Using options 126 and 127 to carry 16-bit options as originally
proposed by Ral ph Drons in |late 1996. However, this significantly
penalizes the first option assigned to this new space, as it
requires inplementing the 16-bit option support. Because of this,
options 126 and 127 have been recl ai med [ RFC3679] .

2. Using a new nagi ¢ cookie and 16-bit option code fornmat. However,
this proposal
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3.

2

* penalizes the first option assigned to this new space, as it
requires significant changes to clients, servers, and rel ay
agents,

* could adversely inpact existing clients, servers, and rel ay
agents that fail to properly check the nmagi c cookie val ue,

* requires support of both nessage formats for the foreseeable
future, and

* requires clients to send multiple DHCPDI SCOVER nessages -- one
for each magi ¢ cooki e.

3. Reclassifying a portion of the site-specific option codes as
publicly defined. The inpact is mnimal, as only those sites
presently using options in the reclassified range need to renunber
their options.

Site-Specific Options Range

The site-specific option range is rather large (127 options in all)
and little used. The original intent of the site-specific option
range was to support local (to a site) configuration options, and it
is difficult to believe a site would need 127 options for this
purpose. Further, many DHCP client inplenentations do not provide a
wel | documented neans to request site-specific options froma server
or to allow applications to extract the returned option val ues.

Sone vendors have nmade use of site-specific option codes that violate
the intent of the site-specific options, as the options are used to
configure features of their products and thus are specific to many
sites. This usage could potentially cause problens if a site that
has been using the sane site-specific option codes for other purposes
depl oys products fromone of the vendors, or if two vendors pick the
sanme site-specific options.

Recl assi fying Options

The site-specific option codes 128 to 223 are hereby reclassified as
publicly defined options. This |leaves 31 site-specific options, 224
to 254.

To all ow vendors that have made use of site-specific options within
the reclassified range to publish their option usage and to request
an official assignment of the option nunber to that usage, the
followi ng procedure will be used to reclassify these options:
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1. The reclassified options (128 to 223) will be placed in the
"Unavail abl e" state by I ANA. These options are not yet avail able
for assignment to publicly defined options.

2. Vendors that currently use one or nore of the reclassified options
have 6 nmonths following this RFC s publication date to notify the
DHC WG and | ANA that they are using particular options nunbers and
agree to docunent that usage in an RFC. 1 ANA will nove these
options fromthe "Unavail able" to "Tentatively Assigned" state.

Vendors have 18 nonths fromthis RFC s publication date to start
the docunentation process by subnitting an Internet-Draft.

NOTE: If multiple vendors of an option nunber conme forward and can
demonstrate that their usage is in reasonably w de use, none of
the vendors will be allowed to keep the current option nunber, and
they MUST go through the nornmal process of getting a publicly

assi gned option [RFC2939].

3. Any options still classified as "Unavailable" 6 nonths after the
RFC publication date will be noved to the "Unassi gned" state by
| ANA. These options nay then be assigned to any new publicly
defined options in accordance with [ RFC2939].

4. For those options in the "Tentatively Assigned" state, vendors
have 18 nonths following this RFC s publication date to submit an
Internet-Draft documenting the option. The docunented usage MJST
be consistent with the existing usage. When the option usage is
published as an RFC, 1ANA will nove the option to the "Assigned"
st at e.

If no Internet-Draft is published within the 18 nonths or should
one of these Internet-Drafts expire after the 18 nonths, |1 ANA wl|
nmove the option to the "Unassigned" state, and the option may then
be assigned to any new publicly defined options in accordance with
[ RFC2939] .

Sites presently using site-specific option codes within the

recl assified range SHOULD take steps to renunber these options to
values within the remaining range. |If a site needs nore than 31
site-specific options, the site nust switch to using suboptions, as
has been done for other options, such as the Relay Agent |nformation
Option [ RFC3046] .

5. Security Considerations

Thi s docunent in and by itself provides no security, nor does it
i mpact existing DCHP security as described in [ RFC2131].
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6. | ANA Consi derati ons

I ANA is requested to

1.

expand the publicly defined DHCPv4 options space from1l - 127 to 1
- 223. The new options (128 - 223) are to be listed as

"Unavai |l abl e" and MUST NOT be assigned to any publicly defined
options.

receive notices fromvendors that have been using one or nore of
the options in the 128-223 range that they are using the option
and are willing to docunment that usage. IANA will list these
options as "Tentatively Assigned".

change the listing of any options listed as "Unavail able” to
"Avail able" 6 nonths fromthis RFC s publication date. These
options may now be assigned in accordance with [ RFC2939].

change the listing of any options listed as "Tentativel y-Assi gned"
to "Unavail able" 18 nonths fromthis RFC s publication date and
periodically thereafter as long as there is an option |listed as
"Tentativel y-Assigned", if no un-expired Internet-Draft exists
docunenting the usage.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2004).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the IETF s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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