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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
Copyright (C The Internet Society (2004).
Abst ract

Thi s docunent describes four options for Network Information Service
(NI'S) related configuration information in Dynam ¢ Host Configuration
Protocol for IPv6 (DHCPv6): NS Servers, N S+ Servers, NIS dient
Domai n Nane, N S+ Cient Domai n nane.

1. Introduction

Thi s docunent describes four options for passing configuration
information related to Network Information Service (NIS) [3] in
DHCPv6 (RFC 3315 [1]).

The options defined in this docunent can only be used to configure
i nformati on about NI'S servers that can be reached using | Pv6. The
DHCP option to configure information about IPv4 NI'S servers can be
found in RFC 2132 [4]. Mechanisns for configuring |Pv4/1Pv6 dual -
stack applications are being considered, but are not specified in
thi s docunent.

2. Term nol ogy
The key words MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,

SHOULD NOT, RECOMVENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in BCP 14, RFC 2119 [2].
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Thr oughout this docunent, unless otherw se specified, the acronym
DHCP refers to DHCP as specified in RFC 3315.

Thi s docunent uses terni nology specific to | Pv6 and DHCP as defi ned
in section "Term nol ogy" of RFC 3315.

3. Network Information Service (NIS) Servers Option

The Network Information Service (NIS) Servers option provides a |ist
of one or nore | Pv6 addresses of NS servers available to the client.
Clients MIUST treat the list of NIS servers as an ordered list. The

server MAY list the NIS servers in the order of preference.

The format of the Network Information Service Servers option is as
shown bel ow
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option-code: OPTION_N S SERVERS (27)

option-Ien: Length of the "NIS server’ fields in octets; It nust be
a multiple of 16

Nl S server: | Pv6 address of NS server

4. Network Information Service V2 (N S+) Servers Option
The Network Information Service V2 (N S+) Servers option provides a
list of one or nore | Pv6 addresses of N S+ servers available to the
client. dients MIJST treat the |ist of N S+ servers as an ordered

list. The server MAY list the NI S+ servers in the order of
pr ef erence.
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The format of the Network Information Service V2 (N S+) Servers
option is as shown bel ow

0 1 2 3
01234567890123456789012345678901
i e S S e T ik i o T S S S e e
OPTI ON_NI SP_SERVERS | option-Ilen |
i T o T T i T A S S S T
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option-code: OPTI ON_NI SP_SERVERS (28)

option-len: Length of the 'NI S+ server’ fields in octets; It nust be
a multiple of 16

NI S+ server: |Pv6 address of N S+ server
5. Network Information Service (NI'S) Donmain Name Option

The Network Information Service (NI'S) Donain Name option is used by
the server to convey client’s NIS Dormain Name info to the client.

The format of the NI'S Domain Nane option is as shown bel ow

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| OPTI ON_NI' S_DOVAI N_NANME | option-len |
el i I e i it T e e e e i i T o S e e S e T R R
| ni s- domai n- nane |
I : I

R o ol T I o S e e S T R .+.- B i I T e T S i sl sTE T S T
opti on- code: OPTI ON_NI' S_DOVAI N_NAME ( 29)

option-|en: Length of the 'nis-donmain-nane’ field in octets
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ni s- domai n- nane: NI'S Domai n nane for client

The ' ni s-domai n-name’ MJST be encoded as specified in section
"Representation and Use of domain nanes" of the DHCPv6 specification

[1].
6. Network Information Service V2 (NI S+) Domai n Nane Option

The Network Information Service V2 (N S+) Dormain Nanme option is used
by the server to convey client’s NI S+ Domain Name info to the client.

The format of the NI S+ Donmain Nane option is as shown bel ow

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| OPTI ON_NI SP_DQVAI N_NAME | option-len |
T S I T i i S o e T i I S i e S
| ni sp- donai n- nane |

e S S S S i ol I S +- e i i S S S S S S
opti on- code: OPTI ON_NI SP_DQVAI N_NAME ( 30)

option-Ien: Length of the 'nisp-domain-nane’ field in octets
ni sp- domai n- name: NI S+ Domai n nanme for client

The ' ni sp-domai n-nane’ MJST be encoded as specified in section
"Representation and Use of donmi n nanmes" of the DHCPv6 specification

[1].
7. Appearance of these Options

The NI'S servers, N S+ servers, N S donain name and Nl S+ domai n nane
options MJUST NOT appear in other than the foll owi ng nessages:
Solicit, Advertise, Request, Renew, Rebind, |nfornmation-Request and
Reply.

The option nunber for these options MAY appear in the Option Request
Option [1] in the foll owing nessages: Solicit, Request, Renew,
Rebi nd, | nfornmation-Request and Reconfi gure.
8. Security Considerations
The NI'S servers, N S+ servers, N S donain name and Nl S+ domai n nane

options may be used by an intruder DHCPv6 server to assign invalid
NI S paraneters, resulting in clients unable to use NI'S service
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10.

10.

10.

The NI'S servers and NI S+ servers options may be used by an intruder
DHCPv6 server to cause the DHCPv6 clients to send their queries to an
intruder NI S/NI S+ server. This misdirected searches may be used to
spoof NI S/ NI S+ nanes.

The NI'S domai n nane and N S+ domai n nane options may be used by an
i ntruder DHCPv6 server to cause the DHCPv6 clients to search through
invalid domains for inconpletely specified domain nanes. The results
of these m sdirected searches may be used to spoof N S/ N S+ nanes.

To avoid attacks through these options, the DHCPv6 client SHOULD use
aut henti cated DHCP (see section "Authentication of DHCP nmessages” in
the DHCPv6 specification [1]).

I ANA Consi derati ons
The | ANA has assigned option codes to the follow ng options fromthe

option-code space defined in "DHCPv6 Options" section of the DHCPv6
specification [1].

Opti on Nane Val ue Described in
OPTI ON_NI' S_SERVERS 27 Section 3
OPTI ON_NI SP_SERVERS 28 Section 4
OPTI ON_NI' S_DQOVAI N_NAME 29 Section 5
OPTI ON_NI SP_DQOVAI N_NANME 30 Section 6
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Copyright (C) The Internet Society (2004).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE CF THE

| NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the IETF s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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